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Abstract

Modern network infrastructure is characterized by high heterogeneity, scalability, and complexity, which
complicate ensuring stable operation in the face of dynamic threats. In particular, unauthorized influences
pose a special danger — hidden or undeclared actions that traditional signature analysis methods cannot
detect. This article proposes a method for detecting unauthorized influences in network interactions based
on intelligent traffic analysis. The problem lies in the insufficient effectiveness of traditional methods in
detecting new or hidden attacks. The study aims to develop a hybrid approach that combines traffic
clustering, analytical indices, and eXplainable Artificial Intelligence (XAI). Self-Organizing Maps (SOMs)
are used for traffic cluster analysis, and a criticality index and derivative are used to assess the impact of
features. SHAP and LIME methods are used to interpret the results. Experiments are conducted on real-
world network datasets. Improvements in accuracy metrics (F1, TPR, MCC) are obtained compared to
baseline models. The scientific novelty lies in the combination of SOM clustering with index-based impact
assessment and explainable traffic analysis. The method is suitable for implementation in intrusion detection
systems and for improving the resilience of corporate networks to atypical threats.
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1. Introduction

The development of machine learning and artificial intelligence methods has made it possible to
optimize routine actions in the field of information and cyber security [1]. At the same time, using
information technologies, cybercriminals are improving their methods and criminal activities by
scaling cyberattacks, increasing their speed and efficiency, which contributes to expanding the
range of threats that organizations face. Small and medium-sized organizations (SMOs) remain the
most vulnerable segment [2, 3]. Analysis of analytical reports [4] revealed a rapid increase in the
number of attacks related to impersonation, session hijacking, token theft and exploitation of
vulnerabilities in cloud supply chains. Attackers are increasingly using the “Living off the Land”
(LOTL) tactic, using legitimate software. British statistics for 2025 [5] confirm this trend: attacks
were recorded in 41% of microbusinesses and one in two small enterprises. The consequences of
such incidents are often fatal: 60% of small sector companies are forced to cease operations within
six months of a serious attack [6].

According to the International Digital Trust 2025 Analytical Study [5], cybersecurity is a
priority for businesses, but only 2% of organizations have implemented measures to ensure cyber
resilience at all levels. There are problems with the quantitative assessment of cyber risks: 47% of
respondents are concerned about the reliability and validity of the results of such an assessment,
and 39% are concerned about the uncertainty of the assessment. The dynamism and multi-vector
nature of malware has prompted researchers and practitioners to develop a wide range of
conceptual approaches to ensuring data integrity, availability, and confidentiality, ranging from
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deterministic protection models to probabilistic ones using risk-based technology. However, the
complexity of most risk-based security systems makes their application possible only for large
businesses with significant resources and a large staff of qualified information security specialists.
Therefore, MSOs need solutions that are cost-effective, easy to manage, and consistent with their
limited financial and human resources [7, 8].

2. Literature overview

Small and medium-sized businesses are the foundation of the global economy, generating more
than half of the world’s gross domestic product and providing employment for the majority of the
population. Given such a large-scale impact, the implementation of a risk-based approach to
information and cyber security in SMEs has become critical. This has led to the emergence of
numerous scientific and practical developments aimed at improving the system of protecting this
sector from cyber threats and making effective decisions, building the cyber resilience of the
organization.

Cyber resilience is commonly defined as the organizational, technological, and human capacity
to anticipate, detect, withstand, recover from, and adapt following cyber incidents [2].
Consequently, risk management in information systems must evolve from a narrow focus on
cybersecurity toward a broader paradigm of cyber resilience [9].

Maturity models are frequently employed to assess the current state of an organization’s
resilience [2]. For example, [10] introduced a spirally structured maturity model that enables rapid,
low-cost assessment of organizational resilience. Unlike conventional models with five or six levels,
this approach incorporates only three security levels, each certified independently. The model
unfolds across three phases: (1) assessment of current and projected maturity levels, (2) risk
analysis, and (3) ISMS Generation, which provides solutions derived from a structured library
(including 4 technical instructions, 25 regulations, 65 patterns, 50 procedures, and 35 registers).
Practical validation of this tool, as reported in [11], demonstrated high levels of satisfaction among
SMO managers.

A complementary approach was proposed in [12-14], which integrates qualitative and
quantitative methods for risk assessment. The algorithm begins with threat identification through
SWOT analysis, followed by a flexible choice of tools—statistical methods when sufficient data are
available, or expert evaluation otherwise. Scenario modeling and probability estimation are
supported by Monte Carlo simulations.

Simplification remains a recurring theme in SMO-focused research. The authors of [15]
emphasized that risk management systems must be streamlined, offering a theoretical justification
for 14 variables within the conceptual SMERMF framework. Similarly, [16] advanced a four-stage
cyber resilience methodology, implemented as the CR-SAT web application. One limitation noted
was the necessity of supplementary services and guides to support SMOs in applying the
methodology effectively.

Applied digital tools have also been explored. For instance, [17] described the use of a URL
classifier to counter phishing and assess risks based on threat intelligence and LCCI. This solution,
however, was limited to three primary threats—malware, web attacks, and phishing—and relied on
NIST CSF and ISO 27001/2 frameworks. In [18], the authors introduced a web service that replaces
subjective managerial judgments with objective threat analysis. By responding to structured
questions, users receive automatically generated, personalized action plans, thereby mitigating the
problem of organizational “self-deception” and enhancing audit reliability.

Further contributions include the GestionAVR application [8], designed to integrate structured
risk management processes for SMOs. Testing in the engineering sector revealed positive
outcomes, such as reduced planning time and improved vulnerability detection. Nonetheless, the
tool lacked synchronization with international standards and automated reporting features.

Human factors remain a critical dimension of resilience modeling. The study in [19] proposed
two complementary methodologies: customer journey modeling (CJML diagrams) and secure
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systems modeling. A key advantage of these approaches lies in their ability to facilitate
communication between cybersecurity experts and non-technical personnel.

At the policy level, the European Union Agency for Cybersecurity (ENISA) introduced in 2024 a
practical tool for assessing SMO cybersecurity maturity. Based on structured questionnaires, the
tool enables self-diagnosis and generates tailored recommendations aligned with best practices [7].

A large number of studies confirm the relevance and importance of this topic. However, the
theoretical nature of many scientific methods complicates their practical application, requiring
complex adaptation to the context of the organization. As practice shows, there is no universal
solution for building cyber resilience of organizations, because it is they who determine and
implement those technologies that satisfy their resource constraints and strategic priorities.

3. Research method

The development of a practical toolkit for self-diagnostics of information security of an
organization based on a risk-based approach is based on regulatory support in the IS system,
namely, NIST CSF 2.0, ISO/IEC 27001:2022, COBIT 2019, CIS Controls v8 [20-23]. The structured
survey was carried out using the NIST CSF 2.0 framework as a basic measuring tool, COBIT 2019
was used as a mechanism for determining the target state through prioritization of business
processes, ISO/IEC 27001:2022 as a reference for documented controls, CIS Controls v8 as
additional practical detailing for small and medium-sized organizations (SMEs).

The process of organizing the work of the expert group was developed using SWOT analysis,
which allowed converting the qualitative characteristics of the functioning of the SMEs into a
structured list of critical influence factors. This provides a solid foundation for further quantitative
analysis and strategic planning of the organization's cyber resilience.

The architecture and processes of this toolkit are presented using a use case diagram that shows
the role of information system experts and the main functions of this system, and an activity
diagram that describes the four-phase process of assessing the organization’s cyber maturity.

Given the limited resources of small and medium-sized businesses, it is recommended to use
Microsoft Excel as a basic tool for internal security audits.

4. Main material

The theoretical basis of the practical toolkit for self-diagnosis of an organization's information
security based on a risk-based approach is the integration of four IS frameworks: NIST CSF 2.0,
ISO/IEC 27001:2022, COBIT 2019, CIS Controls v8, a comparative analysis of which is presented in
Table 1. Despite the obvious advantages of recognized standards, their high abstraction and
vagueness of formulations complicate practical application for small and medium-sized businesses
[9, 24]. Also a problem is the large number of related issues in each document. Therefore, first an
analysis of the official mappings (Crosswalks) of the relevant frameworks was conducted:

1. Official mapping of CIS Controls v8.1 (153 Safeguards) to NIST CSF 2.0 (106 categories) [25]—
45 Safeguards are explicitly mapped (29.4% of the total) and 108 Safeguards are partially mapped
(70.6%). The largest gaps are observed in the Protection and Detection functions—precisely those
areas where technical CIS controls are most detailed and practically valuable for organizations.

2. Official mapping of NIST CSF to ISO/IEC 27001:2022 [26]—ISO Annex A coverage: 68 out of
93 controls (73%); mandatory section coverage: 21 out of 33 controls (64%). The biggest gap is that
25 Annex A controls remain without a direct mapping in the NIST CSF.

3. Official mapping of NIST CSF 1.1 to COBIT 2019 [27]—since the official mapping was for NIST
1.1, a transition mapping was performed to NIST 2.0. The biggest problem was that NIST CSF 2.0
has 106 subcategories compared to 98 in version 1.1—new elements (especially the Governance
function) do not have direct equivalents in the COBIT mapping.
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Table 1

Comparative analysis of leading cybersecurity frameworks

Criterion NIST CSF 2.0 ISO/IEC COBIT 2019 CIS Controls v8
27001:2022
Version 2.0 27001:2022 2019 v8.1(2024)
Release Year  February 2024 October 2022 April 2019 June 2024

Information Secu-

IT governance and

Practical actions for

Primary Risk-oriented cyber . . . . .
. rity Management business-IT align- protection against cy-
Focus risk management
System ment ber threats
. . 18 controls —
6 functions — Clauses 4-10 + 5 domains —
. 153 safeguards —

Structure 23 categories — Annex A (93 con- 40 governance ob-

Number of

106 subcategories

106 subcategories

trols)

93 controls in An-

jectives

40 governance and
management objec-

3 implementation
groups

153 safeguards

Elements nex A .
tives
S High (adaptive Medium (requires ~ High (11 design fac- High (3 implementa-
Flexibility . Lo
framework) strict structure) tors) tion tiers)
. . No (voluntary Yes (international ~ No (reference stan-  No (set of best prac-
Certification . . .
framework) certification) dard) tices)
Any organizations  Organizations re- e
Target Y Org . &4 . IT departments, SMEs with limited re-
. (government, busi-  quiring certifica-
Audience . CIOs sources
ness, SMEs) tion
. Process-based, re-  Governance-fo- . . .
Strategic, outcome- . . Practical, action-ori-
Approach ) quirement-ori- cused, manage-
oriented . ented
ented ment-oriented
Flexibility, univer-  International . . .
Key . ¥ .\ . Business-IT align-  Ease of implementa-
sality, broad recog-  recognition, certi- . . . .
Advantages L. ; ment, metrics tion, SME orientation
nition fication
Lack of certifica- . . Implementation .
Key . . Certification cost, P . Less detail for com-
N tion, requires adap- . . complexity, re- .
Limitations rigid structure plex environments

tation

quires maturity

A comparison of typical gaps between CIS Controls and ISO 27001 is presented in Table 2.

Table 2
Statistics of typical gaps

Type of Gap ISO 27001 (of controls, %) CIS Controls (of safeguards, %)
Different levels of abstraction 12 36
New elements in frameworks 10 8
Industry-specific aspects 5 27
Total requiring refinement 29 71

The formation of a holistic matrix of interrelationships required the elimination of the identified
discrepancies through systematic expert verification and refinement based on semantic analysis,
the use of the Security Function as a navigational reference point, and expert validation. Each
established connection was checked by a group of three experts with experience in implementing
all four frameworks. A connection was considered valid if at least two of the three experts
confirmed it. The results of the refinement are presented in Table 3.

Thus, the overall correspondence matrix is an Excel file “NIST 2.0 Master Mapping” with 106
rows (NIST subcategories) and 7 columns:

1. NIST 2.0 Function.

2. NIST 2.0 Category.

3. NIST 2.0 Subcategory.
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4. NIST CSF 1.1 (for backward compatibility).
5. COBIT 2019 (31 relevant objectives).

6. 1SO 27001:2022 (126 controls).

7. CIS Controls v8.1 (153 Safeguards).

Table 3

Statistics and examples of mapping refinement

Framework

Official
Coverage

Refined/
Extended

Example of Refinement

ISO
27001:2022

COBIT 2019

CIS Controls
v8.1

66/103 (64%)

40/40 (of which
31 relevant)

45/153 (29.4%)

+37

Selection and
adaptation

+108

NIST PR.AA-04 “Identity and credential lifecy-
cle is managed,” direct control of access life-
cycle.

NIST PR.AA-01 “Identities and credentials for
authorized users are managed,” broader re-
quirement, ISO specifies the termination sce-
nario.

From 40 objectives, 31 were selected:

Nine objectives purely related to IT opera-
tional management were excluded (e.g.,
BAI07 “Manage change acceptance and transi-
tioning” - focused on software change man-
agement rather than security);

Focus placed on EDM, APO (risk manage-
ment), BAI (secure development), DSS (inci-
dent management).

For CIS 17.1 (Designate Incident Response Roles), offi-
cial mapping links only to the NIST CSF 2.0 “Respond”
function, without specifying a subcategory.
Refinement process:
1. Analysis of description: “roles and responsi-
bilities,” “response coordination”.
2. Search within the Respond function (13 sub-
categories):

RS.MA-01 “Incident response activities are co-
ordinated,” management of the response
process.

RS.AN-01 “Incident data and metadata are col-
lected.” — Narrower part of the response
process.

3. Two links established: CIS 17.1 «> RS.MA-01,
RS.AN-01.

© %

Each cell contains a list of corresponding controls from other frameworks separated by “;”. For
example, for NIST PR.AA-01, the CIS column might contain “4.3; 4.7; 5.2; 5.3; 6.6” indicating all
relevant Safeguards.

In this model, the central measurement instrument is NIST CSF 2.0.

The mechanism for assessing cyber maturity consists of four phases, whose sequential
implementation enables the determination of the current state of organizational cyber maturity and
the development of a roadmap for improvement.

Phase 1. Formation of the expert group and organizational context. The expert group
includes specialists in IT, cybersecurity, risk management, law, and management of key business
areas. Through structured discussion supported by SWOT analysis [28], the group conducts a
comprehensive examination of the organization’s strategic objectives, critical processes, and
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regulatory environment. The outcome of this stage is the formalization of the Organizational
Context—a foundational document that defines the parameters for subsequent evaluation.

Phase 2. Assessment of the current state (As-Is) using NIST CSF 2.0. The evaluation
process is based on a structured questionnaire covering all 106 subcategories of the NIST CSF
framework. The organization responds to 92 questions distributed across 18 business-oriented
information security processes. Based on these responses, the system automatically calculates the
score for each process as the average of all answers within that process on a 0-4 scale. These
values are then used by the algorithm to compute the overall maturity level on a 0-5 scale. To
ensure data reliability, an expert verification stage is included: the group of specialists compares
automated indicators with the actual state of security and adjusts them according to the specifics of
the organizational environment.

Phase 3. Determination of the target state (To-Be) through COBIT 2019. Using the
COBIT methodology, the expert group identifies priority governance objectives within five key
domains. Through a developed correspondence matrix, these objectives are automatically
converted into target maturity indicators for the relevant NIST CSF subcategories, thereby enabling
the formation of a substantiated target cybersecurity profile for the organization.

Phase 4. Gap analysis and development of the improvement roadmap. The system
performs an automated comparison of the current and desired security states, generating a detailed
list of discrepancies. On this basis, a multi-standard improvement strategy is constructed,
incorporating cross-framework guidance: enhancing maturity according to NIST, optimizing
management controls under ISO 27001, and implementing practical safeguards from CIS Controls.
To ensure the feasibility of the proposed measures, experts adapt the roadmap by considering the
available budget, human resources, and the strategic importance of organizational units.

To illustrate the main stages of the cyber maturity assessment process, as well as the decision-
making logic in the control phases, Figure 1 presents a structural-logical model based on the
integration of NIST CSF 2.0, COBIT 2019, ISO/IEC 27001, and CIS Controls.

?

[ Phase 1: Formation of the organizational context ]

and expert group

v

Artifact: Document “Organizational Phase 2: Assess the current state (As-is)
Context” against NIST CSF 2.0

—b‘ Validation of results by an expert group

Was the assessment
ompleted correctly2

Automatic mapping via correspondence matrix
(ISO 27001 / COBIT / CIS)

|

Phase 3: Defining the Target State (To-Be)
through COBIT 2019

Adapting the roadmap to take ] ¢

into account constraints

Forming a Target NIST CSF Maturity Profile

Does it match
resources and
priorities?

Final improvement roadmap (in NIST,
COBIT, ISO, CIS terms)

Figure 1: UML activity diagram of the four-phase cyber maturity assessment process

Phase 4: Gap analysis and
initial roadmap formation

Agreed
by experts?
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The main scenarios of user interaction with the cyber maturity assessment system are presented in
Figure 2 using a use case diagram, which shows the role of experts with the information system, as
well as the main functions of this system.

Cyber maturity assessment
system
Form an organizational Automatic maturity
context assessment
<dinclude>>. 7
: View ISO 27001
compliance

Conduct an As-Is™\*’ ‘f?’de”d» CISO
assessment ¢ /

ia=a=. . ( Validate assessment MCO
<<extendss results iew assessment
<<extends>,) results
ek Define To-Be ? -
aIoe; through COBIT View CIS Controls -
of recommendations
the ]

expert <<include>> Perform Gap i s Auditor
group: | | o SRgEsnmsssancl Analysis
Create a roadmap k:‘

Figure 2: Cyber maturity assessment system use case diagram

i

i

The developed toolkit offers a systematic approach to cyber maturity assessment, the key
advantage of which is the creation of a “single window” for simultaneous auditing according to
several international standards [29, 30]. Thanks to the use of a correspondence matrix, it is possible
to achieve significant resource optimization: the assessment results are automatically translated
between different frameworks, which eliminates the need to duplicate efforts when checking
identical requirements within NIST, ISO, COBIT and CIS. The high scalability of the solution
deserves special attention: the tool is equally effective for both small and medium-sized businesses
(in particular, due to the focus on CIS IG1) and large corporations that require comprehensive
management according to COBIT principles. Along with the above advantages, the use of the tool
has certain specific aspects that should be taken into account. In particular, to achieve the integrity
of coverage, the authors carried out a deep methodological adaptation of official mappings, which
makes the tool unique, but requires an understanding of its internal logic. It is also important to
note that the formed roadmap is a basis for improvement, but it does not replace a full-fledged
certification audit (for example, for the ISO 27001 standard), which requires a separate detailed
study of the documentary base. Finally, despite the high level of automation, the application of the
“Human-in-the-Loop” principle remains critically important: expert validation is a prerequisite for
the correct interpretation of results in a specific organizational context, where algorithmic
assessment may not take into account atypical business risks [31-33]. Similar Al-oriented
approaches are also relevant for web application security, where intelligent models support
vulnerability analysis, attack detection, and explainable risk-oriented decision-making [34].
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5. Conclusions

Modern requirements for information and cybersecurity oblige organizations to maintain
simultaneous compliance with a number of leading information security frameworks. However, the
practice of conducting isolated audits for each standard creates the problem of duplication of
functions and excessive resource burden, which is a significant barrier to IS self-assessment for
small and medium-sized businesses. In response to these challenges, a practical toolkit for self-
diagnosis of an organization's information security was developed based on a risk-based approach,
which integrates the following solutions:

* Convergence of frameworks (NIST CSF 2.0, ISO/IEC 27001:2022, COBIT 2019, CIS Controls
v8) to develop a cross-standard matrix that provides a single assessment cycle and
eliminates redundancy of procedures.

e Automation of structured questionnaires, which minimizes the subjective factor and
increases the reliability of the obtained cyber maturity indicators.

* Hybrid validation of results using the “Human-in-the-Loop” principle to adapt the
assessment to the unique business needs of the organization.

* Risk analysis by experts based on SWOT analysis to identify internal strengths and
external challenges obtained during an automated survey.

The results of this study have practical value for enterprises that seek to simplify information
and cyber security risk management through a unified assessment. A self-diagnostic tool for
determining the level of cyber maturity through a multi-standard assessment using several
frameworks simultaneously without duplication is a proactive support for SMOs that have limited
material, technical and human resources. The proposed approach also allows cybersecurity
specialists to minimize time spent during comprehensive IS audits.

The introduction of research materials into the educational process of Borys Grinchenko Kyiv
Metropolitan University for students of the F5 specialty Cybersecurity and Information Protection
contributed to a deeper assimilation of theoretical material and the formation of sustainable
practical skills in implementing a risk-oriented approach in security systems.

It is planned to develop a web application as an alternative tool that will provide variability
between web solutions and Excel tables.
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