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Abstract

The urgency of protecting information at information facilities from leakage via technical channels is
undeniable and ranks among the leading areas of information security. The rapid growth of technical
capabilities for intercepting and generating information leaks through technical channels is driving
increased demand for information security methods and tools. Therefore, theoretical and practical issues
related to the study of electrodynamic processes in information systems are highly relevant. This paper
presents original results from studies of electrodynamic processes in unintentional wire antennas to ensure
electromagnetic compatibility and information protection at information facilities sites. An iterative method
for determining current in a curved wire is considered, and formulas for determining the electromagnetic
field generated by a wire radiator in the near field are presented. Distributions of electric and magnetic field
strengths for a corner radiator are shown. Original results of a study of electrodynamic processes in the near
field of loop antennas are presented. The calculated spatial values of the magnetic induction vector of a loop
antenna at different distances from the frame plane are given. It is proposed to experimentally determine the
spatial characteristics of the near field of wire antennas by introducing passive electric oscillatory circuits
tuned to the field frequency at specific points in space. The practical significance of the results lies in their
applicability across various industries for determining the spatial characteristics of the near field of
unintentional wire antennas, as well as for the synthesis of systems whose structure includes wire and, in
particular, loop antennas.
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1. Introduction

The rapid development of computing technology in the modern world has opened up opportunities
for automating mental work and enabled the creation of new information technologies. The
unlawful falsification or distortion, destruction, or disclosure of certain classified information
causes serious harm to participants in automated information exchange processes.

When addressing the issue of information security, the object of information activity should be
considered as a complex, dynamic, multi-parameter, weakly deterministic system with distributed
parameters, in which, as a result of internal electromagnetic interactions and external intelligence
threats, unexpected emergent properties may arise, manifesting in the formation of dangerous
signals [1, 2]. Obviously, to achieve the required level of information security, the ability to predict
and prevent the occurrence of emergent properties at the protected object must be ensured.

The physical nature of technical intelligence stems from the fact that processes associated with
the processing, transmission, and storage of information generate side effects: scattered fields of
various physical natures and the induction of currents and voltages in non-informational physical
circuits. The growing technical capabilities for intercepting information through technical leakage
channels and for generating such leaks are driving increasing demands for information security
methods and tools, making theoretical and practical issues related to the study of electrodynamic
processes in information systems highly relevant [3].
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An adequate assessment of the likelihood of a potential security breach depends on expert
knowledge of radio frequency technology, particularly the associated causal factors and their
interrelationships. The literature has identified several factors that can cause unintentional
electromagnetic emissions, leading to information security breaches [4, 5].

In [6], the authors describe the problems caused by four types of electromagnetic radiation from
displays, keyboard inputs, printed information, and communication data. In [7], the authors
consider the interception and security risks of wireless keyboard signals, regardless of
communication protocols, noise, and physical obstacles. Printers as sources of unintentional
electromagnetic radiation are discussed in [8—11]. The use of commercial printers connected via a
local area network is quite common for printing large volumes of data in office settings. These
printers are usually equipped with various components such as hard drives, power and signal lines,
connectors, and wireless transceivers. Measuring the electromagnetic radiation near the printer
enables recovery of printed data. In [12], unintentional radiation from an unshielded twisted cable
caused by the twisting structure is discussed.

Electromagnetic signal leakage from various sources via signal lines, power lines, telephone
lines, and water pipes can also cause numerous safety issues [13]. The primary concern in such
scenarios is the characteristics of conductors acting as antennas at high frequencies. Important
considerations for the electrical dynamics of long-distance power transmission lines and internal
power distribution systems are needed to address electromagnetic interference [14, 15].

The literature contains very limited information on both the spatial structure of the near field of
specific types of antennas and the general patterns (the main one being the nature of amplitude
change) inherent in the electromagnetic field of arbitrary antennas when moving from the far zone
to the intermediate zone and, especially, to the near zone [16, 17].

The purpose of the article is to study electrodynamic processes in unintentional wire antennas
to solve problems of ensuring electromagnetic compatibility and information protection at
information facilities.

2. An iterative method for determining the current in a curved wire

The wire radiator is geometrically defined by its shape and parameters—length 1 and radius a
(thickness 2a) with the ratio

a<<landa < A. (@)

The field of wire electrodynamic structures is determined by the current in the wire as a
function I (5) of the coordinate & B along the wire.

Figure 1 shows a rectilinear (a), curved (b), two-wire (c), and frame (d) wire radiators, each of
which is located in the primary field E" of a plane incident wave.

b) c) d)
Figure 1: Types of wire electrodynamic structures:
(a) straight section, (b) curved wire, (c) two wires, (d) frame
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Fulfilment of inequalities (1) allows us to neglect the transverse components of the surface current
density in the initial formulation in comparison with the longitudinal ones, and also to find the
field of the wire by the average longitudinal density on the circumference of the cross-section, i.e.,
by the current I (&) and the linear charge 7 (&) of the wire

af H,,(&0)dp=1(8),
. @)
ae [ E,.[€,0)dp=1(&).

Integration in (2) is only over the angular coordinate ¢ means that in each cross-section of the
curved wire a local system of cylindrical coordinates p, ¢, z is introduced, and the transition from
a rectilinear wire (Figure 1a) to a curvilinear one (Figure 1b) will lead, under the conditions of
fulfillment of (1), only to a formal replacement z — &.

The following relationships between current and charge are known [18]

_dIfg)

dé
dT(E)__.
dE jopel (§)+f (&) 4

where f (&) is the characteristic of the surface field of the wire, equal to

= jot (&) 3)

=ea f ),dp=2mnae(Eg,,), (5)

at p=a, i.e., coinciding up to a constant factor 2 mae with the derivative along the normal from
the average value of the tangential component of the electric field strength on the surface of the
wire.

In (3) and (4), the variables] (6), T (f) completely characterize the behavior of the wire in an
electromagnetic field.
The functions T (E ) T (E ) are described by ordinary differential equations

. .
I +k' I=—jof (&), 6
T +kT=f. ()
The formal solution of equation (6) consists of two terms of the current I, + 1, ,=1I as solutions
of the homogeneous and non-homogeneous equations (6)

I,=C,coské+C,sin ké 8)

@ [ s Vag )
T==j7 J {€)sink[e-£)dg . & <g<g,,
$o

where &, and &, correspond to the beginning and end of the wire, and when substituting (9) into

(6), one should use the well-known formula q ( E)

jé (éédéf £ dE+lq.8la-ulp.lpe (10)

The importance of the resulting formula (9) lies in its ability to solve the inverse problem of
determining the current from the field for a wire radiator. In particular, this makes it possible to
organize an iterative process for finding the current in wire antennas.
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The pair of relations (6), (9) can be used to mutually establish the relationship between the current
and the surface characteristic. According to (5), the characteristicf (&) is determined by both the
primary and secondary fields created by the current in the wire

f=f"+f'=2mae(E}

Emav

);)+2na£(E§mav);. (11)

Formula for f, taking into account the boundary condition on the surface of the wire

EEmav(a):Epr

Emav

(a)+E2mav(a):O‘ (12)

Using the usual definition of the derivative in (10)

Eémav(p)_EZmav(a)

f =2maelim 3
p-a p—a
and substituting (11) into (12), we have the characteristic
E; EPr
fF(E)ZZNElima[ Ema"(p’E)-i- €mav(p)é)] (14)

p-a p—da
related to an ideal wire. Substituting (14) into (9) yields a formula for the current I, taking

into account the boundary condition (12), which allows us to interpret (9) as an integral equation of
the problem.
From (11) and (9) it follows that the current I, , consists of two currents

¢ ,
Iﬁf=—2na£%f(Eg,;av)psink(é—év)d{, (15)
ED
N , o
Ifnz—Znas%f(Ezmav)psink(f-cf)déf (16)
EU

where the determination of I} according to (15) is carried out using a given primary field. The

situation is different with the current I isn,

preliminary calculation of the secondary field at the surface of the wire.
It is of interest to establish the conditional distribution of the roles of currents (8), (15), and (16)
in the creation of a secondary field, although the root cause of all three currents is the primary field

the determination of which according to (16) requires a

EP". According to (8), for a known type of current I, the constants C,, C, are determined by the

length of the wire L and the end values of the currents I”', I} , if we introduce the condition of

in’> ~in’

equality to zero of the total current at the ends of the wire

Ccosk§+Cysink&y=-[I7(&)+ 15,8, (17)

C,cosk&,+C,sink&,=-[I12(&,)+1;,(&,)]- (18)

According to (15), the current I 5: is zero for an infinitely thin wire (a -0 ), i.e., the influence of

the wire thickness is primarily taken into account by I!". The role of the current I; is more
complex, since it does not vanish even when a - 0, since in (16) the integrand tends to oo.

Let us assume the opposite, that ( E; )p does not have a singularity of the type g '. Then, by

ém
virtue of (15), for an infinitely thin wire I} — 0, which together with I’ — 0, according to (17), (8),
for a wire of finite length (Eo?ff L) also gives zero current I,=0. Reality refutes this result, since
even in an infinitely thin wire a current is induced due to the primary field, which, it turns out,

cannot consist only of I}, but is supplemented by current I; according to (16).
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Further analysis of (14) is useful for developing an iterative algorithm for finding the current I,
According to the classical interpretation, the limit in (14) exists if the numerator is proportional to
the value of p-a, i.e., for the near-surface field

EEmav(p,€)=—E§,;av(p,5)+5(«f)(1-5) (19)

where the function& (E ) does not depend on p. Finding this function, as well as the current

I ( '3 ), allows us to consider the electrodynamic problem solved, and

frig)=—2nE&(E). (20)

The iterative process is based on the following assumption. The secondary field near a wire is
primarily determined by the nearest section of the wire carrying current and only to a second
approximation by the integral effect of the remaining sections of the wire. This assumption is
supported not only by the weakening of the influence with distance, but also by the presence of a
compensating effect, since the wire is electrically neutral and therefore carries charges of both
signs.

So, as a first approximation in (19), (20) it is proposed to set

£()~EL,la),
Efpa®-Elnop!a, e

Emav

f,=-2neEY

Emav *

Substituting (21) into (9), and then (8), (9) into (17) allows us to find the total current of the wire
in the first approximation I, =1,,+1, ..

To find the second approximation of the characteristic fz(f ) the field near the wire with the
found current I 1(E )is calculated. We use a linear integral of the type (21) of the dipole field

3
E*(q)=[[1,(&,)+ 1(&,)1G 0 dE,. (22)
&
where
quZ(jwe)'1[kZGPqu+gradqdivq(quzg)] (23)

where Fp=?<0(x)(fp)+j/’oy(fp)+_z'oz(fp) is the radius vector of a point p lying on the
centerline of the wire. We find the tangent component of vector (19) at a point g on the surface of
the wire (Figure 1b)

3
s _ 30 s _
E{m(q)_ép'Eq_f(Ih+Iinh)XqudEp (24)
&
where
_30,
K,,=¢,"G,,. (25)
To simplify the calculations, we supplement inequalities (1) with the condition that the tangent
unit vector 62 is independent of the position of the point g within the contour of a single cross-

section. This allows us to preserve the form (1) when finding the average stress by substituting the
quantity K,

21 21
av __ 1 70 _ 1 20 __ 70 av
qu_ﬁ.!Eq'qud(pq—Efq'{qudqu—fq‘qu- (26)
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After the tangential component of the field strength near the conductor is determined using (22)
and (23), the characteristic f,( &) is found either using (14) or (18) and (19). Substituting f, (&) into
(9) and taking into account (8) and (17) yields the conductor current in the second approximation:
I,=1,,+1I,,,,. The iterative process considered is convergent, and there is reason to believe that in
most cases a third approximation of the conductor current will not be necessary, as it differs little
from I,.

3. Spatial characteristics of the near field of power supply wires in a
data transmission system

The results of the study of the electromagnetic field in the near zone created by a curved wire with
a given current distribution are presented in [19].

The near-field zone of power lines transmitting information is characterized by the presence of
all field components, an irregular field, and the complex nature of the Poynting vector. Since the
near-field zone contains not only active but also reactive energy, calculations should be performed
in a general manner, taking into account all field components [20].

The field distribution calculation was performed for the case where data is transmitted at a
frequency along a right-angled wire with a leg length of a = 5 m and a wire diameter significantly
smaller than the wavelength d <A. This value was chosen because this frequency is close to the
frequency range used by amateur radio stations (28.0-29.7 MHz), which, according to the National
Table of Radio Frequency Band Allocations of Ukraine, can be used for experimental research in
addition to communications between amateur radio stations [21].

The current distribution is assumed to be uniform along the length of the wire. As is known
[20], the amplitudes of the electric and magnetic fields depend linearly on the amplitude of the
current flowing along the wire. For the wire structure under consideration, normalized
distributions of the electric E(x, y,z)and magnetic H(x, y,z) field strengths for frequency were
constructed f= 30 MHz (Figures 2a and 2b).
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Figure 2: Distribution of normalized intensities of (a) magnetic H (x Y, Z) and (b) electric

E (X ,V,Z )ﬁelds of a wire bent at a right angle for frequency f= 30 MHz

The graphs show that the distribution of electric E(x,y,z) and magnetic H(x,y,z) field
strengths follows the geometry of the wire. As the distance from the observation point to the
emitter increases, the electric field strength E(X,y,z) contours that follow the conductor’s
geometry become smoother. As the strengths generated by each arm are added together, additional
maxima appear between them. As the distance from the wire increases further, the level lines
smooth out, assuming a spherical shape. Compared to the electric field strength E(x, y,z), the

magnetic field amplitude H (x,y,z) decreases more rapidly with increasing distance from the
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wire, but the amplitude decreases unevenly: it decays faster on the inner side of the wire than on
the outer side (see Figure 2a).

The distribution of the radiation power density of a wire bent at a right angle at a frequency
f=30 MHz shown in Figure 3 follows the contours of a corner wire.

Mhorm (X,Y,2)
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7
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Figure 3: Distribution of the radiation power density of a wire bent at a right angle for the
frequency f= 30 MHz

The Poynting vector is found as the vector product of the complex amplitudes of the electric
and magnetic field strengths [20], therefore its distribution follows the distribution of the magnetic
field strength and decreases with increasing distance from the wire under consideration to the
observation point.
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Figure 4: Distribution of the intensities of (a) magnetic H (x Y, z) and (b) electric E (x Y, Z)
fields of a wire bent at an angle a =30 ° for frequency f= 30 MHz

From the graphs it is clear that decreasing the angle between the wires leads to an increase in
the electric field strength, while the magnetic field strength is practically independent of the angle

a.

4. Spatial characteristics of the near field of loop antennas

The magnetic field of an inductive source current can be calculated as the vector sum
(superposition) of the fields created by individual elementary sections of currents (Beau-Savart-

Laplace law)

= _ Ho
dB=—%
41

I,[dl,r]

3

r
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where d | is a vector of a conductor element of length dl, drawn in the direction of current flow

(Figure 1); I is a radius vector drawn from this conductor element to a given point in space;
Hn
Ho=4m-10° ( - )1s magnetic constant [20].

Considering that the dimensions of the field source are much smaller than the wavelength (the
system is quasi-stationary), the phase delay can be neglected.
Magnetic induction vector modulus (Figure 5)

— LW,
B,= Llo S]Ss,lrlo(sm,B dl (28)
r
where I, is the current value in the frame, W, is number of turns of the frame, « is angle
between vectors d [ and F; § is angle between vectors d B, and d By ;.

|
daB, |
|
|
|
|
|
|
|
|
|

Figure 5: Design schemes of the near field of a frame antenna:
(a) general and (b) along the sides of the frame

We have determined the spatial distribution of the values of the magnetic induction vector of a
loop antenna measuring 0.7x0.6 m (Figure 6) [22]. As can be seen from Figures 6-9, with increasing
distance from the frame plane, the field pattern becomes more uniform.
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Figure 6: Spatial distribution of the values of the magnetic induction vector of a loop antenna
at a distance of 0.05 m from the plane of the loop
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Figure 7: Spatial distribution of the values of the magnetic induction vector of a loop antenna
at a distance of 0.09 m from the plane of the loop
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Figure 8: Spatial distribution of the values of the magnetic induction vector of a loop antenna
at a distance of 0.12 m from the plane of the loop
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Figure 9: Spatial distribution of the values of the magnetic induction vector of a loop antenna
at a distance of 0.2 m from the plane of the loop
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In [22] it is proven that the spatial characteristics of the near-field of loop antennas can be
determined experimentally by introducing passive electric oscillatory circuits tuned to the field
frequency into given points in space. The obtained results are also relevant to broader radio
channel security studies, where the analysis of electromagnetic propagation, signal characteristics,
and technical leakage conditions is considered an important component of protecting wireless and
information-processing systems [23]. Related studies on cooperative V2X-based UAV detection also
show that distributed radio-frequency observations can improve the detection of low-power
wireless objects and support more resilient monitoring of radio environments [24].

5. Conclusions

The iterative method of determining the current in a curved wire allows studying electrodynamic
processes in unintended wire antennas. Considered distributions of electric and magnetic field
strengths of curved wire emitters can be used to estimate the level of electromagnetic radiation
that occurs when using electric wires for signal transmission, when organizing local networks and
broadband access to the Internet.

The considered method of calculating and visualizing the spatial values of the magnetic
induction vector of loop antennas can be used in the synthesis of systems that incorporate loop
antennas, and in conducting research in information technologies and technical information
protection, and in solving problems of electromagnetic compatibility of technical systems and
electromagnetic safety.

Experimentally, the spatial characteristics of the near field of wire antennas can be determined
by introducing passive electrical oscillatory circuits tuned to the field frequency into given points
in space.

A promising direction for further research is the improvement of analytical and experimental
methods for determining the spatial characteristics of wire antennas of complex configuration.
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