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Abstract

As aresult of the study, a classification of anomaly detection methods in computer networks was conducted.
Since network traffic exhibits self-similarity properties, the possibility of assessing traffic anomalies based
on the Hurst exponent was established. As a result of the work, a method was implemented, the basis of
which is a mechanism for detecting network traffic anomalies using the Hurst exponent. Two algorithms for
calculating the Hurst exponent were implemented: the R/S method and a method based on the stationarity-
aware analysis of network traffic. During the study, an experimental evaluation of the effectiveness of three
anomaly detection methods was also conducted: Autoencoder, Isolation Forest, and online-SVM. For this
purpose, the values of the Hurst exponent were used as the sole feature, enabling the assessment of the
models’ ability to detect different types of attacks on network traffic. Experimental results showed that the
use of a stationarity-aware estimation of the Hurst exponent increases detection accuracy compared to the
classical R/S approach, especially for attacks with less pronounced or short-term deviations. Thanks to the
combination of fractal traffic assessment and modern machine learning methods, the feasibility of using the
Hurst exponent as an informative feature for early-warning systems was demonstrated. The developed
algorithms allow effective detection of both pronounced and weakly expressed anomalies, and their
implementation can be integrated into existing network traffic monitoring systems to enhance security and
reduce the number of false positives.
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1. Introduction

One of the key attributes of the modern world is the comprehensive integration of information,
which is based on the development of enterprise-scale computer networks and their subsequent
interconnection through the Internet.

The complexity of the logical and physical organization of modern networks presents objective
challenges in addressing issues of network management and protection. When solving problems
related to the diagnostics and protection of network resources, the central task is the timely
detection of network states that result in the network becoming unusable.

In addressing issues related to the diagnostics and protection of network resources, the primary
focus is on the prompt identification of conditions that lead to the complete or partial loss of
network functionality, destruction, distortion, or leakage of information. Such consequences may
arise from accidental failures or malfunctions, as well as from unauthorized access to network
resources by malicious actors, or the penetration of network worms, viruses, and other
cybersecurity threats. Early detection of such states enables the timely implementation of
countermeasures, thereby preventing potentially catastrophic outcomes.
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A wide range of specialized tools is used to detect such threats [1-3]. For network diagnostics,
tools such as management systems, network protocol analyzers, load testing systems, and network
monitoring tools are commonly employed. The protection of network information resources is
ensured by firewalls, antivirus software, intrusion detection systems, integrity monitoring systems,
and cryptographic protection mechanisms. In recent studies, intrusion detection systems have
increasingly incorporated intelligent data analysis and explainable artificial intelligence techniques
to improve detection accuracy and transparency, particularly in complex and heterogeneous
network environments [4-6]. Typical characteristics of these systems include either their periodic
and short-term use for solving a specific problem or their constant operation with static
configurations. As a result, the analytical methods applied in modern systems are generally aimed
at detecting known and well-described types of attacks; however, they often fail to identify
modifications or new, previously unknown types, which significantly reduces their effectiveness
[7-9].

Therefore, the objective of this research is to develop an intrusion detection system based on
methods for detecting anomalies in network traffic. The primary tasks of the study include
analyzing existing methods of anomaly detection, classifying threats in information systems, and
developing a method capable of effectively identifying anomalies and intrusions in computer
networks.

2. Review of Existing Solutions

In recent years, a wide range of approaches to anomaly detection in network traffic has been
developed, reflecting the increasing complexity of computer networks and the sophistication of
cyber threats. Existing methods can be grouped into behavioral, statistical, machine learning,
computational intelligence, and knowledge-based techniques, each offering distinct advantages and
limitations depending on the type of monitored system, data characteristics, and detection
objectives.

Behavioral methods are based on the assumption that deviations from a model of normal
operation indicate potential anomalies [10-12]. Such methods construct a reference profile of
normal activity and compare current network behavior against it. Wavelet analysis is a typical
example of this class, in which incoming network signals are decomposed into basic components to
highlight irregularities of large amplitude while filtering out low-amplitude noise. The main
advantage of behavioral methods lies in their conceptual simplicity and their ability to detect a
wide range of known irregularities without prior labeling of data. However, they require extensive
historical data for building accurate profiles, and they perform poorly in dynamic environments
where normal behavior changes frequently [13-14].

Statistical methods extend behavioral analysis by incorporating formal probabilistic models that
describe normal network traffic distributions [15-17]. These models can be parametric, assuming a
known distribution such as Gaussian, or non-parametric, estimating probability densities directly
from data using histogram or kernel functions. A further development of this approach is fractal
analysis, which leverages the self-similarity of network traffic to quantify long-range dependencies
using the Hausdorft dimension and the Hurst exponent. Statistical and fractal methods have the
advantage of being mathematically interpretable and requiring minimal prior knowledge about
anomaly characteristics. Nonetheless, their effectiveness strongly depends on the accuracy of the
chosen probabilistic model and the quality of the data. Determining appropriate detection
thresholds also remains a significant challenge, as excessively high thresholds lead to false
negatives, while low thresholds generate numerous false positives.

Machine learning methods have become increasingly popular for anomaly detection due to their
ability to adapt and self-improve [18-20]. Recent studies have demonstrated the effectiveness of
supervised and ensemble-based machine learning models for detecting and classifying DDoS
flooding attacks and other high-volume anomalies in network traffic [21]. Unlike traditional
statistical models, machine learning systems are capable of learning complex, nonlinear
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relationships from historical data. Depending on the presence or absence of labeled data, these
methods may employ supervised, unsupervised, or semi-supervised learning paradigms. During the
training phase, models such as support vector machines, Bayesian networks, and rule-based
systems learn to distinguish between normal and abnormal patterns, which they later apply to
classify new traffic samples. The key advantage of machine learning methods is their ability to
generalize from data and detect previously unseen attacks. However, they require large volumes of
high-quality training data, involve significant computational costs, and may produce inconsistent
results when applied to data outside their training domain.

Computational intelligence methods integrate concepts such as neural networks, evolutionary
algorithms, and hybrid models [22, 23]. Neural networks can capture nonlinear dependencies and
adapt to complex patterns in traffic, while evolutionary algorithms, such as genetic algorithms or
genetic programming, search for optimal solutions through iterative adaptation. The combination
of these methods often produces robust and flexible detection systems capable of identifying
previously unknown attacks. Graph-based neural architectures, such as graph attention networks,
have recently been applied to model complex relationships between network entities and detect
coordinated multi-vector attacks with high accuracy [24]. The primary strength of computational
intelligence lies in its adaptability and tolerance to noise; however, these methods also demand
substantial computational resources and training time. Additionally, their stochastic nature may
lead to inconsistent performance across different network environments.

Knowledge-based methods rely on predefined sets of rules, patterns, or attack signatures
compiled from expert knowledge or historical data [1, 25]. Signature-based systems compare
network traffic with databases of known attack patterns, such as specific byte sequences or
protocol behaviors. In contrast, rule-based systems employ logical conditions that describe
abnormal activity. Such systems are efficient and highly accurate in detecting known threats, with
minimal computational overhead. Their major limitation, however, is their inability to detect novel
or modified attacks that do not match existing signatures. Frequent updates to the knowledge base
are required, and systems of this type are prone to false negatives when facing zero-day exploits or
polymorphic malware.

Across these diverse approaches, fractal analysis has emerged as a promising direction for
detecting anomalies in network traffic. Empirical studies have shown that network flows often
exhibit self-similarity, meaning their structural properties remain consistent across multiple time
scales [26, 27]. The effectiveness of fractal and statistical traffic analysis strongly depends on the
quality of extracted features, and comparative studies of feature extraction tools confirm that
appropriate preprocessing significantly influences anomaly detection performance [28].

The Hurst exponent, which quantifies the degree of long-range dependence and self-similarity
in time series data, serves as a reliable metric for identifying deviations from normal traffic
patterns. Experiments conducted on benchmark datasets demonstrate that abnormal traffic
significantly alters the self-similarity structure, producing detectable variations in the Hurst
exponent [29, 30].

Thus, fractal analysis, and particularly the application of the Hurst exponent, represent a
promising and theoretically grounded direction for future research.

3. Fractal Analysis-Based Anomaly Detection Method

To assess the fractal properties of various processes, the Hurst exponent (H) has become widely
used, which is directly related to the Hausdorff dimension (D) [26].

D,=2—H (1)

The Hurst exponent is defined in terms of the asymptotic behavior of the scaled range as a
function of the time segment of the time series as follows:
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where R(n) is the range of accumulated deviations of the first n values from the mean of the
series; S(n) is standard deviation; E is mathematical expectation; n is the number of points in the

time series segment; C is a constant.

Using the Hurst exponent, we can determine the dimensionality of the probability space. From
this, we obtain the following variations.

If 0< H<O0.5, the time series exhibits anti-persistent behavior, meaning that an increase is more
likely to be followed by a decrease, and vice versa. We have an inverse relationship between the
current state and time. The stability of the system depends on how close the Hurst exponent is to 0.

If H=0.5, then we have a random series. Current values do not affect future values.

If 0.5<H <1, then the series is trend-stable. The series maintains a direct relationship.

The Hurst exponent is defined on the interval [0, 1].

The Hurst exponent can be estimated using several methods, including the R/S method, the

periodogram method, and wavelet analysis [31-33]. However, in some cases, other methods are
used.
The advantage of using the Hurst exponent is its speed of data processing, even with large series
sizes. However, this also has a disadvantage: large sample sizes are required to obtain reliable
results; small sample sizes can lead to errors. In the conducted experiments, this limitation was
mitigated by computing the Hurst exponent on high-resolution traffic sequences aggregated within
each time window, ensuring a sufficient number of observations for stable estimation even for
short window durations.

Calculating the Hurst exponent using the R/S method consists of two stages: benchmark
calculation and real-time anomaly detection. To assess anomalies, information from the packet
headers of the OSI model's transport and network layers is used for one second, including the
source/destination port numbers, source/destination IP addresses, the number of IPv4 packets, and
the payload size.

The data calculated during the benchmark calculation stage is compared with the data
calculated in real time during the detection stage. The method uses the Hurst exponent to assess
anomalies. The result is two arrays with four values: the Hurst exponent values for different time
intervals and their standard deviation. The R/S method is used to estimate the Hurst exponent. As
is well known, the basic formula for RS analysis is the ratio:

R/S=(N/2)" 3)

where H — Hurst exponent; S — standard deviation of the observation series; R — cumulative
deviation range; N — discrete time (sample size).

Finding the value of exponent H can be broken down into the following steps:

1. Divide the original time series into blocks of equal length.

Calculate the range R for each block.
Calculate the standard deviation for each block.
Take the sample size (discrete time) as N.
Logarithmize the resulting expression.
Obtain the desired exponent:

S U LN

_log(R/S) 4
log(N/2)
Knowing the duration of the standard calculation stage — 4 minutes — we can use the following

interval splitting scheme for the calculation: every 5 seconds, every 15 seconds, every 60 seconds,
and every 120 seconds.
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The "every n" seconds scheme means that the entire time interval, equal to four minutes (240
seconds), is split into intervals of n seconds, and the Hurst exponent are calculated within each
interval. Thus, for the "every 5 seconds" position, we obtain forty-eight intervals, and for each of
them, we calculate the Hurst exponent and the average value of these exponent. Similarly, for the
“every 15 seconds” position, we obtain 16 intervals; for the “every 60 seconds" position, 4 intervals;
and for the "every 120 seconds" position, 2 intervals.

After calculating the benchmarks, a comparison is made during the actual search for anomalies
with the benchmarks for traffic received in 5 seconds, 15 seconds, 60 seconds, and 120 seconds.

After receiving real-time values (5-second intervals), the data is stored in a temporary variable.
Each of the four Hurst exponent values is recalculated. The deviation size is then checked. If the
deviation is outside the three-sigma range, a network fault warning is issued.

The three-sigma threshold was adopted as a heuristic baseline, as the empirical distribution of
the Hurst exponent within normal traffic windows was observed to be close to Gaussian, making
this rule suitable for distinguishing significant deviations while maintaining a low false alarm rate.
The algorithm for calculating the Hurst exponent based on the stationarity properties of traffic is as
follows [34]. Let X, be the number of bits, bytes, or packets detected during the i-th time interval. A

given sequence X, is second-order stationary if its expectation E(X i) is independent of i, and its

autocovariance function depends only on the difference k =i— j:
CovX=E[(X,—E(X,))(X,—E(X}))] (5)

Next, the autocovariance itself can be replaced by y (k). We denote the variance as:

o’=y(0)=E[(X,~E(X,))] ©
Then the normalized correlation function of the sequence will have the following form:
_y(k) (7)
plk)="73

A stationary process is self-similar of the second order with the Hurst exponent 0<H <1 if its
correlation coefficient has the form:

8
p(k)=3 (k+ 1" =2 kP~ = 1) ©
Since X, is a self-similar sequence of the second order, we obtain:
p(1)=2*""-1 ©)
By solving this equation, we can obtain H:
(10)

H=2(1+log(1+p(1))

Next, to calculate the Hurst exponent in real time, we will use traffic sequences over a 5-second
interval. The packet count will be used to assess anomalies. Other metrics, such as those used in
the method above, can also be used. As a result, we will obtain a sequence of values for the
following time intervals: every 5 seconds, every 15 seconds, every 60 seconds, and every 120
seconds.

Next, we calculate the corresponding required parameters: the mean, the sample covariance, and
the autocorrelation function. Based on these, we calculate the Hurst exponent and check that the
value is within acceptable limits.

To calculate the Hurst exponent, it is advisable to use anomaly detection methods such as an
Autoencoder, Isolation Forest, or online-SVM, since the presence of anomalous observations in a
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time series significantly distorts the estimate of the Hurst index. This exponent reflects the degree
of long-term dependence and the structure of variations in the data, therefore its accuracy depends
on the stability of the statistical properties of the series. The use of anomaly detection methods
allows us to pre-clean the data from outliers, noise, or structural breaks that violate the natural
autocorrelation structure of the process. The Autoencoder effectively detects nonlinear deviations
due to the ability to reconstruct normal patterns, the Isolation Forest quickly identifies single and
atypical values, and the online SVM provides adaptive processing of streaming data. Thus, the
combination of the Hurst exponent calculation with anomaly detection methods provides a more
reliable, stable, and interpretable estimate of the long-term properties of time series.
Let us calculate the Hurst exponent for each time series window (X,):

H(X,)eR (11)

The Autoencoder takes this scalar as its only input:

z=fo(H(X")=0(W *H(X')+b,) (12)
Hi:g¢(zi>:G<Wd*Zi+bd>
where z; — is the latent representation, fo, g, — are the encoder and decoder parameters, O - is
the activation function.

The reconstruction error is defined as the distance between the original and reconstructed Hurst
values:

(13)

e=|(H(x')-H')
For all windows, we write the total loss function of the Autoencoder:

1 < i Ly (14)
Ly=ts 3 (H(x)-F)

Here e;serves as an anomaly exponent for H. Exceeding three sigma range non-standard or

anomalous Hurst exponents in the corresponding windows:

IF‘(f]i—H(Xi))’>30-)Anomalywarning (15)

Thus, the Autoencoder is trained to reconstruct only the Hurst exponent, and the reconstruction
error is used to detect anomalies in its values.

The mathematical implementation of Isolation Forest for the Hurst exponent is as follows. We
choose windows of length L and calculate the Hurst exponent for each. So, we have a set of scalars.

H=h(X,),h(X,),...,h(X,) (16)

The Isolation Forest method is based on the idea that anomalies are isolated faster than normal
observations. For each tree t=1,...,T a subset H,C Hof size 3 is randomly selected. An isolation
tree is constructed, where at each node a threshold p, is randomly selected in the range
[min(H,),max(H,)]. The data is split before each h, is isolated.

For each h; the path length (number of nodes to isolation) in each tree is determined:
h, (h; )= path length of h;in tree t.

Average insulation length:

_ L (17)
h(h)== 3 h(h)

Anomaly score for each value of the Hurst exponent:
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_h(h) (18)
s(h)=2 )

Let us determine the mean and standard deviation of the scores:

st o o3 slh -

An object is considered anomalous if: s(h,)>p,+3 0,

(19)

The Hurst exponent H; is used as the sole input feature for the model. The Isolation Forest
algorithm isolates these exponent values and determines the degree of anomaly they exhibit. If the
resulting score values fall outside the three-sigma range from the mean, this signals a possible
system failure, attacks, or structural change in the process under study.

The set of input observations of the Hurst exponent for Online-SVM is H={h,,h,,...,hy|

Online-SVM learns incrementally, updating the hyperplane as each new value h.. In our case,
the radial basis function (RBF) is used as the kernel for online-SVM, as it effectively maps the Hurst
exponent values into the feature space, allowing for the detection of nonlinear dependencies
between normal and abnormal states of the system.

When a new observation h, arrives, the weight vector is updated. After each update, a decision
is made on the new value of the Hurst exponent:

f(h,)=w, ¢(h,)+b, (20)

If | f(h,)— uf‘>3 0 then the value H (X")is considered anomalous.

Hurst exponent H (Xl) is the only feature that characterizes the long-term memory or chaotic
nature of the system. Online-SVM gradually updates the boundary between normal and abnormal
states. Output values of the function f (h,) that go beyond the three sigma limits signal an anomaly
or potential process failure.

4. Experimental Verification of the Developed Method

For testing, three traffic flows were organized, each containing 1000 templates, of which 500 were
normal, and 500 had signs of a particular attack class. In total, three attacks were tested: DDoS, port
scanning, and C2-beaconing. The attack selection was as follows.

DDoS (distributed denial of service). During a DDoS, the traffic of the targeted resource
suddenly and steadily increases — long-term, correlated load spikes occur. This strengthens the
long-term dependence of the signal (traffic shows a trend/persistence), so the applied value of the
Hurst exponent usually increases and a sharp jump in the time series serves as an indicator of an
attack.

Port scanning (massive port scanning). Scanners generate numerous short pulses with a high
frequency and a minimum duration for each request — this makes the signal more “noisy” and less
correlated over long ranges. In such cases, a decrease in long-term dependence is observed, i.e. the
Hurst exponent tends to fall, which allows us to distinguish intensive scanning from smoother
normal traffic.

C2-beaconing. When an attacker uses regular, periodic, or very slow but repetitive
transmissions to extract data or communicate, persistent cyclical components or new correlations
emerge at specific scales over time. This leads to local changes in the correlation structure —
affected windows may exhibit an increase or a characteristic pattern in the Hurst exponent, or the
appearance of anomalous dependence between scales. The detection of such a shift, in combination
with a periodic signal spectrum, indicates a possible stealthy exfiltration or botnet backdoor.

The general requirement for the satisfactoriness of solving the problem performed by the
developed method can be expressed using well-known and common classification quality

79



indicators [35, 36]: TP (True Positive) is the number of cases in which the method correctly
identified anomalous network traffic (attack) as an anomaly; FP (False Positive) is the number of
cases in which normal network traffic was incorrectly classified as anomalous; TN (True Negative)
is the number of cases in which normal network traffic was correctly recognized as normal; FN
(False Negative) is the number of cases in which anomalous network traffic (attack) was not
detected and was incorrectly classified as normal. The classic synonym of FP is errors of the first
kind, and FN is errors of the second kind. In classical statistical terminology, false positive errors
(FP) correspond to errors of the first kind (Type I errors), which lead to false alarms, whereas false
negative errors (FN) correspond to errors of the second kind (Type II errors), resulting in missed
detections of anomalous events.

_______
,,,,,

y b
p/ /
/ Abnormal | ! Results of
EN [---> ) FP
\—} "L traffic | i the method \—‘

W
\ N

Normal traffic

Figure 1: Graphical interpretation of performance metrics of the developed method.

Figure 1 illustrates a schematic representation of the sets: the set of real anomalies (attacks) is
marked with a red circle. In contrast, the set of traffic detected by the method as anomalous is
marked with a green circle. The white area surrounding the circles corresponds to normal traffic.
The intersection of the red and green circles corresponds to correctly detected anomalies (True
Positive, TP). The absence of circles in the corresponding area (white area) means the correct
identification of the absence of attacks (True Negative, TN). The part of real anomalies that did not
fall into the green circle are omissions of the method (False Negative, FN — errors of the second
kind). The part of normal traffic that was mistakenly attributed by the method to anomalous forms
is referred to as false positives (False Positive, FP — errors of the first kind, or “false alarm”). The
test results are presented in Tables 1-3.

Table 1
Comparison of attack detection results for Autoencoder

Hurst exponent

Traffic type R/S CoV
TP FN FP N TP FN FP TN
Normal + DDoS 437 63 48 452 456 44 46 454
Normal + Port Scan 318 182 63 437 361 139 56 444
Normal + C2-beacon 279 221 39 461 332 168 44 456
Table 2

Comparison of attack detection results for Isolation Forest

Hurst exponent

Traffic type R/S CoV
TP FN FP TN TP FN FP TN
Normal + DDoS 476 24 42 458 484 16 37 463
Normal + Port Scan 431 69 77 423 448 52 71 429
Normal + C2-beacon 198 302 31 469 243 257 36 464
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Table 3
Comparison of attack detection results for online-SVM

Hurst exponent

Traffic type R/S CoV
TP FN FP TN TP FN FP TN
Normal + DDoS 462 38 33 467 474 26 28 472
Normal + Port Scan 362 138 52 448 401 99 48 452
Normal + C2-beacon 348 152 51 449 419 81 53 447

After analyzing the results obtained, we obtain the following accuracy indicators for each of the
implementations.

For the DDoS attack, the accuracy of the Autoencoder based on the R/S method is 88.90%, while
with stationarity-aware, it is 91.00%. For port scanning and C2-beaconing, the results are as
follows: 75.50% and 80.50%; 74.00% and 78.80%. The final average accuracy over three attacks for
the Autoencoder is 81.45%.

The Isolation Forest method has the following accuracy indicators compared to the R/S method
for DDoS - 93.40%, for Port Scan — 85.40%, and for C2-beacon — 66.70%. With stationarity-aware,
the accuracy is 94.70%, 87.70%, and 70.70%, respectively. The final average accuracy over three
attacks for the Isolation Forest is 83.10%.

The online-SVM has the following accuracy indicators with the R/S method for DDoS - 92.90%,
for Port Scan - 81.00%, and for C2-beacon - 79.70%. With stationarity-aware, the accuracy is
94.60%, 85.30%, and 86.60%, respectively. The final average accuracy over three attacks for the
online-SVM is 86.68%.

In this study, the Autoencoder used the Hurst exponent as the sole feature for reconstruction;
therefore, its effectiveness largely depended on the model’s ability to reproduce the temporal
structure of changes in H and to respond to anomalous deviations in this indicator. For the Hurst
exponent calculated using the classical R/S method, the average accuracy reached 79.47%,
indicating the model’s fundamental ability to distinguish typical deviations in the presence of
pronounced anomalies, such as DDoS attacks. However, its efficiency is limited to less intensive
variations, such as those typical of port scanning or stealth exfiltration. The highest result was
observed for DDoS (88.9%), where the structure of H showed a stable upward trend, which was
well captured during the reconstruction process.

When using the stationary-aware Hurst exponent, the average accuracy increased to 83.43%,
reflecting an improvement in the Autoencoder’s adaptation to minor structural changes in the
correlation behavior of the signal. Performance improvements were observed across all attack
types, particularly for port scanning (80.5%) and stealth exfiltration (78.8%), indicating higher
sensitivity to short-term violations of statistical equilibrium. This enhancement demonstrates that
eliminating trend effects and accounting for local stationarity reduces the number of false
deviations during reconstruction, making the model more stable with respect to natural traffic
fluctuations.

Overall, the Autoencoder demonstrated moderate effectiveness in the task of anomaly detection
based on the Hurst exponent. Its average accuracy (81.45%) was lower than that of other methods
due to the limited informativeness of a scalar input; however, the model remains suitable for
detecting large deviations accompanied by significant changes in the long-term correlation
structure of network traffic.

This is attributable to the fact that the architecture of the Autoencoder, which focuses on
minimizing reconstruction error, is more responsive to distinctly expressed structural changes. In
contrast, the detection of subtle and short-term deviations in the Hurst exponent requires a more
contextual representation or supplementation with additional statistical features.

In the conducted experiments, the Isolation Forest algorithm was applied to the Hurst exponent
values as an unsupervised method for anomaly detection. For the classical Hurst exponent
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calculated using the R/S method, the average accuracy was 81.83%, which indicates the model’s
stable ability to identify significant deviations associated with large-scale changes in correlations
within network traffic. The highest efficiency of the method was demonstrated during the detection
of DDoS attacks (93.4%), when the H value increased significantly due to pronounced traffic
persistence, which facilitated the isolation of anomalous windows in the feature space. For port
scanning, the result remained sufficiently high (85.4%). In contrast, for stealth exfiltration, the
accuracy decreased to 66.7%, indicating the method’s limited sensitivity to weakly expressed or
periodic changes that do not create distinct outlier points.

When using the stationarity-aware Hurst exponent, the average accuracy increased to 84.37%,
which indicates improved consistency between the isolation estimates of points and their
correlation behavior. The best results were again observed for DDoS (94.7%) and port scanning
(87.7%), confirming the model’s suitability for detecting clearly expressed disruptions in traffic
structure. At the same time, even with the adjusted exponent, the efficiency in the case of stealth
exfiltration remained lower (70.7%), since this type of attack is characterized by minimal changes in
long-term dependencies that do not produce statistically significant outliers.

In general, the Isolation Forest demonstrated high stability and the ability to detect significant
or abrupt changes in the Hurst exponent effectively, but its sensitivity to small and gradual
anomalies was lower compared to other methods. The model’s average accuracy was 83.10%, which
reflects a balance between speed, implementation simplicity, and overall efficiency when working
with single-feature inputs.

This is because the Isolation Forest focuses on detecting statistically isolated observations and is
most effective in cases where anomalies have a pronounced deviation from the primary
distribution. In contrast, weakly expressed structural changes of a correlational nature require
models with higher sensitivity to contextual dependencies.

During the experiments, the Online-SVM model utilized the Hurst exponent as an input feature
for sequential observations. For the Hurst exponent calculated using the classical R/S method, the
average accuracy reached 84.53%, indicating the model’s ability to maintain stable classification
performance under sequential data analysis conditions. The best results were observed for DDoS
attacks (92.90%), where anomalies manifest as sustained changes in long-term correlations, while
lower accuracy values were obtained for port scanning (81.00%) and C2-beaconing (79.70%), which
are characterized by weaker or short-term deviations in the correlation structure.

When using the stationarity-aware estimation of the Hurst exponent, the average accuracy
increased to 88.83%, reflecting improved consistency between the evolving correlation profile of
network traffic and the decision boundaries formed by the classifier. In this case, accuracy
improved across all attack types, reaching 94.60% for DDoS, 85.30% for port scanning, and 86.60%
for C2-beaconing, which confirms the higher sensitivity of the model to subtle structural changes
when local stationarity is taken into account.

Overall, Online-SVM demonstrated the highest effectiveness among the considered methods,
achieving an overall average accuracy of 86.68% across both classical and stationarity-aware Hurst
exponent estimations. This indicates a high degree of stability and flexibility of the model in
detecting both pronounced and weak anomalies in the time series of the Hurst exponent.

This is because the architecture of Online-SVM with the RBF kernel function allows for the
adaptive formation of nonlinear boundaries between normal and anomalous states, providing
gradual model updates according to changes in the statistical properties of traffic, which makes it
the most suitable for dynamic network environments.

5. Conclusions

As a result of this study, the following results were obtained. Methods for anomaly detection were
considered, and their classification, advantages, and disadvantages were presented. Several groups of
anomalies can be distinguished: point, contextual, and collective. Detection methods can be divided
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into major groups: behavioral methods, machine learning methods, computational intelligence
methods, and knowledge-based methods.

More detailed consideration and implementation were given to anomaly detection methods, taking
into account fractal analysis. The Hurst exponent is used as a measure for evaluating traffic
anomalies. For the calculation of anomaly, three approaches were applied: Autoencoder, Isolation
Forest, and online-SVM, which allowed assessing their ability to detect different types of attacks
based on structural and correlation changes in network traffic. Experimental results showed that
methods taking into account local stationarity when calculating the Hurst exponent provide increased
detection accuracy compared to the classical R/S approach.

Among the considered methods, online-SVM demonstrated the highest accuracy, indicating the
effectiveness of the adaptive approach with an RBF kernel for detecting both pronounced and weakly
expressed anomalies. The Autoencoder demonstrated moderate effectiveness when working with a
scalar representation of the Hurst exponent; however, its accuracy increased when using stationarity-
aware estimates. The Isolation Forest demonstrated stable performance for sharply expressed
anomalies, such as DDoS attacks, but was less sensitive to small-scale or periodic deviations.

Overall, the study confirmed that combining fractal traffic assessment through the Hurst exponent
with modern anomaly detection methods allows the creation of effective early-warning systems in
computer networks. The results can be utilized for constructing multi-level anomaly detectors by
combining various methods to enhance accuracy and minimize false alarms, as well as for adaptive
monitoring of changes in network traffic behavior.

Declaration on Generative Al
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