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Abstract
This paper explores the effectiveness of combining Large Language Models (LLMs) with traditional Static 
Application Security Testing (SAST) tools to detect vulnerabilities in source code. The study evaluates how 
hybrid methods mitigate the false-positive rates of static analysis tools and the "hallucinations" common in 
neural  networks.  The experimental  results  demonstrate  that  while static  analyzers  provide deterministic 
rigor, LLMs offer the semantic depth necessary to filter out irrelevant alerts and understand program logic.  
The proposed hybrid approach achieved better precision and recall  by using SAST reports as technical 
context to guide the reasoning of LLM.
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1. Introduction

Software  security  is  becoming a  critical  factor  in  the  stability  of  government  and commercial  
systems. Every year, the volume and complexity of source code only increases, making manual 
code  review for  security  and  vulnerabilities  an  inefficient  and  slow process.  Traditional  static 
analysis (SAST) tools provide fast verification with low resource consumption, but suffer from a 
high rate of  false positives  due to their  inability  to  distinguish between syntactic  context  and 
program logic [1, 2]. These legacy systems often rely on predefined pattern matching that fails to 
account for the data flow and state changes within modern software architectures. In addition, 
traditional security mechanisms, including intrusion detection and prevention systems (IDS and 
IPS) [3–5], firewalls, and other network security mechanisms [6–8], are not capable of detecting 
software vulnerabilities at the stage of their introduction, since they operate primarily at the level 
of network traffic or behavioral anomalies [9]. Such systems focus on analyzing already established 
data  flows,  attack  signatures,  or  statistical  deviations  that  arise  during  the  exploitation  of  
vulnerabilities, but do not have access to the semantics of source code and the logic of program 
implementation. As a result,  a significant number of security defects,  including improper input 
handling, incorrect memory management, unsafe deserialization, or secret leaks, remain undetected 
until  they are actively exploited by an attacker. This limitation restricts the ability of network  
security mechanisms to provide proactive software security and necessitates the use of security 
analysis methods that operate directly at the source code level, including intelligent approaches 
based on large language models.

The  emergence  of  large  language  models  (LLMs)  has  opened  up  a  new paradigm in  code 
analysis, in which neural networks are able to interpret the semantics of development at a syntactic 
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level  that  is  close to human or at  least  emulates it.  Unlike static  tools,  LLMs can ingest  large  
amounts  of  contextual  documentation  and  historical  commit  data  to  better  understand  the 
developer's intent behind a specific code block. However, using only LLMs to analyze code for 
vulnerabilities  carries  the  risk  of  “hallucinations”  and  the  lack  of  formal  verification  of  the 
vulnerabilities found [10, 11]. Furthermore, the non-predetermined nature of generative AI means 
that the same security query might yield inconsistent results across different sessions, complicating 
the standardization of  security reviews.  This creates a need to explore hybrid approaches that 
combine the capabilities of artificial intelligence with the static accuracy of classical analyzers. In  
such  a  framework,  the  LLM  acts  as  an  engine  to  flag  suspicious  patterns,  while  the  SAST 
component provides the mathematical rigor needed to confirm the existence of a flaw [2].

The  relevance  of  this  work  is  due  to  the  need  to  find  a  balance  between  automating 
vulnerability  detection  and  minimizing  false  positives.  By  cross-referencing  AI  insights  with 
deterministic rule sets, organizations can significantly reduce the "noise" that typically overwhelms 
security teams.

An initial comparative analysis of three possible strategies, namely the separate use of only 
analyzers, only LLM, and their hybrid combination, should allow us to determine the most effective 
way  for  further  research.  This  methodology  ensures  that  the  strengths  of  symbolic  reasoning 
neural processing are evaluated both in isolation and in tandem. The results of this study have 
direct practical significance for the construction of algorithms for secure development in real-world 
projects. The scientific significance of this study is aimed at overcoming the gap between the speed  
of vulnerability detection and the quality of their analysis.

2. Related works

The current landscape of software security research shows a transition from traditional rule-based 
methodologies toward advanced, AI-driven intelligence. At the base of industry standards are Static 
Application Security Testing (SAST) tools such as SonarQube, CodeQL, and SnykCode, which are 
integrated into continuous-integration pipelines to flag defects before they reach production [12-
14]. Academic research proves that early detection through these static scanners reduces the long-
term costs of code correction and enhances learning outcomes in educational settings [15]. These 
traditional  tools  operate  by  examining  source  code  without  execution,  utilizing  control  flow 
analysis, data flow analysis, and pattern matching against known error signatures. While they are 
highly effective at identifying common issues like naming inconsistencies and SQL injection, they 
face a persistent gap where they often miss nearly half of real-world vulnerability-contributing 
commits [16]. This limitation stems from their reliance on predefined rules, which prevents them 
from recognizing new or unusual problems that do not fit a specific, hard-coded pattern [16, 17].

In response to these limitations, recent works have introduced a new paradigm centered on the 
"code  intelligence"  of  Large  Language  Models  (LLMs).  Unlike  deterministic  scanners,  LLMs 
demonstrate a unique ability to reason across large contexts, identifying subtle data-flow flaws that 
evade traditional pattern-based rules. Research evaluations involving models like GPT-4, Mistral 
Large,  and DeepSeek V3 indicate that  these AI systems often achieve higher recall  than static 
counterparts, successfully identifying a larger portion of existing bugs [18]. However, the scientific 
community also highlights specific failure modes unique to AI, such as "slop-squatting"  ― where 
models hallucinate non-existent package names  ― and tokenization artifacts that cause errors in 
pinpointing the exact  location of  a  bug.  Furthermore,  while  LLMs provide superior  contextual 
understanding, they lack the deterministic reliability of rule-based systems [19, 20].

To  address  these  challenges,  the  effectiveness  of  any  automated  security  tool  remains 
fundamentally tied to the quality of training data, such as the CVEfixes dataset, which provides 
real-world  vulnerabilities  and their  respective  fixes  [20].  Projects  like  DiverseVul  have  further 
expanded  this  foundation  with  large-scale  source  code  datasets  designed  specifically  for  deep 
learning-based detection [21-23]. Research by Shvyrov et al. specifically examines the application 
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of these datasets and LLMs within imperative programming languages, while other studies assess 
their effectiveness in specialized environments like Android [24, 25].

The trend in recent literature suggests a hybrid future for software assurance [25, 26]. Recent 
studies have also demonstrated the practical applicability of LLMs for assessing security controls 
and compliance risks in regulated environments [32]. One promising direction involves integrating 
LLMs  with  formal  verification  to  enhance  the  detection  of  complex  vulnerabilities,  such  as 
cryptographic protocol flaws [26]. By combining the "context-aware triage" of LLMs with the high-
assurance verification of traditional scanners, developers can balance technological advancements 
with necessary safeguards [27]. This shift toward "augmented intelligence" in DevSecOps allows 
for the cross-referencing of data from multiple sources, such as those accessed via platforms like 
GitHub Models, to reach a more reliable final verdict [28, 29]. Ultimately, the goal is to develop a 
self-correcting  security  ecosystem  capable  of  evolving  alongside  the  increasing  complexity  of 
modern software [30].

3. Experiment methodology

The general  algorithm of  the  experiment  is  based  on a  comparative  analysis  of  three  distinct 
strategies for detecting vulnerabilities in source code written in C#. At the preparatory stage, a 
control sample of ten unique code snippets is formed, each of which contains a certain number of 
documented vulnerabilities, such as SQL injections, unsafe deserialization, or secret keys left in the 
code, obtained from open sources. To ensure a high degree of realism, these snippets are based on  
open-source repositories and vulnerability databases [16,  21,  31].  This preparation involves the 
synthesis of test cases by merging multiple vulnerabilities into a single code block. This process  
requires taking isolated vulnerability patterns from different datasets and refactoring them into a 
unified,  functional  code  [13].  This  consolidation of  vulnerabilities  allows for  the  evaluation of 
whether a model can maintain focus when faced with overlapping security risks within a single 
context. By increasing the vulnerability density per snippet, the experiment can push the analyzers  
to demonstrate their ability to handle noise and complex dependencies.

The first stage of the study involves running the Roslyn Analyzers static tool to detect defects  
without involving neural networks. In the second stage, the same code fragments are submitted to 
the DeepSeek V3 model from the GitHub Models platform using specialized prompts [28].  The 
third stage, which is hybrid, involves transferring the static analyzer reports from the first stage as 
direct context for the LLM. In this scenario, the model acts as a verifier that will confirm or refute 
the results of the Roslyn analysis based on the semantic logic of the code.

For each approach, the results are recorded using specific performance indicators to ensure a 
granular assessment of each detection strategy. The number of False Negatives is calculated by 
subtracting the number of True Positive results from the total number of known vulnerabilities in  
the reference data set for each project. This metric acts as the primary indicator of missed threats. 
Conversely,  the  number  of  False  Positives  is  determined  by  subtracting  the  confirmed  True 
Positives from the total number of vulnerabilities reported by the tool or model; a false positive is  
thus  defined as  a  reported vulnerability  that  does not  correspond to a  known problem in the 
reference data. The True Positives number is determined from the results manually by confirming 
tool or model findings.

The data obtained allows for the calculation of the Precision metric, which is defined as the  
proportion of correctly identified vulnerabilities (True Positives) among all reported findings. This 
value serves to illustrate how accurate the tool is and its tendency to generate "noise." The Recall 
metric  represents  completeness,  measuring  the  proportion  of  actual  vulnerabilities  that  were 
correctly identified by the tool.

Furthermore, the F1 score is utilized as the harmonic mean of Precision and Recall to provide a 
singular  measure  of  the  strategy's  overall  effectiveness.  This  metric  is  particularly  useful  for 
comparing tools with varying balances of precision and recall, as it offers a comprehensive view of 
detection  performance.  The  results  are  analyzed  by  comparing  these  metrics  for  the  Roslyn 
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Analyzer and DeepSeek V3 model separately, as well as for their combination within the hybrid 
scenario. The final stage consists of systematizing the obtained values into a comparative table to 
determine the most effective approach. This allows for an objective assessment of the effectiveness 
of using a combination of an LLM with a statistical analyzer and highlights the need for further 
research in this area.

4. Experimental results

The experimental results demonstrate a clear hierarchy of effectiveness among the three tested 
strategies,  with  the  hybrid  approach  emerging  as  the  better  methodology  for  vulnerability 
detection in C# environments.  Based on the consolidated data,  the integration of  deterministic 
static analysis with probabilistic neural reasoning visibly optimized both detection accuracy and 
completeness. While individual tools faced unique limitations, the combined system reached an 
Avg. F1 score of 0.94, effectively bridging the gap between raw pattern matching and semantic  
understanding.

From  the  Table  1  and  the  first  row  of  the  Table  4,  which  detail  the  performance  of  the  
standalone Roslyn Analyzer, we can see that it is a tool characterized by high precision but limited 
flexibility. The analyzer maintained a consistent Avg. Precision of 0.93,  successfully identifying 
well-documented C# security patterns without generating excessive noise. However, its Avg. Recall 
of 0.87 highlights a vulnerability to false negatives when faced with non-standard or complex logic. 
For instance, in Snippet 3, the tool recorded two false negatives, failing to identify a significant 
portion of the total vulnerabilities present. Similarly, it struggled with Snippets 5, 7, and 8, missing 
one vulnerability in each case despite its high accuracy in other areas. These gaps suggest that 
while Roslyn is highly reliable for finding what its rules explicitly cover, it remains blind to flaws 
that require a broader understanding of program context. Furthermore, the tool generated false  
positives in Snippets 3, 4, and 7, indicating that syntactic matches sometimes fail to account for safe 
execution contexts.

Table 1
Experimental results for Roslyn Analyzers performance

Code Snippet No. Total Found True Positives False Negative False Positive

1 4 4 0 0

2 1 1 0 0
3 6 5 2 1
4 3 2 0 1
5 1 1 1 0
6 3 3 0 0
7 6 5 1 1
8 2 2 1 0
9 3 3 0 0
10 1 1 0 0

In the end, Table 1 underscores the "blind spots" of traditional SAST tools,  where a lack of 
semantic depth results in a failure to detect 13% of the existing threats. This data serves as the 
baseline justification for introducing a Large Language Model to refine and expand the detection 
capabilities.

Analysis of Table 2 and the second row of the Table 4, which details the performance of the 
standalone DeepSeek V3 model,  reveals a shift toward higher sensitivity but lower consistency 
compared to traditional  analyzers.  The model  achieved an Avg.  Recall  of  0.87,  identical  to the 
Roslyn Analyzer, but its Avg. Precision was notably lower at 0.86. This discrepancy is largely due 
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to its higher Avg. False Positives (0.5), demonstrating the model's tendency to flag safe code as 
suspicious when it lacks formal verification.

The raw data shows that DeepSeek V3 struggled significantly with Snippet 3, recording 2 False 
Negatives and 1 False Positive, which matches the difficulties faced by the static analyzer in that  
specific context. However, the model showed some "hallucination" patterns in Snippets 1, 4, 7, and 
9, where it generated unnecessary alerts. Interestingly, while it missed a vulnerability in Snippet 4  
and Snippet 9, it succeeded in Snippet 5 where the Roslyn Analyzer failed, identifying all 2 True 
Positives. This suggests that the LLM processes code through a semantic lens that can occasionally 
bypass the rigid rule-based limitations of SAST tools. 

Basically, Table 2 confirms that while DeepSeek V3 is a heuristic engine, its standalone use is  
hindered by a stochastic nature that produces 0.5 Average False Negatives, necessitating a more 
structured hybrid approach.

Table 2
Experimental results for DeepSeek performance

Code Snippet No. Total Found True Positive False Negative False Positive

1 5 4 0 1

2 1 1 0 0
3 6 5 2 1
4 2 1 1 1
5 2 2 0 0
6 3 3 0 0
7 6 5 1 1
8 3 3 0 0
9 3 2 1 1
10 1 1 0 0

Analysis of Table 3 and the third row of Table 4,  which highlights the performance of the 
DeepSeek V3 and Roslyn Analyzer hybrid approach, illustrates a definitive leap in both detection 
stability and accuracy. By using the static analyzer's findings to guide the neural network's focus,  
the hybrid model achieved the study's highest Avg. Recall of 0.95 and an Avg. Precision of 0.93.  
Result in the raw data is the reduction of Avg. False Negatives to 0.2, meaning nearly all existing  
vulnerabilities were successfully identified. In Snippet 3, where both standalone tools previously 
struggled with two false negatives each, the hybrid approach successfully recovered one of those 
missed flaws, bringing the True Positives up to 6. Furthermore, the system completely eliminated  
false negatives in Snippets 5, 7, and 8, where the Roslyn Analyzer had previously failed to detect a 
vulnerability. The synergy was equally effective at noise reduction; for instance, the false positives 
generated by DeepSeek in Snippets 1 and 4 were entirely suppressed in the hybrid results. This  
suggests that the deterministic context of the Roslyn report acted as a logical filter, preventing the 
LLM from hallucinating  vulnerabilities  in  safe  code  segments.  In  Snippet  7,  the  hybrid  model 
managed  to  achieve  6  True  Positives  with  zero  False  Negatives,  a  perfect  score  that  neither  
standalone  tool  could  reach.  Even  in  the  most  complex  case,  Snippet  9,  the  hybrid  approach 
maintained a high detection rate where DeepSeek alone had faltered. The data confirms that while 
the hybrid model still recorded a single false positive in Snippet 4 and 9, the overall Avg. False  
Positives  dropped  to  0.2,  the  lowest  recorded  in  the  experiment.  This  balanced  performance 
resulted in a peak Avg. F1 score of 0.94, proving that the combination of tools is far more robust  
than the sum of its parts. Ultimately, Table 3 validates that the hybrid architecture provides the 
necessary formal verification to make LLM-based security analysis viable for real-world production 
code.
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Table 3
Experimental results for hybrid approach performance

Code Snippet No. Total Found True Positive False Negative False Positive

1 4 4 0 0

2 1 1 0 0
3 6 6 1 0
4 3 2 0 1
5 2 2 0 0
6 3 3 0 0
7 6 6 0 0
8 3 3 0 0
9 3 2 1 1
10 1 1 0 0

According to the data in Table 4, the hybrid approach demonstrated a superior performance 
profile,  achieving  the  highest  Avg.  F1  score  of  0.94.  This  success  is  primarily  driven  by  the  
significant reduction in Avg. False Negatives, which fell to 0.2, thereby elevating the Avg. Recall to 
0.95  ― the peak value across all  tested strategies.  Furthermore, the hybrid method successfully 
maintained  the  Avg.  Precision  at  0.93,  matching  the  Roslyn  Analyzer’s  accuracy  while 
simultaneously cutting the Avg. False Positives to a study-low of 0.2. These metrics prove that the 
combination of tools effectively fills the gaps in standalone LLM logic, which previously suffered 
from a lower Avg. Precision of 0.86. The data confirms that integrating static reports as context  
allows  the  system  to  achieve  a  more  balanced  and  reliable  detection  rate  than  either  the 
deterministic analyzer or the probabilistic model could reach individually.

Table 4
Averaged results for different tools

Tool Avg. False 
Negatives

Avg. False 
Positives

Avg.
Precison

Avg.
Recall

Avg.
F1 score

Roslyn Analyzer 0.5 0.3 0.93 0.87 0.89

DeepSeek V3 0.5 0.5 0.86 0.87 0.87
DeepSeek V3 + Roslyn Analyzer 0.2 0.2 0.93 0.95 0.94

Conclusions

The study confirms that  integrating  large  language models  into  static  code  analysis  definitely 
enhances vulnerability detection in C# code. The hybrid approach, combining DeepSeek V3 and 
Roslyn  Analyzer,  demonstrated  better  performance,  achieving  the  highest  overall  effectiveness 
across  all  tested  metrics.  This  synergy  between  deterministic  rule-matching  and  probabilistic  
reasoning proved effective, as the hybrid model substantially minimized false alarms, effectively 
filtering out "noise" that traditional analyzers might flag.

The experiment also introduced new concern  ― a dependency on prompt engineering. While 
providing the model with a structured "Chain-of-Thought" instruction increased reasoning depth, 
standalone LLMs still faced a noticeable rate of false alerts when operating without static context. 
This  sensitivity  suggests  that  current  LLM-based  analysis  is  not  yet  fully  deterministic, 
emphasizing the need for  standardized query templates to  ensure stability  and reproducibility.  
Furthermore, the hybrid model's ability to reduce missed vulnerabilities proves that static reports  
act as a necessary anchor for neural networks.

Difficulties in interpreting complex C# constructs, such as asynchronous patterns, indicate that 
further research should explore specialized models pre-trained on security patches to further lower 
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error rates. Expanding the list of static tools beyond the Roslyn Analyzer would also provide a  
broader spectrum of telemetry for cross-referencing.  A key direction for future research is the 
creation of a validated dataset containing multi-layered vulnerabilities distributed across different 
assembly files, moving beyond standard syntactic errors. Additionally, investigating "Multi-Agent" 
systems, where one LLM generates a report and another attempts to falsify or verify it,  could 
provide  a  deeper  assessment  of  LLM  potential.  Initial  explorations  of  AI-driven  multi-agent 
security  frameworks  for  software  development  [33]  demonstrate  the  feasibility  of  such 
architectures.  The goal is  to develop a self-correcting security ecosystem capable of improving 
alongside the increasing complexity of modern software.
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