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Abstract

Decision support systems (DSS) process numeric data from sensors, transactions, audit logs, and key-
performance indicators. The quality of decisions produced by such systems depends on the integrity of
these inputs. Hidden data manipulations (statistically plausible alterations that remain within historical 3¢
bounds) evade conventional integrity mechanisms (checksums, digital signatures) and bias automated
outputs. This paper develops a two-layer detection framework: the first layer monitors distributional drift
via CUSUM, EWMA, Kolmogorov-Smirnov, and Benford first-digit tests; the second layer adapts
steganalytic features (residual histogram, transition probability matrix, SPA-based asymmetry) to quantised
numeric time-series. Outputs of both layers are fused via logistic regression into a Manipulation Probability
Index (MPI) with transparent contribution coefficients. Validation on the SWaT public benchmark uses 36
effective attack scenarios, 12 of which satisfy a stealthy 3c-constrained criterion defined herein, evaluated
via 5-fold cross-validation with Wilcoxon significance testing. The proposed method exceeds LSTM-AE,
1D-CNN, and CNN-BiLSTM-Attention baselines on the stealthy subset and operates without GPU. The
framework is domain-agnostic and applies to any quantised numeric DSS input.
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1. Introduction

Decision support systems (DSS) are used for operational, financial, and analytical decisions in
enterprises, government services, and critical infrastructure. They process numeric data (sensor
measurements, transaction records, key-performance indicators, and audit logs) drawn from
heterogeneous sources and feed automated analytics or human operators [1]. The quality of the
resulting decisions depends on the integrity of these inputs. Where input data are silently altered by
malicious actors, insider threats, or integration faults, downstream decisions become unreliable, with
consequences ranging from financial losses to disruption of services.

Conventional integrity mechanisms (checksums, digital signatures) protect against unauthorised
modification at the syntactic level but are blind to semantic-level alterations: fine-grained,
statistically plausible perturbations that respect the data's expected ranges and distributions while
systematically biasing outputs. We refer to such alterations as hidden data manipulations. Detecting
them requires methods that operate not on the integrity envelope of a record but on the statistical
and structural properties of the data stream itself. This paper proposes such a method.
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2. Relevance of the Research

The detection of hidden data manipulations gains relevance from three developments. First, false
data injection (FDI) attacks against industrial control systems are documented in the literature [2, 3],
and adversarial perturbation generators capable of mimicking legitimate sensor distributions while
shifting control outputs have been demonstrated [4]. Second, in financial and audit analytics,
statistical anomalies in numeric records have been studied via Benford-style approaches [5, 6];
information-geometric methods for analysing complex data structures further widen the
methodological base [7]. Third, regulatory and managerial developments, including the EU NIS2
Directive [17], the Ukrainian Law on Critical Infrastructure (No. 1882-IX), and the integration of
cybersecurity considerations into management practice [8], require continuous monitoring of the
integrity of data feeding decision support systems.

Existing detection methods address the problem only partially. Statistical process monitoring

(CUSUM, EWMA) is interpretable and lightweight but limited to distributional signals. Deep-
learning anomaly detectors (LSTM-AE, 1D-CNN, hybrid CNN-BiLSTM-Attention [9, 10, 11]) achieve
high accuracy on standard benchmarks but require large labelled datasets, lack interpretability, and
are vulnerable to adversarial input. Steganalytic techniques originally developed for digital media
[12] have been adapted to ICS network traffic [13, 14], and to detect sensor false data injection attacks
in ICS environments [19], but have not previously been applied to numeric DSS data streams.
The core difficulty lies in the nature of the threat itself. A stealthy 3c-constrained perturbation is, by
construction, designed to pass distributional tests: its statistical moments, Benford first-digit
distribution, and seasonal profile all remain within the historical bounds of the source. Deep learning
detectors face a related but distinct problem. A model trained on a specific perturbation distribution
generalises poorly when the attacker adjusts the attack to remain within the training-distribution
envelope, since the adversarial input is then statistically indistinguishable from normal operation by
any feature the model was trained to use. This shared blind spot of both statistical and deep learning
approaches motivates the steganalytic perspective explored in the present work.

3. Statement of the Problem

Given a stream of quantised numeric values produced by a data source (sensor, transaction log, KPI
generator) feeding a DSS, the goal is to detect, in real time, whether the stream has been subjected
to hidden data manipulation. The detector is required to satisfy three conditions: (i) effectiveness on
stealthy manipulations, i.e. alterations that remain within the historical 3¢ envelope of the source
and do not trigger conventional threshold-based alarms; (ii) interpretability: the output must be
explainable to a DSS operator and auditable for regulatory purposes; (iii) lightweight integration:
deployment must not require GPU provisioning, large training datasets, or major redesign of existing
DSS pipelines.

4. Research Results

The proposed framework consists of two complementary layers and a fusion mechanism. The
statistical layer (S) applies CUSUM [20] and EWMA [21] control charts with exponentially forgetting
baselines, supplemented by Kolmogorov-Smirnov and chi-square tests and Benford's Law first-digit
analysis [5, 6]; individual scores are normalised and aggregated into S € [0, 1]. The steganalytic layer
(G) operates on residuals ¢ = x mod Aq where Aq is the sensor-specific quantisation step. Three
feature families are extracted: residual histogram, first-order transition probability matrix (TPM),
and SPA-based asymmetry index. Outputs are fused via logistic regression: MPI = 6(B, + B:S + B.G),
with coefficients estimated as B, = —0.41 # 0.07, f; = 2.73 + 0.18, §, = 1.94 + 0.22 (mean * SD across
folds). The relative magnitudes of B, and P, admit a direct managerial reading for DSS operators:
each unit increase in the statistical anomaly score S contributes roughly 1.4 times as much to the
alert log-odds as the same increase in the steganalytic score G; the negative intercept 3, encodes the



prior that, on a normal-operation baseline, the framework should not fire. The decision threshold
MPI > 0.60 was selected on the calibration split as the value that maximises Youden's J statistic (true-
positive rate - false-positive rate) on the receiver-operating-characteristic (ROC) curve; the
calibration ROC reaches AUC = 0.93 + 0.02 across folds and the selected threshold corresponds to
TPR = 0.86 at FPR = 0.07. The threshold is not assumed universal: for deployment on a new system
it must be re-calibrated from a stream-specific normal-operation period using the same ROC/Youden
criterion, and may be shifted deliberately to favour either alert sensitivity or operator trust. Figure 1
illustrates the contrast between normal operation and a stealthy 3¢-FDI attack on a representative
flow meter (FIT-101).

(a) Residual histogram — normal operation (b) Residual histogram — stealthy 30-FDI
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Figure 1: residual histogram (top) and 3x3 transition probability matrix (bottom) under normal
operation (left) versus a stealthy 30-FDI attack (right) on flow meter FIT-101 (Stage 1, Aq = 0.05
L/min, ¢, = 0.012 L/min).

4.1.  Dataset and experimental protocol

Validation is based on data from the SWaT (Secure Water Treatment) benchmark, documented as an
ICS security testbed in the survey [16], using the publicly released dataset and analytical reports. Of
the 41 attack runs documented in those reports, 36 involve measurable perturbations with
unambiguous ground-truth labels; the remaining 5 produce no observable change in the recorded
values and are excluded, in line with [10, 11]. Among the 36, 12 satisfy the stealthy 30-constrained
criterion: maximum absolute deviation below 3¢ of the 30-day rolling mean throughout the attack
window, attack duration =10 min (run IDs 7, 8, 14, 18, 19, 21, 22, 26, 28, 31, 33, 35 in the published
numbering). All experiments (implementation of the proposed framework, retraining of the
baselines, and benchmarking) were performed on the Cyber Range facilities of the Faculty of
Cybersecurity and Information Technologies, National University “Odesa Law Academy”. Five-fold
cross-validation is applied at the scenario level; the normal-operation period is split 70/30, stratified
by process stage to avoid temporal data leakage. All baselines were re-implemented and trained from
scratch under identical conditions on Intel Xeon E5-2680 hardware (single-thread CPU inference, no
GPU). Pairwise F1-score differences are tested with the Wilcoxon signed-rank test.



4.2. Detection performance

Table 1 reports the macro-averaged metrics on SWaT for the proposed MPI and four reproduced
baselines. F1-score (stealthy) refers to the 12-scenario subset under the stealthy criterion. The p-
value column reports the Wilcoxon signed-rank test of MPI versus each baseline on the stealthy
subset across folds. This non-parametric test was selected because it does not assume normality of
performance distributions and provides a robust assessment of whether the observed differences
between methods are statistically significant.

Table 1
Detection performance on SWaT, mean + SD over 5 folds. A = difference; p-value: Wilcoxon vs MPI
on stealthy F1-score.

Method Precision (%) Recall (%) F1-score (%) F1-score p-

stealthy (%) value
CUSUM/EWMA 78.4 + 2.1 71.2+ 3.0 74.6 £ 2.4 61.2+38 —
Adapted steganalysis (G 69.3+28 82.1+23 752+ 25 70.4 + 3.1 .

only)

LSTM-AE [9] 83.2+19 79.6 £ 2.2 81.4+ 2.0 72829 0.038
1D-CNN [10] 86.1 £ 1.7 82.4+20 84.2+138 753+ 2.6 0.021
CNN-BiLSTM-ALtt. [11] 91.3+£1.2 94.8 +0.9 93.0£1.0 78.6 + 2.1 0.044
Proposed MPI (S + G) 91.7+x1.1 88.5+1.4 90.1 £ 1.2 84.3 +1.8 —

MPI achieves the highest F1-score on the stealthy subset (84.3 + 1.8 %), with all differences against
baselines significant (p < 0.044). On the overall F1-score, MPI (90.1 %) is below CNN-BiLSTM-
Attention (93.0 %): deep-learning models achieve higher recall on overt attacks but generalise poorly
to 3o-constrained FDI that, by construction, remains within the training distribution. The
steganalytic layer captures bit-level structural regularities in quantised residuals that are invariant
to the attack's statistical plausibility: the complementary signal that DL models miss. Inference
latency on the same hardware: MPI 187 + 12 ms, 1D-CNN 312 + 18 ms, LSTM-AE 428 + 24 ms, CNN-
BiLSTM-Attention 547 + 31 ms per 512-sample window. Resident memory: MPI ~34 MB versus ~318
MB for CNN-BiLSTM-Attention.

4.3. Ablation

Table 2 isolates the contribution of each component on the stealthy subset. Removing the
steganalytic layer causes the largest drop (-23.1 pp); within the steganalytic layer, the TPM provides
the largest individual gain (-6.2 pp when removed).

Table 2
Ablation on stealthy F1-score; A = difference vs full MPI in percentage points; p-value: Wilcoxon vs
full MPI.

Configuration F1-score stealthy (%) A (pp) p-value
MPI full (S + G) 843+1.38 - —
MPI - steganalytic layer 61.2+3.8 -23.1 <0.001
MPI - statistical layer 70.4 + 3.1 -13.9 <0.001
MPI - TPM features 78.1+22 -6.2 0.003
MPI - SPA asymmetry features 81.6+19 -2.7 0.041

4.4.  Steganalytic layer coverage

The steganalytic layer is activated for a sensor only when the noise floor o, is smaller than half the
quantisation step Aq. Table 3 summarises coverage across SWaT sensor groups.

Table 3



Steganalytic layer activation across SWaT sensor groups under the condition 6, < Aq/2.

Sensor group Sensors (n) on <Aq/2 Steganalytic layer
Flow meters (Stages 1-2) 14 11/14 Active
Pressure sensors (Stages 3-4) 12 11/12 Active
Level sensors (Stages 1, 3, 5) 8 7/8 Active
Turbidity / conductivity (Stage 6) 7 4/7 Partial
Binary actuators (all stages) 10 n/a Inactive
Overall 51 33/51 64.7 % active

4.5. Per-stage performance

Table 4 reports Fl-score broken down by SWaT process stage. Performance correlates with
steganalytic-layer coverage: stages where the layer is fully active (Stages 1-3) achieve F1-score
(stealthy) = 85 %, whereas Stage 6 (turbidity-dominated, with 2 of 10 sensors active) drops to 79.5 %.
The relative deviation A in Table 4 is computed against the overall stealthy mean (84.3 %).

Table 4
Per-stage detection performance on SWaT; A = deviation from the overall stealthy F1-score mean
(84.3 %).

SWaT stage Active sensors F1-score (%) F1-score stealthy (%) A (pp)
(steg.)

Stage 1 (raw water) 7/8 91.4+ 1.0 86.2+ 1.5 +1.9

Stage 2 (pre-treatment) 6/8 90.7+1.3 85.1+ 1.7 +0.8
Stage 3 (ultra-filtration) 9/10 92.0 £ 1.1 87.4+1.6 +3.1
Stage 4 (dechlorination) 5/6 89.8+1.4 829+19 -1.4
Stage 5 (RO unit) 4/9 88.5+ 1.6 81.7£22 -2.6

Stage 6 (distribution) 2/10 869 +1.8 79.5+ 25 -4.8

Overall 33/51 90.1 £+ 1.2 84.3+1.8 —
4.6.  Limitations and concept drift

Two limitations bound the applicability of the proposed framework. First, in process stages
dominated by high-noise analogue sensors (SWaT Stage 6, where 2 of 10 sensors satisfy o, < Aq/2),
the steganalytic layer deactivates for the majority of channels and the framework reduces to its
statistical layer alone, with the corresponding loss of stealthy-attack F1-score (Table 4, -4.8 pp). For
such stages, MPI should be regarded as a complementary signal rather than a primary detector.

Second, both layers are vulnerable to legitimate concept drift, i.e. gradual shifts in the underlying
process (seasonality, equipment ageing, and operating-mode changes) that may be misclassified as
manipulations. CUSUM and EWMA in the statistical layer use an exponentially forgetting baseline
with smoothing parameter o = 1 — exp(-In 2 / 1), where 7t is the half-life expressed in samples. We
set T to seven days (the SWaT operational week, equivalent to approximately 6 x 10° samples at the
1 Hz sampling rate). This value was selected by sweeping t over {1, 3, 7, 14, 30} days on the calibration
split: shorter half-lives (1-3 days) increased the false-positive rate above 12 % under benign
weekend/weekday cycles, while longer half-lives (14-30 days) suppressed the response to genuine
fast attacks. The seven-day setting yielded the best trade-off and matches the natural operational
rhythm of the testbed; for deployments with different cycles (financial intra-day, monthly audit), t
should be re-tuned using the same sweep.

Drift adaptation in the proposed framework operates on two timescales. Slow continuous drift is
absorbed by the exponentially forgetting baselines as part of normal scoring. Abrupt legitimate
transitions (commissioning of a new sensor, planned setpoint change, scheduled maintenance
windows) are handled by an explicit operator-issued recalibration command: it resets the
CUSUM/EWMA baseline statistics and, optionally, retrains the steganalytic one-class SVM on a fresh



calibration window. Fully automatic adaptation, combining a Bayesian online change-point detector
to flag suspected legitimate transitions, a confidence-weighted hold-off period during which MPI
alerts are downgraded to advisory status, and automatic recalibration if the change is confirmed by
an external indicator, is the subject of further work, together with a quantitative study of the trade-
off between drift tolerance and detection responsiveness.

Organisations subject to continuous monitoring obligations under the NIS2 Directive [17] or NIST
SP 800-82 guidance for industrial control systems [18] may additionally require that recalibration
events be logged with timestamps, operator identifiers, and before/after baseline statistics for audit
purposes. The explicit operator-command model of the proposed framework accommodates this
requirement without modification: each recalibration event is a discrete, attributable action that
produces a versioned snapshot of the baseline parameters, suitable for inclusion in a system-level
security event log.

A third consideration, orthogonal to the two limitations above, concerns the interaction between
the steganalytic layer and quantisation precision. The residual-based features (¢ = x mod Aq) depend
critically on the accuracy of the known quantisation step Aq. In practice, sensors with adaptive or
non-uniform quantisation, common in modern smart meters and industrial IoT devices, may report
an effective Aq that drifts over time due to firmware updates or sensor-specific calibration cycles. If
Aq is misspecified by more than 10 %, the residual histogram loses its structural regularity even under
normal operation, producing inflated steganalytic scores and elevated false-positive rates.
Practitioners deploying MPI on such sensors are advised to estimate Aq empirically from a calibration
window using the mode of the inter-sample absolute differences, and to re-estimate it after any
sensor firmware update. When a reliable Aq estimate cannot be obtained, the steganalytic layer
should be disabled for that channel and the sensor documented as statistical-layer-only in the system
risk register, consistent with the guidance in Section 5.1(ii).

4.7. Computational complexity

The computational budget of the proposed framework is dominated by the Kolmogorov—Smirnov
test, which requires O(n log n) sorting of the window sample; all other components run in O(n) or
O(1) time. Table 5 breaks down the per-component contributions to the 187 + 12 ms total wall-clock
latency measured on the Intel Xeon E5-2680 testbed (512-sample window, single-thread). Resident
memory is dominated by the steganalytic one-class SVM model (=28 MB of 34 MB total); the
statistical layer requires fewer than 2 kB of state per sensor channel. The complexity profile confirms
that MPI is deployable on embedded industrial hardware without dedicated accelerators, a property
that is important for critical-infrastructure contexts governed by NIS2 [17] and NIST SP 800-82 [18],
where third-party cloud processing may be precluded by data-sovereignty constraints.

Table 5
Per-component computational profile of the MPI framework (n = 512 samples per window, k =20
quantisation bins).

Component Time complexity Space complexity Latency (ms)

CUSUM / EWMA O(n) O(1) per channel 12+2

KS test O(nlogn) O(n) 38+4
Benford analysis O(n) 0(10) 8+1
Residual histogram O(n) O(k) 11+1
TPM construction O(n) ok?» 716
SPA asymmetry O(n/k) O(k) 47 5

LR fusion o(1) o(1) 1+0.2
MPI (S+G) O(nlogn) O(n+k?) 187 £12

The latency profile in Table 5 has a direct implication for alert responsiveness. At a 1 Hz sensor
sampling rate, the 187 ms per-window latency of the full MPI pipeline is well within the 1 000 ms
inter-sample interval, leaving 813 ms of slack for downstream alert routing, logging, and operator



notification. At higher sampling rates (10 Hz or 100 Hz, common in power-grid and vibration-
monitoring ICS), the pipeline must be parallelised across sensor channels; the O(1) memory footprint
of the CUSUM/EWMA state and the independence of per-channel steganalytic computation make
this straightforward. In contrast, the CNN-BiLSTM-Attention baseline requires 547 ms per window
and 318 MB of resident memory: at 10 Hz with 51 channels, its aggregate memory requirement
would exceed 16 GB, ruling out deployment on standard industrial edge hardware. The MPI
framework, at 34 MB total, fits comfortably within the memory budget of entry-level ARM Cortex-
A53 class devices widely used in ICS edge nodes.

5. Conclusions

A two-layer detection framework for hidden data manipulations in DSS data streams was developed
and evaluated. The framework adapts LSB-class steganalytic features to quantised numeric time-
series and combines them with statistical process monitoring through an interpretable logistic-
regression fusion. On the SWaT benchmark (36 effective scenarios, 12 stealthy, 5-fold cross-
validation, all baselines reproduced under identical conditions), the proposed Manipulation
Probability Index reaches stealthy F1-score = 84.3 % (p < 0.044 versus all baselines, Wilcoxon signed-
rank), at 187 ms latency without GPU. The method is domain-agnostic and applies to any quantised
numeric DSS input (financial transactions, audit logs, KPI metrics), subject to availability of a
calibration period and a known quantisation step. Further work will address (i) automatic concept-
drift handling to distinguish legitimate process changes from manipulations and to trigger baseline
recalibration without manual intervention; (ii) self-tuning of the MPI decision threshold across
deployments; (iii) cross-domain validation on financial transaction logs and audit data streams; (iv)
adversarial robustness against residual-targeting perturbations; and (v) a Bayesian fusion variant for
uncertainty-aware MPL

5.1. Practical deployment recommendations

Based on the experimental results and the complexity analysis (Section 4.7), the following
recommendations apply to DSS operators deploying the MPI framework. (i) Calibration period: a
minimum of one full operational cycle (at least seven days for process-industry systems, or one intra-
day cycle for financial analytics) is required to establish reliable CUSUM/EWMA baselines and train
the steganalytic one-class SVM; shorter windows increase false-positive rates above acceptable levels
(Section 4.6). (ii) Sensor pre-assessment: before deployment, verify the noise-floor condition o, <
Aq/2 for each input channel using at least one week of historical data; channels that fail the criterion
should be monitored by the statistical layer only, with the corresponding reduction in stealthy-attack
detection power documented in the system risk register. (iii) Threshold calibration: apply the
ROC/Youden criterion on a calibration split specific to the deployment environment; the default
MPI > 0.60 threshold derived from SWaT should not be transferred to a new domain without
recalibration, as the optimal operating point shifts with the base rate of manipulation attempts and
the cost asymmetry between false positives and false negatives in the target organisation.
(iv) SIEM/SOAR integration: the MPI score is a continuous value in [0, 1] and can be forwarded as a
numeric alert attribute to any SIEM platform, enabling threshold-based rules, temporal correlation
with other event sources, and retrospective forensic analysis without requiring a binary alert output.
(v) Alert escalation policy: given the interpretable structure of the MPI score, organisations are
advised to define a three-tier response protocol rather than a single binary threshold: MPI < 0.40:
normal operation, no action; 0.40 < MPI < 0.60: advisory status, log the event and increase sampling
frequency for the flagged channel; MPI > 0.60: alert, notify the security operations team and initiate
the defined incident-response procedure. The advisory band is particularly useful during the first
weeks after deployment, when baseline statistics may not yet have converged, and reduces operator
alarm fatigue relative to a hard binary threshold.

Periodic model health checks should be scheduled independently of operator-triggered recalibration.
A recommended procedure is to run the framework in shadow mode (scoring but not alerting) on a



held-out normal-operation window at the end of each operational cycle, and to verify that the
resulting MPI distribution remains centred below 0.30 with standard deviation under 0.10. Persistent
upward drift in the shadow-mode score without confirmed attacks is a signal of unresolved concept
drift and should trigger a scheduled recalibration. The framework design is consistent with the data-
integrity monitoring principles of NIST SP 800-82 [18] and supports audit-trail generation required
under Article 21 of the NIS2 Directive [17], which mandates continuous risk-management and
incident-reporting procedures for operators of essential services.
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