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Abstract

A method of stabilizing the smart grid state is presented as a response to plausible perturbations from
detecting behavior, which negatively affects the grid sustainability. The method is based on modeling
interactions among grid agents via Axelrod tournaments. A smart grid recovery strategic trajectory is built
by iteratively optimizing the penalization level in the price change model, cooperation rewarder in the
cooperation and defection payoffs, and the price deviation corrector. When the intervals of those three
parameters are appropriately divided into subintervals, the solution is found within 10 iterations or fewer.
The price deviation corrector has a more stable impact on both the payoff and defection rate. This is a
virtual run followed the perturbation, and the recovery strategic trajectory returns the smart grid system
to normal state. As the period of survivability expires, an update of the strategic trajectory may be needed.
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1. Introduction

Since 2000s, smart grids have been increasingly becoming a substantial part of energy renewability
and decentralization. The latter has become a valuable indicator of democratization for the past three
decades. Speaking technologically, a smart grid is an extremely complex electricity network that
combines traditional power infrastructure with digital technologies, communication systems,
sensors, automated control, and data analytics to improve the production, transmission, distribution,
and consumption of electricity [1]. So, the smart grid aims at the distributed and self-organizing
control [2]. Its decentralization provides greater resilience, increased use of renewable energy, anti-
monopolization, and market competition, which all align well economically and politically with
democratization [1]. On the other hand, controllability of the smart grid, despite decentralization,
remains fundamentally essential [2]. The reason is very simple: electric power systems obey physical
laws. At every moment, power generation must be equal (at least, approximately, not exceeding some
tolerable discrepancy) to power consumption, including losses, imports and exports on both sides. A
significant imbalance causes frequency deviations, voltage instability, equipment damage, and even
short-term blackouts [2, 3]. Electricity cannot be “stored in transmission lines” while participants
(not only prosumers and consumers, but also grid operators, energy aggregators, energy storage
operators, and governmental regulators) negotiate what to do. And the power balance must be
maintained continuously [1, 3, 4].

2. Relevance of the Research

To provide continuous power balance in a smart grid, governmental regulators establish market
rules, technical standards, reliability and cybersecurity requirements [2, 5]. The smart grid
participants must follow such rules and comply with standards, and requirements to ensure grid
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overall sustainability and controllability for maintaining the grid stable [2, 6]. In particular,
prosumers and consumers (also referred to as agents for further reasoning) act collectively and affect
grid stability [1, 3, 6]. If even the grid becomes unstable, it usually lasts for a negligibly short period,
whereupon the normal state is back. The speed of grid state normalization, however, does depend
on reasonable strategic behavior of the agents.

Obviously, “reasonable behavior” in a smart-grid sense is not about being nice or cooperative in
isolation. This is about keeping the system in a fast-return-to-equilibrium regime under repeated
interaction and occasional noise (e. g., volatility of the energy unit price). Reasonable strategic
behavior of agents consists mainly in conditional cooperation (not unconditional) and proportional
response to deviation [7]. Cooperation herein implies compliance with grid-balancing requests,
whereas defection, being opposite to cooperation, implies (selfish) pursuance of only own short-term
benefit [7, 8]. Thus, agents cooperate when others behave cooperatively (e. g., follow demand-
response signals), because this keeps the system efficient. In addition, defection or non-compliance
is met with limited defection response, not excessive penalization [7, 9]. For instance, agents mostly
return to cooperation once normal conditions are restored, because the common goal is correction,
not escalation [5, 10, 11].

The agent decides on whether to cooperate or defect based on the energy unit price, which affects
a bimatrix game between the agent and the opponent personifying either another agent or the whole
community factually interacting with the agent [4, 12]. Hence, the primary task is to model the price
change and the entries of the payoff matrix so it could serve as an incentive for cooperative-favoring
behavior. However, earlier approaches to smart-grid stability and incentive design were based on
optimization, control theory, and market-based mechanisms. Those approaches studied optimal
power flow [13], stochastic and model predictive control [14], and demand-side management via
centralized or distributed optimization [12], where system stability is enforced through engineered
constraints rather than emergent behavior. Parallel to that, economic approaches introduced
dynamic pricing schemes such as real-time pricing and locational marginal pricing, where
consumption is influenced by price signals reflecting system conditions (e. g., generation cost and
congestion) [15]. However, those approaches assumed either compliant agents or static behavioral
responses to prices, without explicitly modeling the evolution of strategic interaction patterns over
time.

Next to that, non-cooperative games were used to model energy consumption, demand response,
and distributed generation as Nash equilibrium problems, where agents optimize individual benefits
under pricing signals [16]. Stackelberg games are widely used to represent hierarchical interactions
between system operators (leaders) and consumers or prosumers (followers), particularly in demand
response and energy trading [16]. Cooperative game theory is used to further address coalition
formation, cost sharing, and fair allocation of benefits among participants in microgrids and energy
communities [17]. Nevertheless, these models generally remain static in structure: they characterize
equilibria of a given game, rather than how behavioral strategies evolve.

Evolutionary and behavioral game-theoretic approaches extend classical models by introducing
population dynamics, bounded rationality, and adaptive strategy revision over repeated interactions
[18]. Such approaches tackle to model dynamic interaction in smart grids based on demand response,
distributed energy trading, and cooperative behavior under replicator dynamics [19] or imitation
rules [20]. These models capture how strategies spread or vanish depending on performance [10, 19].
However, most evolutionary models still rely on relatively simple strategy spaces or continuous
decision variables [11, 16], and often do not explicitly incorporate rich behavioral rules with memory,
such as reciprocity [7, 10], penalization [8, 10, 20], or forgiveness [7, 9], which are crucial in repeated
interaction settings with heterogeneous agents. To the contrary, Axelrod Iterated Prisoner’s
Dilemma tournaments (AIPDTs) allows modeling smart grid interactions with reciprocity, memory,
and behavioral path dependence in repeated interaction [9]. AIPDTs involve a large variety of
behavioral strategies (over 200 in total), where the strategy is a rule for forming a definite sequence
of complementary actions (moves) like cooperation and defection [21]. The AIPDT, if properly
parametrized, organizes the bimatrix game that evolves in accordance with the change of the main



grid states from the viewpoint of the agent. This is an extremely simple yet effective framework for
modeling decentralized smart grid interaction process by regarding past compliance and trust.

3. Statement of the Problem

Issuing from the need for controllable cooperation among agents in smart grids, the goal is to suggest
a method of determining sustainable strategies for efficient cooperation with plausible reciprocity.
To achieve the goal, the energy unit price change and the payoff matrix evolution is to be modeled
first with some parametrization, where the price and payoff matrix are in a feedback response to
undesirable defections. The feedback should form an incentive for cooperative-favoring behavior.
Second, upon conducting AIPDTs, the most influential parameter is to be determined such that its
adjustment is the most tightly connected with inducing the cooperative-reciprocal strategies. Next,
an algorithm of mitigating defections to a tolerable rate is to be developed, whose returns are the
best parameter value and cooperative-reciprocal strategies induced by that value. In addition, given
a criterion of the strategy applicability, the period of survivability of those strategies must be
estimated. Finally, the results should be briefly discussed, whereupon conclusions on the findings
are to be made about the efficiency of cooperative-reciprocal strategies that ought to become not
only socially desirable but evolutionarily dominant, thereby supporting long-term grid stability and
controllability.

4. Research Results

4.1. Energy unit price

Basically, the energy unit price consists of the standardized part o = land observably random
fluctuations whose causes are non-traceable. If the defection rate at time slot frdenoted by d(tis too
high, then this event must be penalized by raising the price up. This is believed to serve as an
incentive to defect less. So,

P(t)=1+a(d(t)—dy) + o for a > 0and & > Obyg € Ngen (0, 1), (1)

where ais a controllable penalization level (adjusted by the governmental regulators), @is a defection
rate threshold, and Ngen (0, 1)is a generator of values Eof normally distributed random variable with
zero mean and unit variance, to which O(an external standard deviation, being uncontrollable)
determines the strength of price fluctuations. Threshold docan be both zero and nonzero. If do = 0
then any defection within the smart grid is intolerable. If dy > O(but, certainly, docannot exceed 0.5
or so), then equation (1) suggests that the grid system stimulates agents to defect as less as possible
because then, below threshold do, the price is likely to drop below 1 (depending on the price
fluctuation strength or price volatility o).

Another, stricter version of influencing the price is when it cannot drop below 1 on average (if
the fluctuation is excluded) by < do, i. e.

P(t) =1+ amax{d(t) — dy, 0}+ & (2)

The third possibility is to reward agents by staying as close as possible to defiance rate do, which
then becomes a desired defiance rate, rather than a threshold:

P(t)=1+ald(t) = dol" + o€ py p > 0, 3)

Equation (3) suggests that the price grows up whenever d(t)signiﬁcantly deviates from do. At H =1
the expected (or average, in practice) price growth versus the defection rate is linear. At 1 € (0; 1)
the expected price growth versus the defection rate is concavely nonlinear (there are two concave
curves by @ (1) € [0; doland d (1) € [do: 1]), where the growth abruptness becomes more distinct as H



is decreased off 1. At k> lthe expected price growth is convexly nonlinear (there are two convex
curves by d(t) € [0; doland d (t) € [do; 1]), where the growth weakens as His increased off 1.

While both the price linear-cutoff influence by (2) and price nonlinear influence by (3) are
applicable, they have one substantial demerit: the incentive for mitigating defecting behavior is
weaker than that by linear penalization in (1). Hence, model (1) of the price change will be utilized
further. Parameter acan be called the price sensitivity (to defection deviation).

If there are Nagents interacting at time slot ¢, the defection rate is

1 N
d(t)=—= Y va(D, 1)
= , (4)

where Yn (D, 1) = 1jf agent ndefects at time slot tand Yn (D, t) =0if agent ncooperates at time slot t.
Occasionally, defection rate (4) can go up to 0.5 and above, but if it is mitigated in a few time slots,
it does not destabilize the grid.

4.2. Payoffs

At each time slot tthe agent chooses between cooperation (denoted by C) and defection (denoted by
D). The payoff matrix at time slot fis

_[r@® s
P [‘i’(f) “(f)] byt=0,1,2 3, .. 5)

where (t)is the agent’s payoff when both the agent and the opponent cooperate, S Dis the agent’s
payoff when the agent cooperates and the opponent defects, q(is the agent’s payoff when the agent
defects and the opponent cooperates, 4( Dis the agent’s payoff when both the agent and the opponent
defect. These payoffs, measured in standardized units, are related to price change model (1). Time
slot t = Ocorresponds to the situation, when the relationship among elements of matrix (5) turns to
be

s(0) <u(0) <r(0)<q(0), (6)

Inequalities (6) are the canonical Prisoner’s Dilemma ordering [18], which guarantees that unilateral
defection is always attractive in the short run. This actually provokes a short-term growth of
defecting behavior, which can be mitigated only by achieving inequality

r(0)>q(o), (7)
whenever the canonical ordering
s()<u(t)<r(t)<q(t) (8)
occurs or just the opposite to (7) inequality
r(t) <q(®) (9)

emerges. Hence, once the relationship in (8) occurs or just inequality (9) occurs, the emergent task is
to return the system to normal state by minimum possible intervention, thereby preserving
democratized decentralization.

Entry ¥ (t)is the cooperation payoff, which must be increased proportionally to the defection rate
in order to stimulate agents for cooperative behavior. If the price grows up, the price deviation (with
respect to standardized part £o = 1) must multiplicatively facilitate cooperation. So,



r(t+ 1) =r(t)+p@P()—1)d(t)+0C,
for B> 0and 6 > 0by &r € Neen (0, Dt =0, 1, 2, 3, ..)), (10)

where parameter Pis the cooperation rewarder, and 6(an external standard deviation, being
uncontrollable) determines the strength of cooperation payoff fluctuations.

To the contrary, defection payoff q(Dmust be decreased as the defection rate grows up. To
strengthen the penalization, the price growth must be taken into account, but when the price drops
below 1, defecting behavior will be a response that should stabilize the price toward 1. Hence,

q(t+1D)=q@)-p@ @O -1Dd@®)—nP()—1)+0g,
for 1> Oby S € Neen (0, D =0, 1, 2, 3, ), (11)

where parameter "lis the defection-based price deviation corrector. Standard fideviation determining
the strength of uncontrollable defection payoff fluctuations is the same as in (10).

Entry s( Dis the cooperation-versus-defection payoff, received by the cooperating agent.
Obviously, it must be increased proportionally to the defection rate in order to stimulate agents for
cooperative behavior, regardless of the price growth or drop. Hence,

s(t+1)=s()+nd(8) + 0 by & € Ngen (0, Dt =0, 1, 2, 3, .., (12)

and thus entry (12) is related to entry (11) via the price deviation corrector. To the contrary,
defection-versus-cooperation payoff u(Hmust be symmetrically decreased as the defection rate
grows up:

u(t+1)=u(t)=nd(t)+0, by Lu € Ngen (0, V)¢ =0, 1, 2, 3, ). (13)

In this way, entries (10) — (13) of payoff matrix (5) are interrelated via defection rate d(t), whereas
the cooperation and defection payoffs are coupled via the cooperation rewarder, and the defection
payoff includes the term with the price deviation corrector, which directly influences cooperation-
versus-defection and defection-versus-cooperation payoffs. Accordingly, the governmental
regulators possess three parameters inducing the cooperative-reciprocal strategies: penalization level
ain price (1), cooperation rewarder Pin cooperation payoff (10) and defection payoff (11), and price
deviation corrector lin payoffs (11) — (13), which are the result of defection (either unilateral or
mutual).

4.3. AIPDT

Sustainable strategies for efficient cooperation with plausible reciprocity are basically determined
via AIPDTs, which allow also gathering and computing statistics of the best strategies (such as
average payoff, rank, relative frequency, periodicity) [21]. In fact, the AIPDT is a virtual simulation
of repeated strategic interactions among a set of strategies at a given time slot t. In an AIPDT, a set
of strategies repeatedly play the bimatrix game (Prisoner’s Dilemma) with payoff matrix (5) against
one another (i. e., this is a round-robin tournament). Each pair of strategies forms a match, consisting
of a specified number of rounds (denote this number by £1). During each round, the competing
strategies simultaneously choose either cooperation or defection, and the corresponding payoffs are
assigned according to payoff matrix (5). The payoffs accumulated and averaged over Rirounds
constitute the average payoff of the match. A complete tournament is obtained by having every
strategy play against every other strategy, including a match against itself [20]. So, for Kstrategies,
there are

K- (K+1)
2



such matches. To get statistically stable results, the AIPDT utilizes also a number of repetitions Rz,
where each repetition is an independent execution of the round-robin tournament used thereupon
for averaging results [18, 19, 21]. Then, upon the AIPDT completion, the Kstrategies are ranked
according to their average payoffs, and the strategy with the highest average payoff is selected. In a
more general set-up, a few more strategies are additionally selected whose average payoffs are
sufficiently close to the highest average payoft.

Integers Riand Racontrol depth of interaction and statistical averaging, respectively. For the
ongoing computational simulation, they are 81 = 100and Rz = 25, which are quite sufficient even for
severely high price volatility cand payoff fluctuation strength 0. It is important to underline that the
AIPDT is executed independently at each discrete smart-grid time slot, so integers Riand Reare
internal characteristics of the behavioral interaction model. The time slot belongs to the external
evolution of the smart-grid system, where the tournament outcomes determine subsequent updates
of strategy relative frequencies, defection rates, energy prices, and payoffs in matrix (5). For the
ongoing computational simulation, denote the number of time slots by T.

Another parameter of the AIPDT is the behavioral inertia parameter. Its reason is that agents do
not update their strategies instantaneously. Say, if the best strategy changes at time slot #:(according
to the tournament ranking at %), the agent is likely to react with some delay. Such delays are
particularly caused by slow decision making by the agents (the agents are humans, not machines). It
is a cognitive inertia. Another causes are institutional (specificities in rules and contracts) and
technological (physical delays).

Each agent must have its own inertial characteristics, although they may overlap among the
whole group of Nagents. Denote the inertia set of agent nby

An(Ds, 1) = {0, 8 (D} N {0} (o = T, (14)

where

Ds € {E, U, N} (15)

is a discrete distribution (chosen randomly), by which a random choice

8y (1) € Ap(Ds, 1) (16)

is made; E, U, and Nis an exponential, uniform, and normal discrete distribution, respectively; 61(:3;( (1)
is the longest period of time slots, during which agent ncan not update its current behavioral strategy
at time slot t. Hence, if the last strategy update of agent nhappened at time slot Z, then at time slot ¢
agent nupdates its strategy only if

t—t.>8,(t)(n=1, N) (17)

upon random choices (15) and (16) for inertia set (14). The latter, being worth mentioning, can change

. . . () .
over time slots. For instance, integer S (t)may decrease over time slots due to agent nbecomes
more experienced and confident for smart grid interactions.

4.4.  Algorithm

Apart from the three explicit parameters (penalization level a, cooperation rewarder P, and price
deviation corrector 1), there are also the length (horizon) of interactions Tand defection rate
threshold dothat can be implicitly regulated. The goal is to determine an ordered set {2-of cooperative-
reciprocal strategies such that the set ensures a defection rate not exceeding d:by the average payoff
fi(in the sense of mathematical expectance). The order in set {2:matters as, in the case if the set
contains more than one element, namely the succession of elements in {2:leads to sustainable average



payoff 7at a tolerable defection rate d:, whereas any permutation may not lead to them. Meanwhile,
cooperation payoff " (1), evolving with regulation by (10), cannot exceed some margin 'max. Defection
payoff q(), evolving with regulation by (11), cannot drop below some margin 9min. Likewise,
cooperation-versus-defection payoff s( t)by (12) cannot exceed its margin Smax, and defection-versus-
cooperation payoff #(t)cannot drop below some margin #min. Hence, an algorithm of determining set
Qumust comply with an operator mapping the AIPDT parameters into a triplet of ., 14 (t)}fﬂ, and
#t. In addition, let set ©.be featured with the following two time slot periods. First, it is the period of
restoration (recovery) I+, during which the smart grid normal state is restored, starting from t = 0
and condition (6). Second, it is the period of survivability Tmaxof set 2+, upon which at least one of
four inequalities

q (t) < Gmin, ¥ (t) > Fmax, S(t) > Smax, U (t) < Umin (18)
turns true. Therefore, operator ®maps as follows:

G* (N, T) = {Q*’ {d(t)}zzl 3 ﬁs Tka Tmax} =

N
:@(a, B, n. T, do; Tmaxs Smax> Gmin> Ymins O, 0, {{An (Ds, t)}szl}n:I) (19)

where set

TITIGP\
Q. = {} 5 (20)

Obviously, set G. (N, T)is a random object, wherein each of its elements (set Q.. the defection rate,
average payoff, period of recovery, period of survivability) is a random object, being it an integer
number or more complex item.

If ¢ > T.then inequality @ () < d.should be true at least until { = Tmax + 1. For example, Figure 1
shows a defection rate d(t)throughout a month of smart grid interactions (an action is made once
per day) corresponding to price P (Din Figure 2 by payoff matrix

0.11 0.08]

P(0) = [0.12 0.09 (21)

0.14

0.0+
1 2 3 4 5 6 7 8 9 0 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

Figure 1: Defection rate evolution throughout a month of smart grid interactions among 1000 agents
with a maximum weekly inertia period.

and parameters

o= 0,25,[3 =0.125 1 =10.01 7 =30, dy = 0.25, Fmax = 0.16, Gmin = 0.07 Spax = 0.13 tmin = 0.04,

6 = 0051 =0.005 87 (1) =7v n =T, 1000and ¥ t = T, 30, (22)



where a disclosure of set {.presented in Figure 3 reveals that cooperative-favoring behavior starts

at ¢ = dwith strategy “TitForTat” (it is w&”here). So, here T = 6, which is seen not merely from
Figure 1, but also from Figure 3, where only strategies “Cooperator”, “TitForTat”, and “Grudger” are
used since t = 7until Tmax = T = 30, It must be noted that strategy “Grudger” in the presented case is
only conditionally cooperative, because it performs with zero tolerance (forgiveness) to defectors,
where a single accidental defection may destroy cooperation chain. If the defection rate was not
mitigated everywhere to 0, the presence of “Grudger” in set (20) since ¢t = 7would be risky. Another
peculiarity is strategy “Defector” at t = land ¢ = 3: from smart-grid perspective, it is not that
“Defector” is “good”, but rather it characterizes the initial unstable state of the system. Likewise,
strategy “Grudger” acts as a transitional enforcement mechanism that suppresses residual defection.
Strategy “TitForTat” (the agent starts by cooperating and then mimics the previous action of the
opponent), by which agents learn that cooperation is reciprocated and defection is immediately
answered, acts as reciprocal adaptation. And finally, strategy “Cooperator” characterizes the restored
stable regime once defection has been eliminated. However, the stability does not relate to the
evolution of payoff matrix (Figure 4).
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Figure 2: Energy unit price change throughout a month of smart grid interactions among 1000
agents, where the change causes defective behavior until f = 7(Figure 1).

Cooperator A
TitForTat 4
Grudger 1
Defector 4

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

Figure 3: Disclosure of set :that mitigates the defection rate (Figure 1) down to zero level.
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Figure 4: Evolution of payoff matrix (5) throughout a month of smart grid interactions among 1000
agents, where initial condition (5) is still satisfied in the last seven time slots (from ¢ = 24to t = 30).

Therefore, set {2:in the example above, just like set (20) in the general case, is a trajectory of
dominant strategies, and this trajectory is a behavioral recovery path toward grid stability. But what
is more important is that how the trajectory is actually obtained: it is the aggregating “work” of
penalization level o, cooperation rewarder P, and price deviation corrector . Nevertheless, each
agent decides eventually on its own, and this along with behavioral inertia effects makes individual
choices of agents slightly various throughout Tmastime slots (Figure 5).

Agent 1

Agent 2
Agent 3

Agent 4

Agent 5

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

Figure 5: The factual actions of a quintet of agents throughout a month of smart grid interactions,
where darker squares correspond to defections with the defection rate shown in Figure 1.

Apart from exemplified “Cooperator”, “TitForTat”, and conditionally cooperative strategy
“Grudger”, there are other cooperative-reciprocal strategies like “WinStayLoseShift”, “GTFT” (a
generous “TitForTat”), “TitFor2Tats” (retaliation after two defections rather than one), etc. [18, 19,
21]. Denote a set of such strategies by Scrs. Hence, if {" € Scrsthen the smart grid recovery has
not been completed and ! < T, regardless whether d (1) < d. Besides, the period of survivability Tmax
of set Q«(now, let it be called recovery trajectory £2.) is determined not only by (18), but also by the

situation, when a non-cooperative strategy (e. g., like “Defector”, “Cycler”, “Alternator”, “Random”,
etc.) occurs after a row of strategies from set Scrs. Denote a set of non-cooperative strategies by
Scrs. Hence, if o € SCR.Sfollowing a sequence of strategies in Scrs(that indicates a recovery
period), then 0" % 0Pand Tua =t — 1.

Preliminary computational simulation reveals that average payoff igrows as penalization level a
and cooperation rewarder Pare increased, but fidrops as price deviation corrector Mis increased.
Dependence 7 (Mresembles an exponential one and it is more stable than both dependences 7 (o)and
7 (B). Meanwhile, the defection rate nonlinearly drops as any of parameters o, P, Nis increased, where
exponential-like dependences prevail also. Besides, price deviation corrector "has a seemingly
stronger impact on the defection rate than the impact of both cand B(it is weak and more chaotic).
Therefore, it is reasonable to approximately minimize the defection rate first by M(within the inner
loop of successive ascent), and then by aand ﬁsimultaneously (it will be the outer loop of successive
descent). A triple {o, B% n'Jof parameters o, B, M, which approximately minimize the defection rate
(whether to tolerable rate d-or not) and produce set a recovery trajectory €2, is the best regulative
configuration for smart grid recovery under the given conditions.

To start the algorithm of determining the best regulative configuration for smart grid recovery,
the minimal ®min, ﬁmz‘m, Nminand maximal values of parameters ®max, Bmax, Nmaxare input, respectively,



along with the corresponding integers Ma, ™6, M each of which is the number of equal-length
subintervals of lengths a, b, h, respectively:
Omax — Cmin Bmax - Bmin _ Nmax — Nmin

Mg =——— mg="—"———my

a , " b " h

Another three inputs are tolerable defection rate d., desired level of average payoff 7, and desired
duration Lrccovof recovered grid regime, where the output duration of recovered grid regime is
Lrecov = Tmax — Ti(where Tiis the recovery duration). The algorithms returns triple {&", B*, n"}that
must ensure the corresponding set G« (N, T)under the same conditions of price volatility and payoff
fluctuation (Figure 6).

Iterations along cand Peonstitute rough adjustment, and iterations along Tlconstitute more precise
adjustment (fine-tuning). The two dot-rectangled inequalities
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Figure 6: The algorithm of determining the best regulative configuration for smart grid recovery.



*%k Fk *
Lrecov > Lrecov and Lrecov > Lrecov (23)

next to basic conditions

ok

>R and &7 > f” (24)

are optional. And if inequalities (23) are added to the criterion of the strategy (recovery trajectory)
applicability, this likely either changes solution {o”, B", n"Jor the algorithm returns non-optimal
triple {a, B", n"}. For instance, the smart grid recovery with parameters (22) and payoff matrix (21)
by singly (24) is made under

o = 0.25, B = 0.25 N = 0.015
where
7€ (0114 0.119) by * = 0.113), T+ = 6, Liceov = 24,

the resulting defection rate mitigation is very similar to that in Figure 1 and the resulting recovery
trajectory is very similar to that in Figure 3 (obviously, the price change in Figure 2 cannot be
reproducible, just like the payoffs in Figure 4, due to stochasticity). But when inequalities (23) are
added to the criterion by Liccov = 20, the solution changes to

o =021, =021 1" =0.008
where
™ € (0.115; 0'122)(by i* =0.113), . = 3, Loy = 6.

and, despite the defection rate quickly drops to 0 (Figure 7), the price change (Figure 8) somehow
impacted agents behavior (Figure 9) so that they start alternating between cooperation and defection
since t = 10(Figure 10), let alone that two out of four inequalities (18) turn true at f = 28,

0.20 4
0.15
0.10 1
0.05 1

0.00 4
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

Figure 7: Defection rate drops off 0.2 rate to almost 0 level (- = 0.003) just in three time slots.

1.00 1
0.95 4
0.90 1
0.85

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

Figure 8: Energy unit price change stochasticity resembles that in Figure 2.

Cooperator

Alernatory .
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

Figure 9: Recovery trajectory abruptly holds at strategy “Cooperator”, but then switches back to
strategy “Alternator”, which is not in set Scrsof cooperative-reciprocal strategies.



Agent 14

Agent 2 4

Agent 31

Agent 4 4

Agent 5

Agent 6 -

Agent 7 4

Agent 8

Agent 9 -
Agent 10 A
Agent 11 4
Agent 12 4
Agent 13 1
Agent 14 4
Agent 15 1

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
Figure 10: The factual actions of a subset of 15 agents (re-enumerated) throughout four weeks of

smart grid interactions, where darker squares correspond to defections with the defection rate shown
in Figure 7 (due to the maximum weekly inertia period, “Alternator” exposes sporadically).

It is noteworthy that the average payoff shown above as intervals varies more as price deviation
corrector "Mis decreased. The impact of penalization level cand cooperation rewarder Pon the average
payoff is weak, and it is even weaker with respect to the defection rate if o« > 0.05and P > 0.050r 50,
Therefore, it is firstly reasonable to estimate appropriate values of aand P, and then set Cimin = Ctmax,
Pmin = Pmaxbefore running the algorithm.

4.5. Period of survivability

The algorithm in Figure 6 even with basic conditions (24) singly tries to find the best regulative
configuration for smart grid recovery by requirements

d(t) <d. Vite[T.+1; Thal (25)

and
Lrecov = Tmax — T > O, (26)

along with payoff maximization. If inequalities (23) are included, the complication builds up so that
there may be no solution. In general, the algorithm is an attempt to solve a stochastic multi-objective
constrained optimization problem, where satisfying inequality (25) is far easier than satisfying
inequality (26), because the latter additionally requires specific set Scrsin recovery trajectory $2-after
mapping (19). Inequality (26) can be forced true by either shortening the period of recovery Tor
elongating the period of survivability Tmax, or by optimizing them both. Figure 6 shows that
elongating the duration of recovered grid regime is currently optional, but it can be substituted with
the option for elongating the period of survivability Tmaxby inserting the two dot-rectangled
inequalities

Tmax > Trﬁjx and Tr;;x > TI:ldX (27)

instead of (23), where Taxis currently the best value (in an algorithm run), Taxds a desired value set
to 0 at the start (instead of setting Liceov = U). The computational simulation reveals that elongation
of the period of survivability is solved far easier than shortening the period of recovery. This is
explained by that the latter is usually shorter itself and more stochastic.

5. Conclusions

The developed iterative algorithm realizes the suggested method of determining a smart grid



recovery strategic trajectory, which is done by the penalization level in the price change model,
cooperation rewarder in the cooperation and defection payoffs, and the price deviation corrector in
all payoffs but the cooperation payoff in the payoff matrix. The three parameters are iteratively
optimized by taking into account that the price deviation corrector has a more stable impact on both
the average payoff and defection rate. Eventually, the price deviation corrector is the most influential
parameter in the method. The recovery strategic trajectory is mathematically a very complex object,
whose principally random components are ordered cooperative-reciprocal strategies and the periods
of recovery and sustainability. The efficiency of cooperative-reciprocal strategies in the recovery
trajectory depends heavily on the initial inputs to the algorithm, but when the intervals of the
penalization level, cooperation rewarder, and the price deviation corrector are appropriately divided
into subintervals, the solution is found within 10 iterations or fewer. This computation, needed when
the smart grid is “disturbed” by defectors, is a virtual run immediately followed the perturbation, and
this run result (recovery strategic trajectory) returns the smart grid system to normal state by
minimum possible intervention, thereby preserving democratized decentralization and supporting
long-term grid stability and controllability. As the period of survivability expires, an update of the
strategic trajectory may be needed.

Further research can be directed toward alternative approaches to building the recovery
trajectory. One of such approaches is the use of genetic algorithms [22]. However, one must
remember that the recovery trajectory should be built quickly as it is a real-time response to system
perturbations, whereas fine-tuning a genetic algorithm and running it virtually takes significantly
longer computational time than running the suggested algorithm.
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