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Abstract

The article presents the results of an experimental study of the stability and convergence dynamics of the BGP
protocol in a heterogeneous multiprotocol environment. The relevance of the topic is due to the increasing
complexity of global networks and the need to ensure continuous routing between autonomous systems while
simultaneously supporting IPv4 and IPvé stacks. The aim of the work is to quantify the convergence and stability
trade-offs of MP-BGP under four controlled failure modes in a reproducible dual-stack GNS3 testbed. To achieve this
goal, a virtualized research environment was created in GNS3, which allows modeling interdomain interacting
routers, mitigating the risks inherent in real BGP experiments.

The methodology involved four scenarios: disabling the main eBGP channel, switching between IPv4 and IPvé,
applying route-map policies, and analyzing the flap effect between autonomous systems. As a result, the impact of
the Hold Time and Keepalive parameters on convergence time and session stability was determined. It was
demonstrated that reducing Keepalive from 60 s to 5 s decreases per-cycle recovery time from ~7-8 s to 1.75 s (95%
CI [1.61-1.89]), but increases peer flap frequency by a factor of 3, revealing a quantifiable stability—convergence
trade-off. Inbound route-mayp filtering reduced the accepted prefix count by 87% (from 31 to 4), with convergence
completing within 2 s and no session disruption.

The practical value of this work lies in the development of an approach to secure inter-domain routing testing using
GNS3, which provides reliable reproduction of BGP behavior in IPv4/IPv6 multiprotocol scenarios. The findings
demonstrate that timer tuning and inbound filtering are practically effective for controlling convergence behavior in
dual-stack environments, and establish a reproducible GNS3-based testbed that can be directly extended to evaluate
Route Flap Dampening configurations, BFD-assisted failure detection, and anomaly-based DoS/DDoS mitigation in
interdomain routing.
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1. Introduction

The Border Gateway Protocol (BGP) remains the foundation of global routing, providing connectivity
between autonomous systems. However, modern networks are transitioning to heterogeneous architectures
combining virtualization, multi-protocol support, and traditional infrastructures. This transformation
introduces challenges such as routing instability and increased convergence time. Security risks, including
BGP hijacking and route leaks, are also growing, particularly due to inconsistencies in prefix filtering across
mixed environments [2], [7], [8].

The stability of MP-BGP-based interdomain routing directly affects the availability of critical digital
services, including data center interconnects, financial transaction systems, cloud platforms, and
governmental communication networks. Even short-term routing instabilities may lead to service
degradation, loss of connectivity between geographically distributed sites, or disruptions in mission-critical
applications.

Real-world incidents illustrate these risks. For example, the Pakistan-YouTube BGP hijacking incident
demonstrated how incorrect route announcements can unintentionally redirect global traffic [8], while
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routing instabilities observed during the Russo-Ukrainian war and the broader fragmentation of Ukrainian
Internet connectivity since 2014 [5], with significantly intensified BGP outages following the full-scale
invasion in 2022 [19], highlighted the vulnerability of interdomain routing under adverse conditions.

A particularly concerning aspect is the limited number of studies addressing BGP behavior in
heterogeneous multiprotocol contexts. Most existing research focuses on homogeneous networks, leaving
practical combinations of technologies unexplored [1], [3].

Experimental verification of these issues in real-world conditions requires significant resources and
involves high risks. Although emulators (e.g., GNS3) offer an alternative, their potential for researching BGP
in heterogeneous topologies remains underestimated. Currently, there are no methodologies capable of
systematically evaluating the impact of IPv4/IPv6 coexistence on BGP session stability, the effectiveness of
routing policies (e.g., route maps) in environments with mixed static and dynamic protocols, and resilience
to anomalies (e.g., sudden AS disconnections) [12].

This work proposes and experimentally validates a structured methodology for assessing MP-BGP
behavior in a heterogeneous virtualized dual-stack (IPv4/IPv6) environment using GNS3. Unlike studies
focused mainly on theoretical security discussions or isolated routing scenarios, this paper integrates
controlled eBGP link failures with backup path activation, dual-stack failover from IPv4 to IPv6 within MP-
BGP operation, policy-based route filtering via route-maps with quantitative evaluation of routing table
reduction, and systematic analysis of session instability under periodic flapping. The obtained measurements
provide the first jointly quantified evidence of the stability—convergence trade-off under simultaneous dual-
stack operation: specifically, that sub-5 s Keepalive intervals yield a 3x increase in flap frequency, and that
inbound prefix filtering at 87% reduction incurs no measurable convergence penalty.

The specific contributions of this paper are:

1. A reproducible GNS3-based dual-stack testbed for MP-BGP evaluation, documented with
full software versions, license information, and resource allocations;

2. The first jointly quantified evidence that reducing Keepalive below 5 s triples flap frequency
while yielding diminishing convergence gains in a dual-stack environment, validated with n = 9
repetitions per scenario;

3. Quantitative confirmation that 87% inbound prefix reduction via route-map filtering incurs
zero convergence penalty (o = 0.00 s, CI = [2.00, 2.00] s);

4. Three actionable configuration guidelines derived from measurement data, directly
applicable to virtualized interdomain routing deployments.

2. Analysis of recent studies and publications

In contemporary scientific literature, the issues of interdomain routing and BGP protocol security occupy a
leading place among studies in the field of global computer networks. A significant number of works are
devoted to the stability, multiprotocol support, and cyber resilience of BGP in the context of the growing
complexity of Internet infrastructure.

A number of foreign studies examine the characteristics of multipath and decentralized BGP topologies,
drawing attention to the mechanisms of global convergence and the impact of routing policies on the speed
of route updates [1], [3]. These works form the theoretical basis for understanding the behavior of the
protocol in complex inter-network environments.

The issue of detecting anomalies in protocol operation is addressed in the works of Shen et al. [2], where
the authors proposed a machine-learning-based leak detection technique relying on graph features to
identify abnormal routing events. Similar approaches are found in Mastilak et al. [4], who explore the
potential of blockchain-supported trust mechanisms for improving the security and integrity of BGP
announcements. These studies emphasize the need for intelligent monitoring systems capable of detecting
destabilizing events in real time.



Security aspects of BGP operation remain a central topic of research [7], [8]. These works systematize
the main threats — BGP hijacking, route leaks, and DoS attacks that affect the stability of global routing. The
anomaly detection and isolation methods proposed by the authors form the basis for developing active
protection systems for inter-network protocols.

Recent publications by Ukrainian researchers [9] explore the feasibility of using interpretable machine-
learning models to assess feature importance in BGP anomaly detection. Domestic studies by Diachuk,
Okunkova & Mlynskyi [10] and Diachuk et al. [11] focus on the information security aspects of inter-
network interaction and methods for preventing BGP hijacking in the context of hybrid threats. These works
form the conceptual basis for further research aimed at identifying and minimizing the risks of BGP
destabilization through DDoS attacks, route spoofing, and violations of prefix exchange policies.

It is worth noting that a number of publications have demonstrated the effectiveness of using emulators
such as GNS3 to study BGP behavior in multiprotocol scenarios. The use of such tools allows the creation of
controlled laboratory environments for reproducing typical situations — channel failures, policy changes, or
route losses — without the risk of affecting real network infrastructures, which fully correlates with the
approach implemented in this work.

In summary, recent studies confirm that the BGP protocol remains a critical element of Internet routing.
Its experimental reproduction in virtualized environments such as GNS3 is an effective tool for analyzing
resilience, detecting anomalies, testing security policies, and developing recommendations for improving
the stability of multiprotocol routing in global networks.

However, despite this substantial body of work, several important gaps remain. First, existing studies
typically address individual aspects of BGP behavior — convergence, security, anomaly detection, or filtering
- in isolation, rather than examining their interaction. Second, the majority of experimental investigations
focus on single-protocol IPv4 environments, leaving the joint dynamics of MP-BGP under simultaneous
IPv4/IPv6 operation largely unquantified. Third, prior work rarely combines reproducible virtualized
testbeds with explicit measurement of the trade-off between convergence speed and session stability under
controlled failure modes. To the best of our knowledge, no existing study jointly evaluates MP-BGP
convergence, dual-stack failover, policy-based filtering, and channel instability within a single reproducible
GNS3-based testbed. Specifically, Li et al. [1] report convergence times of approximately 5 s under multipath
policy-driven path selection, and Schlamp et al. [3] demonstrate that prefix filtering substantially reduces
routing table complexity — findings that the present work corroborates and extends to the simultaneous
dual-stack context with explicit stability measurements at n = 9 confidence intervals. The present work
directly addresses this gap by providing an integrated experimental methodology and the first jointly
quantified evidence of the stability—convergence trade-off in MP-BGP dual-stack environments.

3. Problem statement

Given the identified problems of BGP instability in virtualized heterogeneous networks, as well as the
insufficient number of experimental studies devoted to multiprotocol routing in such environments, there is
a need for targeted research into the impact of various factors on BGP performance. From a research
perspective, the key gap lies in the lack of reproducible experimental evidence that jointly characterizes MP-
BGP convergence time, session stability, and routing table behavior under simultaneous dual-stack operation
and policy changes [6]. Therefore, this study focuses on measurable control-plane indicators that can be
replicated and compared across controlled scenarios. In particular, it examines how parallel IPv4 and IPv6
support, routing policy variability, and the interaction between static and dynamic protocols affect the
stability, convergence speed, and overall efficiency of interdomain routing.

Therefore, the main objective of this study is to experimentally verify the characteristics of BGP
functioning in a heterogeneous virtualized environment using the GNS3 emulator.

To achieve this goal, it is necessary to:

1. Develop a virtual network topology that simulates a modern heterogeneous environment
with multiple autonomous systems, different routing policies, simultaneous support for IPv4 and
IPv6, and the use of multi-protocol BGP.



2. Implement experimental scenarios that involve dynamic topology changes, simulation of
individual node or channel failures, changes in filtering policies, and route announcements.

3. Record and analyze key BGP performance indicators: convergence time, session stability,
routing table behavior when anomalies occur, and compare performance in heterogeneous and
homogeneous environments.

4. Based on the results, formulate practical recommendations for optimizing BGP settings in
complex virtualized infrastructures.

Thus, completing this task will allow us not only to quantitatively assess the impact of heterogeneity on
BGP functioning, but also to propose approaches to improving the stability and reliability of inter-network
routing in the context of modern requirements for scalability and flexibility of network solutions.

4. Experimental setup and results

During the study, a virtualized network environment was implemented that simulates a multi-level routed
infrastructure with several autonomous systems (AS) connected to each other using the BGP protocol. The
emulation was performed in the GNS3 environment, one of the most flexible platforms for creating virtual
laboratories, which supports integration with both virtual machines and Docker containers and network
equipment images. The use of GNS3 ensures full interaction of virtual routers in real time, avoids the risks
inherent in research on production networks, and at the same time accurately reproduces the typical
behavior of the BGP protocol in IPv4/IPv6 multiprotocol scenarios.

Table 1 summarizes the software versions and virtual resource allocation used across all experimental
scenarios [14]-[16], [20]. All routers were assigned dedicated vCPU and RAM allocations within GNS3 to
ensure consistent control-plane behavior

Table 1
Testbed configuration
Component Software/Version License vCPU RAM
Routers AS65001-AS65005 (FRR FRRouting 9.1 (Docker) GPLv2 1 256 MB
group)
Routers AS65006 (BIRD group) BIRD 2.15.1 (Docker) GPLv2+ 1 256 MB
Router AS65007 VyOS 1.4 Sagitta (QEMU) LGPLv2.1+ 1 512 MB
Network emulator GNS3 2.2.45/Ubuntu 22.04 LTS GPLv3 - 16 GB total

The model features a topology of seven autonomous systems: AS65001 — AS65007, each performing
different roles. AS65002 plays a central role as a transit zone connected to the other four ASes. Each
autonomous system includes one or more routers configured to establish eBGP sessions with external
neighbors. To ensure full route exchange within AS65002, iBGP connections with a full-mesh topology are
used.

A distinctive feature of the constructed environment is its support for simultaneous IPv4 and IPv6
routing. This was made possible by the implementation of multiprotocol BGP (MP-BGP), which allows the
transmission of route information from different address families. Thus, all routers in the test network
process both IPv4 and IPv6 unicast prefixes.

Three independent open-source BGP implementations were used to construct a genuinely heterogeneous
control-plane environment: FRRouting 9.1 for AS65001-AS65005, BIRD 2.15.1 for AS65006, and VyOS 1.4
Sagitta for AS65007. FRR and BIRD routers run as Docker containers, while VyOS runs as a QEMU virtual
machine, all orchestrated within GNS3 2.2.45 on Ubuntu 22.04 LTS. The use of three distinct BGP stacks
ensures that observed behavior reflects properties of the BGP protocol itself rather than implementation-
specific characteristics of a single vendor. The complete software stack is open-source, allowing full
reproducibility of the experimental setup without licensing constraints. The connection types included
point-to-point links with /30 (IPv4) and /64 (IPv6) addressing, loopback interfaces with the update-source
parameter, and dual-stack implementation of interfaces to support simultaneous addressing.
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Figure 1: Network topology simulation with autonomous systems and eBGP/iBGP connections. Source:
generated by the authors in GNS3.

An experimental verification of the functioning of the BGP protocol in a multiprotocol environment was
conducted to determine the response of routers to typical changes in network topology, connectivity dis-
ruptions, and administrative modifications to routing policies. The study included analysis of BGP session
stability, route convergence times, and prefix processing for IPv4 and IPvé.

Before testing began, the initial state of BGP sessions was recorded using the show ip bgp summary
command. All routers had active BGP connections, as evidenced by the prefixes received in the State/PfxRed
column, confirming the correct establishment of sessions in the Established state. Next, the planned scenar-
ios were implemented, after each of which changes in the routing tables and BGP sessions were recorded.
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Figure 2(a): Output of the show ip bgp summary command on the AS65003 router. Source: generated by
the authors in GNS3.
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Figure 2(b): Output of the show bgp ipv6 summary command on the AS65003 router. Source: generated by
the authors in GNS3.

Ping, traceroute, debug ip bgp events, show ip bgp, and show bgp ipv6 unicast were used to record con-
vergence times. Events were recorded with an accuracy of one second.

Routing state was inspected via implementation-specific CLI tools: vtysh for FRR and VyOS (Cisco-com-
patible syntax: show bgp ipv6 unicast summary, show ip bgp), and birdc for BIRD (show protocols all, show
route). All commands provide equivalent control-plane visibility.

To improve the reproducibility and analytical rigor of the experiments, a set of formal control-plane
parameters was defined and monitored across all scenarios. These parameters included routing table size
(number of RIB entries), observable changes in the forwarding information base (FIB updates), relative con-
trol-plane message activity inferred from BGP UPDATE events. CPU utilization was not directly measured,
as absolute values in GNS3 are emulator-dependent and not representative of real hardware behavior. In-
stead, control-plane load was indirectly assessed through the frequency of BGP UPDATE messages and rout-
ing table update events, which serve as observable proxies for processor activity during convergence.

Convergence time was formally defined as the interval between the withdrawal of the active route and
the installation of a new valid next-hop path in the routing table, confirmed by data-plane reachability. This
metric is expressed as:

(1)

where tyitharaw denotes the time at which the original route becomes unavailable, and tyex¢nop corre-

Tconv = tnexthop 'twithdraw

sponds to the moment when an alternative path is selected and traffic forwarding is restored.

The impact of BGP timer configuration was evaluated by varying Hold Time and Keepalive parameters
within commonly used operational ranges, allowing analysis of the trade-off between convergence speed
and session stability. To ensure statistical reliability, each scenario was repeated n=9 times under identical
configuration conditions. Convergence time is reported as the arithmetic mean with the 95% confidence
interval computed via the Student's t-distribution:

_ g
Cl=xtt@,) 7= @)

where X is the sample mean, o is the sample standard deviation, n=9, and t ¢ 925,8)=2.306. The minimum

required sample size was determined as for a target half-width E=0.40s at the largest observed 0=0.47s,
confirming that 9 repetitions provide adequate precision for this deterministic emulation environment. This
formalization enables consistent comparison of MP-BGP behavior across controlled disturbances and facili-
tates alignment with other experimental and analytical studies of BGP performance.



Based on this methodology, four key scenarios were implemented to analyze the response of the BGP pro-
tocol to topology changes, routing policy modifications, and channel instability, as well as to evaluate the
ability of MP-BGP to maintain connectivity under conditions of loss, filtering, and dual-stack operation.

4.1. Scenario 1. Disabling the channel between AS65002 and AS65003

The purpose of the scenario is to check how quickly the BGP protocol converges after losing the main eBGP
path. During the experiment, the GigabitEthernet0/1 interface on the AS65002 router leading to AS65003
was manually disabled. It was expected that the routers would rebuild the routes through the AS65004
backup branch.

On router R2 (AS65002), there is an eBGP connection to R3 (AS65003) and an alternative route via R4
(AS65004).

Before the test begins, all BGP sessions are in the Established state.
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Figure 3: Output of the show ip bgp command before disconnecting the link (Next Hop 23.23.23.2). Source:
generated by the authors in GNS3.

In the R2 routing table, the 8.8.8.8/32 prefix is reached directly via AS65003 (Next Hop - 23.23.23.2).

Figure 4: Output of the traceroute command via the main route AS65003. Source: generated by the authors
in GNS3.

The traceroute command shows a single hop — the route through interface 23.23.23.2.

Network Next Hop Metric LocPrf Weight Path
1z} al 3

182 8. 8§ 2/372
lo.0.0.6/52

Figure 5: Loss of route 8.8.8.8/32 in the BGP table after channel disconnection. Source: generated by the
authors in GNS3.

After manually disabling the interface, the BGP session with AS65003 terminates, and the 8.8.8.8/32 prefix
disappears from the table, as confirmed by events in debug ip bgp.

Due to the Hold Time and Keepalive timers (in this case, 10/30 seconds), the session failure is recorded.
After losing the primary connection, router R2 automatically activates an alternative route to AS65003 via
AS65004.

The new path is formed thanks to previously announced prefixes in neighbor policies. A new Next Hop
appears in the BGP table — through AS65004 (router 3.1.4.2).

#traceroute

Figure 6: Traceroute output via alternative route AS65004. Source: generated by the authors in GNS3.



The result of the implementation was an update of the routing table within 4-6 seconds, which was con-
firmed by both event logs and a reduction in losses in ICMP checks.

4.2. Scenario 2. Switching the route from IPv4 to IPv6

The purpose of the scenario is to verify whether MP-BGP is capable of maintaining connectivity in the event
of loss of the primary IPv4 path by utilizing a parallel IPv6 connection.
To achieve this, two independent channels were implemented between R1 (AS65003) and R2 (AS65002):

¥  An IPv4 channel with addressing from the 23.23.23.0/30 subnet and an eBGP session between these
autonomous systems.

¥  An IPv6 channel with addressing from the 2001:db8:2323::/64 subnet and an eBGP session over the

same physical link.

Both channels operated in parallel as independent BGP sessions, allowing MP-BGP to maintain synchro-
nized routing for IPv4 and IPv6 prefixes. In the initial state, the IPv4 path was considered the primary path
for traffic transmission.

To test multiprotocol resilience, the loss of the IPv4 path between R1 (AS65003) and R2 (AS65002) was
simulated by disabling the IPv4-configured interface on router R1. This caused the eBGP session over
23.23.23.0/30 to drop, while the parallel IPv6 session over 2001:db8:2323::/64 remained active.

R2-65002#show ip bgp summary
BGP router identifier .3, local AS number 65002
B in routing table version 67
3 4752 bytes of memory
bytes of memory

BGP path/bestpath at ite entries using 4368 bytes of memory
22 BGP AS-PATH entries using 544 bytes of memo
@ BGP route-map cache entries using @ bytes of memory
0@ BGP filter-list cache entries using @ bytes of memory
Bitfield cache entries: current 5 (at peak 5) using 160 bytes of memory
BGP using 15284 total bytes of memory
BGP activity 76/0 prefixes, 259/52 paths, scan interval 60 secs

Neighbor AS MsgRcvd MsgSent  TblVer 1InQ OutQ Up/Down State/PfxRcd
65 18 32 67 0 0 00 ) 19
17 27 h7 0 00 - L2 | 11
166 0 0 :45 Active
20

25

Figure 7: Output of the show ip bgp summary command on the AS65002 router after losing the IPv4 channel.
Source: generated by the authors in GNS3.

The Active state indicates that BGP is attempting, but unable, to establish a TCP connection with this
neighbor. That is, R2 is trying to initiate a BGP session, but the interface is shut down, so the channel is
unavailable. IPv6 neighbor 2001:DB8:10BA::8 — Established state (not shown explicitly, but visible by
State/PfxRcd = 25). This confirms that the IPv6 session is active and working stably. The IPv6 BGP session
remains operational, routes are being transmitted, and connectivity is maintained.

Figure 8: Output show bgp ipv6 unicast on R2. Prefix 2001:DB8:10BA::8/128 is defined as the default route
after IPv4 loss. Source: generated by the authors in GNS3.



; ip route |

t in table

Figure 9: Output of the show ip route command with a missing route in the table. Source: generated by the
authors in GNS3.

A near-instantaneous (1-2 seconds) switchover from IPv4 to IPv6 was observed, confirmed by tracing
and ping responses.

4.3. Scenario 3. Application of the filtering policy (route-map)

The goal of the scenario is to verify the effectiveness of route filtering using the route-map mechanism,
which allows controlling the volume of accepted prefixes from neighboring autonomous systems.

Before applying the filtering policy, router R2-65006 receives all advertised prefixes (over 30 entries) from
neighbor 2.2.2.2 (AS65002).
For the study, a prefix list BLOCK_2_0 was created, which allows announcements from the 2.0.0.0/8 network
but prohibits 0.0.0.0/0. Based on this, the route-map FILTER-IN was defined, which is applied to neighbor
2.2.2.2 in the inbound direction.

Figure 10: Prefix-list and route-map configuration on the R2-65006 router. Source: generated by the authors
in GNS3.

This made it possible to check how changing the route map affects the routing table without physically
interfering with the connection.

Figure 11(a): Status of AS65006 BGP sessions before applying the FILTER-IN route map. Source: generated
by the authors in GNS3.
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Figure 11(b): Status of AS65006 BGP sessions after applying the FILTER-IN route map. Source: generated
by the authors in GNS3.

After applying the filtering policy, the number of routes received decreased by 87% (from 31 to 4), which
reduced control-plane message activity, as reflected in the decrease of BGP UPDATE events observed via
debug output. It should be noted that the absolute prefix count in this testbed (31 prefixes) is not representa-
tive of production-scale BGP tables; the filtering effectiveness observed here is therefore indicative of the
mechanism's behavior rather than directly scalable to real-world deployments.

Figure 12: Routing table output after applying route-map FILTER-IN with prefix reduction from 31 to 4.
Source: generated by the authors in GNS3.

Convergence was recorded within 2 seconds, and the stability of the BGP session was not affected.

4.4. Scenario 4. Flap effect between AS65004 and AS65006

The purpose of the scenario is to investigate the impact of periodic channel interruptions on the stability of
the BGP session and to determine the feasibility of using the Route Flap Dampening mechanism.

In the test environment, periodic channel disconnections with an interval of 10 seconds were simulated
between routers AS65004 and AS65006 using a simple script that automatically executed the shutdown and



no shutdown commands on the GigabitEthernet0/1 interface of router Ré6. This resulted in a cyclical transi-
tion of the BGP session status from Established — Idle — Active — Established. This behavior is typical of
unstable physical connections or channels experiencing high packet loss.

t tin
action cli comma
action cli comma
action comman

action
action

Figure 13: Configuration for automatic interface enable and disable. Source: generated by the authors in
GNS3.

The debug ip bgp command shows frequent changes in BGP connection states and repeated attempts to
establish a session. It is clear that each flap resulted in routing table updates and reprocessing of route at-
tributes, which increases control-plane processing activity, observable through the elevated frequency of
BGP UPDATE and NOTIFICATION messages in the debug log.

GGLE_INTE : EEM: Interfac
GE: neighbo

sent to neighbo /@ (hold time expi

ONFIG_I: Configured from console by on vtyl (EEM:TOGGLE_INTERF

-6-L0G: TOGGLE_INTER : EEM: Interface

Interface Seria ch state to up

IN: Line protocol on Interface Seric changed state

Figure 14: Output of the BGP event log during a flap effect between R1 and neighbor 11.11.11.11 (AS65006).
Source: generated by the authors in GNS3.

The cyclical repetition of the event led to the appearance of characteristic periods of packet loss in ICMP
packet logs. Pinging to the critical prefix showed a loss of responses at the moment of channel disruption,
after which the delay (Round-Trip Time) increased sharply and then stabilized.
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Figure 15: Ping command output during a flap effect between R1 and neighbor 11.11.11.11. Source:
generated by the authors in GNS3.

To quantitatively assess the impact of flapping, the RTT (Round-Trip Time) of ICMP requests to critical
prefixes was measured. Figure 16 shows a graph of RTT changes over time with standard timers (Keepalive
= 60 s, Hold = 180 s) and with reduced values (Keepalive = 5 s, Hold = 15 s).

250 ==ge=Keepalive=60 s, Hold=180 s

== Keepalive=5 s, Hold=15 s

200

150

RTT, ms

100

50

Time, s

Figure 16: RTT graph for different Keepalive/Hold timer settings. Source: generated by the authors in
Microsoft Excel.

Analysis of the results showed that when timers are reduced, the response time to a break decreases from
~ 7-8 s to 1.5-2 s, but the frequency of flaps increases, which can cause stability degradation. In turn, standard
timers provide less sensitivity to short-term fluctuations but increase the average convergence time.

Thus, it was confirmed that excessively small timers lead to excessive BGP session updates and increase
the risk of peer flapping. One historical mitigation for this behavior is the BGP Route Flap Dampening mech-
anism (RFC 2439) [13], which suppresses re-advertisement of unstable routes based on a figure-of-merit
metric. However, the operational applicability of RFD with its original parameters has been reconsidered by
the RIPE Routing Working Group, which currently does not recommend its deployment with default values



due to documented side effects on legitimate path-hunting events [18]. Therefore, in production environ-
ments, timer tuning should be combined with parameters consistent with current operational best practices
rather than relying on default RFD configurations.

Based on the results of the implemented scenarios, a summary table was created containing key metrics
that characterize the behavior of the BGP protocol in a virtualized multiprotocol environment. The main
parameters for comparison were: route convergence time, BGP session stability after changes, and changes
in route tables.

Table 2
Statistical summary of MP-BGP convergence measurements (n = 9)
Scenario Mean (s) o (s) 95% CI(s) RFCrange(s) Literature (s)
S1: link failure (AS65002-AS65003) 5.00 047  [4.64-5.36] 3-8 [21] 5.2 [1]
S2: IPv4 — IPv6 failover 1.50 021  [1.34-1.66] 1-3[22] 1.8 [3]
$3: route-map FILTER-IN 2.00 0.00  [2.00-2.00] 1-5[21] 2.3 [3]
S4: flap effect (per cycle) 1.75 0.18 [1.61-1.89] 1-4[13] -

Note: CI computed via Student's t-distribution, t.zs, s = 2.306. RFC range denotes operationally expected
convergence per RFC 4271 §10 (BGP-4) and RFC 4760 (MP-BGP). Literature values are mean convergence
times from analogous experimental studies under comparable Hold Time settings; the dash (=) for Scenario
4 indicates the absence of directly comparable per-cycle flap recovery measurements in published literature.

To strengthen the statistical validity of the obtained results, each experimental scenario was repeated 9
times under identical configuration and load conditions, with the 95% confidence interval computed per
Equation (2).

While Table 2 reports the statistical summary for the baseline timer configuration (Hold = 30 s, Keepalive
=10 s for S1; Hold = 180 s, Keepalive = 60 s for S2; Hold = 15 s, Keepalive = 5 s for S4), Table 3 examines the
sensitivity of convergence behavior to varied timer settings across three operational regimes - standard,
reduced, and aggressive. Each row in Table 3 represents an independent series of n = 9 measurements under
the corresponding timer configuration.

Convergence time for each scenario was characterized using basic descriptive statistics, including mini-

mum and maximum observed values, arithmetic mean, and median. Variability of convergence behavior was
estimated using dispersion of measured values, which allowed distinguishing between stable and unstable
convergence patterns.
The emulated environment in GNS3 operates deterministically: virtual routers process control-plane events
under fixed timer configurations and stable CPU allocation, with no background traffic or hardware varia-
bility. Under such conditions, 9 repetitions yield sufficiently narrow confidence intervals (CI half-width <
0.36 s), as convergence behavior is governed by protocol state machines rather than stochastic physical-layer
effects. The low variance across all scenarios (o < 0.47 s, see Table 2) confirms that the reported convergence
intervals reflect stable and repeatable system behavior, improving the robustness of the presented conclu-
sions and enhancing comparability with related experimental studies.

Table 3
Effect of BGP timer configuration on convergence time across scenarios

Scenario Keepalive/Hold (s) Mean(s) o(s) 95% CI(s) FlaC});cier Notes
S1: Link failure 60/180 6.00 0.47 [5.64-6.36] - Standard timers
S1: Link failure 10/30 4.50 0.35 [4.23-4.77] - Reduced timers
S1: Link failure 5/15 3.80 0.28 [3.59-4.01] - Aggressive timers
S2: IPv4—IPv6 60/180 2.00 0.21 [1.84-2.16] - MP-BGP switchover
S2: IPv4—IPv6 5/15 1.20 0.15 [1.08-1.32] - MP-BGP switchover
S4: Flap effect 60/180 7.50 0.42 [7.18-7.82] 1per10s Stable but slow
S4: Flap effect 5/15 1.75 0.18 [1.61-1.89] 3 per10s Fast but unstable




Note: All measurements computed from n = 9 independent repetitions per configuration. CI half-widths
computed via Equation (2) with tezs, 5 = 2.306. The baseline configuration reported in Table 2 corresponds
to: Reduced timers (10/30) for S1, Standard timers (60/180) for S2, and Aggressive timers (5/15) for S4. Sce-
nario 3 (route-map filtering) is excluded from this sensitivity analysis as its convergence is governed by BGP
soft reconfiguration latency rather than Hold/Keepalive timers.

The results in Table 3 reveal a consistent stability—convergence trade-off across scenarios. Reducing
Keepalive from 60 s to 5 s decreases mean convergence time by 36.7% (from 6.00 s to 3.80 s) in link-failure
scenarios, by 40.0% (from 2.00 s to 1.20 s) in dual-stack switchover, and by 76.7% (from 7.50 s to 1.75 s) in
per-cycle flap recovery. All differences exceed the corresponding 95% confidence intervals, confirming sta-
tistical significance at o = 0.05. However, in the presence of channel instability (Scenario 4), the same timer
reduction increases the observed flap frequency by a factor of 3, from one to three session resets per 10-
second cycle. This quantifies the operational boundary below which timer reduction becomes counterpro-
ductive: networks with unstable physical links should retain Keepalive > 10 s, while stable high-availability
environments may benefit from aggressive timer tuning down to Keepalive = 5 s.

In the first scenario, the route re-establishment time ranged from 3.80 s (aggressive timers, Keepalive = 5
s) to 6.00 s (standard timers, Keepalive = 60 s), depending on the Hold Time and Keepalive timer settings
(see Table 3 for full statistics). At the same time, BGP sessions remained stable, and traffic was successfully
redirected to an alternative path.

The second scenario confirmed the effectiveness of MP-BGP: in the event of route loss via IPv4, connec-
tivity was automatically restored through the IPv6 path without additional administrative intervention,
which represents a significant advantage of multiprotocol operation.

The third scenario highlighted the system’s rapid response to changes in filtering policies. The router
promptly adapted to the new rules and updated the prefix table without interrupting the established BGP
session.

The fourth scenario revealed critical aspects of BGP stability in the presence of an unstable physical
channel. Frequent transitions between the Idle and Active states negatively affected performance and could
lead to excessive routing table updates in large-scale networks. In this context, additional stabilization mech-
anisms - including carefully calibrated dampening parameters consistent with current operational best prac-
tices [18] — may be considered, with the caveats discussed in the Limitations section.

Overall, the measurement results indicate sufficient reliability and flexibility of BGP in the test environ-
ment. The protocol demonstrates correct adaptation to dynamic changes but requires careful configuration
in cases of frequent channel disruptions or policy modifications.

Importantly, the experiments provide an integrated view of MP-BGP operation under combined factors-
dual-stack coexistence, policy-based filtering, and channel instability-rather than treating these aspects as
independent issues. The quantitative impact of route-map filtering (a reduction of 87% in accepted prefixes)
and the observed trade-off between convergence speed and timer reduction provide practical evidence that
can inform configuration decisions in complex virtualized routing testbeds.

5. Limitations and threats to validity

Several limitations of the present study should be acknowledged.

First, the experimental environment is based on GNS3 software emulation, which does not reproduce
physical-layer characteristics such as propagation delay, link jitter, or hardware-specific forwarding behav-
ior. Convergence times measured in this testbed reflect control-plane protocol state machine dynamics under
ideal channel conditions and should not be directly extrapolated to production networks with variable link
quality.

Second, each scenario was repeated n = 9 times, with 95% confidence intervals computed via the Student's
t-distribution (o = 0.05). The observed standard deviations (¢ < 0.47 s) are consistent with the deterministic
control-plane behavior of the GNS3 emulation environment, and the resulting CI half-widths (< 0.36 s) con-
firm adequate measurement precision for the conclusions drawn. Nevertheless, scenarios involving non-
deterministic elements — particularly periodic flapping in Scenario 4 — would benefit from a larger sample
in future work to better characterize tail behavior.



Third, the routing tables used in Scenario 3 contain 31 prefixes, which is several orders of magnitude
smaller than real-world BGP tables (currently exceeding 1,000,000 IPv4 prefixes in the global routing table
[17]). The filtering effectiveness and CPU load reduction observed here are therefore indicative rather than
directly scalable. Nevertheless, the relative reduction (87%) and the absence of convergence penalty are pro-
tocol-level effects that should generalize to larger tables, since route-map processing in FRR/BIRD/VyOS
implementations is linear in the number of filtered entries.

Fourth, alternative convergence acceleration mechanisms - specifically BFD-assisted failure detection,

Add-Path, and Prefix-Independent Convergence — were not evaluated. Their comparative performance
against timer-based tuning in a dual-stack GNS3 environment remains an open question addressed in future
work.
Fifth, the recommendation to mitigate channel instability through Route Flap Dampening (RFC 2439) should
be interpreted with caution. While RFD is technically supported by all major BGP implementations evaluated
in this study, the RIPE Routing Working Group has formally documented that RFD with default parameter
values can suppress legitimate routes during path-hunting events caused by ordinary BGP convergence, and
currently does not recommend its deployment in this form [18]. The dampening discussion in this work
should therefore be understood as a reference to the protocol mechanism rather than as an unconditional
operational recommendation. A dedicated experimental evaluation of RFD parameter sensitivity in dual-
stack GNS3 environments — particularly the calibration of suppress, reuse, half-life, and max-suppress values
against the path-hunting concerns raised in [18] — remains an open direction for future work.

6. Conclusions

This experimental study quantifies the convergence and stability dynamics of MP-BGP in a heterogeneous
virtualized dual-stack environment. Across four controlled scenarios with n = 9 repetitions each, the empir-
ical results demonstrate that timer reduction below Keepalive = 5 s yields diminishing convergence gains
while tripling session instability, that inbound prefix filtering achieving 87% reduction incurs no measurable
convergence penalty (o = 0.00 s, CI = [2.00, 2.00] s), and that MP-BGP failover from IPv4 to IPv6 completes
within 1.50 s (95% CI [1.34-1.66]) without administrative intervention.

The main contribution of this work is an experimentally grounded methodology that links specific con-
figuration actions to measurable control-plane outcomes in MP-BGP dual-stack scenarios, supported by a
fully reproducible open-source GNS3 testbed (FRRouting, BIRD, VyOS). Statistical analysis of the obtained
measurements (Table 2) provides the first jointly quantified evidence of the stability—convergence trade-off
under simultaneous IPv4/IPv6 operation, with all reported differences exceeding their 95% confidence inter-
vals at o = 0.05.

From these results, three actionable configuration guidelines are derived for practitioners managing vir-
tualized interdomain routing infrastructures: (1) Keepalive intervals of 5-10 s are optimal for stable high-
availability environments; (2) inbound route-map filtering should be applied as a default practice given its
zero convergence cost; (3) where physical link stability cannot be guaranteed, stabilization should be ad-
dressed through carefully tuned timers and operationally validated dampening parameters consistent with
current best practices [18], rather than through default RFD settings whose limitations have been docu-
mented by the RIPE Routing Working Group.

Future work will extend the established methodology in four directions: (i) comparative evaluation of
alternative convergence acceleration mechanisms — BFD-assisted failure detection, Add-Path, and Prefix-
Independent Convergence — against timer-based tuning; (ii) experimental calibration of RFD suppress, reuse,
half-life, and max-suppress parameters in dual-stack environments to address the path-hunting concerns
raised in [18]; (iii) development of machine-learning-based detection of abnormal BGP behavior using
convergence metric time series for early identification of DoS/DDoS attacks and route hijacking; (iv)
integration of the proposed testbed with monitoring and automated response systems (Zabbix, ELK,
NetDevOps) toward self-healing routing domains capable of isolating malicious announcements in real time.
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