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Abstract
The performance of Large Language Models (LLMs) has evolved significantly in a short time. In relation to
this, the pedagogical landscape has also changed, as more and more students adopt these technologies. In this
article, we outline how the transforming landscape has affected academic cheating in higher education through
the context of programming education. For this, we reflect on 3 different, easily available cheating methods
utilizing large language models: generating answers to programming exercises, generating essay answers, and
modifying existing resources, such as blog texts or Wikipedia articles, into new answers. For each method, we
show simple examples and analyze the quality of the artifacts produced by the models and their usability as real
assignment solutions. Moreover, we discuss the difficulties in detecting or preventing the illicit use of AI tools and
the potential problems caused by such efforts. Finally, we try to predict how AI will shape the future of education.
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1. Introduction

Large language models (LLMs) have seen rapid performance improvements in the past few years. Since
the introduction of ChatGPT-3.5 in late 2022 [1], the phase of change has been breathtaking. The
performance of the LLMs has significantly increased, along with a significant increase in the context
length (from thousands to 10 million tokens [2]), support for multimodal input (e.g., text, video, sound),
the introduction of autonomous agents, reasoning models, and most recently, deep research tools that
can synthesize and seek information autonomously. The change in the performance of the models has
not happened in a vacuum. The students from lower to higher education have learned to utilize these
tools as aids in teaching, but sometimes also with the intent of academic dishonesty.

The new, high-performance tools make academic cheating (in this context, presenting automatically
generated content as one’s own) easier than ever before. Previously, students needed to ask someone else
to complete their assignments or laboriously copy and paste, then transform submissions made by others,
which substantially increased the risk of being caught. Current tools eliminate these requirements; a few
prompts to an openly available AI model may suffice. This makes academic cheating more accessible and
lowers the barrier to entry for academic dishonesty more than ever before. In this paper, we examine
different easily accessible cheating methods and analyze the quality of the outcomes they produce. The
methods we discuss are as follows:

• Utilizing large language models to automatically solve exercises.
• Shortcut to producing essays: malicious use of synthesized knowledge-gathering tools.
• Cheating through transformation: transforming existing content into new content, which is then

presented as one’s own.

The methods were chosen for two reasons: first, the produced outcomes represent typical artifacts
produced in computer science education, which is the authors’ own area of expertise. Second, the
cheating methods selected represent typical methods utilized by students (although by no means cover
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all of them), and are easily available and possible to utilize for all students. In addition to discussing
the methods, we also discuss the methods for revealing academic misconduct and the upsides and
downsides associated with different methods. While there have been numerous studies about using
LLMs in cheating (see Section 2), the ongoing development of LLMs and new models presented means
that new studies are constantly needed to reflect the rapidly transforming landscape.

Our paper is structured as follows: In Section 2, we provide an overview of the current state-of-the-art
research about our subject. In Section 3, we will present three different scenarios that demonstrate how
the LLMs can be used to jeopardize academic integrity, and the results of analyzing these scenarios. In
Section 4, we present the mitigation strategies for dealing with academic misconduct. The scenarios,
results, and strategies are discussed in Section 5, and finally, the paper is concluded in Section 6.

2. Related Work

2.1. Performance of LLMs

Large language models have multiple caveats. The most notable are the models’ tendency to hallucinate
and reliance on shortcuts. Hallucinations are a phenomenon where a model’s output is fluent and
semantically correct, but the message itself is incorrect [3]. Shortcut refers to a larger phenomenon,
where the output relies on spurious correlations, for example, the used vocabulary in the answers [4, 5].
It encompasses a larger subset of definitions using spurious correlations; for example, position bias [6]
can be perceived as a subset of the shortcut phenomena.

Many studies have tried to find out the reasoning capabilities of LLMs. A study conducted by Jiang
et al. [7] tested LLMs’ ability to reason in multiple-choice questions and found that models still can’t
formally reason. Mirzadeh et al. [8] tested LLMs ability in mathematical reasoning, and found that the
performance of the models decreases when numbers in multiple-choice math-related questions are
altered, or if there have been added additional clauses are added that seem relevant to the question.

The models are already quite capable of producing answers to short-form essays on general topics, see
for example Yeadon et al. [9], where answers created with davinci-003 and ChatGPT-3.5 for short-form
(300-word) essays in a university physics module were reviewed with quite high scores of around 70%
of the max score. Additionally, their performance has, at least for now, been on the rise. According to
Yamada et al. [10], a paper written fully by AI passed peer review in the ICLR 2025 Workshop titled “I
Can’t Believe It’s Not Better: Challenges in Applied Deep Learning”1.

Susnjak et al. [11] studied the use of ChatGPT in cheating in online exams of higher education
institutions. In the experiments they conducted with GPT-4 they concluded that it can be used to cheat
in university exams very well, although not perfectly. Savelka et al. [12] noted in their study that GPT-4
was able to pass three Python-related courses, covering from essentials to object-oriented programming
to a more practical course.

2.2. Techonological Advancements

The phase in which new models are introduced has been rapid. Models are published by different
entities, e.g. OpenAI, Meta, Alibaba, DeepSeek, and Anthropic. Moreover, often an entity does not
publish only one model, but multiple, different models. And of course, there are multiple fine-tuned
variants of the open-sourced models available. To highlight the fast phase in which the new models are
introduced, one could mention a study conducted by Zhang et al. [13], where they created a taxonomy
for multi-modal LLMs that encompassed 126 different LLMS published between 2022-2024.

Furthermore, Wang et al. [14] presented 20 different autonomous agents from papers that were
published from January 2021 to August 2023. These included general agents, such as Auto-GPT2 and
autonomous agents built for more specific purposes, for example, ChatDev by Qian et al. [15], where
LLMs build software independently. Autonomous agents are also being integrated into existing tooling,
1https://sites.google.com/view/icbinb-2025/home
2https://github.com/Significant-Gravitas/AutoGPT



for example, Visual Studio Code recently made autonomous agent integration available for all users
[16].

Additionally, there is also a surge of different generative AI leveraging tools. One example is
NotebookLM3, which is an interactive environment by Alphabet. It allows interaction from multiple
sources of input. It can also convert the used sources into an AI-generated discussion or a podcast.
Other, rather relevant example could be Elicit [17], tool that can, according to their website, "analyze
research papers at superhuman speed" [18].

2.3. Automated Detection of AI-generated Content

There are multiple ways to try to detect AI-generated text. One of the most recent works by Reinhart et
al. [19] attempted to recognize text generated by multiple different variants of a set of lexical, Llama
3, and GPT-4o grammatical, and rhetorical features. However, their method also identified 9.8% of
human texts as AI-generated. Their corpus consisted of six different categories of text. Then there
are also retrieval-based detectors [20] and watermark-based detectors. According to Kirchenbauer
et al., "A watermark is a hidden pattern in text that is imperceptible to humans, while making the text
algorithmically identifiable as synthetic." [21]. There are multiple works that utilize watermarks with
differing techniques, and they have achieved quite good performance [22, 23, 24]. A more concrete
example could be Kirchenbauer et al. [21], who created a method for creating "soft watermarks", a
method that makes it easier to create and utilize watermarks via patterns.

Salim et al. [25] investigated techniques to deter the use of LLMs in cheating, and came to the
conclusion that adversarial perturbations, when correctly applied, could reduce the correctness of
LLM-generated materials by 77% at best. According to a study made by Sadasivan et al. [26], recursive
paraphrasing reduces the watermarking detection of LLMs quite significantly. They also note in their
study that a teacher could utilize a paraphrasing attack on a student’s work to get it falsely marked as
AI-generated content on Retrieval-based detectors. Hoq et al. [27] achieved high accuracy in detecting
AI-generated submissions from human-made submissions on CS1-level simple programming exercises
that were made with Java, achieving over 90% accuracy.

Wang and Li [28] developed a system to detect LLM-generated content, which was based on the idea
that such a system must be capable of detecting also LLMs that have yet to emerge. Their experimental
tests concluded that the system reached 97.04% LLM-detection accuracy when examining English
language materials, and 91.23% when examining Chinese materials. Niu et al. [29] inspected the
problem of how to detect manually copy-typed LLM-generated answers in proficiency tests, and
developed a system that achieved 100% accuracy on most categories, and nearly perfect accuracy on all,
beating the previous similar systems by a wide margin.

2.4. Impact on Learning From Students’ Perspective

Yilmaz et al. [30] studied how students perceived ChatGPT use on an object-oriented programming
course (N=41), and noted that students perceived advantages of ChatGPT providing correct answers,
debugging help, and increased self-confidence, and the downsides being facilitating laziness and possible
incorrect answers provided by the LLM. Abbas et al. [31] found that the use of ChatGPT can reduce the
academic performance of a student. Lehmann et al. [32] found that how students use LLMs depends
on how it affects their learning. They note that using AI to solve exercises can increase the amount
of learned topics, but reduce the depth of understanding. If AI is a complementary tool, it can aid
in learning in-depth knowledge by providing additional explanations. They note that LLMs seem
to support students with good prior knowledge, but hamper the learning of students with less prior
knowledge. Bastani et al. [33] studied the use of GPT-4 in the context of math classes at a high school
and noted that generative AI can harm learning, although their study setting has received critique
[34]. Jošt et al. [35] studied the effect of LLM usage in software development and found a significant
negative connection with reliance on LLMs on critical thinking tasks and lower final grades. They
3https://notebooklm.google/



Table 1
Points collected by solving the programming exercises in two modes. The total maximum points available
from programming exercises was 1470.

Mode Points %

Beginner 1072 73.0%
Programming Student 1114 75.6%

also note that if LLM is used only as a supplementary learning tool, for example, to give additional
explanations, the negative correlation with lower grades was not as strong. Zirar et al. [36] note in
their study, inspecting 25 different papers, that reliance on LLMs without critical thinking negatively
affects student performance. They also note that LLM use should be restricted to a specific, defined role.

LLMs can also provide a positive impact on students’ learning. With careful consideration, they can
be used as 24/7 accessible tutors [37, 38], or as enablers for more adaptive learning approaches, for
example, to create new programming exercises or to modify existing exercises [39, 40].

3. Practical Examples

In this section, we will discuss three distinct cheating methods that utilize freely available AI tools.
These examples demonstrate the ease with which these technologies can be used for malicious purposes.
The first method involves automatically generating exercise answers. The second method involves
synthesizing answers. The third method involves appropriating and transforming existing materials or
answers into new ones for more complex submissions.

3.1. LLM as an Automatic Solver of Exercises

First, we will discuss how to use a large language model or other AI tool to solve an exercise. This
involves providing the tool with the exercise description or task and then copying and pasting the answer
as one’s own. To illustrate this process, we will observe the solution to a task from an introductory
programming course. This course is a typical CS1 course [41], taught using Python as the programming
language. This eight-week course requires no prior programming knowledge and is mandatory for all
computing and computer science majors, as well as many other students across different departments.
Around 500 to 600 students typically take the course annually.

Since the course is quite large, the weekly exercises are automatically assessed. The course consists of
seven weekly modules, each containing a combination of learning material and exercises. Each module
contains 20 to 40 individual exercises. The exercises work in a standard web browser, can be compiled
and executed with a single click, and provide immediate feedback upon submission. Students can try
each exercise as many times as needed within the time frame (each module is typically open for nine
days).

An example of an exercise is displayed in Figure 1.
To test the LLM’s capabilities in solving the exercises, we first tried to solve all exercises in the

course in two modes: in the beginner mode, we provided the task to ChatGPT and copied and pasted
the solution back as-is. In the programming student mode, we again provided the task to ChatGPT,
but before pasting the solution back to the assessment tool, obvious errors (such as duplicate variable
names) in the solution were fixed. Hence, the latter mode simulated a programming student with
some experience with programming, while the first one simulated someone who had practically no
programming experience. The results are displayed in Table 1.

As we can see, the points are a little higher when simple errors are accounted for (the programming
student mode), but the difference is quite small. To further see how well AI can potentially solve the
exercises, we tried to complete them all in an iterative mode. In this mode, each exercise was similarly
given to the AI model to be solved. However, if the solution was not accepted by the assessment tool,



Figure 1: Example of an exercise in the course. In the exercise, the student is supposed to write the required
program code to complete the given task. The code can be tested and modified as many times as needed.

Table 2
Points collected by solving the programming exercises in iterative mode with two models of ChatGPT.
The total maximum points available from programming exercises was 1470.

Model Points %

GPT-3.5 1303 88.6%
GPT-4 1457 99.1%

the error message or other feedback was given back to the AI model to improve the solution. We tested
this approach with two different models of ChatGPT: 3.5 and 4. With the earlier model, the maximum
number of iterations was 3. With the latter, we kept on trying as long as their answer kept improving.
The results for the iterative mode are displayed in Table 2.

As shown in the table, version 4 of the model nearly achieved a perfect score. The errors made by
the AI models were quite trivial; most of the time, missing points were due to incorrectly formatted
output. In some cases, the exercises restricted the use of external modules without explicitly stating
so in the description. This resulted in code that produced correct output but was not accepted by the
assessment tool. Complete results and a full description of the process are available on Zenodo [42].

3.2. Shortcut to Producing Essays

As mentioned earlier, LLMs can generate text responses that vary in difficulty and length. However,
autonomous agents can synthesize knowledge from various sources. Since there are now multimodal
models, their prompts can include lecture videos, academic papers, and other study materials that might
not be present in even the state-of-the-art models’ training data. This originally renders LLMs unable
to answer the question. Furthermore, we note that these tools can blur the line between academic
dishonesty and honest intentions.

The example is an essay prompt from an introductory course on AR and VR development. The target
audience for the course is master’s level students. The prompt contained a role, a length limit, and the
essay question. To make the model search the internet as well, the instructions included an additional
clause to search the web. The prompt used was:



"You are a university master’s student studying computer science. Create a 300-word essay about the
topic below. Search the web to find the [Wordsmith] application-related works that were created at the
University of Turku.

Considering all the tasks in making the Wordsmith application, which tasks do you think are general
(also needed in many other productions) and which are specific to this application and subject? Pick a
few examples from each group."

Two versions of the answer were produced, with and without additional prompting. The results
can be seen in the Figure 2. Notably, the LLMs lacked knowledge of the AR application "Wordsmith"
produced at the University of Turku as part of a project, resulting in a low-quality hallucinated answer.
However, due to rather recent advancements in the functioning of GPT-4o, the model was able to
synthesize an answer from multiple different online sources. The answer is not perfect, but its quality
improved considerably when compared against the original answer produced by the LLM.

Figure 2: Generated essay answers with OpenAI’s GPT-4o. On the left the the answer produced by the model
without internet browsing instruction, and on the right with internet browsing. The sources for each paragraph
are clearly marked by the tool.

3.3. Cheating by Transformation

Cheating by transformation involves using an LLM to create a new version of existing content. Examples
of this include borrowing an answer from a friend or copying content from sources such as GitHub or
Wikipedia, modifying it, and presenting it as one’s own. Previously, creating a new version of a work
required extra effort. Now, students can use AI tools to transform content into another form and pass it
off as their own.

To illustrate this, we selected three original sources to be transformed.

• Program code, written in Python, for a simple library database application. Similar exercises can
usually be found at the end of introductory courses or in CS2 courses.

• A blog text about screen time. As the blog is "scientific", including some references to articles, it
can be considered quite similar content-wise to essays produced by students.

• An excerpt of a Wikipedia article about plagiarism.

All the original sources were transformed by using two freely available AI models, GPT-4o4 and
Mistral5, an open-source AI tool. To check the similarity to the original source, we used two openly
available web tools:
4https://openai.com/index/hello-gpt-4o/
5https://mistral.ai/



Table 3
The similarity of transformed program code to original code.

AI Model Similarity (TCT) Similarity (TSC)

GPT-4o 68% 51%
Mistral 93% 87%

Table 4
The similarity of transformed blog text to original text.

AI Model Similarity (TCT) Similarity (TSC)

GPT-4o 81% 49%
Mistral 79% 62%

Table 5
The similarity of the transformed article to the original text from the Wikipedia article.

AI Model Similarity (TCT) Similarity (TSC)

GPT-4o 77% 51%
Mistral 78% 64%

• Text Compare Tool6 (TCT) by GoTranscript.
• Text Similarity Checker7 (TSC) by Search/natural.

For the program code, the tools were given the original code accompanied by a prompt: "Change as
much as possible of the code below while keeping the function names, output, and functionality intact".
The functions and the output needed to be preserved for the assessment tool to accept the solution.
The results of the comparison are displayed in Table 3.

Both models preserved the necessary parts quite well, but it seems that GPT-4o provided more
changes in the code. When taking a closer look, a lot of differences by GPT-4o were done by changing
variable names and formatting where possible, while the changes made by Mistral were more about
using different programming statements and constructs.

For the blog text, we used the following prompt: "Rewrite the text of this essay while preserving the
idea and keeping the links intact." The results are displayed in Table 4.

Again, both models preserved the original idea very well. The changes were made to the wording of
sentences, such as "Recently, Finland introduced new legislation allowing schools to ban mobile phones
during the school day" becoming "Finland has recently enacted a law permitting schools to restrict
mobile phone use during school hours." There does not seem to be a huge performance difference
between the models, although the distance calculated to the original by TSC seems to be greater for
GPT-4o-produced text.

Finally, for the Wikipedia article excerpt, we used a prompt similar to blog text earlier: "Rewrite the
text of this article while preserving the idea and keeping the links intact." The results are displayed in
Table 5.

Again, the transformed article seems to preserve the idea of the original article quite well, this time
mainly substituting individual terms with their synonyms. For example, the original text " As such, a
person or entity that is determined to have committed plagiarism is often subject to various punishments
or sanctions..." becomes "As a result, individuals or entities found guilty of plagiarism often face various
punishments or sanctions..."

6https://gotranscript.com/text-compare
7https://searchnatural.co.uk/text-similarity-checker



4. Mitigation Strategies for Academic Dishonesty

In this section, we discuss the possible, commonly suggested strategies for identifying and preventing
academic misconduct.

4.1. Automatic Detection of AI-Generated Text

In some instances, tools that automatically detect LLM-produced text might be useful. However,
problems arise from false positives, which could threaten students’ rights. Proving that something was
not done by AI is at least as difficult as proving that it was. This issue has even made headlines before.
In Finland, for example, teachers used an AI detector tool that allegedly produced a false positive [43].

As mentioned in the news article, the edit history of the document could be used to determine if an
answer is AI-generated. While looking at the edit history is certainly useful and can help to detect
clear misconduct, it is not a foolproof method, be it for code or a Word file. For a while, there have
been programs that aim to simulate typing, even simulating typing mistakes, including, for example,
Duey.ai’s8 Chrome extension for writing Google Docs. It is likely that such tools will get better over
time.

Additionally, many AI detectors seem to assume that students use only one model. What’s to stop
more capable students from writing a script that generates each answer sentence from a randomly
selected AI model? This is especially possible now that various models are available for anyone to
use. Furthermore, one could argue that the vast number of models poses a challenge in itself because
creating an automatic detector of AI-generated text that encompasses most models is perceived as a
challenging, resource-intensive task. However, as noted in Section 2.3, there are efforts within the
academic community to achieve this exact goal.

4.2. Oral Verification

Asking students to explain their code, answer, and the steps they took to prepare it can be an effective
approach. However, there are still potential problems, especially in remote courses. These range from
apparent issues, such as verifying that the student enrolled in the course is indeed the one taking the
exam, to more imaginary issues. Some available tools can evade detection in screen-sharing applications,
such as InterviewCoder 9. Although the tool’s main purpose is to help students cheat on job interviews
for positions requiring programming skills, it can easily be repurposed to help students pass oral course
verifications. Oral interviews can also be problematic for honest students who fear social situations,
and they can produce false positives in such cases.

4.3. Making the Exercise Harder to Solve for AI

There are numerous methods to try to make an exercise harder for AI to solve. One quite popular
method is to alter the question setting, making exercises, such as essays, more complex. Another
possible solution would be to use only recently released research papers as an additional context, so
the answer is not present in the model’s training data. However, these can be perceived as not feasible
approaches, for two reasons: The state-of-the-art models are quite performant, and can even write
complete papers, as mentioned in 2.1. Additionally, the multimodal models can accept input in various
formats, making the strategy of scattering the information needed to complete the exercise into multiple
sources insufficient. Lastly, new models (and the different autonomous agents utilizing them) can
browse the internet independently, finding the most recent information on any topic.

Another method could be to try to require the answers to the exercises to be created so that either
exercise descriptions or the correct answers have to contain visual outputs, such as graphs or tables.
However, even an old GPT-4-based model could answer questions requiring a visual output answer, as

8https://www.duey.ai/duey-ai-auto-typer-for-google-docs
9https://www.interviewcoder.co/



can be seen in the Appendix B. Furthermore, OpenAI’s newest models, o3 and o4-mini, seem to perform
even better with prompts containing elements that require visual interpretation [44]. Additionally, the
LLM integration in different tools has become more commonplace, further disqualifying this method as
a valid approach.

A more fruitful approach could be to try to add additional clauses to the exercise descriptions, leading
LLMs’ reasoning astray. This effect can be seen in MCQ benchmarks as degrading the performance
of the state-of-the-art LLMs significantly [8]. However, this could also make the exercise harder for
students to understand. Furthermore, this could emphasize the challenges faced with false positives, as
humans could be led astray from the original intent exercise as well due to such additional clauses.

5. Discussion

When it comes to coding, AI models seem quite capable of solving individual exercises at the moment.
However, to achieve the best results, those using the models should have at least a little understanding
of basic programming concepts and terminology. Copying and pasting the exercise and producing
programming code did not result in maximum performance, but regardless awarded 73% of available
points, which would easily exceed the maximum requirements in the course. With a little programming
knowledge and a little determination, it is possible to achieve almost the maximum score.

The transformation of program code, blog text, or a Wikipedia article seems to preserve the original
meaning or functionality quite well. The new versions may appear different to automated similarity
checkers, but for human observer, recognizing them as copies is not too difficult (at least for an essay
or an article): the structure is very similar to the original, and the alteration is done one sentence at a
time by replacing words or short subsentences with synonyms, which makes recognition quite easy for
human. For the program code, it may not be as easy as programs of the size observed are fundamentally
already quite similar, and the changes made in variables and in used programming techniques may fool
even more experienced teachers, too.

Cheating is easier to detect because cheating students often seem lazy, leading them to use rudimen-
tary, easily detectable methods. Examples of such behavior include directly copying and pasting from a
popular model’s output or copying someone else’s submission. One could argue that these are the most
common methods of cheating. However, as students become more accustomed to AI tools and as tools
that enable academic dishonesty become more common and mainstream, this may change.

Savelka et al. [12] noted in their study that future work should focus on developing innovative
assessments resilient to automatically generated solutions, e.g., by requiring human interaction. Adding
such resilience is particularly challenging in MOOC courses and might hamper the biggest strengths
of such courses, flexibility and scalability, and can be seen as a difficult task. To get around this, one
could argue that a more adaptive approach could be, for example, flipping the exercise so that instead
of producing only an answer, students would create similar exercise variants (description and answer)
using a different context. However, a student can produce a mostly working variant quite easily with
modern AI tools: Rytilahti et al. [45] noted that AI is quite capable of producing these kinds of exercise
variants.

Of course, the advancements made in the field of LLMs and other forms of generative AI are not all
bad. Although recent advancements have been made in the field of generative AI, and especially the
ever-more common integration of generative AI into different workflows, Model Context Protocol (MCP)
[46] as a recent example, can both threaten and be useful for the learning. MCP creates opportunities
for integrating adaptive learning approaches into teaching. Allowing a model in Visual Studio Code to
provide additional context, such as study materials of a particular course, directly in the code editor
could be beneficial.

There are several ethical considerations related to the use of AI. First, if a teacher rewrites course
tasks so that they are difficult to solve by LLMs, they are likely also difficult for humans to solve, which
is unfair to students who are not cheating. Second, the distinction between AI- and human-produced
material should be clearly defined, though this can be difficult, even when the permitted use of AI is



clearly announced within the course context. Having different rules for AI usage in different courses
(or even in different assignments within the same course) can lead to some students not using AI, even
when it is permitted, which puts them at a disadvantage or may increase their workload beyond the
intended level. In literature, fairness seems to be the most often noted ethical problem as well [47].

Students’ AI-related skills vary greatly [48]. This means that students accustomed to using LLMs
may have an unfair advantage when it comes to completing the degree. For this reason, teachers should
teach students to productively use such tools in the course context; however, not all teachers can do
this themselves. In the worst-case scenario, the inability to detect or prevent AI usage may eventually
lead to entire degrees losing their value. The use of AI tools can also increase the number of students
suffering from impostor syndrome [49], as students may feel unable to solve problems without AI tools.

5.1. Impacts to Learning

Needless to say, using LLMs to cheat in academic studies negatively impacts what students learn and
how prepared they are for careers in technology after graduation. In the worst-case scenario, we may
see a generation of computer science majors who have never written a line of code, an essay, or a
diagram by the time they graduate. These students would lack the skills related to these activities,
as well as two crucial abilities necessary for working in the tech industry. The first is the ability to
conceptualize things and perceive problems on an abstract level. The second is the ability to search for
relevant information, process it, and synthesize it into new insights.

These are skills that cannot be learned without practice. Overreliance on LLMs avoids that practice
altogether. If you think that’s bad, consider that it’s just the earthquake that precedes the real tsunami
coming our way. After all, the current generation of college students grew up in an era before LLMs
were widely available. However, future generations will consist of people who have grown accustomed
to using LLMs from the moment they learned to write — or possibly even before, as voice-directed AI
assistants may become more common.

This is not to say that LLMs would not have their place in computing education or software de-
velopment. In the hands of someone who has acquired the fundamental skills needed to work as a
developer, LLMs are powerful instruments that can increase productivity significantly. The problem we
are discussing here is highly situational. For someone with no development experience, LLMs offer an
easy way out, eliminating the need to learn or adapt.

The best possible solution to the problem is probably to motivate students to understand why they
need to learn to do things on their own instead of using AI. This logic is similar to learning basic
math before using a calculator, but it may not be as easy in reality. The problem is that it’s difficult to
predict how work will change in the future because of AI tools. Therefore, motivating students can be
challenging because we are not sure what kind of future we are preparing them for.

5.2. Limitations and Ethical Considerations

This study has some limitations. The methods for misconduct are provided as examples, and as such, no
systematic analysis of different tools, methods, models, or prompt engineering is conducted. However,
we note that academia has inspected the performance of the LLMs in various studies in different use
cases and finds them to be quite performant. Thus, there is no need to validate the methods presented
with a large data set, but only outline them as examples to tie the discussion into a relevant context.
Still, the current study is based on a limited number of models and case studies to demonstrate the
possibilities, and does not provide a holistic view of AI-enabled cheating.

One could raise a point about the ethical dilemma of introducing tools and methods for academics to
cheat. However, these tools are readily available, and the methods presented are rather straightforward.
This means that the students are already likely utilizing similar methods, meaning the academic
discussion also needs more context about the effect these tools bring to the landscape of education.
Additionally, the advancements in the field of generative AI have been rapid, meaning that informing
teachers on the possibilities the openly available models provide is highly important.



6. Conclusion and Future Work

In this paper, we discussed how LLMs can be used to cheat on academic assignments and how this
jeopardizes the learning potential of future graduates on a larger scale. While the quality of content
produced by AI models varies in different contexts, it is generally good enough to pass assignments or
entire courses. Furthermore, as the models improve, so does the quality of the content they produce.
Since current methods for detecting academic misconduct are insufficient, motivating students to learn
may be the only solution.

Future work should examine how different AI detectors handle frequent changes to the models
used to produce answers. Additionally, more research should focus not just on the raw performance
of the models or hypothetical attack vectors, but also on simulating cheaters. This would provide a
better understanding of the ways in which the current generation of students can engage in academic
dishonesty.
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A. Ensuring Academic Integrity: Oral Verifications of Your Work

Due to the recent rise of AI capabilities, and that the course is held fully remotely, we have decided to
use semi-randomized oral spot checks to ensure academic integrity and a genuine understanding of the
material. You might be asked to participate after submitting any assignment or exam on the course.
The selection on which students are required to participate is made by teaching personnel or selected
by random.

Additionally, these checks aim to discourage cheating, would it be through the use of generative AI
tools or plagiarism. In the oral verification, you are required to explain the given submission/answer or
discuss concepts used in those exercises in your own words. The schedule for the Zoom meeting is
quite flexible, and the time will be decided in mutual agreement.

Feel free to ask for clarification if you’re unsure about anything. We’re all here to learn together
remotely, and your honesty and effort are greatly appreciated

B. Visual output

A simple exercise that’s answer requires a flowchart to solve. "Present it as an ASCII tree." was only
part of the input given to the model, and was not part of the original exercise description.

B.1. Exercise Description

Assume the f o l l o w i n g c o n t e x t − f r e e grammar :

<Program > −> < S t a t e m e n t L i s t >
< S t a t e m e n t L i s t > −> < Sta tement > < S t a t e m e n t L i s t > | <empty >
< Sta tement > −> <Assignment S ta tement >
< Sta tement > −> <While S ta tement >
< Sta tement > −> < For S ta tement >
< Sta tement > −> <Method C a l l >
<Assignment S ta tement > −> < I d e n t i f i e r > <Math Operator > < I d e n t i f i e r >
<While S ta tement > −> WHILE < Condi t ion > : < S t a t e m e n t L i s t > ENDWHILE
< For S ta tement > −> FOR ( < Assignment S ta tement > ; < Condi t ion > ; <

Assignment S ta tement >) < S t a t e m e n t L i s t > ENDFOR
<Method C a l l > −> < I d e n t i f i e r > ( < I d e n t i f i e r > )
< Condi t ion > −> < I d e n t i f i e r > < L o g i c a l Operator > < I d e n t i f i e r >
< L o g i c a l Operator > −> < | > | <= | >= | == | !=
<Math Operator > −> += | −= | ∗= | /= | =
< I d e n t i f i e r > −> [ a−zA−Z]+ | [0 −9]+

−−−−−−−−−−−−−−−−−−−−

What k ind o f p a r s e t r e e r e s u l t s from the program below ? P r e s e n t i t
a s an ASCII t r e e .

sum = 0
FOR ( i = 0 ; i < 5 ; i ++)

sum += i
p r i n t ( sum )

ENDFOR



B.2. Answer produced by GPT-4

<Program >
|
+− < S t a t e m e n t L i s t >

|
+− < Sta tement >
| |
| +− <Assignment S ta tement >
| |
| +− < I d e n t i f i e r > " sum "
| +− <Math Operator > " = "
| +− < I d e n t i f i e r > " 0 "
|
+− < S t a t e m e n t L i s t >

|
+− < Sta tement >
| |
| +− < For S ta tement >
| |
| +− <Assignment S ta tement > " i = 0 "
| +− < Condi t ion > " i < 5 "
| +− <Assignment S ta tement > " i ++"
| +− < S t a t e m e n t L i s t >
| |
| +− < Sta tement >
| | |
| | +− <Assignment S ta tement >
| | |
| | +− < I d e n t i f i e r > " sum "
| | +− <Math Operator > " + ="
| | +− < I d e n t i f i e r > " i "
| |
| +− < S t a t e m e n t L i s t >
| |
| +− < Sta tement >
| |
| +− <Method C a l l >
| |
| +− < I d e n t i f i e r > " p r i n t "
| +− < I d e n t i f i e r > " sum "
|
+− < S t a t e m e n t L i s t > <empty >
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