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Abstract

This article examines the unique characteristics of dynamic sequential system programs and the
challenges in their effective parallelization. The complexity of automatically parallelizing these programs
stems from intricate data dependencies, irregular computation structures, dynamic task generation, and
the need to synchronize access to shared resources. These factors limit the effectiveness of traditional
parallel execution methods and highlight the need for specialized techniques.

To address these challenges, a novel method for parallelizing dynamic sequential system programs is
introduced, utilizing networks of interacting processes. This approach formalizes the computation
structure, allowing for the decomposition of programs into independent or partially independent
segments. By organizing the execution of these segments as a system of collaborative processes, the
method enhances resource utilization and improves scalability.

The article also presents a model representing a sequential system program as a network of interacting
processes, outlining the mechanisms for interaction and synchronization. These mechanisms ensure
proper data exchange, maintain execution consistency, and prevent conflicts in accessing shared
resources, thereby facilitating efficient parallel execution on multi-core systems.

A study evaluating the effectiveness of the proposed method confirms its benefits, demonstrating
improved productivity in executing dynamic system programs. This approach not only optimizes
computing processes but also enhances hardware resource utilization. In the cybersecurity domain, it
provides a computational basis for parallel synthesis and evaluation of adaptive honeypots and decoy
networks, particularly in scenarios modeled on game-theoretic principles.

Additionally, the proposed method includes a deadlock-aware solver as an auxiliary safety-verification
stage. The solver is applied after a multifaceted process network has been formed and before its mapping
onto computational resources. It uses process signatures, resource-state analysis, fuzzy clustering, and
fuzzy inference to estimate the probability of cyclic resource waiting and to recommend corrective actions
when the planned parallel structure becomes unsafe.

Future research will explore the application of this method for parallelizing processes within distributed
computing environments.
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1. Introduction

The parallelization of dynamic sequential system programs using multifaceted process networks is
a relevant research area in parallel computing and software optimization. This relevance is
determined by current trends in the development of computing technology. Most modern
computer systems are based on multicore processors and distributed computing environments,
which provide significant potential for parallel program execution. However, a significant part of
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existing software, particularly system-level software, was developed as sequential, that is, oriented
toward the execution of instructions within a single thread. As a result, the hardware capabilities of
modern systems are not fully utilized, which reduces the overall efficiency of computation.
Therefore, there is a need to study methods that make it possible to transform sequential programs
into parallel ones without radically changing their structure or completely rewriting the program
code.

The relevance of this topic is especially evident in the case of dynamic system programs whose
operation depends on the system state, the data being processed, and the execution conditions.
Unlike static algorithms, where the structure of computation is determined in advance, dynamic
programs form the execution flow during operation. The presence of conditional branches,
complex data structures, and variable dependencies between operations significantly complicates
the process of automatic parallelization. Under such conditions, traditional optimization methods
often prove insufficiently effective, which justifies the need to search for new approaches to
organizing parallel computation.

One promising approach is the use of the multifaceted process network model to represent the
structure of a program. Within this approach, a sequential program is considered as a system of
interacting processes, each of which performs a separate part of the computation and exchanges
data with other components. Such a model makes it possible to represent the program in the form
of a dependency graph, which significantly facilitates the analysis of the computational structure
and the identification of fragments that can be executed in parallel. In this case, a multifaceted
process acts as a universal computational element capable of simultaneously performing
computational operations, exchanging data, and ensuring synchronization with other processes.

The use of a multifaceted process network creates an opportunity to formalize the structure of
complex software systems and carry out their further optimization. Representing a program as a
set of interconnected processes makes it possible to determine independent computational sections
and organize their parallel execution. This, in turn, contributes to improving software performance
and to the more efficient use of the computational resources of modern multicore and distributed
systems. One possible application area of such models is cybersecurity, where defensive systems
often require the analysis of many alternative configurations under dynamic conditions. For
example, the synthesis of honeypot and decoy-network structures may involve evaluating multiple
attacker paths, defensive responses, and resource allocation variants. Such evaluations can be
represented as partially independent computational tasks, which makes them suitable for parallel
execution using multifaceted process networks.

In the context of parallelizing dynamic sequential system programs, special importance is
attached not only to improving execution performance but also to preserving the correctness of
interaction between processes. Transforming a sequential program into a multifaceted process
network involves separating functional fragments, organizing their concurrent execution, and
ensuring data exchange between them. However, a larger number of simultaneously active
processes complicates access to shared resources, message-passing channels, processing queues,
and synchronization objects. Under such conditions, deadlock is not merely an external operating-
system problem but an important safety constraint for the proposed parallel execution model.

Classically, a deadlock is a situation in which two or more processes hold already allocated
resources and simultaneously wait for other resources held by processes from the same group. In a
sequential program, such a situation may remain hidden because operations are executed one after
another. After decomposition into parallel processes, however, some hidden dependencies may
become resource interactions. Therefore, a parallelization method should consider not only
information dependencies between instructions but also potential conflicts of resource access that
may lead to cyclic waiting. In this work, this aspect is treated as a resource-safety extension of the
parallelization procedure: the main method constructs the multifaceted process network, whereas
the additional solver checks whether the obtained network can be executed safely under the
available synchronization and resource constraints.



Thus, there is a need to improve the efficiency of program execution under conditions of
widespread use of parallel computing architectures. The study of methods for parallelizing dynamic
sequential system programs using multifaceted process networks makes it possible to develop
approaches to transforming traditional software systems into more efficient parallel structures.
This will contribute to improving program performance, increasing software scalability, and
making fuller use of the computational capabilities of modern computer systems.

2. Related work

Program parallelization [18, 19, 25] is one of the key directions in the development of modern
computing systems and software [4, 8, 12]. The rapid advancement of information technologies, the
increasing volume of processed data, and growing performance requirements for software systems
create a need for new approaches to organizing computational processes [10, 12, 26]. Modern
computer systems widely employ multicore processors, graphics processing units, clusters, and
distributed computing platforms that can perform a large number of operations simultaneously.
However, the effective use of these hardware capabilities depends directly on whether software is
able to support parallel computation.

Historically, a significant portion of software was designed for single-processor systems, where
programs were executed sequentially. In such programs, instructions are performed one after
another within a single control flow, and each subsequent operation can begin only after the
previous one has been completed. This programming model is relatively simple to implement and
analyze; however, it does not make full use of the potential of modern multicore computing
systems. As a result, even when substantial computational resources are available, a program may
use only a small part of them, leading to lower execution efficiency and increased data processing
time [6, 11, 14].

For this reason, program parallelization is an important direction [1, 2, 5] in current computer
science research. Parallelization refers to the process of transforming a sequential program or
algorithm into a form in which separate parts of the computation can be executed simultaneously.
The main objective of this process is to improve program execution performance through the
simultaneous use of multiple computational resources. This can be achieved through multithreaded
execution on a single processor, task distribution across several processor cores, or the use of
distributed computing environments [3, 9].

The parallelization process [13, 21, 23] involves analyzing the structure of a program to identify
independent or partially independent computational fragments. If individual operations or code
blocks have no mutual dependencies, they can be executed in parallel without violating the logic of
the program. Therefore, the task of parallelization is to identify such program sections and
organize their parallel execution while taking possible constraints and dependencies into account
(7, 15, 24].

The analysis of dependencies between operations [10, 17, 22] plays a particularly important role
in this process. Various types of dependencies may exist in a program, including data, control, and
resource dependencies. A data dependency occurs when one operation uses a result produced by
another operation. In this case, the order of execution cannot be changed without affecting the
correctness of the results. If operations are independent of each other, they can be executed
simultaneously on different computational resources. Analyzing such dependencies is one of the
key stages of program parallelization.

Another essential stage of program parallelization is the detailed analysis of dependencies
between operations [13, 14]. These dependencies determine whether individual computational
operations can be executed simultaneously or must be performed in a strictly defined sequence. If a
dependency exists between operations, changing their execution order may lead to incorrect
program results. Therefore, before parallel execution is organized, all possible dependencies in the
program code must be carefully analyzed [16, 20].



In general, a dependency between operations arises when the execution of one operation affects
the result of another. Such dependencies are most often associated with shared data or variables. If
one operation changes the value of a variable and another operation uses that value, the execution
order of these operations becomes important. In this case, parallel execution is not possible without
additional coordination mechanisms.

In the theory of program parallelization [7, 10, 15], several main types of dependencies between
operations are distinguished. The most important among them are data dependencies, control
dependencies, and resource dependencies.

Within the analysis of parallelization approaches, resource dependencies should be considered
separately from ordinary data dependencies. A data dependency describes the order of reading and
writing variables, whereas a resource dependency reflects which files, memory areas,
synchronization objects, channels, queues, or other system resources are used by a process. If such
dependencies are ignored, formally independent fragments of a program may be mapped to parallel
execution in a way that creates contention for resources and, in the worst case, forms the
conditions for deadlock. Therefore, the detection and forecasting of resource conflicts should be
included in the general procedure for constructing a multifaceted process network. In the proposed
study, this requirement is incorporated not as an alternative to Bernstein's conditions but as their
practical extension for system-level parallel execution: first, data dependencies determine which
fragments may be executed concurrently; then, resource-state analysis verifies whether this
concurrency is safe with respect to channels, locks, queues, and synchronization objects [27].

The analysis of existing approaches to program parallelization shows that further research in
this area is necessary [1, 2, 5]. The development of effective methods for parallelizing dynamic
sequential system programs is especially relevant, since such methods would make it possible to
automate the detection of parallelism in program code and organize its efficient use [18, 19, 25].
Addressing this research problem requires the development of new program representation
models, methods for analyzing dependencies between computations, and approaches to organizing
interaction between parallel processes [3, 13, 24]. These issues form the basis of further research
within this work and define its scientific focus.

3. Proposed approach

The development of new algorithmic approaches capable of automatically identifying sections of
sequential program code that can be transformed into independent parallel execution threads
remains a relevant research direction. The main idea is to create intelligent program analysis
methods that can identify code fragments suitable for parallel execution without direct developer
intervention and automatically transform them into structures optimized for multicore computing
systems. In modern computing environments, where processors with multiple cores are widely
used, such a modified program can be executed simultaneously on different computational
resources, providing a significant increase in performance and hardware utilization efficiency. This
study is based on the assumption that a significant part of sequential code may contain hidden
parallelism that can be detected through formal analysis of dependencies between instructions and
variables. In other words, if such parallelism is assumed to be present, its processing may enable
program code to be executed in parallel.

The application of Bernstein’s conditions is particularly important in the process of automatic
program parallelization performed by compilers or specialized optimization tools. During source
code analysis, the software system determines the sets of read and write variables for each operator
or instruction block and then checks whether the specified conditions are satisfied. If there are no
conflicts in access to variables, the corresponding instructions can be placed in different execution
threads. Bernstein’s conditions therefore define a formal criterion for the independence of
operations in a program and serve as a basis for constructing dependency graphs that represent the
structure of relationships between computational operations.



Based on Bernstein’s conditions, generalized models of system program classes are formed for
which the use of parallel computing is appropriate and effective. These classes include programs
whose structure contains independent computational subtasks, absent or minimal dependencies
between operations, and the possibility of dividing computations into a set of similar iterations or
functional blocks. The three most characteristic program classes are programs with independent
function calls, programs with independent instruction execution paths, and programs with iterative
structures, or loops, in which each iteration can be executed independently of the others. For each
of these classes, a formalized model is constructed to describe the computational structure,
dependencies between variables, and parallelization conditions.

The first category of system programs includes programs in which a significant part of the
computation is implemented as independent function calls. In such systems, the main algorithm
can be represented as a composition of functions, each of which performs a separate part of the
computation. If the results of these functions do not depend on one another or are used only after
all function calls have been completed, their execution can be organized in parallel. This class of
system programs can be defined by a set of functions as follows:

F=(fy ot g

where each function f; maps a set of input variables to a set of output variables: f;: X,?Y;
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the set of functions F; X, - is the set of input variables of function f; and Y is the set of variables
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that form the result of the function execution.
Then, the general state of the program can be represented as a vector of variables as follows:

S=(sl,52,...,s (2)
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where §; is the value of the j-th program variable.

After the execution of function f, the system state changes to a new state, which is defined as
follows:

S':fi(s) ®3)

Parallel execution of functions f; and f ; is possible only when the modified Bernstein conditions
defined for the elements of the system program are satisfied:

RNW =4
RNW, =0 (4)
WnW, =4

where Ri is the set of variables read by function f:; Wi is the set of variables modified by function
fi; and Rj and Wj are the corresponding sets for function f ;.

The second category consists of system programs in which parallelism arises due to the presence of
independent instruction execution paths within a single function or procedure. In this case, the
algorithm is represented as a sequence of operators as follows:

P=[p,,Pysees Py, 5)

where p, is a separate program instruction, and nj is the number of program instructions.

The program state after the execution of instruction p, is defined by the transition function as
follows:



Sk+1:pk(sk) (6)

where S, is the system state before the execution of instruction p,, and S,,, is the state after its
execution.
The dependency between two instructions p; and p; is determined by the variables they use. Let

R( pk) denote the set of variables read by instruction p,, and let W( pk) denote the set of variables

modified by this instruction. Instructions p; and p; can be executed in parallel if the following
conditions are satisfied:

R(pi>mw(pj):ﬂ
R(p,)nW(p)=10 7
W(pi)mw(pj):g

In this case, the set of instructions can be divided into independent subsets as follows:

P=P,UP,U---UP, (8)

where each subset P, is an independent execution path.

The maximum level of parallelism is determined by the number of such independent paths. An
example of programs of this class is image processing, where different parts of an algorithm
perform independent computations on different parameters. For example, during image frame
processing, one program block may perform noise filtering, another may enhance contrast, and a
third may compute the brightness histogram. If these operations do not modify shared variables,
they can be executed in parallel.

The third category of system programs is defined by programs with iterative structures, where
computations are performed in loops. In many algorithms, each loop iteration performs the same
operations on different elements of a data set, which makes such algorithms natural candidates for
parallelization. Formally, a loop can be defined as a sequence of iterations in which a function is
executed at each iteration as follows:

fori=a,..,b;S,,=F|S,,i ©)

where | is the iteration index, a is the initial index value, b is the final value, S, is the system state
before the iteration, and F is the function that describes the computation in the loop body.

Let R, be the set of variables read during iteration i, and let W, be the set of variables modified
during iteration i.

Iterations i and j can be executed in parallel if all three Bernstein conditions are satisfied. In
addition, the values of the loop parameters must be determined before execution begins; that is, the
following relation must hold:

N=b-a+1 (10)
where N is the number of loop iterations.

If these conditions are satisfied, the loop can be transformed into a set of independent tasks as
follows:

T=\T,,T,,...,T,| (11)

t nr)

where each task T'; corresponds to the execution of one iteration.
An example of this class of programs is algorithms for processing arrays or matrices. For
example, the computation of the sum of squares of array elements can be defined as follows:
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where m, is an array element, N,,, is the array size, and S 3" mas s the result of computing the sum
of squares of the array elements.
In this case, each operation yi=mi2 can be executed in parallel, after which the results are

combined using a reduction operation as follows:
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(13)

The analysis of the structure of system programs makes it possible to distinguish three main
models suitable for parallelization: the model of independent functional blocks, the model of
independent instruction execution paths, and the model of independent loop iterations. Each of
these models is characterized by its own formal conditions of dependencies between variables and
operations, which makes it possible to determine the possibility of parallel execution and construct
an optimal structure of a multithreaded algorithm. The use of such formalized models provides a
basis for creating automated systems for program code analysis and optimization that can adapt
traditional sequential algorithms to modern multicore computing systems.

In the classical formulation of Bernstein’s conditions, three main criteria for operation
independence are defined, making it possible to establish whether operations can be executed in
parallel. These conditions are based on the analysis of the sets of variables read and modified by
instructions and guarantee the absence of data access conflicts between parallel computations.
However, in the practical application of methods for parallelizing system programs, another
important aspect must be considered: the hardware limitations of the computing system,
particularly the number of available processors or processor cores. Therefore, it is appropriate to
supplement the classical conditions with a fourth condition related to the efficiency of executing
parallel tasks with regard to hardware resources.

The fourth condition states that the number of parallel computational tasks formed as a result of
program parallelization must be consistent with the number of available computational resources
in the system. Let P denote the number of available processors or computational cores on which
the program can be executed, and let T denote the number of independent tasks or threads
obtained as a result of parallelization. The efficiency of parallel execution is then largely
determined by the relationship between these values. If T significantly exceeds P, the system is
forced to execute some tasks sequentially or perform frequent context switching between threads,
which leads to additional execution management overhead. If T is significantly smaller than P,
some computational resources remain unused, which also reduces the overall efficiency of program
execution.

This condition can be expressed in the form of the following constraint:

T<P-k (14)

where T is the number of parallel tasks or threads; P is the number of available processors or cores;
and k is a coefficient that defines the allowable excess of threads over processors and accounts for
the characteristics of thread scheduling by the operating system.

In the simplest case, to achieve maximum utilization of computational resources, it is desirable
for the number of threads to be close to the number of available cores, that is, for the following
condition to hold:

T~P (15)



In this case, each task can be executed on a separate core, providing the maximum level of
parallelism without additional overhead related to thread scheduling.

If the total execution time of the program is considered, it can be represented as the sum of the
execution times of the parallel and sequential parts of the algorithm. Let T .denote the execution

time of the sequential part of the program, T, denote the execution time of the parallel part when

using a single processor, and P denote the number of processors or cores. The theoretical execution
time of the program under parallel execution can then be estimated as:

T, =T+l (16)
exec N P

This relation reflects a principle close to Amdahl’s law, according to which the maximum gain
from parallelization is limited by the fraction of sequential code. However, in real systems, this
time also includes additional overhead caused by thread creation, synchronization, and data
exchange between threads. Let these overhead costs be denoted by T . The actual execution time is

then defined as:

exec

T
T,..=T +—2+T, (17)
P

In this case, the fourth condition concerns not only the correspondence between the number of
tasks and the number of processors, but also the requirement that the gain from parallel execution
must exceed the overhead associated with organizing parallelism. That is, parallelization is
appropriate only when the following condition is satisfied:

(18)

TP
—+T <T
P p

In other words, the total execution time of the parallel part of the program, including additional
overhead, must be less than the time required to execute it sequentially.

The fourth condition therefore extends the classical Bernstein conditions by taking into account
the hardware characteristics of the computing system and the actual overhead associated with
organizing parallel execution. While the first three conditions determine the logical possibility of
parallel instruction execution in terms of the absence of data dependencies, the fourth condition
determines the practical feasibility of such parallelization with regard to available computational
resources and the efficiency of processor core utilization. The combination of these four conditions
makes it possible not only to identify independent computational structures in program code but
also to ensure optimal use of the capabilities of modern multicore computing systems. This
condition does not affect the number of defined classes; it only supplements the introduced classes
with a new constraint.

The fifth constraint is Amdahl’s law. Amdahl’s law determines the potential speedup of an
algorithm as the number of processors increases. Amdahl’s law is one of the fundamental
principles of parallel computing theory and defines the theoretical limit of program execution
speedup when multiprocessor or multicore computing systems are used. It describes the
relationship between the fraction of an algorithm that can be executed in parallel, the number of
available processors, and the maximum possible performance gain. The main idea of this law is
that, even with an unlimited number of processors, program performance is limited by the part of
the algorithm that cannot be executed in parallel and must be performed sequentially.

Let T, denote the execution time of a given program on a single processor. This time can be
represented as the sum of two components: the execution time of the sequential part of the
algorithm and the execution time of the part of the program that can be parallelized. Let alpha
denote the fraction of the sequential part of the program, that is, the part of the algorithm that
cannot be executed in parallel. Accordingly, the fraction of the parallel part is 1—a. If P processors



or computational cores are used, the parallel part of the algorithm can theoretically be distributed
among these processors. In this case, the execution time of the program on P processors can be
defined as:

To=T,(a+1=%) (19)

where T , is the execution time of the program on P processors; T is the execution time of the

program on one processor; alpha is the fraction of the sequential part of the program; 1—a is the
fraction of the parallel part of the program; and P is the number of processors or cores.

One of the main characteristics of the efficiency of parallel computing is program execution
speedup, which is defined as the ratio of the execution time on one processor to the execution time
on P processors:

S(P):L (20)
T,
By substituting the value of T, into this formula, the classical expression of Amdahl’s law is
obtained:
5|Pl=—
1—a (21)
o+
p

This formula shows that as the number of processors increases, program speedup also increases,
but the rate of this increase gradually decreases. This is caused by the presence of the sequential
part of the algorithm, which cannot be distributed among processors and is executed by only one
thread.

If the limiting case is considered, where the number of processors tends to infinity, P> o0, the
parallel part of the program is theoretically executed instantly, and the total execution time is
determined only by the sequential part. In this case, the maximum possible speedup is equal to

_1 (22)

This means that even with an unlimited number of processors, program performance is limited
by the size of the sequential part of the algorithm. For example, if 10% of the program is executed
sequentially, a =0.1, then the maximum speedup will not exceed

0.1
regardless of how many processors are used.

The effective organization of parallel computation is based on combining structural analysis of
program code, formal conditions for operation independence, and consideration of the hardware
characteristics of the computing system. Three main models of system programs are identified for
which parallelization is the most appropriate and technically feasible. Each of these models is
characterized by specific features of algorithm structure and by the way computational processes
are organized, which determines the potential for executing separate parts of a program in parallel.

The first model covers system programs built on independent functional modules or function
calls. In such programs, the main algorithm can be represented as a set of functional blocks, each of
which performs a separate computational task and operates on its own subset of data. If there are
no data dependencies between these functional blocks, the blocks can be executed simultaneously
in different threads or on different computational cores. This model is typical of data processing

S



systems, analytical programs, statistical computation programs, and other systems in which the
results of individual computations can be obtained independently of one another.

The second model of system programs is based on the presence of independent instruction
execution paths within a single algorithm or procedure. In this case, a program can be considered
as a sequence of operators between which data dependencies may or may not exist. If separate
groups of instructions do not use shared variables or modify each other’s execution results, these
instructions can be executed in parallel. The analysis of such structures makes it possible to
identify independent subgraphs in the program dependency graph, enabling simultaneous
execution of different parts of the algorithm. This model is characteristic of signal processing
systems, computational modules in complex software systems, and programs in which separate
computational stages do not depend on the results of other stages.

The third model of system programs is associated with iterative structures, particularly loops, in
which the same operations are performed on different data elements. In such cases, each loop
iteration can be considered as a separate computational task. If there are no data dependencies
between iterations, they can be executed in parallel on different computational cores. This model is
typical of array processing algorithms, matrix computations, physical process modeling, image
processing, and other tasks involving large volumes of similar computations. This model is most
commonly used in high-performance computing systems because it enables efficient program
scaling as the number of processors increases.

Effective parallelization of system programs is therefore based on an integrated approach that
combines structural analysis of algorithms, formal criteria for computational independence, and
consideration of the hardware constraints of computing systems. The identification of three main
program models, the application of Bernstein’s conditions to analyze dependencies between
operations, and the consideration of the number of computational cores and the limitations defined
by Amdah!’s law make it possible to form a comprehensive methodology for program analysis and
optimization in multicore computing environments. The implementation of this approach creates
prerequisites for improving the performance of software systems, using hardware resources more
efficiently, and adapting software to modern parallel computing architectures.

After the construction of the multifaceted process network, the method is supplemented with an
auxiliary deadlock-aware verification stage. This stage is not a separate parallelization mechanism
and does not replace dependency-graph construction. Its role is to evaluate whether the already
formed set of interacting processes can be safely executed in parallel under the selected resource
allocation and synchronization scheme. Therefore, the solver is placed between decomposition into
multifaceted processes and the final mapping of those processes onto computational cores or
nodes.

The input of the solver is a set of process signatures generated from the multifaceted process
network. A process signature combines the computational role of a process with its resource-
interaction characteristics: the occupied and requested resources, the intensity of message
exchange, the frequency of accesses to channels, the state of processing queues, the type of
synchronization, and dependencies on results produced by other processes. In this form, the
signature links classical program-dependency analysis with runtime resource conditions that may
cause cyclic waiting.

Since the states of dynamic system programs are often uncertain and not strictly separated, the
solver uses intelligent analysis of resource interaction. Accumulated or simulated execution
examples are clustered by Fuzzy C-Means to identify typical behavior scenarios: normal execution,
increased resource contention, potentially unsafe waiting, and states close to deadlock. The
obtained clusters serve as a basis for forming a fuzzy rule base, which allows the solver to evaluate
gradual transitions between safe and unsafe resource states instead of using only rigid threshold
rules.

The output of the solver is a deadlock-risk estimate for individual processes or for the process
network as a whole. A low-risk result allows the formed network to be mapped onto processor
cores or computational nodes. If the risk exceeds an acceptable threshold, the method does not



reject the parallelization result entirely; instead, it introduces corrective actions, such as changing
the process start order, limiting simultaneous access to selected resources, adding synchronization
mechanisms, serializing unsafe fragments, or redistributing processes between computational
resources.

The diagram in Figure 1 shows an example of a multifaceted process network used to organize
parallel computation. Each hexagonal block in the diagram represents a separate multifaceted
process that performs computation over a specific part of the algorithm’s iteration space. The
central process may act as a coordinating node or as a process that handles the main part of the
data. The arrows between the blocks represent data transfer channels between processes. Through
these channels, the processes exchange intermediate computation results. The direction of the
arrows indicates the direction of information transfer from one process to another. This interaction
ensures the correct order of operation execution according to data dependencies.

I i
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Figure 1: Example of a multifaceted process network.

External processes can perform computations in parallel by processing different parts of the
task. After the computations are completed, the results are transferred to other processes, which
use them to perform the subsequent stages of the algorithm. This makes it possible to significantly
reduce the overall program execution time. The diagram therefore demonstrates the principle of
organizing a parallel computing system in which several multifaceted processes operate
simultaneously and interact through a data transfer network. This structure ensures efficient use of
the computational resources of multiprocessor systems.

The method for parallelizing dynamic sequential system programs using multifaceted process
networks can improve the efficiency of modern software systems. Its application enables a
transition from the traditional sequential execution model to a flexible parallel computing
architecture that corresponds to current trends in the development of modern computer systems
and provides more complete use of their computational capabilities.

Steps:

1. Classification of the system program. The first stage of the method is to determine the class
of the system program according to the generalized model of system programs, which
divides software into three main classes depending on the nature of the functions
performed. The result of this step is the formation of an initial program model, which
makes it possible to define the general strategy for further parallelization and select
appropriate methods for analyzing its structure.

2. Analysis of the sequential program structure. The second step of the method is a detailed
analysis of the sequential program structure in order to identify internal dependencies
between operations and data flows. At this stage, the source code, the execution logic of the
algorithm, and the relationships between separate parts of the program are examined. As a
result of this step, an understanding of the program’s computational structure is formed,
and key sections where parallelization is potentially possible are identified.

3. Construction of a computational dependency graph. At this stage, the results of the
previous analysis are formalized as a computational dependency graph. This graph is a
mathematical model of the program execution structure, in which vertices correspond to
individual operations or functional blocks, while edges represent dependencies between
them. As a result, a structured program model is formed that represents all necessary



relationships between its computational elements and serves as a basis for further
decomposition of the program into separate processes.

4. Decomposition of the program into functional blocks. After the dependency graph has been
constructed, the program is decomposed into functional blocks that can be implemented as
separate computational processes. Decomposition involves dividing the program into
relatively independent fragments, each of which performs a certain logically complete part
of the algorithm. Based on the decomposition, a set of functional blocks is formed as
candidates for transformation into parallel processes.

5. Formation of multifaceted processes. The next step is to transform the program’s functional
blocks into multifaceted processes. In the proposed approach, a multifaceted process is
considered as a universal computational element that combines several aspects of
operation. As a result of this step, a set of interacting processes is formed, representing the
main computational components of the future parallel system.

6. Construction of a multifaceted process network. After the individual processes have been
formed, a network of their interaction is constructed. A multifaceted process network is a
structured model of parallel computation in which processes act as nodes, while the
connections between them are implemented as data transfer channels or synchronization
mechanisms. As a result, a flexible computational structure is formed that enables effective
use of the capabilities of parallel computing systems.

7. Identification of parallel execution regions and resource-safety verification. After the
process network has been constructed, the computational sections that can be executed in
parallel are identified. For this purpose, the network structure and the dependencies
between processes are analyzed. At the same stage, generated process signatures are
submitted to the deadlock-aware solver. The solver estimates whether the planned
interaction between processes may create a cyclic resource-waiting situation. The result of
this step is therefore twofold: the set of parallel execution regions and, if necessary,
corrective actions that make the selected parallel structure safe before it is mapped onto
computational resources.

8. Mapping the process network onto computational resources. The final step of the method is
to map the formed multifaceted process network onto the actual computational resources of
the system. At this stage, it is determined which processes will be executed on specific
processor cores or computational nodes. The result of this step is a parallel implementation
of the program adapted to a specific computing system and capable of efficiently using its
resources.

In cybersecurity-oriented applications, this decomposition can support the parallel evaluation of
alternative decoy-network configurations, where separate processes analyze different attacker
paths, defensive responses, or resource allocation strategies.

The method for parallelizing dynamic sequential system programs is based on representing the
program execution structure as a multifaceted process network. This approach makes it possible to
formalize the complex behavior of system programs characterized by conditional branches,
dynamic data structures, and variable execution flows. Unlike traditional parallelization methods,
which are mainly oriented toward static algorithms, the proposed method takes into account the
dynamic nature of system software and enables the computational structure to be adapted during
program execution.

The method involves the sequential execution of several stages, beginning with the classification
of the system program according to its functional purpose and the analysis of the sequential
algorithm structure. The subsequent construction of a computational dependency graph makes it
possible to formalize the relationships between program operations and identify potential
opportunities for parallel execution. Based on this graph, the program is decomposed into
functional blocks that are transformed into multifaceted processes. Each of these processes



combines computational, communication, and control aspects of operation, ensuring the flexibility
and scalability of the computational structure.

The application of the proposed method therefore makes it possible to transform dynamic
sequential system programs into parallel computational structures without significantly changing
their operational logic. The use of multifaceted process networks enables formal program analysis,
increases the level of execution parallelism, and contributes to more efficient use of the hardware
resources of modern computer systems. This creates prerequisites for improving software
performance and scalability under the development of multicore and distributed computing
platforms.

4. Performance evaluation and experiment

The experimental part of the implementation of the multifaceted process network software system
was conducted to evaluate the efficiency of parallel execution of dynamic sequential system
programs and to verify the correctness of data processing in a stream-based system. The main task
was to model a message stream simulating system logs and to determine the performance of the
multifaceted process network when processing this stream.

During the experiment, the software system implemented in C++ created a network of processes
that performed separate functions: message generation (Producer), message parsing
(ParserProcess), filtering (FilterProcess), analysis (AnalyzerProcess), statistics collection
(StatisticsProcess), result aggregation (AggregatorProcess), and logging of processed messages
(LoggerProcess). All processes were executed in parallel as threads and exchanged messages
through thread-safe channels. The use of channels provided synchronization, prevented data access
conflicts, and supported message buffering.

To evaluate performance, the experiment was conducted with different input data volumes: 100,
200, and 500 messages. The processing time was measured from the start of message generation to
the completion of output by LoggerProcess. In addition, the correctness of the computations was
verified: messages passed correctly through all processes, filters excluded data according to the
specified conditions, and aggregate indicators matched the expected values.

The experimental results showed that parallel execution significantly reduces processing time
compared with sequential execution. An increase in the number of messages leads to a
proportional increase in processing time, but the speedup achieved through parallelism remains
significant. It was found that, with a large volume of messages, data transfer channels may become
a bottleneck, which emphasizes the need to optimize queues and buffering.

The experimental results are presented in tables. The first table, Table 1, shows the processing
time for different message volumes, while the second table, Table 2, presents the estimated speedup
compared with sequential execution.

Table 1
Message processing time in a multifaceted process network
Number of messages Processing time for Processing time for
parallel execution (s) sequential execution (s)
100 2.1 5.6
200 4.3 11.2
500 10.8 28.0

The experiment confirmed that the implemented system provides efficient parallel execution,
maintains the correctness of data processing, and demonstrates significant speedup compared with



the sequential approach. These results indicate the practical suitability of the proposed method for
optimizing computations in system software complexes and for creating scalable software
platforms for processing large data streams.

Table 2
Message processing time in a multifaceted process network
Number of messages Speedup (sequential / parallel)
100 2.1
200 4.3
500 10.8

To evaluate the efficiency of parallel program execution, standard metrics from the theory of
parallel computing are used:

1. Sequential program execution time T',, which is the time required to process all tasks on a
single processor.
2. Parallel program execution time T ,, which is the time required for the multifaceted process

network to process the same tasks using n threads or cores.

Speedup S is the ratio of sequential execution time to parallel execution time and is defined as
follows:
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Efficiency E is the ratio of speedup to the number of parallel threads and is defined as follows:
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The resource utilization coefficient U reflects processor load and the coordination of data
transfer channels. It is defined as the ratio of the time during which processors perform
computations to the total processing time:
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The summary tables of the results, Tables 3 and 4, take into account the number of threads/cores
and present the processing time, speedup, and efficiency of parallel execution.

The experimental results show that the multifaceted process network provides a significant
speedup in message stream processing compared with sequential execution. The greatest
performance increase is observed for a small number of messages, while efficiency slightly
decreases as the data volume grows due to the overhead associated with synchronization and
message transfer between threads. The efficiency graphs are shown in Figure 2 and Figure 3.



Table 3
Processing Time and Speedup

Number of Threads/cores Ts(s) T p(s) Speedup S
messages
100 4 5.6 2.1 2.7
200 4 11.2 43 2.6
500 4 28.0 10.8 2.6

Table 4
Parallel Execution Efficiency
Number of Threads/cores Speedup S Efficiency E (%)
messages
100 4 2.7 67.5
200 4 2.6 65.0
500 4 2.6 65.0
Speedup S
3.0
2.8
2.8
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2.6
©n 2.6
S 25
F 2.41
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Figure 2: Speedup depending on the number of messages.

The average program speedup S is approximately 2.6-2.7 when four threads are used, which
confirms the correctness of the multifaceted process network structure. The efficiency E remains at
the level of 65-67%, indicating effective use of hardware resources and moderate time overhead for
managing threads and data transfer channels.

In the proposed system, the term “message” denotes a data unit transferred between processes in
a multifaceted process network. Each message contains certain information that must be processed,
such as a numerical value, a textual description of an event, or other system log data. In the C++
implementation, each message is represented by an object of the Message class with the fields id,
payload, and value. The system processes receive messages through Channel channels, perform
computations or transformations, and then pass each message to the next process in the network.



Therefore, a message is a key structure for organizing process interaction and supporting parallel
processing of data streams.
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Figure 3: Efficiency depending on the number of messages.

The decrease in system efficiency as the number of messages increases is explained by the
growth of overhead associated with thread management, synchronization, and channel queues as
the load increases. Each process, operating in its own thread, must interact with channel queues to
receive and transmit messages. With a small number of messages, synchronization overhead is
minimal, and the processes spend almost all their time performing computations. However, when
the number of messages increases significantly, channel queues become filled, and processes begin
to wait either until space becomes available for new messages or until other processes read
messages from the queue. As a result, part of the processor time is spent not on computation but
on waiting for access to resources, which is reflected in the decrease in overall efficiency.

In addition, with a large message stream, extra overhead arises from copying or moving messages
between channels and from managing the lifecycle of Message objects, which further increases
overhead and reduces the efficiency of hardware resource utilization. Another reason for the
decrease in efficiency is thread contention for access to shared resources, such as channel queues or
synchronization mechanisms (mutex, condition_variable). When the number of messages is large,
several threads simultaneously attempt to read or write messages, which creates delays due to
resource locking. Although these locks are short-lived, their accumulated effect noticeably affects
overall system performance. In other words, even if the processors are not idle, the overhead
associated with synchronization and channel processing reduces the efficiency of parallel
execution. Moreover, when large data volumes are processed, channels become a bottleneck
because the message processing rate of a particular process may lag behind the rate of generating
new messages, leading to temporary queue accumulation and increased waiting time. Another
aspect that affects efficiency is the structure of the messages themselves. In the implementation,
messages contain both numerical and textual data. With a large message stream, processes spend a
considerable amount of time copying text strings and managing memory, which also increases
additional overhead. As the message volume increases, these costs grow nonlinearly, and part of
the processor time is spent on auxiliary operations instead of the computations that are the main
task of the processes. Therefore, even under parallel execution, efficiency does not increase
proportionally with the number of messages; instead, it slightly decreases due to overhead and
resource contention.

Since the proposed method includes a resource-safety verification stage, the experimental
interpretation should not be limited to speedup and efficiency only. The behavior of channel
queues, short-term blocking on mutexes, and waiting for message transfer can also be interpreted



as input characteristics for the deadlock-aware solver. In the presented implementation, these
parameters are consistent with the process-signature model because they describe not only the
computational workload of each process but also its interaction with shared resources.

An additional verification scenario can therefore be formed on the basis of the same process
network by comparing normal message processing, increased queue contention, and artificially
created cyclic waiting between processes. In such a scenario, the solver does not change the
measured processing time directly; rather, it acts as a preventive control stage. Its task is to indicate
whether the planned parallel execution remains safe and, when a high-risk state is detected, to
recommend corrective measures before the network is executed on the available cores. This makes
the deadlock-aware component consistent with the experimental model without shifting the main
focus of the experiment away from parallelization performance.

The method for parallelizing dynamic sequential system programs through a multifaceted
process network is therefore effective and makes it possible to improve the performance of system
programs without losing data processing correctness.

The experimental verification of the multifaceted process network implementation confirmed
the effectiveness of the proposed method for parallelizing dynamic sequential system programs.
During the experiments, it was established that parallel execution of processes within the network
significantly reduces message processing time compared with sequential execution. Even when the
message volume increased to 500 units, a speedup of approximately 2.6-2.7 times was observed,
confirming the performance of the system and the correctness of computation distribution among
threads.

The efficiency analysis showed that, with a small number of messages, hardware resources are
used to the greatest extent, while synchronization and channel processing overhead remains
minimal. As the load increases, part of the execution time is spent waiting for access to channel
queues, managing threads, and buffering data, which slightly reduces efficiency. Nevertheless, even
with these overhead costs, the system maintains a high level of resource utilization and
demonstrates stable speedup.

5. Conclusions

The features of dynamic sequential system programs were examined, and the challenges associated
with their effective parallelization were identified. It was found that the main issues hindering
effective parallelization include complex data dependencies, an irregular computational structure,
dynamic task creation, the need to synchronize access to shared resources, and the risk of unsafe
resource interaction between concurrently executed processes. These factors complicate automatic
parallelization and necessitate specialized approaches for organizing parallel execution.

A method for parallelizing dynamic sequential system programs using multifaceted process

networks has been developed. This approach allows for the formalization of the computational
structure, identification of independent or partially independent program fragments, and
organization of their execution as interacting processes that run in parallel.
A model has been established to represent a sequential system program as a network of interacting
processes, with specific mechanisms for their interaction and synchronization defined. This model
ensures correct data exchange, execution coordination, and prevention of resource access conflicts,
thereby enhancing program scalability and effectively utilizing the computational resources of
multicore systems. The model is additionally supported by a deadlock-aware verification stage that
checks the safety of the formed process network before final resource mapping.

The effectiveness of the proposed method for improving program execution performance on
multicore computing systems has been investigated. Evaluations showed that the use of
multifaceted process networks significantly enhances program execution performance on multicore
systems. The results confirm the viability of this approach for optimizing the execution of complex
dynamic system programs and improving the efficiency of hardware resource utilization.



Further research will focus on the parallelization of processes in distributed environments, on the
extended empirical validation of the deadlock-aware solver, and on investigating the applicability
of the proposed model to cybersecurity tasks, particularly the synthesis and evaluation of honeypot
and decoy-network configurations based on attacker-defender interaction models.

As part of the developed method, the deadlock-aware solver is considered a regular auxiliary
component of the multifaceted process network construction procedure. It allows the method to
analyze not only information dependencies between program fragments but also resource
interactions that arise during parallel execution. The use of process signatures, fuzzy clustering,
and a fuzzy rule base creates a basis for early detection of unsafe resource situations and for
correcting the parallel structure before a deadlock actually occurs. Thus, the solver complements
the main performance-oriented objective of parallelization with a resource-safety criterion.
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