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Abstract

This paper presents a trust-aware extension of L-DINF, an epistemic logic for modelling cognitive and cooperative
agents. The extension treats trust not merely as an external score, but as an explicit semantic and normative
condition regulating agency. It introduces a trust predicate and an ordered trust function, allowing trust to
constrain intention adoption, action feasibility, preference-guided choice, and delegation. Differentiated trust
thresholds for autonomous execution and lending, together with a three-valued decision policy, capture the
intermediate region between unrestricted autonomy and prohibition. The resulting framework strengthens L-DINF
as a modular and explainable formalism for trust-sensitive decision making in open multi-agent environments.
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1. Introduction

The epistemic logic L-DINF [1, 2, 3, 4] has been introduced to model cognitive agents and Multi-Agent
Systems (MAS). It is able to capture interaction among agents and group dynamics. It has been usefully
applied to complement ASP (Answer Set Programming [5, 6, 7]) applications [8, 9] to provide user-
tailored personalized behaviour. A prototype implementation of the logic already exists [10]. Since
open environments involve potentially heterogeneous agents with varying capabilities and reliability,
any formalism that models their interactions comprehensively must explicitly account for trust, which
has not been accounted for in L-DINF nor in related work.

Trust is, in fact, a central requirement in autonomous and cooperative multi-agent systems, especially
in domains where agents must act under uncertainty, coordinate with others, and make decisions whose
consequences may be significant. In such settings, trust should not be treated merely as an informal
notion or as an external score with no direct impact on reasoning. Rather, it should be represented as a
principled component of deliberation, capable of affecting whether an agent may adopt an intention,
execute an action, or transfer responsibility through delegation. This is particularly important in
environments where autonomy must remain explainable, regulated, and sensitive to borderline cases
that cannot be adequately captured by a simple binary distinction between permission and prohibition.

L-DINF provides a suitable formal basis for addressing this problem. As an epistemic logic for
modelling cognitive and cooperative agents, L-DINF supports explicit reasoning about beliefs, intentions,
preferences, action feasibility, and group-level interaction. Its expressive power makes it possible to
represent agents not merely as executors of actions, but as cognitive entities whose practical behaviour
depends on structured internal states and formally specified interaction constraints. This is precisely
the kind of setting in which trust can be integrated in a non-superficial way, namely as a condition that
shapes the space of admissible cognitive and practical outcomes.

The motivation for extending L-DINF with trust is twofold. First, trust directly affects action regula-
tion: an agent may be able to perform an action, and may even prefer to perform it, while still lacking
the level of trust required for autonomous execution. Second, trust affects cooperation: when direct
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execution is not justified, delegation may still be a reasonable and formally admissible alternative. A
trust-aware logical framework should therefore be able to distinguish among at least three different
outcomes, namely full autonomous execution, delegation, and inhibition. This finer-grained perspective
is essential for modelling the grey zone in which trust is neither high enough to justify direct action
nor low enough to justify a complete block.

The trust extension proposed for L-DINF addresses this need by introducing trust as a first-class
logical component of the framework. More specifically, trust is incorporated into the language and
semantics through an explicit trust predicate and an ordered trust function, allowing trust assessments
to constrain intention adoption, action feasibility, preference-guided choice, and lending conditions. In
this way, trust becomes part of the semantic regulation of agency rather than a post hoc annotation
attached to agents or actions. The resulting framework strengthens L-DINF as a modular and explainable
logic for regulated autonomy, where decisions about acting, delegating, or blocking are grounded in
formally specified trust thresholds. The proposal aims to show that trust should be treated not merely
as an external score or policy-layer annotation, but as a semantic admissibility condition on agency
inside a cognitively structured logical framework. More fundamentally, the proposal suggests that
trust should be seen as a semantic mechanism regulating autonomy itself. In this perspective, agency
becomes graded rather than binary, with delegation emerging as an explicit intermediate mode between
unrestricted autonomy and complete inhibition. This perspective is also compatible with recent trends
in agentic Al and trustworthy autonomous systems, where escalation, human oversight, and controlled
delegation are increasingly regarded as essential mechanisms for safe autonomy.

Importantly, the framework also distinguishes between trust evaluation and policy regulation. While
one component assesses how reliable an agent is considered to be, another determines the trust
thresholds required for intention adoption, autonomous execution, delegation, or inhibition. This
separation strengthens the explainability of the framework, since practical outcomes depend not only
on an assessed trust value, but also on explicitly specified normative criteria governing admissibility. In
this respect, the framework is especially suited to borderline situations in which an agent may be able
and willing to act, yet not sufficiently trusted for autonomous execution, making delegation the most
appropriate outcome.

Beyond its immediate practical relevance, this extension also has methodological value. In many for-
mal approaches, trust is handled at the level of implementation, policies, or external scoring mechanisms,
while the underlying logic remains unchanged. In the present proposal, by contrast, trust is internalized
into the formal framework itself. This means that the distinction between acting autonomously, acting
through delegation, and refraining from action is not merely the result of an implementation choice,
but follows from explicit semantic conditions. As a consequence, the framework is not only suitable for
regulating action, but also for explaining why a certain practical outcome is justified in a given state of
the system.

A further reason for adopting L-DINF as the host logic is that its architecture already contains the
core dimensions on which trust should operate. The logic combines static and dynamic reasoning,
supports preference-sensitive deliberation, and includes explicit mechanisms for group organization
and inter-group lending. These features make it possible to formalize trust not simply as a descriptive
property, but as a normative constraint on what an agent may do, what a group may authorize, and
under which conditions delegation is justified. At the same time, the proposal remains modular. In the
present version, trust is introduced as a regulator of practical agency, while the dynamic treatment
of mental actions is inherited unchanged from the base L-DINF framework. This keeps the extension
targeted and conceptually controlled, while preserving compatibility with the original architecture and
its epistemic foundations.

This paper is therefore concerned with the formalization of a trust-aware extension of L-DINF.
The main objective is to show how trust can regulate cognitive and practical agency within a unified
epistemic framework, preserving modularity and explainability while providing a rigorous account
of regulated autonomous action in multi-agent environments. From the viewpoint of computational
logic, the contribution is not just the addition of a trust predicate, but the integration of trust into the
semantic conditions governing intention, feasibility, delegation, and action selection.



More specifically, the extension makes it possible to represent situations in which agents have the
same technical capability and role-based admissibility, while receiving different admissible outcomes
because they are assigned different trust levels. Thus, an agent may be explicitly represented as capable
of performing an action but not sufficiently trusted to execute it autonomously, so that delegation or
inhibition becomes the justified outcome. This trust-sensitive distinction is not explicitly represented
in the original L-DINF vocabulary, where practical feasibility and cooperation are not regulated by
internal trust thresholds.

The proposal is assessed at two complementary levels: meta-theoretically, by identifying the fragment
inherited unchanged from the base framework, analysing the coherence of the trust-dependent decision
policy, and exhibiting a trust-sensitive outcome discrimination property; and operationally, through an
illustrative cybersecurity scenario.

The paper is organized as follows: Section 2 reviews related work; Section 3 presents the trust-aware
extension of L-DINF; Section 4 provides a formal validation and an illustrative example; and Section 5
summarizes our findings and outlines future research directions.

2. Related Work

A first relevant line of research is represented by classical BDI approaches. The foundational work of
Rao and Georgeff established the importance of modelling rational agents in terms of beliefs, desires,
and intentions [11], while subsequent developments such as AgentSpeak/Jason provided an operational
framework for programming BDI agents [12]. These approaches remain central to the study of inten-
tional agency, but they do not natively provide a trust-sensitive semantics in which trust explicitly
constrains intention adoption, action feasibility, or delegation. In this respect, the present proposal is
not intended to replace BDI-style reasoning, but rather to complement it with a richer formal treatment
of regulated autonomy.

A second important line of work concerns the dynamic epistemic foundations on which L-DINF
builds. In particular, the studies by Balbiani, Fernandez-Duque, and Lorini on belief dynamics for
resource-bounded agents and on the dynamics of epistemic attitudes, together with Lorini’s work on
reasoning about cognitive attitudes in a qualitative setting, provide a formal basis for representing
structured cognitive change in resource-sensitive settings [13, 14, 15]. These contributions are especially
relevant because they move beyond static informational models and treat cognition as a dynamic process
involving belief update and attitude revision. However, they do not directly address the role of trust
as a semantic regulator of practical reasoning. The trust extension of L-DINF continues this line of
research by integrating trust into the conditions governing action and delegation.

A third and more immediate line of related work is the development of L-DINF itself. The original
framework introduced a formal epistemic logic for group dynamics of agents [3, 1], thereby providing
a basis for modelling collective agency, structured interaction, and dynamic reorganization. This
framework was later extended with preference management, strengthening its ability to represent
preference-guided action selection and cognitively grounded practical reasoning [16]. These earlier
contributions are essential for the present work because they already identify the main semantic
dimensions on which trust can naturally operate, namely beliefs, intentions, preferences, feasibility, and
cooperative lending. The current proposal departs from them by making trust explicit in the language
and semantics, and by using it to regulate when autonomous execution is allowed, when delegation is
preferable, and when action must be blocked.

A further relevant perspective comes from work on trust modelling and trust-aware systems. The
reference ontology of trust proposed by Amaral et al. offers an important conceptual clarification of
trust relations, their structure, and the entities involved in trust assessment [17]. More broadly, recent
studies on trust and security mechanisms, as well as surveys on trust-based collaborative intrusion
detection, show that trust has become a crucial factor in distributed and security-sensitive decision
making [18, 19]. Nevertheless, these approaches are generally concerned with trust evaluation, trust
management, or application-level trust policies, rather than with embedding trust directly into the



semantics of a cognitive logic. By contrast, the trust extension of L-DINF aims to formalize how trust
shapes the internal space of cognitively and normatively admissible actions. None of these approaches,
to our knowledge, integrates trust as a condition affecting the semantic admissibility of actions inside a
cognitive logical framework with explicit beliefs, preferences, and delegation.

Finally, the cognitive orientation of L-DINF is also compatible with broader perspectives on reasoning
about other agents’ mental states. In particular, the possibility of modelling group-based belief sharing
and cognitively structured interaction resonates with ideas commonly associated with Theory of Mind
[20]. This aspect is relevant because trust is not merely a scalar assessment; it also reflects how agents
evaluate one another as potential collaborators, delegates, or decision-makers. The trust-aware extension
of L-DINF should therefore be understood as part of a broader effort to model socially regulated and
explainable agency in a formally rigorous way.

Overall, the existing literature provides important building blocks for the present work; BDI offers a
foundational model of intentional agency, dynamic epistemic logic offers tools for modelling cognitive
change, prior L-DINF research provides a rich formal setting for cooperative reasoning, and trust-
oriented studies clarify the conceptual and operational relevance of trust. The contribution of this
paper lies in bringing these strands together within a single logical framework in which trust is treated
as an explicit semantic condition on agency. More generally, the framework opens the possibility of
studying socially regulated cognition, where trust affects not only physical actions but also information
acceptance, belief revision, and reasoning about other agents.

3. L-DINF Framework

L-DINF is a logic composed of a static component and a dynamic component [16]. The former, called
L-INF, is a logic of explicit beliefs and background knowledge. The latter extends the static component
with dynamic operators that express the consequences of agents’ mental actions. In this section, we
briefly recall the main ingredients of the framework and then introduce the trust-sensitive additions.

3.1. Syntax

Let Atm = {p, q, ...} be a countable set of atomic propositions. Let Atm 4 be the set of physical actions
that agents can perform, including active sensing actions. Let Agt be the set of agents and G'rp the set
of groups of agents. Moreover, let Res = {r1,..., 7} be the set of all resources.

The language of L-DINF, denoted by L pinr, is defined by the following grammar:

@, u= plopleAY|Bip| Kip |
doG(¢a) | dog(¢a) | can_doc($a) |
intendg(da) | execg(a) |
pref_do;(¢a,d) | pref _dog(i,¢4) | [G: o] ¢ |
Cl(pa,dy) | fCli(Pa,dy) | lendg(i, H, pa) | trustg (i, )

a u= o |Fe) [ N(e) [ e, ¥) | (e, 9)

where p € Atm, ¢4, ¢’y € Atma, i € Agt, G, H € Grp, d € N, and 7 belongs to the finite ordered
set
Levels = {very_low, low, medium, high, very_high},

with
very_low < low < medium < high < very_high.

For simplicity, whenever G = {i} we often write the singleton agent as a subscript in place of the
singleton group. Thus, for instance, we may write ezec;(¢4) instead of ezecy;y(¢a).

The formula intend;(¢4) indicates the intention of agent ¢ to perform the physical action ¢4, in
the sense of the BDI agent model [11]. As in the original L-DINF framework, we do not provide a



full formalization of BDI, and therefore intentions are treated at an abstract level. We assume that
intendc(¢p4) holds whenever all agents in group G intend to perform ¢ 4.

The formulas do;(¢4) and dog (¢ 4) indicate, respectively, the actual execution of a physical action
by an individual agent or by a group. As in the original framework, these predicates are not axiomatized
directly, since they are intended to be implemented through semantic attachment to the external
environment. The formula dofD (¢p4) records that an action has been performed in the past.

The expression can_do;(¢4) represents an enabling condition for the action ¢4, while
pref_do;(¢4,d) indicates the degree d of preference or willingness of agent i to perform ¢4. At
the group level, pref_dos(i, ¢ 4) indicates that agent i is one of the most preferred executors of ¢ 4
within group G.

The formula Cl(¢ 4, ¢',) denotes the equivalence of two physical actions in the practical context at
hand. Intuitively, equivalent actions may require similar resources, achieve equivalent results, or be
substitutable for one another. The formula fCl;(¢ 4, ¢4) indicates that ¢ 4 is the most convenient or
most preferred action for agent ¢ among those equivalent to ¢/,.

The formula lend (i, H, $4), where G and H are disjoint groups and ¢ € H, states that group H
can lend agent i to group G for the execution of ¢ 4, provided that agent 7 is able and authorized to
perform it.

The trust predicate trusty (i, 7) is the main addition of the present work. Here, K denotes the
evaluator, ¢ the evaluated agent, and 7 the trust level assigned to 4. Trust is therefore made explicit in
the language and can be used to constrain intention adoption, execution feasibility, preference-guided
choice, and delegation.

The language of mental actions is denoted by LacT. The static fragment L-INF consists of all formulas
of L -pinr having no subformula of the form [G:a]ep.

We consider agents as partitioned into groups: each agent always belongs to a unique group in Grp.
Any agent i may perform a physical action join (i, j) to join the group of agent j. The special case
joina(i,1) denotes the action by which i leaves its current group and forms the singleton group {i}.

Mental actions. As in the original L-DINF framework [21, 13], the language includes mental actions
for perception, inference, conjunction formation, belief removal, and reasoning from working memory.
In the illustrative scenario below, only perception +¢ and inference | (i, 1)) are used. Since their
semantics is inherited unchanged, we refer the reader to the original framework for the complete formal
treatment.

Recall that Res = {r1,...,r¢} is the set of resources. We write 7;:n; to denote an amount of n;
units of resource r;, and we let

Amounts = {(ri:ny,...,remg) | ny,...,ng € N}

Given 7 = (ri:n,...,reng) and t = (ri:my, ..., rpmyg) in Amounts, we write 7 < t iff n; < m; for
each j, and define sum(7) = Z?:l nj. If t <7, then 7 — { is defined componentwise.

The role of the trust predicate should be understood in connection with the practical operators already
present in the language. In the original framework, formulas such as intend;(¢ ), can_do;(¢4), and
lend (i, H, ¢ 4) describe different aspects of practical agency, but they do not yet distinguish whether
the corresponding action is justified from the viewpoint of trust. By introducing trust g (i, 7) into the
language, we make it possible to state explicitly that the same action may be intended, executable, or
delegable only under suitable trust conditions. In this way, the trust-aware extension does not replace
the practical layer of L-DINF, but refines it by adding a further semantic dimension.

3.2. Semantics

Many relevant aspects of an agent’s behaviour are specified at the model level. This choice keeps the
framework modular and allows different practical settings to instantiate executability, budgets, costs,
preferences, equivalence classes, lending conditions, and trust assessments in different ways.



An L-INF model M is composed of two parts: a core part Cjs and a collection of packages Pyy.
Definition 3.1. The core part Cps of a model M is a tuple (W, N, R, V, S), where:

« W is a set of worlds;

« R ={R;}icag is a collection of equivalence relations on W';

e N:Agt x W — 22" s q neighbourhood function such that, for every i € Agt and w,v € W:
(C1) if X € N(i,w), then X C{u € W | wR;u};
(C2) ifwR;v, then N (i,w) = N (i,v);

« Vi W — 24" is q valuation function;

P :
e S W — 2ldoc(da).doi (Pa)leacAtma, i€Agt, GEGTPY s g yaluation function for executed physical
actions.

For simplicity, let R;(w) = {v € W | wR;v}. The set R;(w) identifies the situations that agent ¢
considers possible at world w. In cognitive terms, it can be viewed as the set of situations that agent ¢
can retrieve from long-term memory and reason about. While R;(w) concerns background knowledge,
N (i,w) represents the set of facts explicitly believed by i at w, that is, the contents of the agent’s
working memory.

Constraint (C1) imposes that an agent can explicitly believe only facts compatible with its epistemic
state. Constraint (C2) states that if two worlds are indistinguishable with respect to background
knowledge, then they cannot differ with respect to explicit beliefs.

Definition 3.2. Given a core model Cyy = (W, N, R, V,S), the packages Py are:

« E: Agt x W — 2FACT | an executability function for mental actions;

« By : Agt x W — NandCy : Agt x Lact X W — N, respectively the budget and cost functions
for mental actions;

o A:Agt x W — 244 an executability function for physical actions;

« By : Agt x W — Amounts and Cy : Agt x Atma x W — Amounts, respectively the budget
and cost functions for physical actions;

« H: Agt x W — 24'™4  an enabling function describing which physical actions are allowed by the
agent’s role;

« P:Agt x W x Atma — N, a preference function on physical actions;

e Q:Atma x W — 244 g function describing equivalence classes of physical actions;

« F: Agt x W x Atma — Atma, a selector function choosing, for each agent and world, one
preferred action in the equivalence class of a given action;

« L:Agt x Grp x Grp x Atma x W — {true, false}, a lending function;

« T: Grp x Agt x W — Lewvels, a trust function;

« ©:Grp x Atma x W — Levels®, a policy-threshold assignment function such that, for every
policy authority I1 € Grp, physical action ¢4 € Atm 4, and worldw € W,

O(IL, pa, w) = (77 (da,w), 78 (pa, W), TL (P4, w), 75 (da, w), T4 (da, w)),

with
5 (P4, w) < TH (¢4, w).

Each of these functions is assumed to be invariant under epistemic equivalence in the appropriate sense,
namely if wR;v then the corresponding package values coincide at w and v.

Let us briefly describe the intended role of these packages. For an agent i, F/(i, w) is the set of mental
actions executable at world w, while B (i, w) and C (i, v, w) describe, respectively, its mental-action
budget and the cost of executing a. These components regulate the cognitive side of agency, that is, the
extent to which agents can acquire, manipulate, and revise explicit beliefs.



Similarly, A(i,w) is the set of physical actions executable by i at w, while Ba(i, w) and Ca(%, ¢4, w)
describe the corresponding resource budget and action cost. The function H (i, w) captures role-based
admissibility, that is, which physical actions are normatively available to an agent in virtue of its current
role within the system. This distinction between bare executability and role-based admissibility is
important because an agent may be technically able to perform an action without being authorised to
do so.

The preference function P assigns to each physical action a degree of willingness or desirability.
This allows the framework to represent not only what an agent can do, but also what it would prefer to
do when several admissible alternatives are available. The function () associates each physical action
with its equivalence class, thereby making it possible to group together actions that are interchangeable
from a practical point of view. The selector function F' then chooses one preferred representative of
that class, thus linking equivalence and preference in a formally explicit way.

Finally, L specifies the conditions under which one group may lend an agent to another group for
the execution of a task, whereas T'(K, i, w) gives the trust level assigned by evaluator K to agent ¢
at world w. In the trust-aware extension, this last component plays a special role: unlike the other
packages, it is not introduced merely to enrich the descriptive power of the model, but to constrain the
admissibility of practical outcomes. In this sense, trust functions as a bridge between the descriptive
representation of the system and the normative regulation of action.

3.2.1. Truth Conditions

Given a formula ¢, let
lpll, = {v € W | wRiw and M, v |= ¢},

whenever M, v = ¢ is well-defined.
The truth conditions for the core static language are:

1. MywE=piffp € V(w);

2. Myw = Cl(ga, dy) iff ¢y € Q(da,w);

3. M,w [=trustg (i, 7) if T(K,i,w) = T;

4. M,w [ erecg () iff 3i € G such that a € E(i, w);

5. M,w = fCli(¢a, ¢y) iff o4 = F(i,w, dy);

6. M,w = —¢iff M, w [~ ¢;

7. MywE oAy iff Myw = ¢ and M, w |

8. M,w [= Bpift H(p”%u € N(i,w);

9. M,w = K;piff M,v = ¢ for every v € R;(w);

10. M,w = ¢, for ¢ of the form dog (¢ ) or dof (¢ a), iff ¢ € S(w).

Trust-sensitive practical clauses. In the trust-extended setting, not every intended or preferred
action is practically admissible. Intention adoption, feasibility, preference-sensitive action selection,
lending, and autonomous execution are filtered by minimum trust requirements.

Besides the trust evaluator K, which assigns trust values through the function T'(K, i, w), we
introduce a possibly distinct external policy authority II € Grp, responsible for fixing the trust
thresholds governing the admissibility of physical actions. We assume that the model contains a
threshold-assignment function © such that, for every physical action ¢4 € Atm 4 and world w € W,

@(Hu Pa, w) - (T}](¢A,w),Tg(¢A,M), Tg(¢Av w)77_g(¢147w)77—£[(¢147w>>7
with
5 (¢4, w) < T4 (P4, w).

Here, 7}!(¢ 4, w) is the threshold required for intention adoption, 7} (¢4, w) the threshold required for
individual execution feasibility, 7:!(¢ 4, w) the threshold required for delegation or lending, 75 (¢4, w)



the blocking threshold, and 7} (¢4, w) the autonomy threshold. This makes it possible to treat thresholds
as exogenous policy parameters, possibly sensitive not only to the action itself but also to external
institutional, regulatory, or contextual factors encoded in the world w. At the same time, the framework
keeps trust evaluation and policy specification conceptually distinct, which improves explainability:
practical outcomes are grounded not only in assessed trust values but also in explicit admissibility
criteria.

The trust-sensitive semantic clauses are then given as follows:

« M,w [=intend;(da) <= ¢a € A(i,w) N T(K,i,w) > 7H(da, w);

« M,w = pref_doi(¢a,d) <= ¢a € A(i,w)NH(i,w) N P(i,w,¢a) =d N T(K,i,w) >
8 (da, w);

« M,w | pref_dog(i,¢pa) <= M,w |= pref_doi(¢a,d) for some d € N such that d =
max{P(j,w,pa) | j € G, ¢pa € A(j,w) N H(j,w), T(K,j,w) > 1H(da,w)};

« M,w = can_doj(¢pa) < ¢a € Ali,w) N H(i,w) N T(K,i,w) > 18(pa,w);

« M,w = can_dog(¢a) <= Ji € G M,w |= can_do;i(¢4)

« MywElendg(i,H,pa) <= (GNH =0)Nic HAda € A(i,w)NH(i,w) NT(G,i,w) >
1 (¢a,w) A F(i,w,¢a) = da.

To make the operational effect of trust explicit, we define the following policy for critical actions:

>

allow if T(K,i,w) > 7 (pa,w),
decision (i, pa, w) =} delegate if T2 (pa,w) <
block if T(K,i,w) < 15 (pa,w).

The introduction of this policy makes the operational meaning of trust more transparent. The
threshold 71{(¢.4, w) identifies the level above which the system recognises the agent as sufficiently
reliable for autonomous execution. By contrast, 75 (¢, w) marks the point below which the risk
associated with the action is considered too high to permit execution. The interval between these two
thresholds corresponds to a genuinely intermediate region: the agent is not trusted enough to act alone,
but not so untrusted as to justify a complete prohibition. This is precisely the region in which delegation
becomes the most appropriate logical outcome. As a consequence, the framework does not collapse
trust into a binary yes/no condition, but uses it to articulate different modes of regulated agency. In this
sense, the policy induces a structured transition between autonomy, delegation, and inhibition rather
than a flat trust/no-trust dichotomy.

This policy is especially relevant for cybersecurity and digital forensics. A binary allow/block choice
is often too coarse: actions in the grey zone should not always be rejected outright, but neither should
they be executed autonomously. By making delegation a first-class logical outcome, L-DINF provides
an explicit and explainable treatment of borderline trust cases.

Moreover, the roles of K and II are formally distinct. The evaluator K is responsible for monitoring
agent ¢ and assigning a trust value on the basis of the available evidence, whereas the policy authority II
determines the normative trust thresholds required for the admissibility of a given action. The simpler
action-based notation is recovered as a special case by assuming that, for every world w € W,

T)r(l(qSA,w) = 7x(04), foreach X € {I,C, L, B, A}.

3.2.2. Inherited Dynamic Component

The dynamic semantics of mental actions is inherited unchanged from the original L-DINF framework
[3, 1, 16]. In particular, formulas of the form [G:a]p describe the result of executing a mental action «
by a group G, through the corresponding update of explicit beliefs and cognitive resources as defined
in the base logic.



The present contribution does not modify such dynamic clauses. Trust is introduced only at the
level of practical agency, where it constrains intention adoption, preference-guided action selection,
physical-action feasibility, lending, and the resulting policy outcome. Accordingly, the complete update
semantics for mental actions is not repeated here; the reader is referred to the original L-DINF definitions
and results. Physical-action resource consumption is likewise inherited from the base framework and
remains unaffected by the trust-aware extension. A trust-sensitive treatment of mental actions is left
for future work.

3.2.3. Axiomatization

A sound and complete axiomatization for the trust-free epistemic and dynamic components of L-DIN F'
is already available in the literature. In particular, the original framework and its treatment of group
dynamics are developed in [3, 1], while the preference-aware extension adopted as the immediate basis
of the present proposal is presented in [16]. In the present work, we inherit without modification
the axioms governing knowledge, explicit belief, and the dynamics of mental actions from the base
framework, and we restrict attention to the additional principles required by the trust-sensitive practical
layer.

Since the semantic treatment introduced above makes trust thresholds depend on a policy authority
1L, on the action ¢ 4, and possibly on the world w, whereas axioms are stated at the object-language
level, we formulate the proof-theoretic counterpart under the following action-based special case:

r}}(m,w) = T)r([(qu) forevery X € {I,C,L, B, A}.

Thus, thresholds are taken to be fixed by the policy authority II as a function of the action only. This is
exactly the simplified notation already identified in the semantic section as a special case of the more
general threshold assignment function ©.
For every evaluator £ € Grp, agent i € Agt, physical action ¢4 € Atmy, and threshold type
X e{I,C,L},1et
Trusti}?(i,qﬁA) = \/ trustg (i, 7).

T€Levels, T>71(44)

Intuitively, Trustf’)l;(i, ¢4) says that evaluator F assigns to agent i a trust level at least as high as the
threshold required by policy authority 11 for action ¢ 4.
The trust-sensitive axioms are then the following:

(AxTy) intend;(pa) — Trustg}n(ﬂ ba),

(AxTy)  intenda(pa) [\ intendi(¢a),
i€G

(AxT3)  pref_do;(¢a,d) — TrustS (i, o),

(AxTy) pref _dog(i,da) — Trustg’g(i, DA)s

(AxTs5) can_do;(da) — Trustlg’cl:l(i7 DA),

(AxTg) can_dog(pa) < \/ can_do;(¢a),
ieG

(AxT7) lendg(i, H,da) = (GNH =0)A (i € H) A can_do;(da) N fCL(da,da) A Trustgf(i, dA).

These principles should be understood as necessary trust constraints on the derivability of practical
formulas. In particular, the axioms do not attempt to internalize the full semantic content of executability,
role-admissibility, preference selection, or environmental attachment, all of which remain partly model-
dependent in the original L-DIN F framework. For this reason, formulas of the form dog (¢ 4) are still
left outside the axiomatic treatment, exactly as in the base logic.



Observe also that the lending axiom is intentionally stated as an implication rather than as a bicon-
ditional. This choice matches the semantic clause more faithfully: lending depends not only on trust,
group disjointness, and feasibility, but also on model-dependent conditions such as the preferred repre-
sentative selected for the relevant action class. Hence, the axiom expresses a necessary trust-sensitive
condition for lending, without overstating it as a complete syntactic characterization.

4. Validation

The trust-aware extension proposed in this paper is assessed at two complementary levels. On the
one hand, it is analysed from a meta-theoretical viewpoint by relating its unchanged fragment to the
original L-DINF framework, for which an axiomatization, a canonical model construction, and a strong
completeness result are already available. On the other hand, its operational meaning is illustrated by
showing that the trust-sensitive clauses capture the intended behaviour in a representative borderline
scenario. These two analyses address different goals: the former identifies the formal continuity with
the base logic, while the latter shows the explanatory adequacy of the trust-sensitive layer in practice.

4.1. Meta-theoretical validation

The present proposal extends L-DINF by introducing an explicit trust predicate, an ordered trust
function, differentiated trust thresholds for intention adoption, autonomous execution, and lending,
together with a three-valued policy distinguishing autonomous execution, delegation, and inhibition.
At the same time, the dynamic semantics of mental actions is inherited unchanged from the original
framework. This modular design makes it possible to relate the trust-aware extension to the already
established meta-theoretical properties of L-DINF.

In particular, the original version of L-DINF was provided with an axiomatization, a canonical model
construction, and a proof of strong completeness [3, 1, 16]. Since the present extension refines the
interpretation of some practical formulas already occurring in L-DINF, the preservation statement
below is deliberately restricted to the inherited fragment whose semantic clauses remain unchanged.

Let Lnch denote the fragment of L-DINF containing only formulas whose semantic clauses are inher-
ited unchanged in the present extension. In particular, £y, excludes formulas containing trust i (i, 7),
trust-dependent policy expressions, and the trust-filtered practical formulas intend, can_do, pref _do,
and lend.

Lemma 4.1 (Conservativity on the unchanged fragment). Let ¢ be a formula of Lnch. Then ¢ is valid
in the trust-aware class of models if and only if it is valid in the original class of L-DINF models.

Proof sketch. Every original L-DINF model M can be expanded into a trust-aware model M’ by adding
a trust function and a threshold-assignment component satisfying the required ordering assumptions.
Since every semantic clause occurring in L,y is inherited unchanged from the base framework,
the truth value of any formula of this fragment is preserved under such an expansion. Conversely,
restricting a trust-aware model to the components relevant for £, does not affect the interpretation of
formulas in that fragment. Hence, the extension introduces no new validities in the inherited unchanged
sublanguage. O

The above observation yields the corresponding inherited completeness result.

Theorem 4.1 (Inherited strong completeness on the unchanged fragment). Let I' U {¢} be a set of
formulas of Lyneh. If T |= @ with respect to the trust-aware class of models, then ' -1 pinF .

Proof sketch. By Lemma 4.1, semantic consequence over trust-aware models coincides, on Ly, with
semantic consequence over the original class of L-DINF models. Strong completeness for the inher-
ited framework follows from the canonical-model treatment developed for the base logic [3, 1, 16].
Therefore, every semantic consequence preserved on the unchanged fragment remains derivable in the
corresponding original proof system. O



A second useful property concerns the internal coherence of the trust-based decision policy.

Lemma 4.2 (Decision partition under externally fixed thresholds). For every evaluator K € Grp, policy
authority Il € Grp, agenti € Agt, physical action g4 € Atmy, and worldw € W, if TH(pa,w) <
(¢4, w), then exactly one of the following outcomes holds:

decisiong 11(i, o4, w) = allow, decisiong 11(i, o4, w) = delegate, decisiong 11(i, P, w) = block.

Fustification. Lett = T'(K,i,w). Since trust values are drawn from the ordered scale Levels, and since
T (da, w) < TH (P4, w), exactly one of the following mutually exclusive cases must obtain:

t> 74 (da,w), Th(Pa,w) <t < T4 (da,w), t < 7h(da,w).

By definition of the policy function decisionk 11, these three cases correspond, respectively, to the
outcomes allow, delegate, and block. Hence the decision policy induces a partition of the trust scale
into three jointly exhaustive and pairwise disjoint regions. O

Property 4.1 (Trust-sensitive outcome discrimination). There exist two trust-aware models My and
My, a world w, an agent i, and a physical action ¢ 4 such that the models coincide on the core model, on
the non-trust practical packages, and on ©, while they differ only in T(K, i, w). Moreover, can_do;(¢4)
holds in both models, but

decisz’on%ln(i, P, w) = allow and decisz’on%}[(i, P, w) = delegate.
Hence, the trust-aware layer can distinguish admissible outcomes without changing technical executability
or role-based admissibility.

Proof sketch. Let the models coincide except for TM (K, i,w) = wery_high and T2 (K, i,w) =
medium, and assume ¢4 € A(i,w) N H(i,w), 78 (pa,w) = medium, 75 (da,w) = low, and
(¢, w) = very_high. Both trust values satisfy the feasibility threshold, so can_do;(¢4) holds
in both models. The first value satisfies the autonomy threshold, while the second lies strictly between
the blocking and autonomy thresholds. The two stated decision outcomes follow directly from the
definition of decision  11. ]

Taken together, these observations do not yet amount to a full expressivity or strong completeness
result for the trust-enriched language. Obtaining such stronger results would require an explicit proof-
theoretic treatment of trust formulas, threshold-sensitive practical clauses, and policy expressions,
together with a suitable canonical extension of the model construction. Nevertheless, Property 4.1 iden-
tifies a concrete additional modelling capability of the proposed layer: agents that are indistinguishable
with respect to technical executability and the non-trust practical structure may receive different admis-
sible outcomes because of their trust assessment. This is precisely the regulated-autonomy distinction
that the extension is intended to make explicit.

4.2, llustrative validation

We now reconsider the cybersecurity scenario as an instance of operational validation. The example
is meant to show that the trust-sensitive semantics captures an explainable intermediate behaviour
in which an agent may be able and willing to perform an action, while still lacking the level of trust
required for autonomous execution under externally specified policy thresholds.

Assume a system composed of a sensor s, a junior analyst a, and a senior responder r. Let p denote
the alert generated by the sensor, let ¢ denote the derived conclusion that the host is compromised, and
let ¢4 denote the physical action isolate_host(hy). Suppose further that the junior analyst belongs to
the blue team G g and the senior responder belongs to the response group Gg.



At the epistemic level, the framework explains how the system moves from a perceived signal to an
explicit practical conclusion. After perception and inference, one obtains:

[{s}:4+p]Bsp  and  [{s}:| (p,q)] Bsq.

Thus, the practical response is not triggered opaquely, but arises from an explicit sequence of cognitive
steps.

Assume now that K is the trust evaluator and II is the policy authority responsible for fixing the
trust thresholds for critical response actions. Suppose that, at world w, the following trust values and
thresholds hold:

T(K,a,w) = medium, T(K,r,w) = very_high,

T}T(qu,w) = medium, Tg(<b,4,w) = medium, TE((;SA,w) = high,
Tg(¢A, w) = low, TE((bA, w) = very_high,
with
75 (b4, w) < T4 (D4, w).

Since the trust of a is sufficient for intention adoption, one has:
M, w = intend, (¢ 4).
Moreover, since a is technically executable and normatively enabled for ¢ 4, and since
T(K,a,w) = medium > 78 (¢4, w) = medium,

it follows that
M,w = can_dog(pa).

This shows that the agent is not excluded from practical feasibility: the junior analyst may form the
intention and is, in principle, able to perform the action.
However, the same agent is not sufficiently trusted for autonomous execution under the policy fixed
by II, because
T(K,a,w) = medium < T4 (dpa,w) = very_high,

while at the same time
T(K,a,w) = medium > 75(pa,w) = low.

Therefore,
decisiong mi(a, pa, w) = delegate.

This is the crucial point: practical feasibility and autonomous authorization do not coincide. The analyst
may be able to act, but the institutional policy does not allow autonomous execution for an action of
this criticality.

Assume moreover that the senior responder r is normatively enabled, sufficiently trusted, and
that among the actions equivalent to ¢, the preferred one is ¢/,, namely the less disruptive action
restrict_network(hy). Then:

Ma w ': fClT(¢i47 (ZSA)

Thus, even if the original practical goal is to isolate the host, the framework may select a preferred
equivalent action within the same practical class.

Suppose also that the trust of the borrowing group G in the senior responder is high enough to
satisfy the lending condition, namely

T(Gp,r,w) > 1 (¢4, ).

Then:
M,w [ lendg, (r,Gr, ¢'4).



Since
T(K,r,w) = very_high > T£(¢f4,w),

the senior responder lies above the autonomy threshold for the delegated action, and hence
decisiong 11(r, ¢y, w) = allow.

The scenario therefore illustrates the intended operational behaviour of the framework. The junior
analyst is trusted enough to recognize the situation, adopt the relevant intention, and count as a feasible
executor, but not enough to perform the action autonomously. The policy authority II sets the normative
thresholds for critical actions, while the evaluator K assigns trust values to agents. The result is an
explainable three-step structure: cognitive recognition of the incident, intermediate policy outcome
for the junior analyst (delegate), and autonomous execution by a more trusted responder. In this
way, the framework captures the grey zone between unrestricted autonomy and outright prohibition
without collapsing trust into a merely binary condition. Note also that the outcome is sensitive to policy
variation: for instance, raising the blocking threshold from low to medium would move the junior
analyst from the delegation region to the blocking region, without changing executability or preference
conditions.

5. Conclusion and Future Work

This paper has introduced a trust-aware extension of L-DINF in which trust is treated as an explicit logical
component of multi-agent decision making. By integrating trust into the language and semantics, the
framework provides a principled account of how trust constrains intention, feasibility, preference-guided
choice, and delegation. This makes it possible to distinguish clearly among autonomous execution,
delegation, and inhibition.

The proposed extension strengthens L-DINF as a logic of regulated autonomy and explainable agency.
Its main contribution is to show that trust can be formalized not only as an evaluative notion but also
as a normative and semantic condition on action. As a result, the framework makes explicit the reasons
why an agent may act, must delegate, or must refrain from acting, while preserving the inherited
fragment of L-DINF whose semantic clauses remain unchanged. More broadly, the paper argues that
trust can be embedded into the semantic admissibility conditions of a cognitive logical framework
rather than being left to an external implementation layer. Therefore, this work suggests that trust can
be fruitfully integrated into the logical analysis of autonomous systems, especially in domains where
accountability, explainability, and regulated agency are essential.

A natural direction for future work is to extend trust to mental actions, so that trust may regulate
not only what agents do, but also how they accept information, infer conclusions, and revise beliefs.
A further meta-theoretical direction is to characterize the exact expressive gain of the trust-aware
language with respect to classical L-DINF. Property 4.1 provides an initial step in this direction by
showing that different trust assessments can induce different admissibility outcomes even when the
non-trust practical structure is kept fixed. Another important direction is to connect the present
semantic layer with other trust-evaluation mechanisms. In the current framework, trust assessment is
intentionally kept exogenous so as to preserve modularity and allow integration with different trust
estimation methods. Since trust evaluation remains external to the logic, heterogeneous trust-estimation
mechanisms can be, in fact, incorporated without modifying the semantic framework itself.

Beyond the specific extension presented here, we believe to have contributed to a broader view
of regulated autonomy in which trust acts as a semantic mechanism governing agency rather than
as an external score attached to agents. In this perspective, autonomy becomes graded rather than
binary, with delegation emerging as an explicit intermediate mode between unrestricted autonomy
and complete inhibition. In fact, the framework supports a notion of regulated autonomy in which,
in a future perspective, responsibility can be transferred to more trusted agents instead of reducing
decisions to a simple allow/block dichotomy.
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