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Abstract

Canada has potentially some of the best data in the world for a wide range of health research. Unfortunately,
though, much of it is confined to data silos. Perhaps the most important barrier is the inability to analyze
already computerized individual-level health care encounter data from multiple provincial jurisdictions, in part
to respect privacy, but also related to concerns about loss of control over data use and publication of sensitive or
controversial findings. A first level of response is the use of meta-analysis (MA), as exemplified by the work of
the Canadian Network for Observational Drug Effect Studies (CNODES). This kind of MA involves essentially
one iteration where separate statistical analyses are done node by node, and then the non-confidential results
are aggregated to produce overall estimates. A more sophisticated response is federated learning (FL) building
on the DataSHIELD idea of iterations between a central server with data remaining distributed across nodes.
The iterations in FL are intended to transmit only non-confidential data. Finally, the “oracle” or gold standard is
centralized learning (CL) where the analysis uses all the individual-level personal health information pooled from
all the nodes. There has been a great deal of research devoted to improving FL methods, but relatively little on
the challenges of MA and FL approaches compared to CL. In this paper, some of these challenges are explored
using a Statistics Canada health survey. In conclusion, an option for increasing the feasibility of CL in Canada is
described.
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1. Introduction

With the dramatically growing power of various Al methods in health research, a crucial impediment is
access to data. This is especially important for individual-level data including those which have been
linked longitudinally across different health care encounters. But this personal health information (PHI)
is sensitive and raises major privacy concerns. As a result, important health research is often stymied
by inability to pool PHI from different data holding organizations.

A notable example in Canada has been the Canadian Network for Observational Drug Effect Studies
[1]. In this case, the objective is to use routinely collected health care encounter administrative data to
search for adverse drug reactions (ADRs). Because the provinces would not allow their PHI to cross
provincial boundaries, the “second best” method of meta-analysis (MA) was used. Researchers agreed
on a specific drug to study, and the specification of a logistic regression drawing on regressors in each
province that were as harmonized as possible. High-dimensional propensity score (hdPS) matching [2, 3]
was used to create the controls for a case-control analysis. However, these statistical analyses had to be
done separately within each participating province, and only the final non-confidential node-specific
results could be shared outside each province. These results were then aggregated using standard MA
methods.

An important concern in this context is that compared to a centralized learning (CL) approach,
where the data from all the participating provinces are first pooled into a single data base and then the
search for the ADRs undertaken, the MA approach could miss or inappropriately find an ADR. Given
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widespread evidence of over-prescribing [4], stronger and more focused evidence on ADRs would be
most relevant.

Unfortunately, comparisons of CNODES type MA with CL are infeasible in Canada due to current
provincial restrictions, motivated in part by privacy concerns, which prevent pooling of the required
PHI subsets of variables from each of the provinces. Instead, to assess the concern that CNODES-style
MA may produce incorrect or biased results, this analysis draws on an already pooled data set. The
question is whether it is possible to find a plausible example where CNODES-style MA results differ
materially from the CL results. If so, it would constitute a “proof by construction” of concerns that MA
methods can yield misleading or incorrect results.

Leaving aside MA, there are federated learning (FL) methods such as DataSHIELD [5, 6] that do not
require PHI to cross provincial data boundaries, and can in many cases exactly reproduce the statistical
results that would be found using CL. However, even to the extent that such FL methods can work in
principle, FL still raises other concerns regarding its practical implementation, as discussed further
below.

2. Data

To construct an appropriate example, Statistics Canada’s 2008/2009 Canadian Community Health Survey
(CCHS) public use microdata file on Healthy Ageing has been used [7]. To create the analogue of the
different provincial data silos encountered in the CNODES studies, this CCHS household survey sample
was artificially partitioned horizontally into 12 sub-samples = 6 regions (combining the four Atlantic
provinces and the two prairie provinces) and whether or not the survey respondent lived in a census
metropolitan area (CMA), resulting in 12 disjoint geographic regions (reg-s). While straightforward,
this partition was chosen to ensure reasonable sample sizes within each region, and to increase the
likelihood of significant heterogeneity across the reg-s.

3. Random Forest

A well-known major concern with both MA and FL is heterogeneity. One kind is where the data
elements in each province, or more generally data silo or node, are not defined or measured in exactly
the same way. This kind of heterogeneity is avoided here with the use of the CCHS, as all the data
elements are identical across the artificially partitioned geographies. Another kind of heterogeneity is
where the “shapes” of the various multivariate joint distributions of key parameters (e.g. correlations,
skewness) vary across nodes. This is possible both in real world analyses and in the CCHS data used
here.

As an initial exploration of such heterogeneity, a random forest was estimated from the CCHS data
both for the pooled data and then for each of the 12 reg-s. The dependent variable (DV) is whether the
individual was taking medicine for pain daily. The independent variables (IVs) included the 12 reg-s, 5
age groups, 8 levels of life satisfaction, and binary variables for race, having chronic diseases, mobility
impairments, being able to work, emotional problems, and sleep problems.

This specific set of dependent and independent variables is not intended to constitute a full exploration
of the factors most closely associated with taking pain medications daily. Rather it is sufficient for this
analysis for them to be plausibly illustrative.

Figure 1 shows the results of 13 random forests, one for each of the 12 reg-s individually, and then
one for all the sample data when pooled. The spreads of the rank orders of these predictors clearly
show the heterogeneity, not only in the range of importance rankings across the 12 reg-s, but also by
their asymmetry compared to the pooled importance rank.

These random forest results provide an important caution for subsequent regression analyses. For
some variables there are important urban-rural differences, and the evident asymmetries in ranks indicate
that the predictive roles of the covariates vary substantially by geographic region. It is therefore an
important diagnostic showing that predictor importance is not stable across the artificial CCHS regions.
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Figure 1: lllustration of geographic heterogeneity showing ranges and inter-quartile ranges (IQRs) for selected
CCHS variables from random forest analyses for each of 12 data nodes horizontally partitioned from the CCHS
sample, plus a CL random forest using the fully pooled sample. In all cases, daily pain medication use was the
dependent variable.

This instability motivates regression analyses where region fixed effects, random intercepts, and random
slopes are considered to represent (in this case) geographic heterogeneity.

4. Regressions

We turn now to an exploration of the same CCHS data but now using regression. Recall that our
objective is not finding a definitive result for a given statistical question. Rather it is to demonstrate,
proof by construction, that there can be cases where MA and FL provide misleading or incorrect results
compared to CL.

Studies with objectives like CNODES typically use logistic regressions. As an analogue for this kind
of analysis, the CCHS unweighted sample data have here been used to explore the prediction of the
daily use of at least two different medications (unweighted 38% of the age 45+ population covered by
the survey). The potentially predictive independent variables (IVs) included: whether living alone,
5-year age groups, having a regular doctor, race, and sex. Again, these variables have been chosen to be
plausibly illustrative to construct the counterexample, not necessarily to be definitive.

For MA, there is a variety of methods of increasing complexity. A critical aspect is just what
information from the individual regressions in each node needs to be communicated to the central
analytical group. The simplest is the set of regression coefficients and their standard errors estimated
separately at each data node.

More complex MA analyses require each node additionally to compute matrices of coefficients that
enable the central analysis group to take one step of a Newton-Raphson iteration. These extra data
from each node enable a generally closer approximation to what would have been found had all highly
sensitive individual-level data from across the nodes first been pooled and then used to estimate a single
regression, i.e. a CL approach.

However, beyond a certain point, the extra data output from each node in more complex MA methods
raises non-trivial privacy concerns. As a result, the focus here initially is on a straightforward logistic



regression (M1) which by construction is feasibly estimated with the common simpler versions of MA,
hence raises no privacy concerns. Since M1 can be exactly reproduced by DataSHIELD and similar FL
methods, even though it is estimated on the pooled data, i.e. in a CL manner, it is treated for purposes
of discussion as if it were estimated by FL.

Still, the M1 regression specification may not adequately address this risk of significant heterogeneity
across the nodes. As a result, two further regressions have been estimated, both using GLMM fitted
using JASP by maximum likelihood with a Bernoulli family and logit link, and with the identical DV
and IVs as in M1. M2 is estimated with random intercepts only, and M3 with both random intercepts
and random slopes for race.

The regression results for these three models are shown in Tables 1 and 2.

Table 1

Harmonized fixed effects: odds ratios (with 95% confidence intervals) and p values, as well as fit statistics from
three unweighted regression models; dependent variable is daily use of two or more medications; region effects in
M1 are fixed effects compared to the reference; region effects in M2 and M3 are random intercept deviations for
intercepts; and in M3 also with random slopes for race. N = 30,458, 12 regions with 407 excluded observations
due to missing data.

M3 GLMM, uncorrelated random

M1 GLM, region fixed effects =~ M2 GLMM, random intercept intercept + random race slope

Predictor comparison OR (95% ClI) p OR (95% ClI) p OR (95% ClI) P
age 45-49 reference reference reference

age 50-54 vs ref 1.58 (1.38-1.80) < 0.001 1.58 (1.38-1.80) < 0.001 1.58 (1.39-1.81) < 0.001
age 55-59 vs ref 2.12 (1.88-2.38) < 0.001 2.12 (1.88-2.38) < 0.001 2.13 (1.89-2.39) < 0.001
age 60—64 vs ref 2.88 (2.56-3.24) < 0.001 2.88 (2.56-3.24) < 0.001 2.88 (2.56-3.25) < 0.001
age 65—69 vs ref 391 (3.47-4.41) < 0.001 3.91 (3.46-4.40) < 0.001 3.93 (3.48-4.43) < 0.001
age 70-74 vs ref 490 (4.32-556) < 0.001  4.89(4.32-5.55)  <0.001  493(4.34-559) < 0.001
age 75-79 vs ref 5.77 (5.08-6.55) < 0.001 5.77 (5.08-6.55) < 0.001 5.82 (5.12-6.61) < 0.001
age 80-84 vs ref 6.34(5.55-7.25) < 0.001  6.33(554-7.24)  <0.001  6.36(5.56-7.27) < 0.001
age 85+ vs ref 6.37 (5.64-7.21)  <0.001  6.36(5.63-7.20)  <0.001  6.42(5.67-7.26) < 0.001
lives alone vs not 1.04 (0.98-1.09) 0.191 1.04 (0.98-1.09) 0.194 1.03 (0.98-1.09) 0.237
female vs male 1.21 (1.16-1.27) < 0.001 1.21 (1.16-1.27) < 0.001 1.21 (1.16-1.27) < 0.001
regular doctor vs not 3.32(2.95-3.74) < 0.001 3.32(2.95-3.74) < 0.001 3.35(2.97-3.77) < 0.001
white vs non-white 1.36 (1.25-1.48) < 0.001 1.37 (1.26-1.49) < 0.001 1.15 (0.96-1.38) 0.133
AlIC 38,732 ~ 38,760" ~ 38,740"

BIC 38,932 ~ 38,880" ~ 38,860"

regional — 0.188 0.391
random-intercept SD,

log-odds scale

regional random — — 0.260

race-slope SD, log-odds

scale

*JASP output was rounded to three digits.

By AIC and BIC, M3 fits better than M2, though the fit is not clearly better in M2 compared to M1,
or M3 compared to M1. Most notably, in M1 and M2, race is highly significant. However, in M3, the
average fixed race coefficient is no longer statistically distinguishable from zero once regional variation
in the race slope is allowed. This set of regressions provides evidence against imposing a single common
race coeflicient across regions. The relationship between race and use of medications varies importantly
across geographic regions.

Recall that the intent here is to be illustrative; it is not to produce the best inferences about the main
factors affecting daily medicine use, the DV. Still, this kind of result could be very seriously misleading
in clinical or health research. An effect is present in the simpler analysis but absent or substantially
more nuanced in a CL “oracle” or gold standard regression.

M1 was estimated here using pooled data, but because it is a standard common-coefficient GLM, it is
also the kind of model that DataSHIELD-style iterative FL can reproduce without pooling each node’s



Table 2

Common and region-specific race associations. M1 and M2 impose a common white vs non-white OR across
regions. M3 combines the fixed race coefficient with the region-specific random race-slope deviation to produce
region-specific race ORs. Region labels combine province or region abbreviations with “c” for CMA and “n” for
non-CMA. M1 regional effects are expressed relative to the reference region abc. M2 and M3 regional effects are

partially pooled deviations from the model-wide mean, so no observed region serves as the reference category in
the GLMMs.

M1 GLM, region M2 GLMM, random M3 GLMM, uncorrelated
fixed effects, common intercept, common random intercept + random race slope,
Region race OR race OR region-specific race OR
1.36 1.37 —

abc — — 0.808
abn — — 0.995
atc — — 1.318
atn - - 1.529
bcc — — 0.456
bcn — — 0.895
onc - - 0.598
onn - - 1.654
pre _ - 0.995
prn _ - 1.343
quc - - 0.924
qun — - 1.250

individual-level records. M3, in contrast, requires a model class that allows the race association itself to
vary across regions. That model is not available to simple CNODES-style MA based only on node-specific
coeflicients and standard errors, nor to standard GLM-only distributed methods. It requires either CL
or, potentially, a more specialized federated GLMM algorithm [8]. Thus, the contrast between M1/M2
and M3 is best interpreted as an empirical counterexample to the adequacy of simple common-effect
distributed analyses. Importantly, it illustrates a critical limitation of treating FL reproducibility of a
simpler CL model as sufficient. An FL method may exactly reproduce a common-effect GLM while still
failing to reproduce the richer CL analysis needed to capture substantively important heterogeneity.

5. Discussion

Tremendous efforts are being devoted to the development of algorithms and statistical methods to
surmount the problems of so much valuable health data residing in data silos [9]. This is understandable
on the one hand because of the major expected benefits from health research and analysis' that can access
ever larger and more richly detailed individual-level health data. On the other hand, pervasive “privacy
chill” has been stymying the assembly of these data in centralized data repositories for “centralized
learning” (CL).

The decentralized non-CL methods for statistical regression analyses can be divided into two broad
groups: those where there is only one iteration of data flow from the decentralized nodes = meta-analysis
(MA), and those where some sort of iterative process is required, with (intended to be) non-confidential
data (e.g. coeflicients, covariance matrices, Hessians) flowing back and forth between the nodes and the
central analytical server = federated learning (FL). Unfortunately, both the MA and FL approaches are
problematic [10], and for a wide variety of possible reasons [11, 12].

As shown with the illustrative regressions in the previous section, exact FL reproduction of a pooled
GLM is not enough if the pooled GLM is mis-specified, in this case by imposing an empirically incorrect
common-effect structure. The common race coefficient in M1/M2 is significant, while the average
fixed race coefficient in M3 is attenuated and non-significant once regional race-slope heterogeneity

"While a distinction is often drawn between research and quality assurance, including in some provinces’ privacy legislation,
this is unfortunate. From a statistical perspective, the analyses are often identical. Therefore, in this discussion, we consider
analyses related to health care quality as included in health research and analysis.



is allowed. Distributed methods should not only be judged by whether they reproduce a chosen CL
model, but also by whether they can reproduce the right kind of CL model for the given data.

Further, even though there is evidence that highly sophisticated versions of FL may be able to
produce results equivalent to those with CL [8], an open question is whether analogously misleading
results are possible with FL, depending on the ability of the specific FL method to handle regression
specifications that appropriately capture data heterogeneity. The regression results above show that
exact reproduction of simpler GLM and GLMM specifications may still yield a substantively misleading
result if the relevant heterogeneity requires a richer model class.

Beyond the regressions shown above, there is interest in a broader range of federated analyses.
It is unclear whether the hdPS matching step used in many distributed drug-safety studies can be
implemented in a privacy-preserving FL workflow without additional disclosure risks or substantial
protocol-specific engineering. Advanced, problem-specific FL can reduce the gap between MA and CL,
but that only reinforces the point that simple MA is not a general substitute for CL and that the validity
of FL depends on the specific algorithm and estimand [13, 3].

Similar questions exist for recursive partitioning methods. Federated random-forest approaches have
been proposed and can perform comparably to centralized RFs in some settings, but this does not imply
that they reproduce the same pooled-data RF, split structure, or variable-importance rankings [14].

Similar questions arise for distributed neural-network methods, especially in medical imaging, where
FL is now widely studied but remains sensitive to site heterogeneity, communications burden, privacy
leakage, and validation constraints [15, 16].

In addition to these technical and statistical issues, FL suffers from a different problem. For the
foreseeable future, it appears unlikely that Canadian provinces will each host a server that (a) holds a
massive amount of linked highly sensitive albeit anonymized? individual-level health care encounter
data, (b) has installed software that can read, analyze, and produce non-private statistical results (i.e.
intended-to-be non-disclosive statistical summaries) from these sensitive data, and (c) can “talk” to a
central analytical server over the internet by iteratively sending and receiving intermediate non-private
statistical results.

In Canada, research granting councils have provided over $200 million to two major longitudinal
surveys, one on aging [17] and one on cancer [18]. In both surveys, an overwhelming majority of
respondents have provided explicit consent to link their survey responses, as well as physical measures
and bio-specimen data, to their provincial health care administrative data. While these linkages have
been done within provinces, no province has allowed their linked administrative data to leave their
jurisdiction, even though all the other respondents’ data have been pooled for research and statistical
analysis purposes.

These provincial restrictions have stymied fully CL approaches. In lieu, the Canadian Institutes of
Health Research and partners have invested substantially in the Health Data Research Network (HDRN
Canada) and the Strategic Patient-Oriented Research (SPOR) Canadian Data Platform, which support
multi-jurisdictional data access, distributed analysis, and related infrastructure [19, 20]. Tens of millions
have been invested which, among other initiatives and in the face of continuing provincial resistance to
any kind of data pooling, have been promoting FL approaches for the analysis of these and other very
rich PHI data Very important progress has been made in terms of prototypes.

More recently, the Canadian government, in its Al Strategy [21] has announced $100 million for
CIHI in partnership “to launch the Health Sector Data Space, to link secure, private and standardized
datasets to strengthen clinical trials, health services research and performance measurements. Canada
will also invest $100 million to expand VITAL? in five additional provinces, supporting its ability to

*Note that anonymized versions of PHI may still be identifiable. Rendering PHI data non-identifiable would usually make it
useless for more in-depth statistical analyses such as CNODES.

¥Canada’s universal healthcare system is one of the richest sources of clinical data in the world. Every hospital encounter
generates hundreds of thousands of data points—imaging, medication records, patient vitals, clinical outcomes—that could
fuel breakthroughs in how we predict, prevent, and treat disease. But that data has been locked away in institutional silos,
inaccessible to the researchers and entrepreneurs who could put it to work for Canadians. VITAL is building the infrastructure
to change that. As a pan-Canadian health data platform designed to connect clinical data from hospitals across multiple



leverage clinical data from hospitals and enable health data innovation that reduces mortality rates and
accelerates critical care for Canadians.” [21, p. 35].

However, for both of these major investments, no CL is envisaged. Rather the intent, to the extent
that the details have been published, will only involve MA and FL, with the phrase “federated access”
as the watchword.

Of course, these investments signal major progress. When operational, they will enable tremendous
progress in generating value from Canada’s largely untapped wealth of PHI. However, as shown above,
being limited only to MA and FL methods risks generating biased or incorrect results. It is therefore
essential for there to be a venue where, from time to time, important FL analytical results can be checked
against the gold standard of CL results.

A major possible Canadian venue for CL is Statistics Canada. In addition to the population cen-
sus, cancer registry, and individual income tax records, Statistics Canada has decades of experience
collecting highly sensitive individual-level health data along with linkable relevant microdata. It has
both constitutional and legislative authority. Statistics Canada further has a very strong cultural and
statutory framework for confidentiality, as well as world class expertise in secure data linkage and
statistical methodology.

However, Statistics Canada is not yet able to support adequately the kinds and scales of health
research and analysis needed from a CL perspective. It does not have the systems for enabling authorized
researchers from outside the organization to access and analyze directly these microdata, though their
virtual data lab (vDL) software and policies have the needed potential. There are also important funding
and cost-sharing questions involving not least relationships with Canada’s research granting councils.*

There is further a major challenge in federal-provincial relationships. The federal Statistics Act
gives Statistics Canada broad authority to access and collect existing records held by governments
and organizations anywhere in Canada for statistical purposes, subject to the Act’s mandate and
confidentiality framework. However, the Constitution grants much of the jurisdiction for health care to
the provinces. The provinces guard their jurisdiction jealously. They are also afraid of losing control
over how their data might be used, especially the possibility of embarrassing results becoming public.
In this area, it is essential for a climate of mutual trust to be developed. It is beyond the scope of this
paper to discuss the possible institutional mechanisms that could serve this objective.

6. Conclusion

This paper has focused on health research and analysis drawing on sensitive individual-level health data
that are dispersed across separate data silos. Three broad kinds of statistical analysis have been briefly
explored: meta-analysis (MA), federated learning (FL), and centralized learning (CL). The analysis has
demonstrated serious limitations with CNODES-style MA, particularly when important between-node
heterogeneity is present, though this is the only distributed inter-provincial method in actual use. To
provide confidence in CNODES-style analyses, it is critical that at least some are replicated and explored
using CL.

It is also argued that for pan-Canadian research and analysis utilizing provincial PHI, even though
FL has tremendous potential, its practical implementation is unlikely for the foreseeable future. The CL
gold standard, in contrast, is well-advanced at Statistics Canada, and has great potential. However, CL in
Canada cannot be fully realized without significant changes in funding and institutional arrangements.

provinces, it is enabling Al-driven discovery: supporting research that can generate leads for novel therapies, attracting new
clinical trials, and identifying genetic risk factors with greater precision” [21, p. 36]

*The Canadian Institute for Health Information (CIHI) is another possible venue. It has the advantage, compared to Statistics
Canada, of board governance that includes senior provincial members. However, it has weaker privacy legislative protection
than Statistics Canada, and is unable to link its PHI to an important range of other data including the population census
(especially socio-economic characteristics) and various Statistics Canada surveys including on health and disability.
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