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Abstract

Multicentric healthcare Al must learn across hospitals, clinics, laboratories, and edge medical devices without
pooling sensitive patient data. Federated learning (FL) supports this goal, but clinical deployments face non-IID
site populations, unequal compute, intermittent participation, misconfigured clients, and poisoning attacks.
Existing aggregation schemes often weight updates by sample count alone, while trust systems usually act as
pre-selection filters rather than live aggregation signals. This paper proposes Dynamic Trust-Aware Federated
Aggregation (DTAFA), which evaluates each participating site through gradient quality, behavioral consistency,
and data integrity, then smooths the resulting trust score across rounds. Aggregation weights combine cohort
size, smoothed trust, and a current-round quality gate, suppressing unreliable contributors without permanently
excluding sites after transient failures. A NumPy evaluation on CIFAR-10 and Shakespeare, used as privacy-safe
proxies for visual and sequential healthcare workloads, shows that DTAFA improves over FedAvg by up to
28.7 percentage points under sign-flip Byzantine attacks and remains competitive with coordinate-wise median
aggregation at 1.55x FedAvg server runtime.
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1. Introduction

Healthcare Al increasingly depends on evidence distributed across hospitals, clinics, laboratories, and
edge devices that observe different populations, acquisition protocols, coding practices, and resource
constraints. Federated learning (FL) is attractive because sites exchange model updates rather than raw
patient records [1]. However, multicentric FL also combines non-IID case mixes, uneven compute and
network capacity, intermittent participation, and the risk of misconfigured or malicious clients [2, 3].

Standard aggregation weights updates by local dataset size, so a large institution can dominate even
when its distribution is shifted or its update is corrupted [1]. FedProx reduces drift through proximal
regularization, but it does not decide whether a site’s current contribution should be trusted. Trust
systems based on fuzzy scoring, reputation, or blockchain auditing are often applied before training or
after the fact, decoupling trust evaluation from the aggregation step [4].

DTAFA closes this gap by embedding adaptive trust directly into per-round aggregation. Its main
contributions are: (i) a three-signal trust score over gradient quality, behavioral consistency, and data
integrity; (ii) quality-gated, trust-scaled weights that reduce unreliable influence without permanent ex-
clusion; (iii) trust-informed site selection with periodic re-evaluation; and (iv) a reproducible benchmark
on non-clinical visual and sequential workloads.

The rest of this paper is organized as follows: Section II surveys related work. Section III defines the
system model. Section IV details DTAFA. Section V presents experimental results. Section VI concludes
the paper.
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2. Related Work

Healthcare FL has progressed from feasibility studies to clinically motivated multicentric workflows.
Multi-institutional brain-tumor segmentation showed that collaborative learning can be performed
without sharing patient records, while later studies applied FL to rare cancer boundary detection and
electronic-health-record mortality prediction [5, 6, 7]. These studies demonstrate the value of keeping
data at local institutions, but they do not address how a federation should change the influence of sites
whose updates become unreliable, shifted, or adversarial during training.

A second line of work studies the optimization challenges created by heterogeneous clients and
non-IID data. Broad FL surveys identify statistical heterogeneity, resource imbalance, privacy, and
communication constraints as persistent barriers to deployment [8, 9]. FedProx addresses systems and
statistical heterogeneity by adding a proximal term to local training [10], and asynchronous FL surveys
describe how device variability affects round scheduling and convergence [2]. These approaches reduce
drift or improve participation under heterogeneity, yet they do not evaluate whether a large healthcare
site should be trusted in a particular aggregation round.

Robust FL has also examined poisoning and Byzantine behavior. Fang et al. show that local model
poisoning can undermine Byzantine-robust aggregation rules [11], while FLTrust uses server-side
trust bootstrapping to constrain malicious updates [12]. Median- and Krum-style methods, including
Median-Krum variants, improve robustness through distance or statistical filtering [13]; however, such
rules typically operate on the current update set and do not maintain institution-level trust histories.
Ding et al. deploy a dual-layer anomaly detector for backdoor attacks [3], and graph attention or
layer-wise aggregation can improve robustness or non-IID convergence [14, 15]. These methods are
complementary to DTAFA, but they do not directly couple multi-signal trust to sample-size-aware
aggregation weights.

Trust management for FL is closest to the present work. Cheng et al. score devices through multifactor
fuzzy membership before training, but their trust rules are static and do not feed back into aggregation
[4]. Hathout et al. adapt participation eligibility to data poisoning in MEC-FL [16], and Rjoub et al. use
reinforcement learning to guide client selection from accumulated behavioral evidence [17]; once clients
are selected, however, aggregation still loses much of the trust signal. Recent dynamic trust-scoring
work explicitly targets unreliable or adversarial nodes [18], but does not frame trust as a healthcare-site
aggregation weight combining gradient quality, behavioral consistency, data-integrity evidence, cohort
size, and a quality gate in each round.

Privacy and auditability mechanisms further shape healthcare FL. Secure aggregation has been
studied for real-world healthcare deployments [19], while blockchain-based FL architectures provide
auditability guarantees at the cost of consensus latency [20, 21, 22]. DTAFA is designed to complement
these mechanisms: it leaves raw data local and makes trust a first-class aggregation signal, updated
continuously and applied directly each round.

3. System Model and Problem Formulation

Consider one coordinating server and heterogeneous healthcare clients N = {1,..., N}. Client ¢
may be a hospital, clinic, laboratory, or edge gateway; it holds local data D; drawn from site-specific
distribution P; and has a resource profile (¢;, m;, h;, ;) for compute, memory, channel quality, and
availability [2]. Raw patient data remain local. At round ¢, the server selects St C N, broadcasts w?,
receives updates { Aw!};cst, and aggregates them into w!*?.

Let F(w) = ﬁ Zfil |D;|F;(w) be the global objective, where Fj is the local expected loss. Standard
FedAvg minimizes F' by weighting updates proportionally to | D;|; this is vulnerable when low-quality
or malicious sites hold large cohorts [1]. DTAFA instead minimizes:

min F(w)=>_ M Fi(w), (1)
€St

subject to Y, gt AL = 1, AL > 0, where \! is determined by cohort size and per-round trust 7} € [0,1].
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Figure 1: Compact DTAFA pipeline for privacy-aware multicentric healthcare learning.

4. The DTAFA Framework

4.1. Multi-Signal Trust Evaluation

DTAFA first computes an instantaneous trust observation 7! as a convex combination of three observable

7
signals:
7 = wa; + wpb + wad;, (2)

where wy + wp + wg = 1 and all three weights are nonnegative. The historical trust score is then
updated by exponential smoothing:

= CrT (1= Q) ®)

with ¢ € (0,1).
Gradient quality begins with cosine alignment between client ¢’s update and the coordinate-wise

median of all received updates g':
t (Awf, g')

TP = T 1A (4)
1AW - 1"l

The normalized score used in trust and aggregation is

i
q = chp(”é*, 0, 1) . (5)

Values near 1 indicate alignment with the consensus direction; values near 0 flag adversarial or strongly
drifted updates.
Behavioral consistency b} tracks update-norm stability for received updates via an exponential

moving average:
_HAwi] - ni|>
)

bi=vblt+(1-v)- exp< Fnp (6)
for i € S, where v € (0, 1) is a behavioral memory factor and 7; is the running mean update norm. A
light aging step sets b} = xb! for selected clients and b} = Xbﬁfl otherwise, so stale behavior scores do
not remain fixed indefinitely.

Data integrity d. penalizes clients whose reported label distribution p; departs from the global
reference p:

d: =1—min(1, x-TV(p;, D)), (7)
where x> 0 controls sensitivity and TV (-, ) = 2 3", |px — gx|- Clipping ensures that legitimate data
heterogeneity degrades but does not zero out d’. In a clinical deployment, p; can be instantiated with
approved aggregate metadata such as label prevalence, modality availability, or data-quality summaries
rather than patient-level records.

4.2. Trust-Adaptive Aggregation

Aggregation weights scale dataset size by both smoothed trust and a current-round quality gate:

g9i = €9+ (1 — €9)qi, (8)



Algorithm 1 DTAFA Round

1: Select S* using (12); compute median update g?.

2: fori € St do

3 Evaluate g}, b%, and d! using (5)—(7).

4: Update ! with (3); compute g¢ and X! using (8)-(9).
5 Smooth A! into S\f using (10).

6: end for

7: Return w?*1! from (11) and updated trust logs.

where €, > 0 prevents any selected site from being permanently muted by a single noisy round. The
unsmoothed aggregation weight is

t ngfﬂ)z‘
A —
b Yjest g5 T Dyl

When trust and quality scores are equal, (9) reduces exactly to FedAvg. The multiplicative coupling
prevents large-cohort sites from dominating when their historical trust or current update quality is low,
addressing a known vulnerability under non-IID poisoning [16]. A smoothing step prevents abrupt
weight shifts:

(©)

MNo=mA+ (1T—m) N, (10)
and the global update applies these smoothed weights directly:
w'™ = w' + Z AL Awt, (11)
€St

Server-side overhead is dominated by computing §* and cosine scores over the K selected updates,
which scales as O(K - d) in the reported implementation. A random projection to d’ < d can reduce
this to O(K - d’) when model dimension is large, while preserving directional sensitivity [23].

4.3. Site Selection Policy

At the start of each round the server assigns each site a sampling score:

1
1+nl’

8§=(1—£)(pﬁ_1+(1—p) Ci>+§ (12)

max; C;
balancing trust history, normalized compute capacity, and an exploration term based on prior partic-
ipation count n!. The server samples K sites without replacement with probability proportional to
st, giving low-trust or infrequently selected sites periodic re-evaluation opportunities and preventing
permanent exclusion after transient failures [17].

4.4. Healthcare Deployment Considerations

DTAFA complements privacy-preserving FL rather than replacing it: secure aggregation or differential
privacy can protect updates, while trust uses update-level statistics and approved aggregate metadata.
Trust logs also provide an audit trail of which sites influenced each round, supporting robustness
monitoring and post-deployment review without permanently excluding sites after short-lived failures.

5. Experimental Evaluation

5.1. Setup

We evaluate DTAFA on CIFAR-10 image classification and Shakespeare next-character prediction, used
as privacy-safe proxies for visual and sequential healthcare workloads rather than as clinical records. To
keep the repository executable without a deep-learning runtime, both tasks use a NumPy multinomial



Table 1
Final Test Accuracy (%) Under Varying Byzantine Fractions

CIFAR-10 Shakespeare

Method 0 01 02 03 0 01 02 03

FedAvg 389 245 73 54 274 189 49 89
FedProx 389 245 73 54 274 189 49 89
TrustFed 39.0 246 84 54 275 189 4.7 89
FedMed 38.6 36.3 35.1 30.0 243 240 23.7 21.6
DTAFA 389 38.6 36.0 33.4 27.2 26.1 234 207
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Figure 2: Final test accuracy under sign-flip Byzantine attacks on CIFAR-10 and Shakespeare.

softmax model. CIFAR-10 uses 8 x8 average-pooled RGB features plus channel statistics; Shakespeare
uses an eight-character context over the 36 most frequent characters. The splits contain 20,000/5,000
CIFAR-10 train/test examples and 50,000/10,000 Shakespeare train/test contexts.

Both tasks use N = 100 virtual sites partitioned by a Dirichlet distribution (¢ = 0.5) to emulate non-
IID patient mix and site size [4]. Compute scores are sampled from [0.2,1.0], K = 10 sites participate
per round, and Byzantine fractions § € {0,0.1,0.2,0.3} submit sign-flipped updates scaled by 5. All
methods use three local SGD steps, batch size B = 64, and T' = 60 rounds averaged over seeds 7,
11, and 19. DTAFA uses (wq,wp, wq) = (0.65,0.20,0.15), ¢ = 0.5, v = 0.8, x = 0.999, x = 1.15,
€g = 0.10,my = 0.7, p = 0.6, and £ = 0.15; code and CSV outputs are in experiments/.

5.2. Baselines

DTAFA is compared with FedAvg sample-count weighting [1], FedProx proximal regularization [2],
TrustFed static data-integrity weighting [17], and FedMed coordinate-wise median aggregation [3].

5.3. Results

Robustness accuracy. Table 1 reports final test accuracy at 7" = 60, with the same values plotted
in Fig. 2. On CIFAR-10, DTAFA is essentially tied in the benign case and becomes strongest as Byzan-
tine pressure increases, retaining 33.4% accuracy at 5 = 0.3 versus 30.0% for FedMed and 5.4% for
FedAvg/FedProx. On Shakespeare, DTAFA is best at 5 = 0.1 and remains close to FedMed at higher
attack rates.

Convergence and trust behavior. Figure 3 shows trajectories at 5 = 0.2. DTAFA reaches 90% of
final CIFAR-10 accuracy in 13.3 rounds, matching FedMed while avoiding FedAvg/FedProx/TrustFed
collapse. On Shakespeare it reaches the same threshold in 25.0 rounds, ahead of FedMed’s 36.7 rounds.
At 8 = 0.3, final DTAFA trust separates honest and Byzantine sites: 0.64 versus 0.54 on CIFAR-10 and
0.62 versus 0.56 on Shakespeare.
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Figure 3: Convergence at 5 = 0.2 for CIFAR-10 and Shakespeare.

Table 2

Server Runtime and CIFAR-10 DTAFA Component Sensitivity
Method Time Configuration Acc. (%)  90% Round
FedAvg 1.00x Full DTAFA 36.0 13.3
FedProx 1.03% No temporal smoothing 35.6 15.0
TrustFed  1.19x No deviation score 37.4 28.3
FedMed 1.60X% No site selection policy 349 13.3
DTAFA 1.55% No gradient clipping 29.9 35.0

Server overhead and sensitivity. Table 2 shows that DTAFA costs 1.55x FedAvg, comparable
to FedMed’s 1.60x, because it computes cosine agreement, trust updates, clipping, and trust-scaled
aggregation. The CIFAR-10 ablation at 8 = 0.2 shows gradient clipping as the most important robustness
component; removing it lowers accuracy from 36.0% to 29.9% and delays the 90%-of-final threshold
from 13.3 to 35.0 rounds.

6. Conclusion

This paper presented DTAFA, a trust-aware aggregation framework for privacy-aware multicentric
healthcare Al By combining three-signal trust, exponential smoothing, a current-round quality gate, and
trust-informed site selection, DTAFA reduces poisoned or unreliable influence while preserving periodic
re-evaluation. On privacy-safe CIFAR-10 and Shakespeare proxies, DTAFA substantially improves over
sample-count aggregation under sign-flip Byzantine attacks: at 8 = 0.3, it reaches 33.4% CIFAR-10
accuracy versus 5.4% for FedAvg/FedProx and 30.0% for FedMed, and 20.7% Shakespeare accuracy versus
FedAvg’s 8.9%. Future work will evaluate approved clinical cohorts, integrate secure aggregation and
differential privacy, and extend DTAFA to asynchronous settings with stale-gradient discounting [15].
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