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Abstract

Manufacturing organisations increasingly face knowledge drain as specialised technical knowledge remains
distributed across experienced staff, design documents, troubleshooting guides and historical correspondence.
This paper presents an early industrial case study of a trustworthy-by-design generative Al architecture for
troubleshooting in manufacturing, combining: human-validated knowledge graph construction, ontology-guided
extraction, graph-based retrieval, multi-agent orchestration, query verification and source-oriented explanation.
The paper shows how selected trustworthiness requirements, namely technical robustness and safety, transparency,
and human agency and oversight, can be operationalised during system design. We discuss the industrial context,
trustworthiness scope, architectural mechanisms and early implementation observations, including the role of
retrieval strategy, document structure and human validation. The paper contributes a practical case experience
showing how human-centred oversight, structured grounding and lifecycle-oriented design can support more
trustworthy generative Al assistants in industrial settings.
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1. Introduction

Manufacturing organisations increasingly depend on specialised technical knowledge distributed
across experienced staff, design documentation, troubleshooting guides, customer correspondence and
internal procedures. This challenge is particularly acute for bespoke, designed-to-order products, where
support and maintenance often require context-specific interpretation rather than retrieval of generic
instructions. As experienced personnel retire, move roles, or become unavailable, organisations face a
knowledge drain that can affect training, customer support and operational continuity [1].

Generative Al (GenAl) assistants offer a promising interface for making such knowledge more accessi-
ble to employees and customers. However, their use in industrial troubleshooting raises trustworthiness
concerns beyond those of many consumer-facing chatbots. Incorrect or unsupported guidance may
lead to inappropriate maintenance actions, operational disruption, avoidable cost, or safety-relevant
consequences, especially when users lack the expertise to distinguish plausible from correct responses.

A central limitation of large language models (LLMs) is that their outputs are generated from statistical
patterns rather than explicit, validated representations of organisational knowledge [2]. Retrieval-
augmented generation partially addresses this by grounding responses in external documents, but
document-level retrieval may be insufficient when troubleshooting depends on relationships between
components, symptoms, causes, procedures and constraints. Knowledge graphs (KGs) offer a form of
grounding by representing domain knowledge in a structured, queryable form [3].

This paper presents an early industrial case study of a trustworthy-by-design GenAl assistant
for manufacturing troubleshooting. Rather than treating trustworthiness as a post-hoc evaluation
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concern, the architecture embeds mechanisms across the development lifecycle, including workflow
standardisation, human-validated KG construction, KG-grounded retrieval, multi-agent orchestration,
query verification, response checks, source-oriented explanation, and planned feedback mechanisms.

The paper is guided by three research questions: (1) how can selected trustworthy Artificial Intel-
ligence (AI) requirements be operationalised in a KG-grounded, multi-agent assistant for industrial
troubleshooting?; (2) what lessons emerge when embedding trustworthiness mechanisms before deploy-
ment?; and (3) what risks remain around knowledge extraction, retrieval completeness, transparency and
user reliance? The main contributions are: (1) a case-based architecture for a KG-grounded, multi-agent
assistant for industrial troubleshooting and knowledge support; (2) mapping architectural mechanisms
to selected trustworthy Al requirements, focusing on technical robustness and safety, transparency,
and human agency and oversight; (3) early lessons and residual risks concerning document extraction,
KG construction and retrieval completeness.

The paper is structured as follows. Section 2 reviews related work on trustworthy Al, KG-grounded
generation and agentic Al Section 3 introduces the industrial case and trustworthiness scope. Section 4
presents the proposed architecture. Section 5 discusses trustworthiness mapping, early implementation
observations and limitations. Section 6 concludes the paper and outlines future work.

2. Background and Related Work

2.1. Trustworthy Al as a Lifecycle Concern

The rapid development of LLM-driven systems has increased the need to examine their reliability,
dependability and effects on users and organisational workflows [4, 5]. Prior work has highlighted risks
such as hallucinations, untruthful outputs and sycophancy, which can undermine appropriate reliance
on Al-generated outputs [6, 7]. In industrial settings, these concerns extend beyond answer quality to
process fit, user oversight and the ability to correct system behaviour over time. They are also amplified
in multi-stage and agentic systems, where an initial failure may propagate into subsequent planning,
tool use and response generation.

The European Commission’s Assessment List for Trustworthy Artificial Intelligence (ALTAI) provides
a useful lens for considering trustworthiness across the lifecycle of an Al system [8]. Its requirements
include human agency and oversight, technical robustness and safety, privacy and data governance,
transparency, diversity, non-discrimination and fairness, societal and environmental well-being, and
accountability. This paper focuses on the requirements most directly relevant to the current industrial
case: technical robustness and safety, transparency, and human agency and oversight. Trust is also
dynamic: Regona et al. [9] emphasise that it depends on communication, feedback collection and trans-
parent updates over time. Trustworthiness therefore requires mechanisms for validation, monitoring,
correction and controlled evolution [9].

2.2. Knowledge Graph Grounding and Quality

Retrieval-augmented generation has become a common approach for reducing unsupported LLM outputs
by grounding generation in external sources [10]. However, retrieval over unstructured documents
can struggle when relevant information is distributed across sections, diagrams, tables, component
descriptions and procedural dependencies, particularly in technical industrial documents [11]. In such
cases, the issue is not only whether a relevant document is retrieved, but whether the system retrieves
and reasons over the correct relationships between domain entities.

KGs provide a structured representation of entities, relationships and properties, making them useful
where traceability and relational context are important. Graph-based retrieval can support retrieval
over structured relational context rather than isolated text chunks [12]. Prior work has shown that
KG-grounded chatbots can improve factuality and user satisfaction in question-answering scenarios [13],
while domain-specific KGs have also been used to reduce hallucination and improve transparency in



specialised applications [14]. In this paper, the KG is used not as a guarantee of correctness, but as a
mechanism for structured grounding, retrieval control and traceability.

KG grounding also introduces its own trustworthiness challenges. A KG can only support trustworthy
responses if its contents are accurate, sufficiently complete and appropriately maintained. Relevant
quality dimensions include accuracy, completeness, consistency, timeliness and redundancy [15]. These
are difficult to manage when KGs are populated from heterogeneous industrial documents such as
manuals, troubleshooting guides, diagrams, tables and correspondence. Moreover, LLM- or vision-
language-model-based extraction can introduce incorrect associations or hallucinated content. This
makes human-in-the-loop validation central to industrial KG construction, since domain experts can
judge whether extracted information is technically meaningful and correctly represented [15, 16].

2.3. Agentic Al and Trustworthy Orchestration

Agentic Al systems decompose tasks across specialised components that may plan, retrieve information,
verify inputs, execute actions or generate responses. This decomposition can support trustworthiness
by reducing the scope of each component and enabling more explicit control over system behaviour.
Vandeputte [17] argues that robust GenAl-native systems should be designed for fault tolerance and
transparency of processing. Prior work on conversational agents has also shown that controllability,
transparency and clear feedback can improve user trust in chatbot interactions [18].

In industrial troubleshooting, multi-agent orchestration is useful because user queries may combine
multiple intents, require clarification, depend on domain-specific tools, or involve several possible
hypotheses. Research on LLM-based agents has shown how language models can act as controllers
that plan tasks, select specialist tools or models, execute subtasks and summarise outputs [19]. Query
verification and action planning are also relevant where user-provided information may be incomplete,
ambiguous or inconsistent with available domain knowledge [20].

However, agentic decomposition also creates trustworthiness risks: failures may arise from query in-
terpretation, incorrect assumptions, incomplete retrieval or inappropriate tool invocation. A trustworthy
design must therefore enable inspection and governance [5]. This motivates architectural mechanisms
such as scoped agents, human validation, source-oriented explanation and feedback mechanisms. The
architecture described in Section 4 builds on this view by treating agentic orchestration, KG grounding
and human validation as complementary trust mechanisms.

3. Industrial Case Context

3.1. Industrial Setting

The case concerns the development of a GenAlI assistant for an industrial manufacturing organisation
producing bespoke, designed-to-order products. The organisation’s technical knowledge is distributed
across design documentation, troubleshooting guides, manuals, diagrams, tables, historical correspon-
dence and expert personnel. This creates a practical knowledge management challenge: employees
and customers may require accurate support, but the relevant knowledge may be dispersed, implicit,
difficult to search, or dependent on experienced staff.

The assistant is intended to support two broad user groups. First, it acts as a knowledge support
tool for employees, especially less experienced staff who need guidance on product knowledge and
internal procedures. Second, it is intended to support customers seeking technical information or
troubleshooting guidance. In both cases, users may not always be able to judge whether a generated
answer is correct or complete, making trustworthiness a central design requirement.

The system is being developed from heterogeneous industrial knowledge sources, including technical
documents, design manuals, troubleshooting material, diagrams, tables and correspondence. Much of
this material is stored in PDF format, with varying levels of structure and quality. The development
process therefore requires document preprocessing, extraction of entities and properties, ontology
construction, KG population and human validation.



This setting differs from many open-domain chatbot applications because the relevant knowledge is
proprietary, domain-specific and operationally important. It is also not sufficient to retrieve text snippets
alone. Troubleshooting often depends on relationships between symptoms, components, procedures,
assumptions and constraints. The architecture therefore uses a KG as a structured knowledge layer,
combined with a multi-agent assistant that can route queries, plan retrieval, verify query information,
explore hypotheses and generate responses.

3.2. Trustworthiness Scope

Drawing on ALTALI [8], this paper focuses on the trustworthiness requirements that are most directly
affected by the design and implementation of the proposed Al-assisted industrial system. Specifically,
our scope is limited to technical robustness and safety, transparency, and human agency and oversight,
as these requirements are directly influenced by the system architecture, human—-AI interaction, and
operational deployment decisions presented in this work. These aspects can therefore be meaningfully
assessed through the implemented architecture and its validation.

Other requirements such as privacy and accountability are recognised as important for trustworthy
Al but are outside the primary scope of this study. Accountability depends on governance, auditing, and
organisational oversight beyond system design. Privacy involves broader lifecycle controls such as con-
sent, access management, and data governance, especially in graph-based systems. The current research
outcomes mainly support robustness, transparency and human agency to improve trustwortiness of an
AT Assistant, while other requirements remain a focus for future study.

Within this scope, the KG functions as a structured grounding mechanism that can support trust-
worthiness when combined with ontology constraints, source-aware extraction, retrieval controls and
human validation. Table 1 summarises how the selected requirements are interpreted in the industrial
case. The trustworthiness scope defined in this section motivates the architecture presented next.

Table 1
Trustworthiness scope of the industrial case

Requirement Risk in the case Design response

Technical robustness and Unsupported or incomplete trou- Ontology-guided KG construction,

safety bleshooting guidance due to extrac- KG-grounded retrieval, query verifi-
tion, retrieval or generation errors. cation and human validation.

Transparency Users and developers need to distin- Explicit entities, properties and rela-
guish data-backed content from as- tionships, source metadata and evi-
sumptions or synthesis. dence surfacing.

Human agency and over- Domain expertise is needed to judge Editable KG records and human-in-
sight whether extracted knowledge is com- the-loop validation of nodes, prop-
plete and technically meaningful. erties and relationships.

4. Trustworthy-by-Design Architecture

To instantiate the requirements defined in Section 3, we propose an end-to-end architecture anchored by
a Knowledge Graph. The architecture has two components: KG construction and question answering.
The first combines ontology-guided extraction with human-in-the-loop validation to create a curated
knowledge layer. The second uses a specialised multi-agent ecosystem to ground troubleshooting
responses, verify user premises and reduce unsupported generation.



4.1. Knowledge Graph Construction

Relevant manufacturing knowledge was stored in unstructured PDFs, including manuals, troubleshoot-
ing documents, schematics, tables, figures and charts. These documents were converted into a structured
representation before ontology-guided extraction and KG population. Figure 1 summarises the workflow.

Human-in-the-Loop
Validation
(Inspect, Correct,
Verify Alignment)

I ! lApproved Triplets

Flagged/Rejected

Unstructured PDFs VLM Preprocessing LLM Graph Population
(Manuals, Tables, Charts) (Hierarchy & Markdown) (Triplet Extraction,
Entity Linking & Metadata)

Ontology Design

(Domain Experts & Email Chains) Neo4j Graph
Database

Figure 1: Workflow of knowledge graph construction featuring human-in-the-loop validation.

4.1.1. Preprocessing

Vision-Language Models (VLMs) were used for document preprocessing because empirical tests showed
that they handled document structure better than traditional PDF and OCR tools such as PyMuPDF,
pdfplumber, EasyOCR and Tesseract. These tools often flattened headers, footers, captions, table
fragments and image-related text into the main body, reducing suitability for KG construction. Through
prompting, VLMs were instructed to remove structural noise, preserve hierarchy, associate captions with
visual elements and extract text in markdown format. This preserved contextual cues from headings,
sections, tables and figures, which later supported KG node and property grounding.

4.1.2. Ontology design

An ontology was designed to constrain extraction through an explicit manufacturing domain model.
Initial concepts were identified from competency questions derived from customer-service examples,
design documentation, troubleshooting material and consultation with domain experts. These were
then organised into entity types, relationships and data properties, defining which nodes could be
created, which relationships were meaningful and which properties applied to each entity type.

LLM-based ontology generation was explored but not adopted as the primary strategy. Although
automated approaches can support concept, relationship and property extraction [21], in our setting
LLM-generated ontologies were incomplete and structurally weaker than the manually constructed
version. The ontology was therefore treated as a human-guided artefact.

4.1.3. Ontology-guided graph population

To populate the KG, LLMs are tasked with extracting candidate triplets, constrained by the domain-
specific ontology, from preprocessed documents. Additional metadata was manually added where
needed, including document visibility level (e.g., private, public, or customer-specific), relevant solver
type, image assessment rules, and source information. This metadata is important because the assistant
may need to determine whether a piece of knowledge is appropriate for a specific user, use case, or
reasoning workflow.

The risk of LLM attention drift was mitigated through strategic document chunking, in order to
preserve the structural and contextual integrity of the content. A common risk of chunking is fragmented
knowledge. To mitigate this, we applied entity normalisation, where node names are constrained to
short, lowercase, type-specific labels, and candidate nodes with matching normalised names are merged



with their properties consolidated. This reduces duplicate representations and supports a more coherent
graph structure.

4.1.4. Human-in-the-loop validation and quality control

Because LLM-based extraction can produce hallucinated, incomplete, duplicated, or incorrectly struc-
tured triples, candidate triples are validated before being stored in the graph database. Domain experts
inspect the extracted triples, check their alignment with the ontology, and verify whether the entities,
relations, and properties are supported by the source documents. Unsupported or ambiguous triples are
corrected, rejected, or flagged for further review.

After validation, the approved triples are stored in Neo4j and made available to the multi-agent
question-answering layer. This ensures that downstream retrieval and response generation are grounded
in curated knowledge rather than directly in unverified LLM outputs.

4.2. Question answering

The second component of the architecture is a KG-grounded question answering ecosystem. This
system uses the KG as the main source of domain evidence for troubleshooting responses; hence
it constrains response generation through retrieved knowledge from the industrial document and
ontological constraints.

4.2.1. System orchestration

Chat Memory J [ User Query }

Info Intent

Action Intent

1. Query Router

2. Planner Agent
4. Hypothesis Agent

< > 6. Info Retrieval Agent
Triplets l

[7. Response Gen Agent}

3. Domain Agents
5. Query Verification

Action Module Knowledge

Graph (Neo4j)

(e.g., Ticket Gen)

Figure 2: The 7-Agent architecture guided by knowledge graph rules.

The ecosystem is organised into a loosely coupled seven-agent topology. These agents are governed by
a central orchestrator that operates based on the workflow depicted in Figure 2. The agents can exchange
messages that contain the generated response, the current agent identifier, and the conversation history.
The reasoning of this entire ecosystem is strictly governed by the constraints and rules defined within
the KG ontology. The workflow is organised around two high-level paths: an action path and a
response generation path. When a user submits a query, an initial routing agent analyses the intent
and determines whether the request corresponds to a predefined action, such as ticket generation or
document search, or whether it requires an information-seeking response grounded in the knowledge
base. This routing step limits unsupported generation by preventing the assistant from attempting tasks
outside the implemented system capabilities.

Beyond the immediate request, the routing agent also draws on session memory to inform its routing
decisions, maintaining a running record of the conversation’s context rather than treating each request
in isolation. This includes previous commands the user has issued, which give the agent visibility into



the ongoing workflow; inferred intents detected from earlier turns, which preserve continuity even
when a new request does not restate them explicitly; prior queries, which help the agent recognise
follow-ups, clarifications, or corrections; and past responses, which help it avoid redundant routing and
account for what the user has already received. By incorporating this historical context, the routing
agent can resolve ambiguous references, maintain continuity across multi-turn interactions, and route
each request based on the full conversational trajectory. The result is routing that is more accurate,
better aligned with user intent throughout the session, and better supports consistent decision-making.

4.2.2. Solution seekers

If the intent requires troubleshooting support, a planner agent formulates an execution strategy to
coordinate the subsequent workflow. When specific operational logic or calculations are required,
domain agents handle these tasks utilising predefined solvers mapped to the domain; for example
predefined actions include executing programmatic searches for specific schematics, python scripts or
other industrial tools and services that are invoked using the user’s input.

The analytical depth of the system relies on the structured constraints of the graph. When a user
presents an ambiguous problem or a failure with multiple potential root causes, the planner agent
activates a hypothesis generation agent to explore scenarios. This is achieved by navigating KG links
that connect specific machinery components to known faults, observed symptoms, and documented
solutions. This ensures that all proposed hypotheses are mechanically valid. Concurrently, a query
verification agent prevents the system from accepting flawed user premises by cross-referencing the
user’s initial assumptions directly against the deterministic entities and properties stored in the graph.

4.2.3. Information retrieval and response generation

Access to the knowledge repository is managed exclusively by the information retrieval agent, which
translates query parameters originated by other agents into targeted search operations. Once the
necessary sub-graphs are extracted, a response generation agent synthesises the final answer. The KG
and its underlying ontology are fundamental to this generation phase. The response agent does not
generate text unconstrained; rather, it structures its natural language output strictly around the retrieved
triplets, properties, and metadata. By citing the underlying graph entities used in its reasoning, the
response generation agent guarantees that the output remains entirely grounded in verified industrial
rules, ensuring a transparent and auditable workflow.

4.2.4. Retrieval strategies

While the architecture requires all agents to function cohesively, the factual accuracy of the final
response is fundamentally bounded by the quality and completeness of the retrieved data. Consequently,
the design and validation of the system heavily prioritise the information retrieval agent.

This agent utilises two distinct retrieval strategies: a) The similarity strategy stores embeddings of the
graph triplets and data properties in a vector database, returning the top matching nodes based purely
on semantic distance; b) The hopping strategy extends this baseline by identifying initial semantic
seed nodes via vector similarity, and subsequently traversing the explicit graph edges to a predefined
depth (e.g., 2, 4, or 6 hops). This traversal allows the system to uncover latent relational constraints and
interconnected components that a simple semantic search would miss.

The aforementioned strategies were measured based on initial sample 20 queries asked by an domain
expert to the chatbot, with results in Table 2. Among these, the 4-hop strategy performed better
compared to other strategies in terms of completeness and noise trade-off. The measured average
latency suggests that retrieval time remains relatively stable for AI Assistants.

Metric 2-hop 4-hop 6-hop Similarity
Accuracy 15/20 17/20 16/20 12/20




Metric 2-hop 4-hop 6-hop Similarity
Retrieval Latency (avg, | 0.77 0.71 0.77 0.33
sec)

Table 2: Comparison of retrieval strategies across accuracy and latency metrics.

5. Discussion

The case study shows how trustworthiness can be approached as a design concern before full deployment,
rather than only as a post-hoc evaluation problem. The architecture operationalises the selected ALTAI
requirements mainly through three mechanisms. First, technical robustness and safety are supported
by ontology-guided KG construction, KG-grounded retrieval, query verification and human validation.
Second, transparency is supported by representing knowledge as explicit entities, properties and
relationships, allowing responses to be connected to retrieved graph content and source metadata.
Third, human agency and oversight are supported by treating the KG as an editable knowledge record
that domain experts can inspect, correct and extend without retraining the underlying LLM.

The implementation remains at an early stage, but already provides useful evidence about where
trustworthiness risks arise. The initial KG was populated from selected design documentation and
currently contains 1033 nodes and 1059 edges, with no isolated nodes or self-loops. In a preliminary
evaluation using 20 confidential expert queries, the 4-hop retrieval strategy produced the highest
number of correct responses, with 17/20 responses manually validated as correct against the source
design manuals. Partial, factually incorrect or empty responses were treated as incorrect. This suggests
that graph traversal can improve retrieval completeness compared with simple similarity retrieval, but
also shows that retrieval depth must be controlled. In some cases, deeper traversal introduced additional
context that appeared to add noise rather than improve answer quality.

For complex queries, the chatbot’s generated responses using a 4-hop retrieval strategy were further
evaluated by domain experts. Feedback was collected using three metrics: correctness, completeness,
and relevance, along with an optional free-text feedback field. The results, presented in Table 3, show
that all incorrect queries were also marked as incomplete, indicating a need for improved retrieval. The
experts’ textual feedback for incorrect and incomplete responses highlighted missing items, suggesting
that the retriever was not able to capture all relevant categories or examples for a given query. They
also noted the need for the chatbot to clarify or further explore ambiguous queries before generating a
response, as well as instances of chatbot not remembering historical context for generating response.

Metric 100% 0% In-between | Weighted Average
Correctness 48 15 8 73.56
Completeness 47 16 8 70.96
Relevance 50 12 9 76.24

Table 3: Evaluation breakdown across correctness, completeness, and relevance.

Several lessons emerge from the case study. First, document quality is a trustworthiness issue, not
merely a preprocessing issue. Industrial PDFs may contain tables, figures, charts and captions whose
role is not explicit, and visual artefacts may contain technical knowledge that cannot be recovered
reliably through text extraction alone. Second, KG grounding is only as reliable as the extraction
and validation process used to construct the graph. LLM- and VLM-based extraction can introduce
hallucinated entities, missing properties or incorrect associations, so human-in-the-loop validation
remains essential. Third, retrieval is a key trustworthiness bottleneck. Even where relevant information
exists in the KG, the assistant may fail if the retrieval strategy does not reach the appropriate nodes or
retrieves excessive neighbouring information.

The case study also highlights limitations that need to be addressed before wider deployment. The
current KG covers only part of the available documentation, so the findings should be interpreted as



early implementation observations rather than a complete evaluation. The current entity normalisation
approach, based on short type-specific labels and node merging, helps reduce duplicate nodes but does
not yet provide full co-reference resolution or ontology-level entity alignment. This may affect cross-
section connectivity and retrieval quality as the graph expands. Similarly, the current validation process
provides fine-grained control over KG quality but is labour-intensive. A more scalable approach would
use expert corrections as feedback signals, prioritising triples involving low-confidence extractions,
safety-relevant parameters, unresolved duplicates or ontology violations for review.

Overall, the case supports the paper’s central argument that trustworthy industrial GenAlI assistants
require architectural controls across the development lifecycle. KG grounding, agentic orchestration and
human validation provide complementary mechanisms, but none is sufficient alone. Future iterations
must therefore strengthen retrieval, provenance tracking, evidence surfacing, entity alignment and
feedback-driven validation before the assistant can be assessed as a mature trustworthy Al system.

6. Conclusion

This paper presented an early industrial case study of a trustworthy-by-design GenAl assistant for
manufacturing troubleshooting. It showed how human-validated KGs, ontology-guided extraction,
graph-based retrieval and multi-agent orchestration can support technical robustness, transparency, and
human agency and oversight. Future work will improve retrieval, expand KG coverage, handle implicit
rules and visual artefacts, and evaluate whether explanations are useful and actionable for different
user groups, drawing on human feedback on user experience, perceived usefulness, explanation quality
and appropriate reliance [22].
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