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Abstract

Adversarial vulnerabilities in histopathology image analysis pose significant risks to clinical decision-making, as
imperceptible perturbations can lead to incorrect or unstable predictions. To address this, our paper introduces
DAPHne, a lightweight and model-agnostic adversarial detection framework operating in a zero-shot setting.
The method leverages intrinsic model signals, combining gradient sensitivity and prediction confidence into a
unified detection score. Extensive experiments across gradient-based and GAN-based attacks show that DAPHne
consistently outperforms baseline methods while maintaining low false positive rates on clean data. Additionally,
a semantic monitoring layer enables transparent post-hoc analysis, providing a practical and deployable trust
layer for robust medical Al deployment.
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1. Introduction

An essential component of artificial intelligence (Al)-assisted diagnosis is the examination of histopatho-
logical images. It facilitates activities such as subtype categorization, grading, and cancer detection [1].
Numerous studies have demonstrated that histopathological models are still susceptible to adversarial
perturbations despite recent developments in deep learning. Predictions may be erroneous or unstable
due to seemingly invisible image alterations. Such failures give rise to safety issues in clinical settings.
Errors caused by adversaries may spread to downstream decision-support or diagnostic pipelines.

Histopathological data provide different adversarial robustness issues than normal images [2]. Fine-
grained textures are a characteristic of tissue images. Additionally, even trained specialists find it
challenging to decipher delicate spatial patterns and diverse cellular architecture [3].

Adversarial detection systems that are lightweight and independent of models are necessary due
to these constraints. They can function in a variety of circumstances without the need for retraining.
Instead of attack-specific protection, we concentrate on adversarial detection and on model change,
with the goal of adding a useful layer of resilience. Without changing their prediction algorithms, this
may be included in current histopathology systems.

Objectives This paper has three main objectives. Initially, we develop a zero-shot adversarial
detection technique that detects erroneous histopathology predictions. Intrinsic model signals serve as
its foundation. Neither generative modeling nor adversarial training is required. Secondly, we want to
rigorously assess the suggested detection method under adversarial attacks that are both gradient-based
and generative adversarial network (GAN)-based. The idea is to evaluate its influence on clean data,
generalization, and resilience. Third, we incorporate a lightweight semantic monitoring layer to provide
transparent post-hoc analysis of observed adversarial events (Figure 1). Without interfering with the
detection process, it makes provenance tracking and interpretability possible.
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Figure 1: Compact keyword overview of objectives and contributions.

Contributions We contend that anomalous gradient sensitivity and decreased prediction confidence
are signs of adversarial disturbances in histopathology; so, we present DAPHne, an adversarial detection
method for histopathology image processing, that enhances the behavior of AD-ZeroNAS [4] and
Bionnica [5] models. In contrast to generative or retraining-based defenses, DAPHne is a model-agnostic
and a zero-shot architecture-based paradigm. This makes deployment across several architectures
feasible. We carry out a comprehensive empirical assessment under adversarial attacks based on both
GANSs and gradients. It has strong detection performance in a variety of scenarios. We demonstrate
that gradient sensitivity and prediction confidence capture parallel features of adversarial behavior
through a thorough ablation investigation (Figure 1).

2. Background Information and Related Works

Previous research on adversarial robustness in medical and histopathological image processing is
analyzed in this section.

2.1. Adversarial Attacks in Medical and Histopathology Imaging

The consequences of adversarial attacks on medical imaging systems have recently received systematic
consideration, despite being well studied in natural image classification. The paper [2] shows early
evidence that deep learning models used in clinical settings are susceptible to properly constructed,
unnoticeable perturbations that can significantly change diagnostic findings. Further research revealed
that these vulnerabilities are particularly dangerous in the medical field, since model failures can have a
direct impact on clinical judgment and patient safety [6]. Histopathological image analysis is one of the
medical imaging modalities that offers the most difficult adversarial robustness conditions.

Histopathology models are vulnerable to both generative and gradient-based adversarial attacks.
Gradient-based techniques, such as Projected Gradient Descent (PGD) [7] and the Fast Gradient Sign
Method (FGSM) [8], take advantage of the decision boundary’s local sensitivity to cause misclassification
with the least amount of disturbance.

2.2. Adversarial Defenses and Detection Strategies

The current approaches to adversarial robustness may be generally divided into three categories:
generative purification techniques, uncertainty-based detection methods, and retraining-based defenses.
Each category has constraints that limit its use in medical and histopathological imaging contexts, even
if they provide some defense against hostile perturbations.

The paper [9] has shown that adversarial training is still one of the best defenses against gradient-
based attacks. These techniques can increase resilience within a predetermined threat model by explicitly
including hostile cases during training. However, adversarial training necessitates constant access to
representative attack samples and significantly raises computing costs. Regular retraining and model
modification are frequently unfeasible in regulated clinical settings because of deployment and validation
limitations. Additionally, models that have been adversarially trained could not generalize well to new
or adaptable attacking techniques [10]. By measuring prediction uncertainty, the uncertainty-based
detection techniques seek to identify adversarial samples. To quantify epistemic uncertainty and identify
out-of-distribution inputs, Bayesian deep learning techniques such as Monte Carlo dropout have been



frequently used. Generative methods use generative adversarial networks or autoencoders to either
create adversarial instances or purify adversarial inputs [11].

2.3. Monitoring and Post-hoc Analysis in Medical Al

Transparency, monitoring, and post-hoc analysis capabilities that go beyond typical accuracy measures
are necessary for the safe implementation of medical Al systems. Uncertainty tracking and performance
dashboards are examples of model-centric monitoring systems that usually concentrate on aggregate
information and offer little insight into the root reasons of prediction errors. However, provenance,
auditability, and contextual traceability are crucial in clinical contexts to comprehend when and why
model outputs become untrustworthy [1].

A recent work highlighted the significance of monitoring systems that facilitate failure analysis
and traceability in medical Al pipelines, especially in safety-critical situations including hostile ma-
nipulation [12]. The majority of current methods are still performance-focused and do not specifically
describe adversarial events or how they interact with model behavior over time.

3. Methodology

We formally define the adversarial detection problem and specify the threat model under which the
proposed method operates. We introduce DAPHne, a lightweight adversarial detection technique for
histopathology image analysis to strengthen the AD-ZeroNAS and Bionnica models.

3.1. Problem Formulation and Threat Model

Our focus is on detecting adversarial perturbations in histopathological image analysis without modify-
ing or retraining the underlying predictive model.

Problem Formulation Let fy : X — ) denote a trained histopathology classification model with
parameters #, mapping an input image x € X’ to a predicted label § € )Y with associated class
probabilities p(x). We consider fy to be fixed at inference time and treat it as a black-box predictive
component for classification purposes.

Given an input image z, an adversarial example 2% is defined as

2 = 1 4+ 6, (1)

where § is a carefully crafted perturbation constrained by ||§ < ¢, such that %% remains visually
indistinguishable from = while inducing incorrect or unstable model behavior (Eq. (1)).

Rather than modifying the classifier fy to improve robustness, we address the problem of adversarial
detection. Specifically, we aim to design a detection function

D:X —{0,1}, (2)

where D(x) = 1 indicates that the input is flagged as adversarial and D(x) = 0 indicates a clean
sample. The detection function operates at inference time and does not alter the predictive output of fy
(Eq. (2).

Adversarial detection aims to minimize false positive rates on clean inputs while optimizing detection
accuracy on adversarial samples. Crucially, we want a detection method that does not require adversarial
instances during training and can generalize across various attack types.

Threat Model We examine a threat model that simulates actual adversarial situations in the processing
of histopathology images. While maintaining biological realism and visual plausibility, the adversary
seeks to alter input images such that the classifier generates inaccurate or unreliable predictions.



For gradient-based attacks, we assume that the adversary knows the model architecture and parame-
ters (white-box or semi-white-box access), allowing the computation of loss gradients with respect to
the input. Although direct access to the target model parameters is not necessary for generative attacks,
it is assumed that the adversary has access to representative training data from the same distribution.

We consider three classes of adversarial attacks:

1. Gradient-based attacks, including the FGSM and PGD, which exploit local sensitivity of the
model’s decision boundary.

2. Iterative optimization-based attacks, such as multi-step PGD, which produce stronger pertur-
bations through repeated gradient updates.

3. Generative adversarial attacks, where GAN models are used to synthesize visually plausible
adversarial samples that embed adversarial signals without relying on explicit norm constraints.

While remaining imperceptible and biologically plausible, the adversary aims to cause misclassifica-
tion or lower prediction confidence.

Detection Setting and Assumptions The suggested detection technique uses a zero-shot setup [13],

which means that no adversarial samples are utilized in the training or calibration of the detector. At

inference time, the detector only uses intrinsic signals that are obtained from the trained classifier.
We assume that the classifier fy exposes access to:

« predicted class probabilities p(z),
« the loss function L(z,y) used during training,
« gradients of the loss with respect to the input, V, L(z).

These presumptions are common in many deep learning systems and do not call for retraining or
architectural changes. Crucially, neither the classifier parameters nor the prediction generation are
affected by the detection technique. Key challenges in histopathology adversarial detection are shown
in the formulation below. First, a variety of methods, such as gradient-driven noise and generative ma-
nipulation, can cause adversarial perturbations. Second, threshold-based or uncertainty-only detection
is problematic due to the large natural variability of histopathological images. Third, in clinical settings,
retraining-based defenses are frequently not feasible.

3.2. Proposed Method: DAPHne

DAPHne (Detecting Adversarial Perturbations in Histopathology via Gradient-Confidence Monitoring)
relies solely on intrinsic signals that are accessible at inference time in order to function in a zero-shot
and model-agnostic way. Without changing or retraining the underlying classifier, the technique detects
adversarial perturbations by combining gradient sensitivity and prediction confidence. The main idea
of DAPHne is that adversarial perturbations cause distinctive changes in the prediction certainty and
local sensitivity of a model. Specifically, adversarial inputs often show (i) high sensitivity of the loss
function with regard to the input and (ii) reduced or unstable prediction confidence.

For every input, DAPHne calculates a scalar adversarial score based on gradient magnitude and
prediction confidence given a trained classifier fy. Adversarial inputs are identified when their scores
surpass a certain threshold (Figure 2). Crucially, the detector does not rely on adversarial instances for
calibration and functions regardless of the sort of attacks.

Let L(x,y) denote the loss function used to train the classifier, where z is the input image and y is
the predicted label. For a given input x, we compute the gradient of the loss with respect to the input
(Eq. (3)):

9(x) = V,L(, §). 3)
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Figure 2: System diagram of DAPHne: adversarial detection via gradient sensitivity and prediction
confidence.

The local sensitivity of the classifier around x is measured by the gradient norm ||g(z)||2. A big gradient
norm intuitively suggests proximity to a decision boundary by indicating that little changes in the
input might result in considerable changes in the loss. Previous findings have demonstrated that hostile
examples frequently take advantage of these very sensitive areas.

In addition to gradient sensitivity, DAPHne considers the classifier’s prediction confidence. Let px ()
denote the predicted probability for class k. We define the confidence score as:

e(r) = maxpy(z). @

While adversarial perturbations can cause inconsistent class probabilities or lower confidence, high
confidence usually suggests stable model performance on clean data. However, in histopathology, where
inherent biological variability can also result in imprecise predictions, confidence alone is insufficient
for adversarial detection (see Eq. (4)).
DAPHne integrates gradient sensitivity and prediction confidence into a unified adversarial score
(see Eq. (5)):
S(@) = a-§(z)+ (1 - a) - (1 - c(a)), 5)

where o € [0, 1] controls the relative contribution of gradient sensitivity and confidence degradation.
The complimentary character of the two signals is reflected in this formulation: confidence represents
global predictive uncertainty, whereas gradient magnitude captures local instability. DAPHne increases
resilience against attacks that may elude single-signal detectors by combining the two. The complimen-
tary character of the two signals is reflected in this formulation: confidence represents global predictive
uncertainty, whereas gradient magnitude captures local instability. DAPHne increases resilience against
attacks that may elude single-signal detectors by combining the two (see Eq. (6)). An input z is flagged
as adversarial if:
1, ifS(z)>r

D(z) = ’ 6
(z) {0, otherwise, (©)

where 7 is a detection threshold determined using clean validation data.

DAPHne does not require hostile samples for calibration and operates in a zero-shot environment.
To provide a regulated false positive rate, the detection threshold 7 is chosen based on the distribution
of adversarial scores calculated on clean validation samples. Specifically, adversarial scores S(x)
are computed for all validation images and 7 is selected as the 98th percentile of the resulting score
distribution. This strategy allows the detector to generalize across unseen attack types while maintaining
low false alarm rates in clinical settings.

4. Results and Discussion

The experimental procedure used to assess the suggested DAPHne adversarial detection approach is
described in this section.



Table 1
Adversarial detection under gradient-based attacks (test set). Thresholds calibrated on clean validation
to target FPR =~ 2%. DR reported at the calibrated threshold; AUC is threshold-free.

FGSM (¢ = 2/255) PGD (e = 4/255) PGD (e = 8/255)

Method DR(%) AUC DR(%) AUC DR(%) AUC
Confidence Thresholding 62.1 0.73 68.4 0.77 71.0 0.79
Entropy-Based Detection 65.7 0.75 72.3 0.80 74.8 0.82
Uncertainty (MC Dropout) 70.4 0.79 75.9 0.83 78.1 0.85
Feature Squeezing 82.5 0.91 81.6 0.84 83.2 0.86
LID 76.8 0.92 823 0.87 84.9 0.89
DAPHne (Proposed) 84.6 0.90 89.8 0.93 92.3 0.95

Datasets With an emphasis on cell-level and tissue-level data often utilized in computational pathol-
ogy, we assess DAPHne on histopathological image classification tasks. The chosen datasets, SIPaKMed
[14] and the colonoscopic dataset [15], include annotated histological images that reflect several di-
agnostic categories. The images show significant staining heterogeneity and morphological variety.
SIPaKMeD contains single-cell Pap smear images grouped into five cytological categories, while the
colonoscopic one contains gastrointestinal histopathology-related lesion classes used for computer-aided
diagnosis. SIPaKMeD contains 4049 single-cell images distributed across five cytological categories.
The gastrointestinal lesion dataset contains 76 lesion instances distributed across 3 diagnostic classes
(hyperplastic, serrated, and adenomatous).

The datasets were split into training, validation, and test partitions using a stratified protocol in order
to preserve class proportions. We used a 70%/15%/15% split for training, validation, and testing, respec-
tively. Only clean images were used during classifier training and threshold calibration. Adversarial
samples were generated exclusively from the held-out test set.

Classifier Architectures and Training Settings DAPHne is model-agnostic and can be attached to
any differentiable classifier that exposes class probabilities and input gradients. In our experiments,
we used AD-ZeroNAS and Bionnica as the primary histopathology classifiers. For comparison and
reproducibility, we also evaluated standard convolutional backbones, including ResNet-18 and DenseNet-
121, initialized either from ImageNet-pretrained weights or trained from scratch depending on the
experiment.

All classifiers were trained using the cross-entropy loss. Optimization was performed with Adam
using an initial learning rate of 104, batch size of 32, and weight decay of 10~°. Training was
conducted for 50 epochs with early stopping based on validation loss using a patience of 10 epochs.
Data augmentation included random horizontal flipping, random rotation up to 15°, color jittering, and
random cropping. No adversarial samples were used during classifier training.

Adversarial Attack Configurations We take into account both gradient-based and generative
adversarial attacks, including both confined and unconstrained threat models, in order to thoroughly
assess detection resilience.

FGSM generates adversarial examples using a single gradient step, while PGD applies iterative
perturbations with projection onto an ¢,-bounded perturbation set. We evaluate multiple perturbation
magnitudes to assess detection sensitivity under varying attack strengths. FGSM attacks were generated
using perturbation budgets € € {2/255,4/255,8/255}. For PGD, we used an /., threat model with
e € {4/255,8/255}, step size « = 1/255, and 10 optimization iterations. Each update was followed
by a projection onto the admissible /., perturbation ball. For unrestricted adversarial attacks, a
DCGAN-based generator—discriminator architecture was employed. The generator received random
latent vectors of dimension 100 and was trained to synthesize perturbations that preserve global
tissue appearance while inducing classifier errors. Training was performed for 50 epochs using Adam
(B1 = 0.5, B2 = 0.999) with a learning rate of 2 x 10~*. Adversarial samples were generated only from
the held-out test set.



Table 2
Adversarial detection under GAN-based attacks. Calibration uses only clean validation data (zero-shot).

Method Detection rate (%) FPR (%) AUC Confidence prediction 1
Confidence Threshold 41.8 2.1 0.62 0.94
Entropy Detection 48.5 2.0 0.66 0.93
Uncertainty 54.2 2.4 0.70 0.90
DAPHne 81.6 2.0 0.88 0.95
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Figure 3: ROC curves comparing detectors on a mixed evaluation set (gradient-based + GAN-based attacks).

Baselines We compare DAPHne against representative baseline adversarial detection methods (see
Figure 3) commonly used in the literature: (a) Confidence thresholding - inputs are flagged as
adversarial if the maximum predicted class probability falls below a predefined threshold; (b) Entropy-
based detection — detection is performed based on the predictive entropy of the classifier output
distribution; (c) Uncertainty-based detection — Monte Carlo dropout is applied at inference time to
estimate epistemic uncertainty, with adversarial samples identified based on uncertainty thresholds. All
baseline methods are calibrated using clean validation data to ensure comparable false positive rates.

To support the model-agnostic claim, we evaluate DAPHne not only on AD-ZeroNAS and Bionnica,
which are associated with our prior work, but also on independently developed standard classifiers.
Specifically, we include ResNet-18 and DenseNet-121 as external backbone architectures. This additional
evaluation verifies whether the gradient-confidence signal used by DAPHne generalizes beyond the
introduced models (see Table 3). For each independently developed classifier, the same detection
protocol is used: the classifier is trained only on clean training data, the DAPHne threshold is calibrated
only on clean validation data, and adversarial detection is evaluated on attacked test samples.

Table 3
Model-agnostic evaluation across proprietary and independently developed classifiers under mixed adversarial
attacks (FGSM, PGD, and GAN-based attacks) for SIPaKMeD dataset.

Classifier Detection rate (%) AUC
AD-ZeroNAS 81.6 0.88
Bionnica 77.5 0.86
ResNet-18 79.4 0.92
DenseNet-121 78.2 0.91

Semantic Monitoring Layer The semantic monitoring layer was implemented as a lightweight
post-hoc audit module that records detected adversarial events without modifying the classifier or the
DAPHne score. For each input flagged as adversarial, the module stores the image identifier, dataset
name, classifier architecture, predicted class, confidence score, gradient norm, normalized DAPHne
score, threshold value, attack type when known, and timestamp. The monitoring layer was evaluated in
terms of logging completeness, runtime overhead, and usefulness for failure analysis. Since it operates
after detection, it does not influence detection accuracy, AUC, or false positive rate.



Table 4
Ablation study: impact of detection signals and fusion weight « in S(z) = ag(z) + (1 — a)(1 — ¢(x)). DR at
calibrated FPR ~ 2%.

Variant Gradient GAN DR (%) FPR (%)
Conf. (1 — ¢(x)) 0.78 0.62 55.9 2.0
Gradient only (g(z)) 0.86 0.80 73.4 2.2
DAPHne (0.5) 0.93 0.88 847 2.0
DAPHne (0.7) 0.95 087  86.1 2.0
DAPHne (0.3) 0.91 0.89 832 2.0

Findings The experimental findings of DAPHne’s efficacy for adversarial identification in histopatho-
logical image processing are presented in this part.

First, we assess the performance of adversarial detection under gradient-based attacks, such as FGSM
and PGD, at various perturbation strengths. The DR, FPR, and AUC for DAPHne and baseline techniques
are shown in Table 1. While maintaining low false positive rates on clean samples, DAPHne routinely
outperforms confidence-based and uncertainty-based baselines in detection rates. Next, we assess
detection performance under generative adversarial attacks, which generate visually convincing and
unconstrained adversarial samples. Because perturbations are not limited by clear norm constraints,
these attacks provide a particularly difficult threat model. DAPHne considerably outperforms baseline
approaches under GAN-based attacks (Table 2). When calibrated with clean validation data, DAPHne
maintains a low false positive rate throughout all tests. We conduct an ablation research (Table 4)
comparing confidence-only, gradient-only, and combination gradient-confidence detection in order to
evaluate the significance of separate detection components.

5. Conclusion

This work presented DAPHne, an adversarial detection technique for histopathology image analysis
based on gradient-confidence monitoring that is lightweight and model-agnostic. DAPHne functions
in a zero-shot approach and depends only on intrinsic signals that are present at inference time, in
contrast to retraining-based or generative defenses.

We showed that DAPHne consistently delivers good detection performance while retaining low
false positive rates on clean data over extensive testing against both gradient-based and GAN-based
adversarial attacks. The findings demonstrate that when gradient sensitivity and prediction confidence
are combined, complementing features of adversarial behavior are captured, enabling accurate detection
across a variety of attack strategies.

Instead of replacing current defenses, this study focuses on adversarial detection as a supplementary
robustness method. DAPHne provides a useful, trustworthy layer that can be easily included in current
histopathology operations with little expense when considering retraining and generative modeling.
In the future, the method will be extended to other medical imaging modalities, adaptive adversaries
will be investigated, and the method will enable more informed and resilient clinical decision-making
through the integration of adversarial awareness mechanisms.
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