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Abstract

The rapid spread of disinformation and hate speech across digital platforms highlights the urgent need for effective
support mechanisms for media professionals and journalists. Artificial Intelligence (AI) tools can significantly enhance
the detection and analysis of misleading or harmful content, enabling faster and more scalable responses. However, for
such tools to be meaningfully integrated into journalistic workflows, they must demonstrate a sufficient degree of trust-
worthiness, including robustness, reliability, security, and transparency. Since achieving absolute trustworthiness in Al
systems is unrealistic, systematic risk assessment methodologies are essential to identify, evaluate, and mitigate poten-
tial weaknesses. In this paper, we apply the FAITH AI_TAF_V1 methodology to perform an in-isolation risk assessment
of the AI Intelligent Coaching application, a service designed for disinformation and hate speech detection. The study
investigates the applicability and limitations of the methodology, while highlighting key trustworthiness challenges for
Al-assisted journalism systems.
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1. Introduction

The European Union supports media freedom and pluralism as fundamental principles of modern democracy,
fostering free and open debate. As noted by the High Representative for Foreign Affairs and Security Policy of
EU in March 2026, “information manipulation is one of the most cost-effective tools of modern hybrid warfare”.
At the same time, as recently pointed out by the Director of the European Commission (EC) Department
for Migration and Home Affairs (DG HOME), today, disinformation and hate speech are used to intensify
crisis situations, aggravate divisions, cause political and even encourage physical harm. Beyond its societal
importance, the detection of disinformation and illegal hate speech is increasingly a matter of legal obligation:
under the Digital Services Act, providers of online platforms must operate notice-and-action mechanisms
for illegal content, while very large online platforms and search engines are additionally required to assess
and mitigate systemic risks such as disinformation campaigns and the dissemination of illegal hate speech
(Articles 34-35), with the integrated Code of conduct on countering illegal hate speech and Code of Practice on
Disinformation serving as benchmarks for compliance. So far, numerous initiatives, including past or ongoing
EU-funded research projects, such as AI-CODE!, vera.ai?, TITAN?, or AI4TRUST?, have resulted in a wide
range of Al-based solutions helping to combat disinformation and hate speech, especially via detection, and,
therefore, in mitigating negative impacts on society. These research outcomes are currently being leveraged as
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Figure 1: (a) Claim Detection. The Intelligent Coaching application detects multiple claims. Upon selection,
the decontextualized claim appears in a pop-up window (b) The “Match to Other Articles” function-
ality returns the decontextualized claim and a brief report generated from the detected resources,
along with their URL and a matching score.

a backbone for novel Al-based services, which will be tailored for media professionals to help them reinforce
trust in the content they produce.

Still, the real-world adoption of disinformation detection services depends on whether media professionals
can trust them. Journalists must be confident that the tools they use are accurate, fair, robust, reliable, and
secure. For example, claims identified as “debunked” should have indeed been fact-checked, while the system
should avoid omitting relevant fact-checked claims within an article. It is equally important to ensure that Al-
based tools are unbiased, do not discriminate against specific sources, and adequately protect user data. Trust
can be further strengthened by providing explanations and justifications for the decisions generated by the Al
system. However, due to the inherent interdependencies among trustworthiness characteristics—for instance,
enhanced security mechanisms may reduce transparency—it is impossible to achieve absolute trustworthiness
in Al systems. Therefore, assessing the trustworthiness of Al systems through a risk-based perspective is
essential. FAITH AI_TAF_V1 [1] methodology constitutes a first attempt in this direction, enabling the in-
isolation assessment of Al systems, i.e., without considering cascading effects across interconnected assets.

In this paper, we demonstrate the application of the FAITH Al_TAF_V1 methodology to the Intelligent Coach-
ing application, an Al assistant tailored for media professionals. Developed within the AI-CODE project, the
Intelligent Coaching application is a large language model (LLM)-based system designed to support jour-
nalists and fact-checkers in verifying the veracity of news articles. To evaluate the associated risks, media
professionals from the Freedom House Romania network participated in a series of stakeholder workshops.
Through these sessions, they assessed the business impacts of potential compromises in key trustworthiness
characteristics, thereby highlighting the principal challenges to establishing user trust in such systems.

2. Intelligent Coaching Application

The AI Intelligent Coaching application aims to assist journalists in fact-checking the articles they write or
read by checking the content’s factuality and whether they contain certain types of logical fallacies or ch. In
this paper, we specifically focus on the following two functionalities:

Claim Verification: It helps end-users assess the content factuality of an input text. This functionality
consists of 3 modules:

« The Claim Detection module (Figure 1(a)) detects the core claims in the text and decontextualizes them
(i.e., it adds from the input article all required information for the claim to stand on its own). This
module consists of a pipeline of transformations (prompt chains) on the input text using LLMs, to
finally derive the text snippets containing the claims.



« The Match to Debunked Claims (or Match to DB in short) searches the locally stored database with
fact-checks (Debunked Claims database ) if there is a fact-checking report that assesses a claim seman-
tically similar to the detected claim selected for analysis and generates a short report based on the
detected fact check. This module is based on a vector DB (which is the transformation of the Debunked
Claims database into an embedding space), an API, and an Al Agent developed using LangGraph® and
LangChain®.

« The Match to Other Articles (Figure 1(b)) searches the Web for sources that debunk the detected claim
selected for analysis and generates a short report based on the detected sources. The implemented
workflow expects a claim (i.e., a sentence) as its input, then performs a web search across various
search engines and web resources based on this claim and search keywords generated by generative
AL Then, it categorizes the collected results into different classes leveraging LLMs as classifiers [2].

Hate Speech Detection: Hate speech, often defined by defamatory remarks directed at specific groups based
on factors such as ethnicity, nationality, religion, race, gender, and sexual orientation [3], poses significant
challenges in media discourse. It is often that automated and Al-based detection fail to capture context and
nuances in human communication. The Hate Speech Detection module performs a classification task split
into two sequential prompts for improved accuracy even in highly contextualized cases’. The first prompt,
a binary classification few-shot example instructs the model to determine whether the input contained hate
speech. The second prompt is issued to classify the hate speech into the appropriate category (Racism, Sexism,
Religious or Sexual Orientation).

All LLMs used are provided by the third-party service Groq®. Although LLMs have demonstrated impres-
sive capabilities to perform knowledge-intensive tasks (e.g., [4]), they also face numerous challenges, for
instance, they are hindered by hallucinations (e.g., [5], [6]), or, as recently found, they may solidify or exac-
erbate bias [7]. Hence, for none of the aforementioned tasks have LLMs been employed for the Al Intelligent
Coaching service off-the-shelf. Instead, agenting approaches have been applied to overcome these drawbacks.
Still, though, the limited number of available datasets, the general limitations of LLMs, and the continuous ad-
vancements in obfuscation techniques developed by disinformation spreaders introduce several risks. These
risks are discussed in detail in Section 4.

3. Methodology

In this research work, the methodology FAITH AI_TAF_V1 [1], developed within the FAITH innovation ac-
tion’, is followed. With this methodology, the various assets of an Al system are assessed in isolation, i.e.,
without taking into consideration any cascading effects. This allows the study of the intrinsic trustworthiness
properties of each individual Al asset. In future work, the Al Intelligent Coaching application will be assessed
as a whole, by examining the interactions and interdependencies among the various Al assets.

As illustrated in Figure 3, the methodology consists of six phases. In the Cartography Phase, the boundaries
of the assessment are clearly defined to establish the scope of the trustworthiness and risk analysis. For
this case, the boundaries include the Al models: Claim Detection, Match to Debunked Claims, Match to Other
Articles and Hate Speech Detection. All models (except for Match to Debunked Claims) have been designed
and configured primarily through the use of zero-shot learning techniques, complemented by iterative user
testing and validation during pilot activities. Additionally, the system is assessed for the deployment lifecycle
stage.

*https://www.langchain.com/langgraph

Shttps://www.langchain.com/about

"More information about the performance of the Hate Speech Detector can be found in the report: https://ec.curopa.cu/research/
participants/documents/downloadPublic?documentIds=080166e51d5e7dd4&appld=PPGMS

®https://groq.com/

*https://faith-ec-project.eu/
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Figure 2: The six phases of the risk-assessment methodology based on FAITH AI_TAF_V1 [1].

For the Threat Analysis, a desk analysis is conducted to comprehensively examine and instantiate the di-
verse threats of all Al assets during each phase of the Al lifecycle that could undermine system trustworthi-
ness. In this research paper, we focus on the threat taxonomy developed by Caroline et al. [8] to assess its
applicability and limitations for LLM systems. Four criteria have been taken under consideration to assess
a threat’s likelihood: i) attacker’s capability (e.g., the attack needs only commonly available skills or tooling
vs it needs white-box gradients, sustained oracle probing, or privileged access to the local environment), ii)
asset exposure (it is internet-facing or ingests untrusted external content vs is local, static, and isolated from
untrusted input), iii) AI-Act criticality: The system is an assisting-only, low-criticality tool, so targeted at-
tacks are judged improbable, and iv) Component nature (e.g., the component is generative/LLM-based, with
a broad probabilistic surface and hence subject to prompt sensitivity, hallucination, oracle-style behaviour
vs it is deterministic, with a narrow, predictable surface). Additionally, the ENISA/ISO-27005-style ordinal
likelihood scale has been adopted.

The Vulnerability Analysis focuses on identifying weaknesses in the AI system. In this research paper,
the weaknesses are identified through the corresponding controls defined by Caroline et al. for each of
the identified threats in the threat assessment phase. The Risk Analysis calculates the various risks across
the trustworthiness characteristics, based on the results from the impact, threat and vulnerability analysis,
while in the Countermeasures phase the non-implemented controls are suggested to the user to enhance the
trustworthiness of the Al system.

In this research paper, we focus on the first four phases and, following FAITH AI_TAF_V1, on the trustwor-
thiness characteristics defined in NIST [9]: Safety mandates prevent any safety risks to humans, property,
health, and the environment. Security and resilience require that the Al system can cope with unexpected
adverse events or environment changes and, if unavoidable, it degrades safely and gracefully. Explain-
ability and interpretability: Explainability refers to a “representation of the mechanisms underlying Al
systems’ operation”. Interpretability refers to the meaning of the output of Al systems in the context of
their functional purposes designed”. Privacy-enhancement can be intended as the overall “protection of
human identity, autonomy, and dignity”. Fairness requires ensuring an equitable development and use of
an Al system, thereby avoiding harmful discrimination and biases. Accountability and transparency are
coupled towards the assurance that a responsible approach to Al development is adopted and that all the rel-
evant pieces of information about it are accessible to appropriate levels of the stakeholders, actors and users
involved. Transparency reflects the “extent to which information about an Al system and its outputs is avail-
able to individuals interacting with such a system”. Accountability is based on transparency. Validation is
the “confirmation, through the provision of objective evidence, that the requirements for a specific intended
use or application have been fulfilled” (Source: ISO 9000:2015). Accuracy and robustness contribute to the
validity and trustworthiness of Al systems, and can be in tension with one another in Al systems.



4. Impact Assessment

The impact (or alternatively, consequence) assessment was conducted by FH based on insights collected
through a series of 17 workshops involving a total of 75 media professionals. During these workshops, par-
ticipants were asked to evaluate the potential business consequences arising from the compromise of the
trustworthiness characteristics presented in Section 3 within the context of a disinformation detection ser-
vice, such as the Al Intelligent Coaching application. For instance, an example question was “What is the
business consequence level caused by a privacy compromise of the Al system?”. In the following, the trustwor-
thiness characteristics associated with the highest assessed impact levels are discussed.

Privacy: Very high impact. In the context of journalism, a privacy compromise poses an especially
serious risk because articles and written content that may contain sensitive investigative data, unpublished
reports, or confidential documents are processed by the Al system. Unauthorized access to this kind of infor-
mation could compromise journalistic privacy, harm one’s reputation as a professional, and deter users from
using the platform. The potential commercial repercussions of a privacy breach are thought to be extremely
severe, given the significance of safeguarding editorial materials and journalistic sources. This evaluation is
in line with the EU AI Act’s strong emphasis on data protection and privacy safeguards, which emphasizes
the necessity for Al systems to guarantee safe data handling, personal information protection, and suitable
governance mechanisms throughout the system lifecycle. Additionally, it is consistent with the European
Commission’s more general guidelines for trustworthy Al which emphasize the significance of privacy and
responsibility as essential conditions for the ethical development and application of Al technologies.

Fairness: High impact. A crucial prerequisite for Al systems that analyze journalistic content is fairness.
The interpretation of particular stories or subjects during the analytical process may be impacted if the system
generates unfair or biased results. Such bias could damage the tool’s trustworthiness in a media setting and
create moral questions about how to understand delicate subjects. Even though journalists still have the
ultimate authority over editorial decisions, chronic bias in Al results might undermine user acceptability and
erode system trust. These factors make the potential business impact of inadequate fairness considerably
high.

Accuracy and Robustness: High impact. The precision and resilience of the Al system’s analytical
results are critical to its efficacy. The system’s ability to spot false information, identify misleading assertions,
or flag dangerous content would be greatly diminished if it generated erroneous, inconsistent, or unstable
results. Journalists may have to spend more time confirming results in these circumstances, which could
reduce the tool’s anticipated productivity gains. Additionally, persistent errors may erode user confidence
and lower the possibility of long-term adoption. As a result, inadequate accuracy and robustness are thought
to have a significant business impact.

5. Threat Analysis

The threats catalogued by Caroline et al. [8] are examined here for their applicability to, and limitations within,
the Allntelligent Coaching application. This assessment was conducted as a desk analysis by the development
team and the risk assessor. Because operational fact-checking and disinformation-detection systems are an
emerging class of application, documented incident data on which to base frequency estimates remain scarce;
we therefore anchor each likelihood to the literature where relevant evidence exists—cited in Table 1—and,
where it does not, derive it from the specific characteristics of the affected component and its deployment
environment, according to the scale and criteria defined in Section 3.

Specifically, since this application acts only as an assisting and not a decision-supporting tool for journalists,
the low-criticality classification of the application under the Al Act (an assisting, non-decision-supporting
tool) sets an upper bound on all levels, For instance, the Oracle threat, in which the attacker explores a model
by providing a series of carefully crafted inputs and observing outputs, has low likelihood in models such
as Claim Detection or Match to DB because it requires sustained, high-effort probing of the system’s input-



output behaviour to infer internal decision logic, which is rather unlikely due to its low criticality level. On
the other hand, the Hate Speech Detection model is more susceptible to the oracle threats, because it deals
with adversarial users actively trying to bypass rules leveraging automated tools (e.g., AutoDAN) [10].

Furthermore, asset exposure and component nature account for the spread between components. Thus, the
deterministic, locally-hosted Match to DB module — with no reachable proprietary logic and no untrusted
input — is assigned Never or near-negligible likelihoods, whereas the generative Match to Other Articles
module, which ingests external web content through third-party search APIs, reaches more than once a year
for the same threat classes. Externally hosted model internals are capped at once every 10 years, reflecting
the rate-limiting and monitoring enforced by the API provider.

The Data Disclosure threat, which refers to a leak of data manipulated by ML algorithms due to factors like
inadequate access control, third-party data sharing, or project team errors, has a low likelihood for the Claim
Detection and Hate Speech Detection modules (occurring once every 5 years) because the third-party provider
(Groq) implements reasonable and appropriate data encryption and security designed to protect customer
data. Similarly, the Match to DB component has no likelihood of threat (“Never”), because the database is
open to end users and the matching is a deterministic property of the stored embeddings, meaning there is
no proprietary logic to “disclose” in this component. On the other hand, the Match to Other Articles module is
much more susceptible to the data disclosure threat (occurring once a year), because it transmits proprietary
search queries via Search APIs (Google/Tavily).

The Model Disclosure threat, which involves the leak of model internals or system prompts, has varying
threat levels across components. The Hate Speech Detection module is the most susceptible (occurring more
than once a year) because attackers can treat the binary classifier as an oracle to map safety boundaries and
disclose hidden moderation logic. The Claim Detection and Match to Other Articles modules share a moderate
likelihood (once every 2 years); the former is vulnerable to reverse-engineering via Direct Context Extraction,
while the latter is susceptible to inference-based exfiltration, where iterative probing can force the model to
unintentionally reveal hidden context or orchestration logic. Conversely, the Match to DB component has a
very low likelihood because it utilizes standard RAG logic, making the model architecture a low-value target
for disclosure compared to the data itself.

The Model or Data disclosure threat refers to the possibility of leakage of all or partial information about the
model. The likelihood of this threat is from “Never” (Match to DB) to “Once every 10 years” (the rest of the
models). This is mainly due to the use of externally hosted models. API providers implement strict rate limits
and monitoring to prevent the high-volume probing required for model extraction. Similarly, the Compromise
of ML application components threat, which refers to the compromise of a component or developing tool of
the ML application, is also considered as of low likelihood. This threat is limited to the local environment’s
security. This is a threat to the AI Intelligent Coaching application only if targeted attacks are implemented
to compromise the local SDL or the environment in which it resides, which considered highly unlikely.

Another threat of medium to low likelihood (once every 2 years) for the system under test is the “Use of
adversarial examples crafted in white or grey box conditions”, which is materialized when the attacker gains
access to information (model, model parameters, etc.) that allows the direct built of adversarial examples.
By using Llama models through Groq, the Al Intelligent Coaching application exists in a unique “Grey-Box”
state. While Groq acts as a black-box API (preventing direct access to gradients), the Llama models used are
open-weight, hence an attacker can download the exact same model weights from Meta/HuggingFace, craft a
White-Box attack on their own machine using gradients, and then send that finished “adversarial payload” to
the Grog-hosted system. Because the models are identical, the attack has a near-perfect Transferability rate.
However, this type of attack requires high technical skill and must be targeted, which we consider highly
improbable.

The threat of “Unreported Cybersecurity Incidents” varies significantly based on staff perception and oper-
ational pressure. The Hate Speech Detection module faces the highest risk (more than once a year) because
staff frequently fail to report jailbreaks or filter bypasses if they believe the issue was eventually resolved or
fear administrative blame [10]. The Claim Detection module has a moderate likelihood (once every 2 years),
as high-pressure environments prioritize production speed, leading staff to dismiss minor extraction anoma-



lies as minor technical glitches. Conversely, the risk is lower for Match to Other Articles (once every 5 years)
because staff may not recognize suspicious search behaviors or indirect prompt injections as active security
threats. Finally, the Match to DB component has no likelihood (“Never”) because its deterministic, internal
nature means issues are classified as standard system failures and naturally reported straight to IT support.

The threats presented in Table 1 are the ones that are most relevant to the AI Intelligent Coaching as a
whole. According to [8]; the threat “Evasion” refers to the type of attacks that target the ML algorithm’s
inputs to find small perturbations leading to large modification of its outputs (e.g., decision errors); the threat
“Failure or malfunction of ML application” refers to failures, such as denial of service due to bad input or
unavailability due to a handling error; the “Denial of service due to inconsistent data or a sponge example” refers
to inappropriate input data formats or specifically designed input data to increase the computation time of
the model; the “Poisoning” threats focus on the data or the model to modify the ML algorithm’s behavior in
a chosen direction (e.g. to sabotage its results, to insert a backdoor); finally, the “Human Error” refers to the
various mistakes that can be made by the different stakeholders resulting in a failure or malfunction of ML
application.

Threat Component Likelihood & Description
Claim Detection Once a year. Being a multistage pipeline system, evasions can
Evasion happen in the summarization phase (summarization hijacking)

or the ranking phase (ranking manipulation)[11].

Match to DB

Never. This module performs a similarity check against a local
database. Unlike a generative process or a search of the open
web, the matching is a comparison between the user’s claim and
a static, pre-existing set of entries.

Match to Other Arti-
cles

Once a year. As the system consumes external content via
Search APIs (Google/Tavily), an attacker can perform Data
Source Impersonation by publishing web pages containing In-
direct Prompt Injections (IPIs).

Hate Speech Detec-
tion

Once a year. Lexicon evasion using metaphors or dialects can
bypass binary classification systems [12].

Failure or malfunction
of ML application

Claim Detection

More than once a year. Large-scale summarization creates high
KV cache demands; malformed inputs may cause memory over-
flow or node crashes [13].

Match to DB

Once every 5 years. Failure is unlikely due to local static
database; issues only arise from orchestration logic or DB time-
out.

Match to Other Arti-
cles

More than once a year. Highly dependent on external APIs;
rate limits or latency spikes can propagate cascading failures in
LangGraph (ASI08)'°.

Hate Speech Detec-
tion

More than once a year. API saturation (e.g., Groq limits) may
cause service unavailability.

Denial of service due
to inconsistent data or
sponge example

Claim Detection

More than once a year. Vulnerable to sponge examples and
high-entropy inputs that saturate KV cache and cause time-
outs [10].

Match to DB

Once every 5 years. Static structured data reduces vulnerability
to computational overload attacks'!.

Match to Other Arti-
cles

More than once a year. Malicious web content (non-UTF-8, re-
cursive HTML) may cause inference hang and GPU saturation.

Hate Speech Detec-
tion

More than once a year. Sponge inputs can force excessive com-
putation and slow system throughput [14].

Poisoning

Claim Detection

Once every two years. Semantic context deception may affect
summarisation accuracy via poisoned external context [15].

Match to DB

Once a year. Vulnerable to knowledge base poisoning via ad-
versarial documents in vector DB [16].

https://genai.owasp.org/2026/04/14/owasp-genai-exploit-round-up-report-q1-2026/
"https://genai.owasp.org/llmrisk2023-24/1lm04-model-denial-of-service/
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Threat Component Likelihood & Description
Match to Other Arti- | More than once a year. Web-scale poisoning via indirect prompt

cles injection may alter ranking behaviour [17],[18].
Hate Speech Detec- | Once every 5 years. Resistant unless underlying model weights
tion are compromised.
Claim Detection Once a year. Prompt modifications without regression testing
may degrade summarization or output formatting.
Human error — : - ——
Match to DB More than once a year. Mis-indexing or incorrect labeling in

local DB leads to false negatives.
Match to Other Arti- | More than once a year. Misconfiguration of search parameters

cles may cause context overflow or hallucinated consensus.
Hate Speech Detec- | More than once a year. Misuse of module for unintended tasks
tion (e.g., sarcasm detection) leads to misclassification drift.

Table 1: Threat likelihood assessment across system components based on expert desk analysis.

Besides the aforementioned threats, the literature indicates that LLM-based systems are susceptible to
several additional types of threats (e.g., [19], [20]). Only OWASP'?, in 2025 introduced 17 new threats relevant
to LLMs and agentic Al systems. Indicatively, some threats highly relevant to the AI Intelligent Coaching
application include:

« Prompt Attacks: LLMs are highly sensitive to the structure of a prompt; even a minor modification by
an attacker may lead to misleading responses.

« Human Attacks on Multi-Agent Systems: Attackers exploit inter-agent trust relationships and work-
flow dependencies to manipulate agent operations or escalate privileges.

« Overwhelming Human in the Loop: Attackers exploit human cognitive limitations or weaknesses in
human oversight mechanisms.

+ Misaligned and Deceptive Behaviors: Autonomous agents develop unintended or deceptive strategies
that may lead to harmful outcomes.

« Intent Breaking and Goal Manipulation: Attackers manipulate an agent’s goals, planning, or reasoning
processes to redirect its behaviour.

« Cascading Hallucination Attacks: False Al-generated information propagates through the system, dis-
rupting reasoning and decision-making processes.

6. Vulnerability Analysis

Technical vulnerabilities of the Al system, particularly those identified by Caroline et al. [8] that are asso-
ciated with the threats exhibiting the highest likelihood, as well as with the most impacted trustworthiness
characteristics identified in Section 4, are presented in Table 1. As discussed in Section 3, the vulnerability
assessment phase of the methodology also considers human-related vulnerabilities; however, these are left
for future investigation.

According to FAITH AI_TAF_V1, the vulnerability assessment process examines which of the proposed miti-
gation controls have been implemented. The relevant controls are presented in Table 2. They are partitioned
into three groups: those applicable to developer-owned components, denoted with “A”, those non-applicable
as model-engineering controls, denoted with “NA”, but recoverable as supplier-governance controls, and a
residual core, closable only through supplier attestation. As shown in the table, a significant number of
controls are considered non-applicable as model-engineering controls because the Al Intelligent Coaching
application relies heavily on third-party services over which developers have limited control. For example,
controls related to model training procedures or model exposure levels cannot be directly implemented. How-
ever, according to OWASP Top 10 for LLM Applications [21], most of them are recoverable as supply-chain

“https://genai.owasp.org/
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Control Applicability
Integrate ML specificities to awareness strategy and ensure all ML

stakeholders are receiving it A
Establish security process to maintain a good security level of the NA
components of the ML application

Use less easily transferable models NA
Assess the exposure level of the model used NA
Apply modifications to inputs NA
Choose and define a more resilient model design NA
Implement processes to maintain security levels of ML components A
over time

Assess the exposure level of the model used NA
Enlarge the training dataset NA
Apply an RBAC model, respecting the least privileged principle A
Control all data used by the ML model NA
Ensure reliable sources are used NA
Integrate poisoning control after the model evaluation” phase NA
Use methods to clean the training dataset from suspicious samples NA
Ensure ML applications comply with identity management, A

authentication, and access control policies
Ensure that models are unbiased NA
Ensure that the model is sufficiently resilient to the environment

in which it will operate. NA
Integrate ML applications into the overall cyber-resilience strategy NA
Conduct a risk analysis of the ML application A
Define and monitor indicators for proper functioning of the model A (partly)
Ensure ML projects follow the global process for integrating A

security into projects

Ensure ML applications comply with third parties’ security requirements A (partly)
Assess the regulations and laws the ML application must comply with A
Control all data used by the ML model NA

Table 2: Vulnerability controls according to [8] and their applicability to Al Intelligent Coaching application.

controls (e.g., “Establish/maintain security process for ML components”), a subset is partially recoverable at
the orchestration and retrieval layers (e.g, “Control all data used by the ML model” is applicable only for the
Match to DB component), and only a residual core is genuinely un-closable without supplier attestation (e.g.,
cleaning/enlarging the training set and the model’s intrinsic bias and robustness).

7. Conclusions

We applied the first four phases of FAITH_AI_TAF_V1 to an in-isolation assessment of the Al Intelligent
Coaching application and its four AI assets. Insights from 17 workshops with 75 media professionals rank
privacy as the highest business impact, followed by fairness and accuracy-and-robustness. Threat and vulner-
ability analyses show risk is strongly component-differentiated: the deterministic local Match to Debunked
Claims module is least exposed, while the generative modules that ingest external content carry the highest
recurring likelihoods. Based on OWASP LLM Top 10 (2025), the controls have been partitioned into three
groups: those applicable to developer-owned components, those non-applicable as model-engineering con-
trols but recoverable as supplier-governance controls, and a residual core—training integrity, intrinsic bias
and robustness—closable only through supplier attestation. Future work will focus on systematic benchmark-
ing of these controls against NIST AI RMF, OWASP LLM Top 10 (2025), and ISO/IEC 42001. Finally, study
motivates future work on cascading effects, human vulnerabilities, and a dedicated control set for third-party-
model AL
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