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Abstract

Recently, an active learning algorithm for regular languages yielding a possibly incomplete automaton (reading
only the prefixes of the words belonging to the target language) has been introduced in [1]. In particular, the
classic L* algorithm proposed by Angluin [2] has been modified toward the so-called PL* learner. The latter
leverages on a modified teacher that answers to equivalence and prefix queries, instead of operating with the
two classic oracles for testing language equivalence and (word) membership. We provide an alternative learner
for incomplete DFAs that does not employ such a new prefix oracle, but interacts with a standard teacher using
only membership and equivalence queries.
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1. Introduction

Automata learning refers to the process of inferring a finite representation for an unknown target
formal language. In this context, the term learner is used to indicate an algorithm that builds (or learns)
an automaton accepting the target unknown language.

When the learned automaton models an unknown system, the inference process is also called model
learning or black-box learning [3] and finds applications in model checking, verification and reactive
synthesis [4, 3, 5, 6]. In particular, being automata a well established formalism to model e.g. (security
or communication) protocols and hardware/software controllers, model learning is naturally applied in
all those areas to infer or learn a model from a given (black box) system, just by observing its behaviour
or its response to certain queries. The learned model can then be used for rigorous analysis to detect
bugs or vulnerabilities and design possible fixes, ensuring compliance with specifications [3, 7].

The problem of automata learning has been studied for decades, being initially explored as a funda-
mental theoretical problem in automata theory and later developed toward model learning for inferring
behavioral models of complex black-box systems such as communication protocols and software con-
trollers [8, 9, 7, 10, 11, 5]. The L* algorithm, introduced by Dana Angluin in 1987, is the foundational
learner for inferring a Deterministic Finite Automaton (DFA) from a black-box system. L* is often
referred to as an active learning algorithm, because it is based on a direct interaction of the learner
with an oracle (or teacher) that can answer to two types of queries: membership queries (does the word
w belong to the target language L?) and equivalence queries (is L(.A) = L? for a given hypothesis
DFA A). In general, model learning in the active framework relies on actively doing experiments (tests
simulating the above membership and equivalence queries) on the black box system under learning
[12]. This is in contrast with passive learning, where a fixed set of positive and negative examples is
given and no interaction with the system is possible.

The class of regular languages cannot be learned efficiently in polynomial time using either mem-
bership queries alone or equivalence queries alone [13, 14] and a polynomial DFA learner necessitates
indeed the active learning framework introduced by L*, often referred to as Minimally Adequate Teacher
(MAT) framework. Recently, in [1] L* has been modified toward the so-called PL* learner. The latter
operates within an active framework involving an oracle for answering prefix queries (is the word
w prefix of some word in the target language L?) beside classic equivalence ones. In particular, PL*
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learns a possibly incomplete DFA accepting the target regular language L and is proven to learn more
efficiently than L* both empirically and theoretically (i.e. with globally less queries to the teacher). In
[1], the motivation underlying the development of PL* relies on applying active automata learning in
the context of black box learning of program’s input parsers. This is because many input parsers usually
indicate not only if an input is valid or not, but also if it is the prefix of some valid input. Beside this
motivation, it turns out that PL* is the first DFA learner in the literature that does not rely on having a
complete transition function, rather it leverages on incomplete ones. While regular languages always
admit a minimum complete canonical model, there are classes of formal languages whose automata
recognizers can not be always embedded into a complete one. This is the case for the class of Wheeler
languages and Wheeler automata [15] that play an important role in the field of compressed data
structures. PL* is therefore also relevant for the extension of model learning toward such kind of formal
languages. In this paper, we provide a polynomial learner for incomplete DFAs alternative to PL*
that interacts with a standard teacher using only membership and equivalence queries. Such a learner
does not rely on a complete transition function for the target DFA, and learns a possibly incomplete
automaton that reads only the prefixes of the words belonging to the target language. Moreover, within
the proposed framework the alphabet does not need to be known in advance, rather it is also learned.
Beside giving new insights on regular languages active learning, this result pushes further the path
toward learning (in the classic MAT framework) classes of automata that can not be generally embedded
into complete automata, as the recalled class of Wheeler automata.

The paper is organized as follows. We introduce some useful notation in the preliminary section.
Section 3 defines the active learner in the MAT framework for incomplete automata and illustrates
its execution on a concrete example. Section 4 analizes the correctness and the complexity of the
proposed algorithm. Section 5 analizes the number of queries to the teacher of the learner and possible
optimizations. Finally, Section 6 reports conclusions and open problems.

2. Preliminaries

We assume that the reader is familiar with the basics facts in the theory of automata and formal
languages [16]. Let X be a finite alphabet: we denote by ¥* the set of finite words on X, while € denotes
the empty word. Given U,V C ¥*,letU @V = {v|v € U\ V Vv € V \ U} be the symmetric
difference of U and V. The word u € X* is said a prefix of v € 3*, written u C v if v = u/ for some
u' € ¥*. Given X C X%, let Prefs(X) = {u | Jv € X : u C v} be the set of prefixes of (a word in) X.

A deterministic finite automaton (DFA) over the finite input alphabet ¥ is a tuple A = (Q, qo, E, F),
where () is a finite set of states, gy € () is the initial state, F' C (@ is the set of final states and F is
a (partial) transition function mapping @ x X to Q. If E is complete, then A is said complete. The
transition from the state ¢ € @ on the letter a € X to the state ¢’ € @ is denoted by the triple (¢, a, ¢’)
orby ¢ % ¢'. Given a word w = wy ... w, € ¥*, we say that A admits a run on w if there exists a
sequence of states qq . . . gy, s.t. o is the initial state and for each 0 < i < n, (¢;—1,w;, ¢;) € E. In this
case, we write gy —> 4 ¢, and we say that A reads w. The run gy — 4 ¢y, is said accepting if ¢, € F. If
A does not admit a run on w € X*, we say that A diverges on w and we write A(w) 1. The language
accepted by A is the set of words L(.4) C X* such that A admits an accepting run on w. The state ¢
is said live if there exists w € Prefs(L(.A)) s.t. gqo —» 4 q. Given the language L C X* and the words
u,v € ¥ we use the notation u =p, v to indicate thatu € L <> v € L.

Given L C ¥*, the Myhill-Nerode equivalence relation =j, on ¥* is defined as: v =y, v if and only if
for each z € ¥*, uz € L <3 vz € L. Given v € X*, we denote by [v]= ,, the equivalence class of v with
respect to the equivalence relation =j,. A language is regular if and only if it is accepted by a DFA if and
only if =, has finite index. In particular, =}, can be used to build the DFA with the minimum number of
states and transitions accepting L. Such a minimum DFA acceptor for L is unique up to isomorphism.

An active learner for regular languages in the minimally adequate teacher (MAT) framework is an
algorithm that builds the minimum (complete) DFA accepting a certain (unknown) regular language L
on an input finite alphabet ¥ accessing to a teacher which answers two types of queries:



1. membership queries, consisting of a single word w € X, to which the teacher will reply with a
boolean answer, indicating if w € L or w ¢ L, where L C X* is the target language;

2. equivalence queries, consisting of an hypothesis DFA A, to which the teacher will reply yes, if
L(A) = L and no otherwise providing a counterexample w € L(A) & L.

3. Active Learning Incomplete Deterministic Finite State Automata

In this section we develop a DFA learner that actively interacts with a teacher by asking membership
and equivalence queries to build the minimum DFA that reads Prefs(L) and accepts L, where L is a
regular target language.

The learner is illustrated in Algorithm 1 and consists of an initialization phase followed by a main
while loop. The initialization phase at Lines 1-2 initializes the hypothesis DFA A to a DFA containing
just the initial state ¢y = € (being final only if € € L) and no transition. In particular, states will be
named after their access strings (or representative prefix strings) and the following invariants will be
mantained throughout the whole procedure:

1. Q C Prefs(L) is prefix-closed, @ N L = F and for each u,v € Q : u #p v
2. Yu 5 vin E : ua € Prefs(L)

Moreover for each ua € @ the set E will contain the edge u % ua. Note that for each ua € Q, the
minimum DFA for L needs to contain the edge [u]=, % [ua]=,, being u #1, ua € Prefs(L). Therefore,
the set of edges {u = ua | ua € Q} is called the set of must-edges and denoted F,,,s;. In contrast, the
set of edges '\ Epust = {u 2% v | u,v € Q Av # ua} is called the set of may edges and denoted
Ernay. As far as may-edges is concerned, note that if u % v is a may edge, then the minimum DFA for
L still needs to admit an edge out of [u|=, reading a (being ua € Prefs(L)) but the target of such a
transition could be different from [v]=, . Intuitively, the learner will eventually learn the "right" target
for each may-edge. In particular, as soon as it recognizes that a temptative target v for the may-edge
u % v is wrong (being ua #7, v entailing that [u]=, ~ [v]=, is not an edge of the minimum DFA for
L), it puts u = v in the so-called set of forbidden edges E2, in order not to repeat the mistake again.
The set E© of forbidden edges is initialized to the empty set in Line 2 .

Algorithm 1: DFA_Learn

Input: Equivalence oracle EQ;, and membership oracle MQ;, answering equivalence and
membership queries for a target regular language L
Output: Minimum (possibly incomplete) DFA A for L
// Initialize A= (Q,qv, F,F) and the set of forbidden edges E“
1 if MQL(¢) then F + {¢} else F + {);
2 o+ 6Q <« {q}) F«+ 0;E? + 0; A« (Q,q, E, F)
3 while true do

// Invariants : (1) Q CPrefs(L),LNQ=F, Yu>v in E:ua € Prefs(L)
(2) Vu,veQ: u#rv and Yu v in E2: wa #pv.
4 (b,w) < EQL(A); // Step 1: Test Equivalence
5 if b = truethen
6 ‘ return A;
7 else
8 (A, E9) < ProcessCEX(w,MQy,, A, E?); // Step 2: Cex Processing. Adds
L U i>x, either to read wa or to redirect u — v (being wua #jp, v)

Each iteration of the main while-loop at Line 3 consists of two steps. The first step at Line 4 relies on the
equivalence oracle EQy, to check the equivalence between L and L(.A), where A is the hypothesis DFA



built so far. If the answer of the equivalence oracle is positive, then the algorithm terminates returning
A. Otherwise, besides its negative answer EQ, provides a counterexample w € L & L(.A). Such a
counterexample is given in input to the procedure ProcessCEX (where CEX is used as a shorthand
abbreviation for counterexample) called at Line 8. The second step consists exactly in executing the
procedure ProcessCEX(w, A, E?), that adds to A an edge u - z and possibly modifies also E?. In
particular the added edge u = x is:

« Either a may-edge to process a previously unreadable prefix ua of some word in L,

« or a may-edge resulting from the redirection of a wrong may-edge ¢’ (that is removed from the
hypothesis and put in E©),

« or else a must-edge u — ua to the newly created node ua. The must-edge u % ua is created only
if £ prevents to redirect the edge out from u on a to any other existing node v € Q (witnessing
that ua Zp, v for each existing node v in Q).

In other words, each call to the procedure ProcessCEX (within an iteration of the main loop) either
learns that a node v € () admits an edge on a € %, or learns that the target v of a transition (out from
u € @ on a € ¥)is wrong, or else learns a new node ua € (). The next subsection illustrates in detail
the crucial procedure ProcessCEX outlined above.

3.1. Counterexample Processing

The ProcessCEX procedure is illustrated in Algorithm 2, below. Letw € L@ L(.A) be the counterexample

returned by the equivalence oracle as a result of testing if L is equal to the language of the hypothesis
DFA A.

Algorithm 2: ProcessCEX Procedure

Input: w € L @ L(A), Oracle MQ,, Hypothesis DFA A, set of forbidden edges E? C 2@*>x@
, Output: E? (possibly augmented) and modified hypothesis .A (with one more/different edge)
Let w = uwav where u is the longest prefix of w in )

if A(ua) T // Case1: Missing transition on a out from uw € Q (A(ua)?1)
then

L Pickzin Q; E < EUu % x; return ((Q, qo, F, E), E?)

g R W N e

=)

Let € =% 4 z be the run of A on ua

7 if MQp(uav) # MQp(zv) // Case2. wav #r1 zv= ua % 2: Forbid z as a
target for the edge out from uw on a¢ and redirect the latter edge

8 then

9 E?«+ E°U{ud 2 E«+ E\{u® 2} // Forbid the target z for E(u,a)

10 ifEIxEQ:ugxgéE@/\x:Lua // Look for a new target
11 then

12 ‘ E+ Eu{u? z}

13 else

14 L Q + QU {ua}); E <+ FU{u > ua}; if MQp(ua) then F < F U {ua};
15 return (Q, qo, F, E), E?) ;

16 else
17 L ProcessCEX(zv, A, E©) // Case3. Recursive call on cex zv (less may tr.)

Line 2 in ProcessCEX determines the longest prefix u of w s.t. the run of A on u contains no may
edges'. Being Eust = {* = xa | za € Q}, this amounts at determining the longest prefix u of

i.e. it contains only must transitions or it contains no transitions at all



w = uu' st. u € Q. Note that L N Q) = F entails that u is a strict prefix of w = wu’ = wav, since
u € () can not be a counterexample.

There are two cases to consider depending on whether A can read ua or not. If A can not read ua,
then it can neither read w = uav and w € L(A) @ L entails w € L. In this case, Line 5 adds to the
hypothesis an edge to read a out from u and therefore to process ua € Prefs(L). Line 5 returns the
modified hypothesis DFA, where the target for the new transition is arbitrarily chosen in Q.

Otherwise, A reads ua C uav = w. In this case the last transition in the run of A on ua is necessarily
a may-transition’. Let ¢ = u % 2z such a first may transition in the run of A on w = uav.

If uav #1 zv, then ua %y z and e is wrong. Therefore, Line 8 inserts e in E©. The following
if-statement at Line 10 determines whether redirecting e toward another existing node x € @ or
creating the new node wa as a target for the transition out from u on a. In particular, a new node ua is
created iff for each x € Q, either ua #, x or the set of forbidden edges £ contains u % x, witnessing
ua %, x. Therefore, the addition of ua to @) preserves the invariant stating that the nodes in @) are

pairwise distinct representatives of the classes of Z’;_ .
=L

If ProcessCEX does not return neither at Line 5 nor at Line 15, then uav =, zv entails that zv is
also a counterexample and ProcessCEX is recursively called on zv.

The termination of the recursive chain of calls to ProcessCEX is ensured by the fact that the number
of may edges in the runs processing the corresponding input counterexamples is strictly decreasing”.
Such an argument is formalized in the following Lemma 1.

Lemma 1 (CEX Processing). Letw € L(A) & L, where L is a regular language and A = (Q, qo, F, E)
is a DFA s.t.: Q is a prefix-closed subset of Prefs(L), LN Q = F, E D {u = ua | ua € Q} . Let u be

the longest word in Prefs(w) N Q) and let m be the number of may edges (i.e. edges z by o with 2/ # 2b)
appearing on the run of A on w. Then, w = uaw’ and one of the following three cases apply:

1. m = 0 and A does not read ua € Prefs(L).
2. m > 0 and vaw’ Zp, vw', where v is the node reached by the run of A on ua.

3. vw' € L(A) @ L and the run of A on vw' contains m — 1 may edges.

Proof. Let u be the longest prefix of w € L(A) @ Lst. u € Q. Since QN L = F, uisnota
counterexample. Therefore w = uaw’, where a € ¥ and w’ € X*. Let m be the number of may edges

PR # zb appearing on the run of A on w. There are two cases to consider depending on whether
A reads ua or not. In the first case (A does not read ua), w = uaw’ ¢ L(A), yielding w € L and
ua € Prefs(L). Moreover, since @ is prefix-closed and E D {u % ua | ua € Q}, m = 0. Hence, the
first item in the lemma applies. In the second case ( A reads ua) let v € @) be the node reached by the
run of A on ua. Since u is the longest prefix of w = uaw’ in Q, we get v # ua. Therefore u % v is a
may edge and m > 0. If uaw’ #, vw’, the second item in the lemma applies. Otherwise, uaw’ =y, vw'.
Being uaw’ accepted iff vw’ is accepted, we get that vw’ is a counterexample. Moreover the run of A
on vw’ contains m — 1 may edges, since the run of A on v € @ contains no may edges. O

On the ground of Lemma 1, Theorem 2 below formally proves the termination of the recursive
procedure ProcessCEX.

Theorem 2. Let w € L(A) @ L, where L is a regular language and A = (Q, qo, F, E) is a DFA s.t.:
Q is a prefix-closed subset of Prefs(L), LN Q = F, E D {u % wua | ua € Q}. Let m be the number
of may transitions contained in the run of A processing the longest prefix of w readable by A. Then,
ProcessCEX(w, A, E?) terminates after O(m) recursive calls returning Ay, E,, where:

Zotherwise, we would have ua € Q
*Note that if the run of .4 on w contains only must transition, then w € @ entailing that w is not a counterexample since
LNn=F



* Either E° = E2,, A does not read ua € Prefs(L) and Ay is obtained from A by adding a

transition fromu ona € ¥ (to anyv € Q).
. OrE?t = E9 U {e}, wheree = u % v, ua #1, v and Agyy is obtained from A by:

(2

— Either redirecting the edge out fromu on a toward another node z € Q, such thatu = z ¢ E?

— Or else by adding the node ua and the edge u = ua

Proof. Let m be the number of may edges (i.e. edges z Ly o with 2/ # zb) appearing on the run of A
on w. By Lemma 1, ProcessCEX(w = uaw’, A, E9) terminates since entering Line 1 would induce a
new recursive call ProcessCEX(vw’, A, E9) on vw’, where the run of A on vw’ contains m — 1 may
transition. In particular, if any induced recursive call to ProcessCEX(w = uaw’, A, E©) enters Line 8,
then uaw’ #;, vw' yielding ua #y, v, where e = u = v € E is the first may transition in the run of
the hypothesis DFA on the counterexample w = uaw’. Line 7 adds e to E? obtaining ES,. If there
exists z € Q such thate/ =u % 2 ¢ E$ ., then F is updated by removing e and adding ¢’. Otherwise,
ua is added to () and E is updated by removing e and adding the transition from u to ua reading a.
Finally, the procedure terminates returning £, = E9 U {e} and the updated hypothesis.

If Line 8 is never enterd (by any induced recursive call to ProcessCEX), then m = 0 when the last
recursive call to ProcessCEX is performed on the counterexample w = uaw’, whereu is the maximum
prefix of w in Q. By Lemma 1, A does not read ua € Prefs(L). Line 5 adds to the hypothesis DFA a
transition from w on a € ¥ (to any v € Q) to read ua € Prefs(L). Finally, the procedure terminates
returning £, = E° and the updated hypothesis.

O
We conclude this section illustrating the learning process of Algorithm 1 on a simple example.

Example 3. Consider the regular language L = (ab)*c* on the alphabeth > = {a, b, ¢} recognized by
the minimum (non complete) DFA depicted in Figure 1.

Figure 1: Minimum DFA A recognizing the language L = (ab)*c*

The algorithm initializes A to a DFA containing just the initial state € and no transition. Moreover,
€ € F being € € L. Figure 2 below illustrates the DFA resulting from such an initialization process.

-

Figure 2: Hypothesis DFA A after the initialization phase. £ = ()

Asked whether L(A) = L the teacher answers no and returns a counterexample. Suppose that
such a returned counterexample is ab. Since A can read only the prefix € of ab, a transition out from €
reading a is created at Line 5 of the ProcessCEX procedure. The only target = € () available for a may
edge out from € on a is * = € and the resulting hypothesis is provided below. In particular, throughout
this example we will use a dotted notation for may edges, yielding their immediate visualization and
distinction from must edges.

Let aab be the following counterexample provided by the teacher. The the first may edge in the run
of A reading aab is € % €. Being MQy, (aab) # MQ( (¢ - ab), the then-branch of the if statement at Line
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Figure 3: Hypothesis DFA A after the first iteration of Algorithm 1. E€ = ().

7 of ProcessCEX is entered and the may edge € — ¢ is inserted in the set of forbidden edges. Hence, ¢
can not be anymore the target of a transition out from € on a and a new node a is created as the target
for the must-edge ¢ = a. Figure 4 below illustrates the hypothesis DFA after the second iteration of the

learning algorithm.
-(O——0O

Figure 4: Hypothesis DFA A after the second iteration of Algorithm 1. E? = {¢ % ¢}.

Suppose that the teacher returns again the counterexample ab when asked if L(A) = L. Then, a is
the longest prefix of ab readable by A using no may edges and a transition out from @ on b is generated
at Line 5 of the ProcessCEX procedure (picking any node x € () as a target). Suppose that € is chosen

as a target of such a transition and the may-edge a b ¢ is added to A.

Figure 5: Hypothesis DFA A after the third iteration of Algorithm 1. May-edges are dotted and E? = {¢ = ¢}.

Figure 5 above illustrates the hypothesis DFA after the third iteration of Algorithm 1. Note that, in
general, the set of must-edges {u — ua | ua € Q} on the prefix-closed set of nodes Q) yields a tree. At
this stage, such a tree is composed by the only must-edge € % a

Let EQz(A) = (0,abc). The longest prefix of abc in @) is a and the first may edge encountered

reading abc is a b e Being QM (abc) = QM (€ - ¢), the else-branch of the if statement at Line 7 of
ProcessCEX is entered and the procedure is recursively called on the counterexample ¢ (with less may
transitions). The longest prefix of ¢ readable by A using no may edge is € and A(e - ¢) 1. Therefore, the
may-edge € = ¢ is added to A, where the target ¢ is randomly selected among the nodes in Q. The
resulting hypothesis DFA is illustrated in Figure 6.

Figure 6: Hypothesis DFA after the fourth iteration of Algorithm 1. May-edges are dotted and E? = {¢ % ¢}.

Asked whether L(A) = L the teacher answers again negatively. Let abcabc the counterexample

provided. The first may-edge in the run of A processing abcabc is a b ¢ Since MQy, (abcabe) =
M@ (cabe), the procedure ProcessCEX is recursively called on the counterexample cabe (processed
by a run with less may transitions). The first may-edge in the run of A on cabc is € — e. This time
MQp (cabc) # MQp (abe), witnessing that such a may transition is wrong.



Figure 7: Hypothesis DFA after the fifth iteration of Algorithm 1. May-edges are dotted and E? = {e¢ %
€€ el

Therefore, € < ¢ is added to E?. Since there are no more possible targets in ) for the transition on ¢
out of € (being MQy(c) # MQp(a) ), A is added of a new final state ¢ and a new must-edge € ~ c, as
illustrated in Figure 7.

Let cccce be the counterexample provided to the hypothesis DFA in Figure 7. The longest prefix of
cceein () is ¢ and A can not read cc. Therefore, a new transition ¢ 5 a is created to read ¢ out from ¢,
picking the target node a randomly in @), as depicted in Figure 8.

Figure 8: Hypothesis DFA after the sixth iteration of Algorithm 1. May-edges are dotted and E? = {¢ %
€€ €l

Let w = cc be next counterexample provided by the teacher. the longest prefix of cc belonging to Q)
is c and ¢ < a is the first may transition encountered reading cc. Being QM (cc - €) # QM (a - €) we
enter the then-branch of the if statement at Line 7 of ProcessCEX. Then, ¢ — a is inserted into E©. Now,
both € and ¢ can be selected as the target for the transition out from ¢ on ¢, being cc =, e Ac 5 ¢ ¢ E?
and cc = cAc > ¢ ¢ E?. If cis selected as a target and A is added of the may transition ¢ = ¢,
EQ, finally answers positively and the algorithm terminates. Otherwise, the termination is deleted of
one iteration.

Figure 9: Final hypothesis DFA A provided and approved by the equivalence oracle.

4. Correctness and Complexity

In this Section we prove the correctness and the complexity of the introduced algorithm for learning
(possibly incomplete) automata. The correctness is grounded in the three crucial invariants provided
in the following Lemma 4. In particular, Invariant (I) states for each pair of states u,v € Q: u #, v.
Therefore, if A;, = (Qr,€, Er, Fr) is the target DFA, it globally holds that Q C @, and eventually
Q = Q. Invariant (II) states that for each forbidden edge u % v in E?: ua %, v. Hence, it globally
holds that E€ C (Q x ¥ x Q) \ EL. Finally, the third invariant ensures that each state u € () admits a
transition on a € ¥ only if ua € Prefs(L).



Given these invariants, each iteration of the main loop improves the hypothesis DFA by either
learning a new node u € (), or by learning that a node v € () admits an edge on some new letter a € 3,
or finally learning that the target of a transition is wrong, yielding a new forbidden edge.

Lemma 4 (Invariants). The following invariants hold upon each iteration of the main while-loop in
DFA_Learn:

(I) For each pair of states u,v € Q: u Z, v.
(I) For each forbidden edgeu % v in E©: ua %1, v.

(I) Q C Prefs(L) is prefix-closed, LNQ = F, E D {u % ua|ua € Q} and for each edgeu % v € E:
ua € Prefs(L).

Proof. Base Case Before entering the main loop at Line 3, Q = {¢}, E =), EY = Q) and € € F only if
€ € L. Therefore, the three invariants hold.

Inductive Step Let Ay, = (Qg, €, Ey, F});) be the hypothesis DFA on entering the k + 1-th iteration of
the main loop, for £ > 0. Let E,? be the set of forbidden transitions on entering the k + 1-th iteration
of the main loop and suppose that the equivalence oracle provides the counterexample w € L & L(Ag).
By Theorem 2, ProcessCEX(w, Ay, E,?) terminates returning A1, EI?—H where:

« Either E? = E? ., A; does not read ua € Prefs(L) and A1 is obtained from Ay, by adding a
k k+1 + Yy g

transition from v on @ € ¥ (to any v € Q). Therefore, Qi1 = Qk, Fir1 = Fi, E,? = Ek®+1
and Epy1 = E U {u = v}, where u,v € Q) and ua € Prefs(L). Hence, the three invariants

are still valid upon the termination of the £ + 1-th iteration of the main loop.

« Or E/k@+1 = Ek® U {e}, where e = u % v, ua #1, v and A is obtained from Ay by (1) either
redirecting the edge out from u on a toward another node z € Qy, such that u = z ¢ Ek®+1 and
z =1, ua, or else (2) by adding the node ua and the edge u % ua.

Being Ek® = E,?H, where A}, does not read ua € Prefs(L), the second invariant holds at the end
of the exection of the k + 1-th iteration of the main loop. As far as A1 is concerned, the first
and the third invariant hold by inductive hypothesis if .4y is obtained from .Aj, by redirecting
an existing edge. Otherwise, Qx+1 = Q) U {ua} remains prefix-closed by inductive hypothesis
and since u € Q. ua € Prefs(L), since the inductive hypothesis was ensuring ua € Prefs(L) for
each edge out on w on a in Ej. ua is added to Fj 1 only if ua € L. Therefore, Qx1 C Prefs(L),
LNQri1 = Fiy1, Bry1 2 {u % ua|ua € Qpy1} and for each u % v € By 1: ua € Prefs(L).
Since ua #;, v and for each other node z € Qi, u = z € EE or z #1, ua, by inductive
hypothesis we get that for each pair of different state x,y € Qx+1, v #Z1 y. We conclude that the
three invariants hold on exiting the £ + 1-th iteration of the main loop.

O]

As far as complexity is concerned, the number of transitions of the main loop is polynomial in the
size of Ay, since there are at most |Q,| nodes to discover and at most |X| letter to read from each node.
Finally, for each edge u % v € Ej, there are at most |Q,| wrong targets z # v to detect. By Theorem 2
the cost of ProcessCEX is polynomial in the size of the input. Therefore, we get:

Theorem 5. Let L be a regular language, let EQ|, be an equivalence oracle for L and let MQy, be a mem-
bership oracle for L. The algorithm DFA_Learn(EQr, MQy) learns the minimum (possibly incomplete)
DFA A, accepting L and reading Prefs(L) with polynomially many queries to the teacher, with respect
to the size of Ay, and the length of the maximum counterexample w provided by the teacher.

Proof. Let n be the number of states of the target DFA, let m be the number of transitions. By Lemma 4,
and Theorem 2 each iteration of the main loop:



« either adds a representative ua of a newly discovered equivalence class [ua]~, , meaning that
[ual=, # [x]=, for any other access string in Q.

« or discovers that ua C Prefs(L), while the hypothesis built so far was not admitting any edge
for reading a out from u € Q.

« or else adds an edge u = v to E?, discovering that the target of the transition out from [u]= , on
a (in the canonical DFA for the target language) is not [v]=, , being ua #y, v.

Since there are at most n nodes and |Y|n transitions to discover, and at most |X|n? wrong targets (of
existing transitions) to eliminate, the algorithm terminates after O(n?) iterations. Finally, each iteration
rely on an equivalence query and a number of membership queries bounded by the may transitions of
the run of the current hypothesis on the provided counterexample w. O

5. On the Number of Queries to the Oracles

We finally discuss on the number of queries to the oracles required by the proposed learner and on
possible optimizations.

Equivalence Queries The number of queries to the equivalence oracle corresponds to the number
of iterations of the main loop and is bounded by:

« the size of the target DFA (number of states and transitions to discover)
« the number of redirections of each discovered transition

It is possible to optimize the number of queries to the equivalence oracle yielding each iteration of
the main algorithm to learn either a new state or a new letter to be read out from some state or else
to disambiguate among multiple targets for a may transition (eliminating all of them but one). To
avoid multiple redirections of may transitions, we proceed as follows. As soon as a suffix z witnesses
that an edge e = u % v is wrong (being uaz #r, v2), the pair (e, z)—rather than the only edge e—is
inserted into the set of forbidden edges E©. Given such an enriched E?, it is possible to disambiguate
between two target candidates, say x, 2/, for a may-edge reading the letter b out of yy (where z =, yb
and 2’ =g, yb) as follows. Being x, 2’ two distinct nodes s.t. # =1, 2/, E“ needs to contain a forbidden

edge preventing to merge = with 2’. In particular, E needs to contain a pair (p 4, q, ), where either
pd = x,q =2’ or pd = 7', q = x. Therefore xs #, 2's and checking whether ybs is accepted or not
eliminates either x or 2’ as a target* for the may-edge out from y on b. Iterating such a reasoning yields
a unique target for a given may edge out from an intial set of multiple possible candidates. The outlined
idea is further illustrated and formalized in the pseudocode of the procedure OptimizedProcessCEX,
given in Figure 3.

Example 6. As an example, for the hypothesis DFA of Figure 7, we would have inserted into the set
E© the pair (¢ < €, abc). This way, when later (in the last iteration) the may transition out of ¢ reading
c is redirected for the first time, it is possible to use £ to disambiguate between the two possible
targets ¢ and € by using the suffix abe. In this case, MQ (ccabe) = 0 and only one between € - abc and
c - abe is also rejected inducing the only target c for the may transition ¢ < c.

Membership Queries The number of recursive calls to the procedure for counterexample processing
is linear in the length of the input counterexample. It is possible to use a binary-search strategy similar
to the one introduced by Rivest and Shapiro in [18] to have a number of recursive calls (and queries to
the membership oracles) being logarithmic in the length of the input counterexample.

*This resembles so called pseudotransitivity in [17]



Algorithm 3: OptimizedProcessCEX Procedure

Input: counterexample w, hypothesis DFA A, set of forbidden edges E? C 2@**x@
Output: E? (possibly augmented) and modified hypothesis .A (with one more/different edge)
1 Let w = wav where u is the longest prefix of w in Q)
2 if A(ua) 1 then
3 L Pick zin Q; E + EUu % x;return (Q, qo, F, E), E?)

4 Let € ~> 4 z be the run of A on ua

if MQp (uav) # MQg(zv) // Redirection of u % z yields a new must or may

(5]

edge
6 then
7 E2 +— E°U{{u 2,0)}; E<+ E\{u> 2}
8 iffrcQ:(udx_)¢ E2 AMQ(z) = MQL(ua) // New must-edge is
necessary
9 then
10 ‘ Q <+ QU {ua}; E <+ EU{u % ua};if MQy(ua) then F + F U {ua};
11 else
// Disambiguate the target for the may transition out of w on a
12 while 32,2/ € Q: (u S 2 ¢ E% va =1 2) A (u S 2’ ¢ E2 ua =1 2') do
// xz,2' € Q = E9 contains an edge yielding their separation
13 Pick(pgq,5>€E®:(pb:x/\q:x’)\/(pb:x’/\q:x)
14 if MQp (uas) = MQp(zs) then
15 | E? « E2U{{u ! 5)}
16 else
17 | B2« E2U{(u® z,s)}
18 Pick the unique = € Q : (u % 2, ) ¢ E2 AMQy(z) = MQp (ua)
19 E+ EU{u 4 x} // New may edge having = as unique possible target
20 return (Q, qo, F, E), E?) ;
21 else

22 L ProcessCEX(zv, A, E?)

6. Conclusions

We have introduced an active learner in the MAT framework for learning possibly incomplete DFAs.
Such a learner does not rely on having a complete transition function for the target unknown automaton
and learns both the alphabet and the transitions to live states just relying on standard membership
and equivalence queries. We aim at generalizing the proposed procedure for learning classes of formal
languages whose canonical models are possibly not complete automata, as Wheeler languages.

Declaration on Generative Al

No generative Al has been employed during the preparation of this work.
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