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Abstract

Modern policy languages decide whether an action is allowed by evaluating logical conditions over the request
and the surrounding context, and by attaching a result (e.g. permit or forbid) to each matching rule. Yet most
of these languages are stateless: each request is evaluated in isolation, which makes history-dependent (usage)
policies awkward to express. In this paper we first introduce a minimal language of policies with effects, where
a policy is a guarded effect: a guard is a logical formula on the current state and the effect is a generic state
transformer fired when the guard holds. We then define policy automata, a deterministic, stateful variant of
usage automata in which the policy state is explicit and transitions update it through effects. Each transition also
emits an access-control decision, so a policy automaton reads as a Mealy machine whose output is the verdict.
Determinism removes the need to instantiate the automaton over all resource assignments and makes run-time
monitoring conceptually simple. We show the model is analysable over a decidable guard logic (well-formedness,
reachability of a denial, and policy subsumption and equivalence are decidable) and that it is compositional:
compliant languages are closed under conjunction and disjunction, with a “deny-overriding” rule-set union
recovering the conjunction. The explicit state also pays off in expressiveness: policy automata are strictly more
expressive than the stateless core of Cedar and Rego, with a memory cost that grows with the usage bound.
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1. Introduction

Controlling how resources are used, and not merely whether they may be accessed, is a recurring
requirement in security: a file may be read only if it has been opened and not yet closed, a credential
may be used at most a bounded number of times, two datasets in the same conflict-of-interest class may
not both be accessed, and so on. Policies of this kind are history dependent: the verdict on an action
depends on the sequence of actions performed so far.

Several automata models target this kind of stateful, data-aware specification. Usage automata [1, 2]
extend finite state automata with edges carrying universally quantified resource variables and guards;
their semantics is given by instantiating the variables to actual resources, yielding a family of finite
state automata whose “offending” states denote violations. More expressive models keep an explicit
memory: register automata [3] and symbolic register automata [4] process data words over an infinite
alphabet by storing values in registers and testing them in the transition guards; extended finite state
machines (EFSM) [5] equip a finite control with state variables, guarded transitions, and assignments;
and, in runtime verification, quantified event automata [6] monitor parametric event traces.

Meanwhile, industrial policy languages have become widespread. Cedar [7] is the language behind
AWS Verified Permissions, aimed at application-level authorization, while Rego is the language of the
Open Policy Agent [8], a CNCF project used for cloud-native authorization such as Kubernetes admission
control and microservice APIs. Both evaluate a request by means of logical rules and combining their
result: in Cedar, every policy is tagged either permit or forbid, and forbid overrides permit.
These languages are deliberately stateless: a decision is a pure function of the current request and
context, which is excellent for analysability but makes genuinely history-dependent (usage) policies
hard to express directly. Recent extensions to these languages, such as OWSM [9] for Rego/OPA and
Strobilus [10] for Cedar, aim to address this gap by equipping policies with stateful effects.
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This paper attacks the same gap from the theory side. We take the “guard + effect” structure of
stateful policy languages and cast it as an automaton with explicit state variables and symbolic, guarded
transitions (in the EFSM/symbolic register automata tradition) where the transition’s update is the
policy effect. We isolate a deterministic, effectful fragment of symbolic stateful automata tailored to
policy enforcement, and study its decidability, compositionality, and expressive power.

Our contributions are:

« a minimal policy language with effects (Section 2), in which a policy is a set of guarded effects
a(Z) : g = u: the guard g is a logical formula over the current state and the effect u is a generic
state transformer applied when the guard holds;

+ policy automata (Section 3), an instance of the EFSM / symbolic register automata [5, 4] tai-
lored to policy enforcement: registers, guarded transitions whose updates are the effects, and
a per-transition decision (Mealy-style) emitting the access-control verdict. Well-formed policy
automata, such as those induced by policies, are deterministic (Proposition 3.3) and recognise
safety properties (Proposition 3.7), hence can be executed directly as monitors;

« decidable analyses (Section 4): over a decidable guard logic, well-formedness (Proposition 3.4) is
decidable and for finitary automata so are reachability of a denial (Proposition 4.2) and policy
subsumption and equivalence (Proposition 4.4)—determinism being exactly what keeps the
symbolic case tractable (Remark 4.5);

« closure properties (Section 5): compliant languages are closed under conjunction and disjunction
(Propositions 5.1 and 5.2), and the natural “rule-set union with deny-overrides” is exactly con-
junction (Proposition 5.4), pinning down the meaning of Cedar-style rule-combining algorithms;

- an expressiveness result (Section 6): effects make policy automata strictly more expressive than
their stateless, Cedar/Rego-core fragment (Proposition 6.2), with a memory requirement that
provably grows with the usage bound (Proposition 6.3).

Keeping the effect generic lets the same framework subsume both the boolean permit/forbid decisions
of access control and the counters, flags, and sets needed by usage control. Determinism, in turn,
replaces the universal instantiation over resources of usage automata [1] with a single, explicit run,
which is exactly what a run-time monitor performs.

2. A minimal policy language with effects

We fix a finite set of actions a, 3, --- € Act, each with an arity |a| € N, and a (possibly infinite)
set of values v,v’,--- € Val on which actions operate (the resources of usage automata). An event
a(vy,...,vg) € Ev is the firing of an action o with £ = |a| on values v1,...,v,. A trace n =
eies - - e, € EV* is a finite sequence of events.

States and guards. Unlike usage automata, whose control states are abstract, our policies carry an
explicit state. Let X be a finite set of registers; a state s € ¥ is amap s : X — Val assigning a value to
each register (we write ¥ = Val®). Registers record the relevant history, e.g. a counter of past reads or
the set of datasets already accessed.

Guards and effects may refer both to the registers in X and to the formal parameters of the firing
action, drawn from a set Var of variables (disjoint from X). A binding 6 : Var — Val instantiates the
parameters with the values carried by an event; we write © = (Val + 1)V2" for the space of bindings.

Definition 2.1 (Guards). The set G of guards is generated by a logic over terms ¢ ::=v | x | r | ...
(values v € Val, variables x € Var, registers r € X, and any application-specific operations), as

gu=true | t=t | plts,....tm) | =g | gAg,

where p ranges over a fixed set of interpreted predicates (equality, ordering, membership, ...). We write
gV g,t#t, and g = ¢ as the usual abbreviations.



The logic is a parameter of the framework: instantiating it with quantifier-free equality recovers the
guards of usage automata [1], while richer theories (arithmetic, sets) match the expressions found in
Cedar and Rego conditions.

Given a state s and a binding 6, a closed term ¢ denotes a value [t]s 9 € Val in the obvious way
([v] = v, [z]s0 = O(x), [r]s,0 = s(r)). Satisfaction s, 6 |= g is then standard:

5,0 = true; s,0 Et="1tiff [t]sg = [t']se; 5,0 giffs,0 g;

and conjunction and interpreted predicates are defined as expected. When g has no variables we simply
write s = g.

Effects. The second component of a policy is the effect, which we keep generic: it is an operation
that, fired by an event, transforms the state.

Definition 2.2 (Effects). An effect is a symbol v € U with an interpretation [u] : ¥ x © — X, mapping
the current state and the values carried by the firing event to the updated state.

We do not commit to a concrete syntax for effects. A typical instance lets an effect be a parallel
register assignment (ry :=ty,...,ry := t,), with [(r; := ;)] (s, 0) = s[r; — [ti]s 6], while the identity
effect skip leaves the state unchanged.

Decisions. The access-control verdict of an event is not a side effect on the state but an observable
output, in the spirit of Cedar and Rego, where each request yields a decision. We therefore fix a set
D of decisions with a designated default dy € D; the canonical instance is D = {permit,deny} with
dy = deny (default-deny), but D may be richer (e.g. decisions carrying obligations, or explanations).
A distinguished subset Dgeny € D marks the denials, i.e. the decisions whose emission counts as a
violation. We call decision domain the triple (D, Dgeny, do).

Policies. With states, guards, effects, and decisions in hand, a policy can now be assembled. Concep-
tually, a policy is a finite collection of rules: each rule binds an action to a guarded reaction, prescribing
the decision to emit and the effect to apply whenever the guard holds in the current state. Together with
an initial state and a default decision for events that match no rule, this collection constitutes a policy.

Definition 2.3 (Rules and policies). Let (D, Dgeny, do) be a fixed decision domain. A rule has the form
alry,...,zk) 1 g = d;u,

where « € Act with || = k, the z; € Var are distinct, g € G is a guard whose variables are among
Z1,...,Tk, d € D is the emitted decision, and u € U is an effect. A policy is a triple P = (R, s, dp),
where R is a finite set of rules, sy € X is the initial state, and dy € D is the default decision.

Intuitively, when an event «(v) occurs, the rule for o« whose guard holds in the current state fires: it
emits its decision d and applies its effect u to obtain the next state. If no rule fires, the default decision
dp is emitted and the state is left unchanged.

Definition 2.4 (Enabled rules and one-step semantics). Let P = (R, so, do). For a state s and an event
a(v) with o = vy ... vk, let @ = {x; — v;}. The set of enabled rules is

En(s,a(t)) 2 {(a(Z):g=>d;u) €ER|s,0=g}.

v)/d
When |En(s, «(v))| < 1, the one-step relation s 2O\ emits a decision d € D and moves to s

a(v) /d

\ Y/ where (d73,)_{(d7[[u]](s79)) if En(s, a(v)) = éa(z)zg:»d;u},

(do, s) if En(s,a(v)) .



The empty-set case plays the role of the implicit self-loops added by the complete operator of usage
automata [1]: an event matched by no rule leaves the state untouched and yields the default decision,
rather than blocking. We deliberately leave the relation undefined when two or more rules are enabled,;
Section 3 discusses how to recover a total function, either by well-formedness or by conflict resolution.

Example 2.5 (Bounded usage). Consider a file that must be opened before being read, may be read at
most N times per session, and is reset on close. Take Act = {open, read, close} (all of arity 0), registers
X = {open,n} with sy = {open + 0,n — 0}, and D = {permit, deny} with default dy = permit.
The rules are

open() : true = permit ; (open := 1)

read() : open =1An < N = permit;(n:=n+1)

read() : open =0V n > N = deny ;skip

close() : true = permit ; (open :=0, n:=0)

The two read rules have mutually exclusive guards, so at most one is ever enabled. A read before any
open, or an (IN+1)-th read, fires the third rule and emits deny without touching the state; every other
event is permitted. d

3. Policy automata

We now give the automaton model. Rather than the abstract control states of usage automata, a policy
automaton has a finite control plus a vector of state variables, and its edges are symbolic transitions
guarded by formulas on those variables, in the style of extended finite state machines [5] and symbolic
register automata [4]. A configuration is a pair (g, s) of a control location ¢ and a register valuation s.

Definition 3.1 (Policy automaton). Let (D, Dgeny, do) be a fixed decision domain. A policy automaton
is a tuple A = (Q, qo, X, so, T'), where @ is a finite set of control locations, gy € @ is the initial location,
X is a finite set of registers with state space & = Val* and initial valuation so, and T is a finite set of
transitions

o(z):g=>du
Q —— 4,

with ¢,¢" € Q, a € Act, T the formal parameters of «, g € G, emitted decision d € D, and effect u € U.

z):9=d; . . . . -
A transition ¢ @) gz du, ¢ is enabled in configuration (g, s) on event «(v), with 6 = {Z — v},

when s, 0 = g. The configuration step then emits a decision d € D,

a(z):g=d

a(®)/d (¢, [u](s,0),d) ifq SHITEY, ¢ is enabled,

(q,s) (:> (¢",s"), where (q¢" s",d)=
(g, s,do) if no transition is enabled.

The automaton is deterministic if in every configuration each event enables at most one transition.

The reading is literal: “on input (v), if guard g holds of the current registers, emit the decision d,
move to ¢/, and update the registers by u”. When no transition fires the default decision d is emitted
and the configuration is unchanged, recovering the implicit self-loops of usage automata. An event is
denied exactly when the decision it emits lies in Dgeny. Note that transitions in 7" are syntactic objects
relating two locations, while the semantics acts on configurations, (¢, s) = (¢, s'): a trace is still a
sequence of events, and it is the run it induces (Definition 3.6) that is a sequence of configurations.

From policies to automata. A policy of Section 2 is the single-location case of this model: its rules

(@)

s o(T):g=d;u . .. . .
become self-transitions g9 ———— ¢o on the only location gg. Explicit locations are convenient
when a policy goes through distinct phases, but are not essential: a location can always be encoded as a
finite-domain register, so the embedding is essentially onto (Proposition 3.5). Conversely, determinism
of the induced automaton is exactly the well-formedness of the policy.



Definition 3.2 (Well-formedness). A policy P (resp. a policy automaton) is well-formed if for every
location g, action «, valuation s, and binding 6, at most one transition is enabled; equivalently, the
guards of any two transitions leaving g on « are mutually unsatisfiable.

Proposition 3.3 (Determinism). If P is well-formed, the configuration step is a total functiononC = Q) X%,
so the induced automaton Ap is deterministic.

Proof sketch. By Definition 3.2 at most one transition is enabled in each (g, s) on each event and the
step is otherwise the identity; hence it is defined and single-valued everywhere, i.e. a total function
C x Ev—C. O

Well-formedness reduces to satisfiability in the guard logic, which Cedar and Rego already keep
decidable for analysis.

Proposition 3.4 (Deciding well-formedness). If the guard logic has decidable satisfiability, then it is
decidable whether a policy automaton A is well-formed, using at most one satisfiability query per pair of
transitions sharing a source location and action.

Proof. By Definition 3.2, A is not well-formed exactly when some location ¢ and action « carry two

. " z):g=>d; z):g'=d . _
distinct transitions ¢ oA@)yg=diu, ¢ and ¢ ola)yg'=d i, q" (sharing the formal parameters Z, up to

renaming) whose guards are jointly satisfiable, i.e. 5,0 = g A ¢ for some state s and binding 6. The
guard logic is closed under conjunction, so g A ¢’ is itself a guard and its satisfiability is decided by the
assumed oracle. There are at most ('r‘g‘) such pairs, so testing them all decides well-formedness. [

The embedding of policies into automata also has a converse: every automaton is, up to a location
register, a flat policy. Synthesising the rules that induce a given automaton is thus immediate and the
two presentations are interchangeable.

Proposition 3.5 (Flattening). Suppose the effect language is closed under adding a register assignment.
Then for every policy automaton A = (Q, qo, X, o, ) there is a single-location policy P s over the registers
X {loc}, with loc ranging over Q, such that Ap, and A emit the same decision on every trace; moreover
Py is well-formed iff A is. So policies and policy automata define the same decision functions.
cl e . a(@)g=du . _

Proof. Take loc with initial value gy and turn each transition ¢ ———— ¢’ into the rule a(Z) :
(loc = g A g) = d; (u, loc := ¢'), with initial state sg[loc — ¢o] and default dy. The bijection
(g,s) <+ (s[loc — ¢]) between configurations of A and of Ap, commutes with the configuration step
and preserves the emitted decision: the guard loc = ¢ selects exactly the rules of location ¢ and the
assignment loc := ¢’ mirrors the change of location. So the two emit the same decisions on every trace.
For well-formedness, two rules for « are jointly enabled iff (loc = ¢ A g) A (loc = ¢’ A ¢') is satisfiable,
which forces ¢ = ¢’ and reduces to the joint satisfiability of g, ¢’ within a single location of A. O

When a policy is not well-formed, determinism is recovered by a conflict-resolution operator that
orders the enabled transitions and combines their effects: Cedar’s “forbid overrides permit” is one
such operator over the boolean decision.

Definition 3.6 (Run and compliance). Let A be a deterministic policy automaton andn =ej---e, a

d n/dn .
trace. The run of 7 is the unique sequence (qo, So) c/di, (q1,81) - nfdn, (qn, Sn) of configuration

steps, producing the decisions dj - --d,, € D*. The trace n complies with A, written n = A, iff
d; ¢ Dgeny for all i € 1..n; otherwise it violates A, the first denied event being the offending one.

Since the step is a function, each trace has exactly one run, so compliance is decided by a single
deterministic pass. This is in contrast with usage automata [1], where a trace is checked against the
family { A, (o, Val)}, of all resource instantiations.

Proposition 3.7 (Safety). The compliant language L(A) = {n | n = A} is prefix closed: if ' = A
thenn |= A. Hence policy automata recognise safety properties.



t1 : open() : true = permit ; (open := 1)

ty : read() : open=1 A n<N = permit ; (n :=n+1)
2} ta .

ts : read() : open=0V n>N = deny ; skip

ty : close() : true = permit ; (open := 0, n :=0)

Figure 1: The single-location policy automaton induced by the bounded-usage policy of Example 2.5, with
registers {open, n} and initial valuation open = 0, n = 0. The four self-loops ¢1, ..., t4 correspond, in order, to
the four rules of the policy.

Proof. The run of 7 is a prefix of the run of 7/, because the step is deterministic; if no decision emitted
along the longer run is a denial, none emitted along the prefix is either. O

The converse, that is, demanding that something eventually happen, falls outside the model, by the
same argument.

Example 3.8 (Liveness is out of reach). With the actions Act = {open, read, close} of Example 2.5,
consider the liveness property “the file is eventually read at least once”,

Liive = {1 € EV* | some event of 7 is read }.

No policy automaton recognises it. The empty trace ¢ is a prefix of the trace read which belongs to
Liive, so by Proposition 3.7 a policy automaton with L(A) = Lijjyve would have € € Ly, yet € contains
no read event. The same argument rules out every property II C Ev* with e ¢ II # (), and more
generally any property that is not prefix closed. d

Policy automata are thus, by design, a safety-only framework: they can forbid what should not
happen but cannot demand that something eventually does. Enforcing such positive obligations would
require additional machinery (e.g. timeouts or obligation effects) outside the scope of this paper.

Remark 3.9 (Monitoring). A deterministic policy automaton is directly executable as a run-time monitor:
it keeps the current configuration (g, s) and, on each event e, updates it by the configuration step and
outputs the emitted decision d, denying the event when d € Dgeny. The space required is that of one
configuration, i.e. of the finite control plus the registers X; when the registers range over a bounded
domain the monitor uses bounded memory. This is the explicit-state counterpart of the bounded-space
enforcement mechanism of usage automata, obtained here for free from determinism.

Example 3.10 (The bounded-usage automaton). The policy of Example 2.5 is well-formed: the read
guards open = 1 and open = 0 are mutually unsatisfiable. Hence, it induces a single-location,
deterministic policy automaton over registers {open,n} (Fig. 1). When run as a monitor, it emits
permit throughout open read” and denies open read™ T, whose last step fires transition 3 and emits
deny, using only the counter n and the flag open. O

4. Deciding policy analysis

Recall L(A) = {n | n = A}, the prefix-closed set of traces A deems compliant (Proposition 3.7). Two
questions recur in practice: does a policy ever deny, i.e. is a denying rule reachable at all, and is one
policy at least as permissive as another? Both are reachability problems over the configuration space,
decidable if that space is effectively finite. Call A finitary if the set Reach(.A) C C of configurations
occurring in the run of some trace is finite and computable; this holds, for instance, when the registers
range over a fixed finite domain that the effects preserve. (Determinism is not assumed here.)

Lemma 4.1 (Local denial test). If the guard logic has decidable satisfiability, then for any configuration
(g, s) it is decidable whether some event a(0) makes the step from (q, s) emit a denial d € Dgeny.



Proof. There are finitely many actions « € Act. For each (g, s), it denies some «(?) in one of two ways.

T):g=d; . . .
Either an enabled transition denies: for a transition ¢ M ¢’ with d € Dgeny, this happens iff

g is satisfiable at s over the parameters, i.e. 30. s, |= g. Or no transition is enabled and the default
denies: when dy € Dgeny, this happens iff A\, —g; is satisfiable at s, where ¢ ranges over the transitions
leaving q on «. Each is a satisfiability query with s fixed, decided by the assumed oracle; the test is
their finite disjunction. O

Proposition 4.2 (Reachability of a denial). For a finitary policy automaton over a guard logic with
decidable satisfiability, it is decidable whether A admits a violating trace (i.e., whether L(A) # Ev*).

Proof. Compute Reach(A) by forward fixpoint from (qo, so): the configuration step is computable
(guards are decidable, effects are functions) and Reach(.A) is finite, so the iteration terminates. By
Lemma 4.1, test each reached configuration for a denying event. A violating trace exists iff some
reachable configuration passes the test: the trace reaching it, extended by the denying event, violates
A; conversely every violating trace exhibits such a configuration. O

A denying rule that no reachable configuration can ever fire is dead code and the same procedure
detects it. Comparing two policies is the product of this construction.

Definition 4.3 (Subsumption). For policy automata .A;, Ay over the same actions, A; is subsumed by
Ag, written Ay T Ay, if L(A;) C L(Ag)—every trace A; accepts, Az accepts too, so A is at least as
restrictive. They are equivalent if L(A;) = L(As).

Proposition 4.4 (Deciding subsumption and equivalence). For finitary Ay, Ao over a guard logic with
decidable satisfiability, both A1 T Ay and A1 = Az are decidable.

Proof. Form the product policy automaton with locations ()1 x Q)2 and registers X; W Xa, so its
configurations are ((q1, ¢2), (s1, $2)) and a step on event a(v) runs both components in parallel; its
reachable set is contained in Reach(.A;) x Reach(Az), hence finite and computable. Subsumption fails
iff some trace lies in L(.A;) \ L(Az2). Take such an 7 and the first event at which A, denies: along
the prefix before it both components only permit (so the prefix is in L(.4;) N L(Az2)), while on that
event A; permits (n € L(A;)) and As denies. Conversely any such configuration yields a trace in
L(A1)\ L(Az). So restrict the product reachability to configurations reached through events on which
both components permit (Lemma 4.1 componentwise), and at each such configuration test (again a
satisfiability query, with both register valuations fixed) for an event on which .4; permits and A2 denies.
Finiteness makes the search terminate, deciding C; equivalence is A1 T A A Ay C A;. O

Remark 4.5 (Beyond the finitary case, and the role of determinism). When registers range over an infinite
domain, reachability of a denial is emptiness, and subsumption is language inclusion, of the symbolic
register automata underlying the policies. Emptiness is decidable for the register theories where these
automata enjoy it [4], but undecidable in general—two unbounded counters already encode Minsky
machines. Inclusion is more delicate: it is decidable for the deterministic fragment we consider [4] but
undecidable for nondeterministic register automata [3]. Well-formedness (Proposition 3.4) is exactly
what keeps policies in that decidable, deterministic fragment.

5. Combining policies

Policies are rarely written in isolation: groups of administrators, layered organisational rules, and
multiple stakeholders all give rise to combinations. Two such combinations are natural: a request must
satisfy both policies, or it must satisfy at least one. Both are realised within the model.

Proposition 5.1 (Closure under conjunction). For well-formed finitary A;, Ay over the same actions
and decision domain, there is a well-formed finitary policy automaton Ay x As, the product, with

L(A; x Ag) = L(A1) N L(As).



Proof. Take locations Q1 x (2, registers X; & X and initial configuration ((q}, ¢2), (s§, s3)). By deter-

0 d,
minism (Proposition 3.3) each component has a unique configuration step (g, S;) 2O)/di, (¢}, s}) on

1771
v)/dx . -
event «(v); the product step is ((q1, g2), (51, $2)) 2O)/dx, ((d1,d5), (s}, sb)), with the deny-overriding

combination dy € Dgeny iff di € Dgeny Or do € Dgeny. Disjointness of X;, Xy makes the compo-
nent effects commute, so the step is realised by transitions whose guards conjoin the component
guards, whose decision is dx and whose effect is the parallel composition (with each component’s
default fall-through handled by its implicit dy-emitting self-loop). Two such product transitions jointly
enabled at a configuration would force two component transitions jointly enabled in A; or in Aj,
contradicting their well-formedness; the product is therefore well-formed. Reachability is contained in
Reach(A;) x Reach(As), hence finite. Finally, n € L(A; x A) iff dy ; ¢ Dgeny forall i, iff di; ¢ Daeny
and da ; ¢ Dgeny for all 4, iff n € L(A;) N L(A2). O

This is exactly the construction used informally in the proof of Proposition 4.4; we extract it here as
a closure result.

Proposition 5.2 (Closure under disjunction). For well-formed finitary Ai, A2 as above, there is a
well-formed finitary policy automaton Ay + Ag with L(A1 + A2) = L(A1) U L(A»).

Proof. Augment the product A; x Ay with two boolean registers f1, f2 initialised to 0, and overlay the
following monitor on each step: define f] = 1if f; = 1 or the .A;-component would emit a denial, else
f!/ = 0; emit deny iff f{ = f5 = 1, and permit otherwise; commit f; := f;. Splitting each product
transition according to the four values of (f1, f2) realises this within the model; reachability grows by
at most a factor of 4, so finitariness is preserved, as is well-formedness (the split is deterministic). Let 7;
be the first index at which the run of 7 in A; would emit a denial (co otherwise); then f; = 1 after step
k iff k > 7, so the merged step at k emits deny iff £ > max (7, 72). The merged run of 7 avoids denial
iff max (71, 72) > ||, iff n avoids denial in A; or in Ay, iff n € L(A;1) U L(Az). O

The two constructions also answer, at the policy level, what happens when one merges rule sets—the
most direct way administrators combine policies in practice. Combining rule sets forces a choice of
how to fuse the decisions the two sides emit. Call a binary operation & : D x D — D a deny-overriding
combinator when it is compliance-respecting, i.e.

di ®dy € Ddeny iff dy e Ddeny ordy € Ddeny'

Membership in Dgeny is all that compliance tests, so this is the only constraint the compliant language
sees; the specific denial (or specific permit) returned is immaterial and left to the domain. In the canonical
binary domain D = {permit,deny} the condition forces @ uniquely (deny absorbing, permit neutral);
with several denials or several non-denials any compliance-respecting choice will do (e.g. a fixed priority
order on D resolving ties within Dgeny and within D \ Dgeny).

Merging is not the bare set union of rules, though: an event handled by a rule on one side but by
no rule on the other is still decided on that other side—by its default dyp—and dropping this default
is unsound. Under default-deny, for instance, a permit rule of P; facing a silent P, must yield a
denial, since standalone P» denies the event and the trace already violates P». The construction
therefore completes each side with its default before combining. For an action « and rule set R, let
en® = \/{g | (a(Z) : g = d;u) € R} be the guard holding exactly where some R-rule on « is
enabled (at most one, by well-formedness).

Definition 5.3 (Deny-overriding rule-set union). Let P;, P» be well-formed policies sharing actions
and a decision domain, with defaults dy 1, do 2, and fix a deny-overriding combinator ®. Assume a
parallel composition u; || ug of effects is defined for every co-enabled cross-side rule pair (automatic
for disjoint registers; characterised for shared ones in Definition 5.6). The deny-overriding rule-set union
Py Ugeny P is the policy with default dy 1 ® do 2 whose rules are, for every action a:



« for each cross-side pair co-enabled on « («(Z) : g1 = dj ; ug in Ry and «(Z) : g2 = da ; ug in
R5) the joint rule
a(Z) g1 Ng2 = (d1 @ d2); (ur [ uz);

« foreachrule () : g1 = di;u; of Ry, the one-sided residual a(Z) : g1 A— eng = (dh®dp2);u1,
and symmetrically for each rule of 1?5 (combined with dq 1).

The joint rule and the two residuals partition, per action, the region where either side fires, so the
merged policy stays well-formed; the construction collapses to the bare union R; U Ry exactly when
both defaults are non-denials, making & with dg ; neutral.

Proposition 5.4 (Rule-set union with deny-overrides is conjunction). Let P;, P» be well-formed policies
over disjoint register sets, sharing actions and decision domain. For any deny-overriding combinator &,
their deny-overriding rule-set union P| Ugeny I is a well-formed policy whose induced automaton is, up
to a location register, the product Ap, x Ap,. Hence its compliant language is L(P;) N L(P»).

Proof. Disjointness of registers makes the parallel composition u; || uz of any two co-enabled cross-side
effects total, and co-enabled rules within R; or within Ry are excluded by well-formedness. On each
event the merged policy emits dy @ dy, where a?j is the decision of the enabled R;-rule if one fires and
the default dp ; otherwise (this is precisely what the joint rules, the residuals, and the combined default
do,1 @ do,2 encode) and applies the corresponding effects in parallel. That is the configuration step
of the product Ap, x Ap,, whose deny-overriding combination is & (Proposition 5.1); the language
identity follows. O

Remark 5.5 (Why the default completion is needed). Take default-deny (dy = deny), let P, carry a
single permit rule for an action and let P have no rule on it. Standalone, P» denies the event, so
it lies outside L(P»), hence outside L(P;) N L(P»). The bare rule union R; U Ry would fire only
Py’s rule and permit, missing the intersection; the residual clause of Definition 5.3 instead emits
permit @ dp2 = permit @ deny = deny, restoring the identity.

The disjointness assumption is essential: with shared registers, two co-enabled cross-side effects
can disagree on a common write, and one side’s writes can flow into the other side’s guards, derailing
the standalone runs from the merged one. Both failure modes admit a static characterisation, which
recovers the identity over shared registers.

We read off two pieces of standard data from the chosen guard and effect languages: for a guard
g, the set Read(g) C X of registers it mentions; for an effect u, the write set Write(u) = {r € X |
3s, 0. [u](s,0)(r) # s(r)}. For the parallel-assignment instance, Write({ry := t1,...,r; := tx)) =
{ri,...,rr} and Write(skip) = (). We extend Read to a rule (the registers occurring in its guard or in
the right-hand sides of its effect) and to a rule set by union; similarly for Write.

Definition 5.6 (Compatibility). Two well-formed policies P;, P, over a shared register set X and
decision domain are compatible when

1. (non-interference) for i # j, Read(R;) N Write(R;) = 0;

2. (effect-compatibility) every pair of cross-side rules a(Z) : g1 = di ; u; in Ry and a(Z) : g2 =
dy ; ug in Ry on the same action agrees on every shared write, i.e. 5,0 = g1 A g2 implies
[ui] (s, )(r) = [uz] (s, 0)(r) for all r € Write(uy) N Write(us).

Disjoint register sets imply both clauses trivially.

Under compatibility the parallel composition u; || ug of any pair of co-enabled cross-side effects is
well-defined, so Definition 5.3 applies verbatim to shared registers, and the disjoint-register identity of
Proposition 5.4 extends.

Proposition 5.7 (Rule-set union under compatibility). Let Py, P> be compatible well-formed policies
sharing a register set and decision domain. For any deny-overriding combinator @, their deny-overriding
rule-set union Py Ugeny P> (Definition 5.3) is a well-formed policy with compliant language L(Py) N L(P,).



Proof. By effect-compatibility the parallel composition of any two co-enabled cross-side effects is well-
defined, so the merged step is a deterministic function of configuration and event; intra-side co-enabling
is ruled out by each P;’s well-formedness and cross-side co-enabling is resolved by the operator, so the
union is well-formed. ‘

For the language identity, run a trace 7 through P;, P, and the union in parallel, and write s,(f ), sy,
for the standalone and merged states after k steps. We show by induction on % that s} and S,(g ) agree on
Read(R;) for j = 1, 2. The base case is the shared initial state. For the step, registers in Read(R;) are
not written by R (non-interference), so along both runs they are modified solely by R;’s effects. By the
inductive hypothesis P;’s guard evaluates the same way in the union as in the standalone at step k£ + 1,
so the same Rj-rule fires (or, if none, the residual/default clause of Definition 5.3 supplies dy ;, matching
Pj’s standalone default), and its effect—which depends only on Read(R;), again by non-interference—

produces the same value on Read(R;). Hence s, ; and s,(j)rl still agree there. Thus P;’s decision ch at

every step of the union matches its standalone decision, and the deny-overriding combination dy & dy
emits a denial iff some standalone run does: 17 € L(Py Ugeny P») iff n € L(P1) N L(P2). O

Notice that Proposition 5.4 is the special case of disjoint register sets.

Remark 5.8 (Deciding compatibility). Both clauses of Definition 5.6 are decidable when guards and
effects are. Clause (i) is syntactic: Read(R;) and Write(R;) are finite, computable sets. Clause (ii),
for each pair of cross-side rules sharing an action and each register r € Write(u;) N Write(uz), is
the unsatisfiability of g1 A g2 A ([u1](+,0)(r) # [u2](-,0)(r)) in the combined theory of guards and
effects—for parallel assignments r := ¢; versus r := t5 this collapses to g1 A ga A t1 # t2. Compatibility
thus joins well-formedness (Proposition 3.4) as a static, SMT-discharged check on policies.

Example 5.9. Take X = {n} shared, Act = {read} of arity 0, so(n) = 0 and dp = deny, with
Py ={read() :n <3 = permit;(n:=n+1)}, Py={read():n<6 = permit;(n:=n+2)}.

Both are well-formed (single rule), L(P;) = L(P) = read =3, so L(P;) N L(Py) = read =3. They
violate effect-compatibility at n = 0: both guards hold, yet u; writes n = 1 and ug writes n = 2.
Resolving the effect conflict by always preferring u; gives a union with language read <3, but resolving
by preferring us gives read =2, strictly stricter than the intersection. Without clause (ii) of Definition 5.6
the deny-overriding union has no canonical, intersection-realising meaning. O

Remark 5.10 (The algebra of policies). Modulo equivalence (Definition 4.3), compliant languages of policy
automata form a lattice under subsumption C, with meet N realised by the product (Proposition 5.1) and
join U realised by the deny-tracking product (Proposition 5.2). The top is Ev* (permit everything), the
bottom the all-deny policy. Complement is not in this lattice: by Proposition 3.7 compliant languages are
safety properties and the complement of a safety property is in general a co-safety property, recognised
by a different class of monitors. This sharpens the informal rule-combining tradition of Cedar [7] and
similar access-control languages: their combining operators have a precise denotational meaning as
Boolean operations on the compliant-trace languages, with deny-overrides matching the meet.

6. The role of state

The registers and effects are what separate policy automata from the history-insensitive core of Cedar
and Rego. We make this precise. Call a policy automaton stateless if it has a single location and every
effect is skip; then the configuration is (go, sp) throughout and this is exactly the fragment in which a
decision can depend only on the current event, not on the past.

Lemma 6.1. For a stateless policy automaton A there is a function § : Ev — D such that, in the run of
any trace, the decision emitted on an event e is §(e), independent of its position and of the preceding events.

Proof. Every configuration reached by A is (qo, so), since the only location is gy and every effect leaves
the state at sg. The configuration step thus evaluates the guards always at sg, so the emitted decision is
a function of the event e alone; take it as d(e). O



Proposition 6.2 (Effects add expressiveness). For every N > 1, the bounded-usage property of Exam-
ple 2.5 is not L(.A) for any stateless policy automaton A. Hence policy automata are strictly more expressive
than their stateless, Cedar/Rego-core fragment.

Proof. Suppose a stateless A had L(.A) equal to the bounded-usage property. The trace open read is
compliant (one read after an open is allowed, as N > 1), so every event along it is permitted by 4; by
Lemma 6.1 this fixes §(open) ¢ Dgeny and &(read) ¢ Dgeny. But then in open read ¥ 1 every event is
permitted by A as well, so open read ¥ 1 € L(A)—whereas bounded usage denies its (N+1)-th read.
Contradiction. The witness of Example 2.5 is a (stateful) policy automaton with this language, giving
the strict inclusion. O

The gap is not merely about one location versus many: it is quantitative and forces memory that
grows with V.

Proposition 6.3 (The counter is essential). Any deterministic policy automaton whose language is the
bounded-usage property for parameter N has at least N + 1 reachable configurations; if it is single-location,
its registers take at least N + 1 distinct valuations. No fixed finite register domain suffices for all N.

Proof. Consider the prefixes 17; = open read’ fori =0, ..., N, each compliant and hence reaching a
configuration ¢; in the run. For ¢ < j the suffix w = read N—i distinguishes them: n; w = open read N
is compliant, while n; w = open read N+(=1) is not. Were ¢; = c¢;, determinism would make the runs
of n; w and 7; w emit the same decisions on the shared suffix, so the two traces would be accepted or

rejected together—a contradiction. Hence ¢y, . . ., ¢y are pairwise distinct: at least NV 41 configurations,
and with a single location at least NV + 1 register valuations, which no domain of fixed finite size
accommodates for all V. O

7. Conclusions, related and future work

We have sketched a minimal language of policies with effects and the deterministic, explicitly stateful
automaton model it induces, i.e., policy automata. The model is well-behaved: well-formed policies
induce a deterministic monitor (Proposition 3.3) recognising a safety property (Proposition 3.7). It is
also analysable: over a decidable guard logic, well-formedness (Proposition 3.4), reachability of a denial
(Proposition 4.2), and, for finitary automata, policy subsumption and equivalence (Proposition 4.4) are all
decidable. It is also compositional: compliant languages are closed under conjunction (Proposition 5.1)
and disjunction (Proposition 5.2), with deny-overriding rule-set union recovering the conjunction
(Proposition 5.4). And the state earns its place: effects make policy automata strictly more expressive
than the stateless Cedar/Rego core (Proposition 6.2), with a memory requirement that provably grows
with the usage bound (Proposition 6.3).

Related work. Policy automata sit squarely in the lineage of automata with explicit state variables.
They are a deterministic instance of extended finite state machines [5], with the policy effect playing the
role of the transition’s assignment. When guards compare the event parameters against the registers,
they are symbolic register automata [4], the symbolic refinement of register automata [3], augmented
with a Mealy-style decision output in place of plain acceptance; timed automata [11] are a further special
case of real-valued clock variables. For the monitoring use case, they are close in spirit to quantified
event automata [6] and the edit automata [12], although this one modifies the traces in order to respect
the desired safety property. Against usage automata [1], the distinguishing choices are the explicit,
mutable state carried by the registers (rather than abstract control states reached by instantiation) and
determinism. Table 1 summarises the comparison.

The term policy automata has been used before in the literature; e.g. in [13] it is a synonym for a
non-monotonic logic of defeasible rules: there each automaton votes on a transaction through defeasible-
logic rules, and the verdict of a collection of them is resolved in that non-monotonic logic, which may
also report a conflict. Combination is thus external to the model, whereas ours is internal.



Table 1

Policy automata against similar data-aware automata models. “State” is what the automaton mutates beyond
the control location; “symbolic guards” are over a decidable logic of values, not merely equality of input against
stored values; “effects” are generic state transformers as opposed to plain input-storage. The right column is how
a verdict is communicated. Policy automata are the all-yes row, the combination tailored to policy enforcement.

Model State Symbolic guards Effects Deterministic Verdict
Usage automata [1] control only equality — — bad-state
Register automata [3] registers equality input-storage det. fragment final-state
Symbolic reg. automata [4] registers yes input-storage det. fragment final-state
EFSM [5] variables yes yes yes Mealy
QEA [6] slice bindings limited — per slice per-slice
Policy automata registers yes yes yes Mealy decision

On the policy-language side, several proposals enrich stateless authorization with state. In [14], the
authors share our motivation (keeping state updates out of the resource guard and inside the policy) but
their formalism is a Datalog-like logic whose state is a set of facts inserted and retracted by requests,
with semantics given in Transaction Logic and a proof system for reasoning about request sequences.
Closest to our formulation is Strobilus [10] already cited in the introduction: a lightweight imperative
DSL of obligations on Cedar’s entity store, executed after a stateless Cedar evaluation has issued its
verdict. Policy automata fuse decision and update into a single transition: the Mealy reading that
exposes the automaton-theoretic structure underlying such extensions and supplies the metatheory
(Propositions 3.4, 4.2, 4.4 and 5.4) that an implementation-oriented language needs but does not provide
on its own. The analogous extension of Rego/OPA, OWSM [9], maintains a separate state store consulted
during evaluation, thus the verdict logic itself remains stateless and effects sit outside the formal core.

At a more conceptual level, the UCON 4 g model [15] introduced attribute mutability alongside
authorizations, obligations, and conditions as a unifying frame for usage control; policy automata can be
read as a concrete operational realization of attribute mutability with a deterministic-monitor reading
and the decidable analyses developed above.

Future work. The decidability results target the finitary case; the infinite-domain case rests on
emptiness and inclusion of the underlying symbolic register automata [4], which are decidable only for
restricted theories (Remark 4.5), and mapping out exactly which guard and effect theories stay feasible is
the main question left open. Beyond it: pinning down the expressive power of policy automata relative
to register [3] and symbolic register automata [4], and to usage [1] and gate automata [16]; giving a
faithful, effect-based encoding of Cedar [7] and Rego [8] fragments; and connecting the monitoring view
with quantified event automata [6]. Moreover, the pattern instantiated here, reading an event-driven
rule language as a class of automata with explicit state, is not specific to access control, and we expect it
to apply to AbU [17], a calculus of attribute-based memory updates whose event-condition-action rules
fire on local memory changes and act on the memory of every node satisfying an attribute condition.

A further direction is policy synthesis, the converse of the run we study here. By Proposition 3.5
every automaton is, up to a location register, a flat rule set, so recovering rules from an automaton
is immediate. It would be more interesting starting from a specification rather than an automaton:
given a safety property to guarantee, synthesise the least restrictive policy that enforces it (i.e., the
maximally permissive supervisor of Ramadge-Wonham control [18]). Given instead a sample of labelled
traces (compliant/violating, or request/decision pairs), one would learn a minimal consistent policy
automaton, extending active automata learning [19] over registers [20] and symbolic guards [21],
and the access-control policy mining tradition [22], from stateless rules to genuinely stateful usage
policies. Our metatheory already supplies the ingredients such procedures need: deciding equivalence
(Proposition 4.4) is the verification (and L* equivalence) oracle, and the Myhill-Nerode argument behind
Proposition 6.3 pins down a canonical minimal target. The hardness lies elsewhere (inferring the state
variables, guards, and updates over an infinite data domain, where even the stateless minimal-automaton
problem is intractable) so realistic results will be query-based or heuristic.
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