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Abstract
This article presents an intelligent multi-criteria model for managing cybersecurity risks in intelligent 
information and communication systems.  The proposed approach combines  fuzzy logic  and machine 
learning methods for decision-making under conditions of incomplete information, linguistic assessments, 
and a rapidly changing threat environment. The model formalizes the task of selecting an effective set of  
protective measures, accounting for multiple criteria such as security level, cost, response time, scalability, 
and others. Fuzzy sets and Mamdani-type inference mechanisms are used to process uncertain data. The 
machine learning component is based on Extreme Gradient Boosting algorithms and neural networks for 
building predictive risk models. The model simulates threat scenarios using attack graphs. Algorithms for 
optimal  resource  allocation  to  minimize  residual  risk  have  also  been  developed.  The  practical  
implementation of the model was carried out using the Python programming language, the Scikit-learn  
and  TensorFlow  libraries,  the  Flask  platform,  and  integration  with  Security  Information  and  Event 
Management (SIEM) systems. The results can be applied in critical infrastructure, cloud environments,  
and Zero Trust architectures.
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1. Introduction

The growing complexity and dynamism of cyber threats in the context of the intellectualization of 
information and communication systems (ICS) necessitate urgent improvements to cybersecurity 
risk  management  [1,  4,  8].  Traditional  methods based on static  risk  indicators  ― such as  the 
product of the probability of an incident and its impact ― are unable to adequately reflect modern 
attack scenarios,  contextual  factors,  and the behavioral  dynamics of  attackers [1-3,  6].  Lacking 
flexibility and adaptability, such models fail to ensure effective real-time response, especially in 
complex and distributed systems.

The  key  problem  lies  in  the  absence  of  an  integrated  model  that  combines  cyber  threat  
forecasting, fuzzy information processing, and multi-criteria decision-making to formulate sound 
defense strategies [5, 7-9]. In today’s environment, aspects such as decision explainability, optimal 
resource  utilization,  and  consideration  of  interdependencies  among  system  elements  are  also 
becoming critically important.

At the same time, an analysis of current approaches reveals a clear scientific gap. First, most 
existing cyber risk management models treat forecasting, fuzzy evaluation, and the selection of  
protective measures as isolated tasks, without a unified formalized multi-criteria decision space. 
Second, the adaptability of such models often boils down to local updates of individual parameters 
and does not ensure coordinated optimization across multiple criteria (risk, resources, response 
time, scalability). Third, the interpretability of decisions and their integration into Zero Trust and 
SIEM frameworks  are  largely  lacking  a  formal  model-level  description,  which  complicates  the 
verifiability and reproducibility of results.
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Despite the widespread use of RBAC (Role-Based Access Control) and ABAC (Attribute-Based 
Access Control) models, they remain insufficiently effective in a dynamic cyber environment [1, 3, 
6]. In particular, these approaches do not account for multi-criteria decision-making and cannot 
adapt to changes in the risk profile in real time.

Most  existing risk management models  are based on static  metrics  (e.g.,  CVSS or  DREAD), 
which do not account for access context, the temporal dynamics of incidents, or the level of trust in 
the subject [4]. As a result, such systems exhibit low flexibility, a high number of false positives,  
and an inability to respond to complex, combined attacks [7,  10,  12].  Furthermore, the lack of 
support  for  adaptive  security  rule  update  policies  and insufficient  integration of  explainability 
mechanisms (e.g., XAI) in traditional approaches limit their applicability in intelligent information 
and communication systems.

The research poses the following scientific question: Is it possible to construct a unified multi-
criteria cybersecurity risk management model that simultaneously enables the prediction of threat 
scenarios, the fuzzy evaluation of uncertain/linguistic factors, and the well-founded selection of 
protective  measures,  while  accounting  for  limited  resources  and  real-time  adaptability 
requirements? The working hypothesis is that integrating gradient boosting, fuzzy inference, and 
attack graphs within a joint optimization framework reduces residual risk and improves decision 
stability compared to static metrics and isolated intelligent models.

The aim of the study is to develop a multi-criteria cybersecurity risk management model that 
combines  fuzzy  logic  methods,  machine  learning  algorithms,  and  threat  scenario  modeling  to 
support adaptive decision-making in intelligent ICS [6, 11, 13, 16].  The model should minimize 
residual risk, be flexible in responding to environmental changes, and allocate resources efficiently 
under conditions of uncertainty.

The scientific novelty of this work lies in the formalization of the risk management task as a 
multi-criteria  optimization  problem  with  fuzzy  constraints,  the  construction  of  a  hybrid  risk 
assessment  model  based  on  the  gradient  boosting  algorithm  and  fuzzy  inference  [3,  6],  the 
application of fuzzy hierarchy analysis for the selection of protective measures [12], as well as in 
the use of attack graphs for dynamic forecasting of threat behavior [18].

The practical significance of the research lies in the potential to implement the developed model 
within  information  security  management  systems,  Zero  Trust  architecture  platforms,  cloud 
environments, SIEM solutions, and corporate ICS [19, 21, 23, 27]. The use of the proposed approach 
will help increase cyber resilience, reduce protection costs, and shorten incident response times.

The main scientific contributions of this work are as follows:
• a formalized multi-criteria risk management model with fuzzy constraints is proposed;
• a hybrid approach to risk assessment based on a combination of gradient boosting and fuzzy 

logic inference has been developed;
• attack graphs have been integrated for dynamic forecasting of threat scenarios;
• a mechanism for the adaptive selection of protective measures, taking into account limited 

resources, has been proposed;
• ensured the explainability of decisions made and the possibility of integration with SIEM and 

Zero Trust architectures.

2. Literature review

The increasing complexity and dynamics of cyber threats in the context of the intellectualization of 
information and communication systems necessitate modern approaches to risk management using 
multi-criteria analysis, fuzzy logic, and machine learning. Currently, there is active development of 
adaptive  risk  assessment  models  focused  on  accounting  for  context,  uncertainty,  and  the 
interdependence of information infrastructure components.

Atlam et al. [1] conducted a systematic review of risk-based access control models, emphasizing 
the need to use contextual attributes and dynamically update security policies. In turn, Jazairy et al.  
[2] proposed a concept for the multi-level integration of risk management strategies across supply 
chains, emphasizing the importance of adaptive interactions among system agents. The study by 
Barlybayev et  al.  [3]  presents  a  flexible  risk  management model  that  combines  an ontological 
approach with machine learning and logical-linguistic analysis.

A significant portion of the scientific literature is devoted to the use of fuzzy logic in conditions  
of non-statistical uncertainty. In particular, Bakhtavar et al. [4] generalized the application of fuzzy 
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cognitive  maps  for  systematic  risk  analysis,  demonstrating  their  effectiveness  in  identifying 
interdependencies between risk events. Kerimkhulle et al. [5] adapted fuzzy logic methods to risk 
assessment in industrial Internet of Things systems, which is particularly relevant for critical ICS.

Modern approaches to risk modeling actively integrate machine learning. Hamid and Rahman 
[6] summarized the capabilities of artificial intelligence, particularly deep learning, in cyber risk 
management, with an emphasis on dynamic incident classification. Zadeh et al.  [7] proposed a 
framework  for  quantitative  probabilistic  analysis  to  support  decision-making  in  the  risk 
minimization process.

The literature has paid particular attention to the explainability of machine learning models in  
cybersecurity tasks. For example, Islam et al. [8] developed a dynamic intelligent risk management 
system that combines predictive models with interpretation mechanisms (SHAP, LIME), enabling 
informed real-time decision-making. The work by Katnapally et al. [9] presents an implementation 
of a neural network-based risk assessment model for ERP systems with large volumes of data, 
which  reduces  incident  response  time.  Additionally,  Kozhukhivskyi  and  Kozhukhivska  [10] 
proposed a fuzzy risk assessment model for enterprise resource planning systems that accounts for 
fuzziness in both input data and decision-making criteria.

Despite significant achievements, most existing solutions either focus on individual aspects of 
the problem, such as threat classification or the selection of protective measures [7, 24], or fail to 
integrate forecasting, fuzzy assessment, and multi-criteria decision-making within a single context-
adaptive environment [3, 5, 8, 12]. Furthermore, the problem of the optimal allocation of limited 
resources in the case of multiple and conflicting objectives ― minimizing residual risk, the cost of 
implementing measures, and response time  ― has not been sufficiently studied [6, 11, 13, 29-30, 
33]. Thus, the results of the literature review allow us to identify a research niche for developing a 
comprehensive cybersecurity risk management model that combines fuzzy logic methods, machine 
learning algorithms, and dynamic threat modeling in the context of intelligent information and 
communication systems.

3. Research Methods

Within  the  scope  of  this  study,  a  multi-criteria  cybersecurity  risk  management  model  was 
developed that combines fuzzy logic and machine learning for effective decision-making under 
uncertainty [3, 5-6]. To process fuzzy, linguistic, and partially defined input data, mechanisms of 
fuzzy set theory and Mamdani fuzzy inference were applied [4, 5, 12]. The predictive risk model 
was  constructed  using a  gradient  boosting algorithm,  which enables  the  modeling of  complex 
nonlinear relationships between security parameters and risk assessment [6, 30, 32]. For decision-
making under multiple criteria, including residual risk level, cost, response time, and scalability, a 
fuzzy-logic-based hierarchical analysis was used [4-5, 12]. Threat modeling is implemented using 
attack  graphs,  which  allow  the  logic  of  malicious  action  scenarios  and  their  probabilistic  
characteristics to be taken into account [11, 29]. The optimal selection of protective measures is 
formalized  as  a  multi-criteria  fuzzy mathematical  programming problem that  accounts  for  the 
acceptable  risk  level  and limited  resources  [3,  13].  The system architecture  is  described  using 
structural and flow modeling techniques, including data flow diagrams and functional blocks [33]. 
The prototype was implemented in Python using the Scikit-learn, TensorFlow, FuzzyLogic, and 
Flask libraries, which ensures integration with the information system [6, 21] and risk assessment 
scenarios in a dynamic environment.

To demonstrate the advantages of the proposed multi-criteria cybersecurity risk management 
model,  a  comparative  analysis  was  conducted  with  existing  approaches,  including  classical 
(DREAD,  CVSS)  [2,  28],  context-oriented  ones  (RAdAC),  as  well  as  intelligent  models  based 
exclusively  on  machine  learning  or  fuzzy  logic  [3,  6-8,  34].  The  comparison  considered  key 
characteristics  such as  assessment  accuracy,  adaptability  to  environmental  changes,  scalability, 
decision-making time, and compliance with the Zero Trust concept.

As shown in Table 1, the proposed model demonstrates a better balance between accuracy, 
adaptability, and alignment with modern security concepts. Unlike static models, it enables flexible 
decision-making based on a  set  of  criteria  formalized  in  both quantitative  and fuzzy forms,  a 
capability that is particularly important for intelligent information and communication systems.
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Table 1.
Comparative analysis of cybersecurity risk assessment models

Model Accuracy Adaptability Scalability Decision Time
Zero Trust 

Compliance
Proposed Hybrid Model High High High Moderate Full

DREAD Low Low Low Fast Partial
CVSS Medium Low Medium Fast No

RAdAC Medium Medium Medium Slow Partial
ML-based only (XGBoost) High Medium High Fast Depends

Fuzzy-only model Medium High Medium Moderate Partial

It  should  be  noted  that  the  proposed  model  is  oriented  toward  intelligent  ICSs  in  which 
telemetric data and incident history are available, sufficient for training the predictive component. 
The quality of risk assessment depends on the completeness and representativeness of the training 
samples, as well as on the correctness of the initial construction of fuzzy rules and membership 
functions  during  the  initialization  stage.  Further  research  should  focus  on  the  automated 
adaptation of  fuzzy rules,  reducing sensitivity  to  class  imbalance in  incidents,  and scaling the 
model for very large, distributed environments.

4. Presentation of the Main Material

Within the scope of this study, the task of cybersecurity risk management is considered as a multi-
criteria decision-making problem under conditions of uncertainty and dynamic changes in threats. 
The  input  data  consists  of  a  set  of  contextual  features,  asset  characteristics,  environmental 
parameters,  and  threat  scenarios  obtained  from  the  telemetry  of  the  information  and 
communication system. The controlled variables are the selection and configuration of protective 
measures. The goal of management is to minimize residual risk while simultaneously accounting 
for implementation costs, response time, and limited system resources.

The  risk  management  process  is  formalized  as  a  multi-criteria  optimization  problem  that 
simultaneously  accounts  for  the  level  of  residual  risk,  the  costs  of  implementing  protective 
measures, response time characteristics, and scalability requirements. Under conditions of fuzzy 
uncertainty in the input parameters, the objective function is defined as a weighted composition of 
criteria, where the weighting coefficients are determined using fuzzy hierarchy analysis methods 
and adapted according to the current threat context.

The current  state  of  cybersecurity  risk  management  systems in  intelligent  information and 
communication  systems  demonstrates  the  inadequacy  of  single-criterion  models  focused 
exclusively  on  minimizing  costs  or  risk  [1-2,  7-8].  The  urgency  of  improving  cybersecurity 
effectiveness requires the development of multi-criteria models that take into account not only the 
level of residual risk but also such important aspects as response time, scalability, costs, impact on 
system performance, technical compatibility, and threat context.

Based on an analysis of modern approaches to risk management, it can be argued that it is  
critically important to develop models and algorithms capable of operating under conditions of 
incompleteness, uncertainty, rapidly changing attack scenarios, and complex dependencies among 
system agents [24, 29-30]. Particular attention should be paid to systems designed to maintain a 
guaranteed level of residual risk throughout the ICS's operational life, with dynamic adjustment of 
risk targets depending on context.

The  diagram  in  Figure  1  illustrates  the  architecture  of  an  intelligent  cybersecurity  risk 
management  system  and  the  interaction  logic  of  its  key  modules:  the  input  data  collection 
subsystem,  the machine learning module (XGBoost,  LSTM),  the fuzzy decision-making module 
based on Fuzzy AHP, the residual risk assessment mechanism, as well as the feedback loop with 
SIEM and the adaptive real-time updating of security policies.
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Figure  1: Architecture  of  an  intelligent  multi-criteria  cybersecurity  risk  management  system 
integrating machine learning, fuzzy logic, and SIEM feedback

The primary risk management tool is to reduce medium- and high-risk levels to an acceptable  
threshold  at  which  their  consequences  can  be  controlled  or  mitigated  [6].  This  approach  is 
implemented  by  selecting  a  set  of  protective  measures  that  optimally  balances  numerous 
conflicting  criteria  [3-4].  Single-criterion  mathematical  models,  formulated  as  optimization 
problems, typically do not account for the multiplicity of requirements for modern cryptographic 
and software protection systems (CSPs), nor for the fuzzy nature of the input information [5, 10]. 
The risk management model is formulated as a multi-criteria optimization problem [6-8, 11]:

Q (X )={q1(X ) , q2(X ) ,…,qm(X )}→ext X ∈ D ,G (X )≤0 , (1)

whereX ∈ D is the solution vector describing the selected set of measures and parameters of the 
protection system, D⊂ Rn is the set of feasible solutions satisfying all technical, financial, and risk-
oriented constraints,  q1 ( X ) , i=1 ,…,m are private criteria for evaluating protection quality (e.g., 
residual  risk  level,  cost,  response  time,  scalability,  implementation  complexity,  etc.),  Q ( X ) is 
objective  vector  (vector  of  performance functions),  ext  is  an extremum operator  (min or  max, 
depending on the type of criterion), G ( X )≤0 ― system of constraints, in particular: g1 ( X )≤ Rres

max is 
constraint  on  the  permissible  level  of  residual  risk,  g2 ( X )≤Cmax is  constraint  on  total  costs, 
g3 ( X )≤T max is constraint on system response time.

In cases where some of the criteria are informal or represented as linguistic variables,  it  is  
advisable to use fuzzy membership functions [4, 5, 12]. For each criterion qi ( X ), a corresponding 
fuzzy evaluation function is introduced:

μ(qi)
(X )=

(qi(X )−qi
min)

(qi
max−qi

min)
, μqi

(X )∈ [0,1] (2)

where  μqi
( X ) is  the degree of  criterion satisfaction  qi (membership function),  which allows 

formalizing  fuzzy  expert  information,  for  example:  “low  risk,”  “high  efficiency,”  “sufficient 
compatibility” [5, 13], qi

min , qi
max are the minimum and maximum permissible values of the criterion, 

respectively, qi ( X ) is the criterion evaluation for a given set of solutions X . This approach allows 
for the formalization of fuzzy expert information, such as: “low risk,” “high efficiency,” “sufficient 
compatibility.”

Given the  growing complexity  of  cyber  threats  and  the  interdependence  of  information in 
intelligent  information  and  communication  systems,  there  is  a  need  to  develop  adaptive 
cybersecurity  risk  management  models  [14].  Based  on  the  concept  of  multi-criteria  decision-
making (MCDM), this paper proposes a dynamic model for assessing and managing cybersecurity 
risks using fuzzy logic, the pairwise comparison method, machine learning, and situational analysis 
[3-4, 6, 8, 19-20]. The objective function takes the form of a multidimensional vector criterion:
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Q (X )={
q1(X )=Rres(X )−residual risk (to be minimized)
q2(X )=C total(X )−total cost (to be minimized)

q3(X )=T resp(X )−response time (to be minimized) ,
q4(X )=η(X )−security level coefficient (to be maximized)
q5(X )=μcomp(X )−compatibility level (to be maximized)

(3)

where X  is the vector of input parameters for the ICS (assets, threats, vulnerabilities, protection 
resources),  Rres is  the  residual  risk  after  implementing  measures,  C total is  the  total  cost  of 
implementation  and  maintenance,  T resp is  the  expected  average  response  time,  η ( X ) is  the 
integrated security assessment, μcomp is the degree of technical compatibility.

In  the event  of  environmental  changes,  such as  the  emergence of  new attack vectors  or  a  
decrease in the effectiveness of  existing measures,  the model  must re-optimize under modified 
constraints [8, 24-27, 30]. This approach meets the requirements of adaptive cyber defense and 
enables reactive updates to security policies based on real-time risk assessment.

Residual risk model [6, 13]:

Rres=Rinit ∙(1−E) (4)

where Rinit is the initial risk without protective measures,  E∈ [0,1 ] is the effectiveness of the 
implemented  protective  mechanisms,Rres is  the  residual  risk  (to  be  minimized).  The  model 
determines the amount of risk remaining after the implementation of the protection system. It  
serves as a fundamental element in decision-making regarding the need for additional measures.

Multi-criteria optimization objective function [4, 28]:

Q (X )=[Rres(X ) ,C total(X ) ,T resp(X ) , η(X ) , μcomp(X )] (5)

where Rres ( X ) is residual risk (to be minimized), C total ( X ) is total costs of implementing the ISMS 
(to be minimized),  T resp ( X ) is average incident response time (to be minimized),  η ( X ) is security 
coefficient  (to  be  maximized),  μcomp ( X ) is  compatibility  with  existing  infrastructure  (to  be 
maximized).  A  vector  function  is  used  to  find  a  Pareto-optimal  solution,  i.e.,  one  where  it  is  
impossible to improve one criterion without worsening another.

Figure 2: Diagram of the construction of a multi-criteria risk management model

The  flowchart  in  Figure  2  illustrates  the  sequence  of  steps  in  developing  a  multi-criteria 
cybersecurity risk management model, including the assessment of key criteria (residual risk, cost,  
response time, security level, compatibility), the processing of fuzzy assessments, and the search 
for a Pareto-optimal solution.

Fuzzy risk membership function:
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μR(r )={ 0 . r≤Rmin

r−Rmin

Rmax−Rmin

, Rmin<r<Rmax ,

1 , r≥Rmax

(6)

where μR (r ) is the degree of membership of the valuer  in the “high risk” set,  r  is the current 
risk value, Rmin , Rmax are the boundaries of the fuzzy risk region. The formula allows for handling 
fuzziness and uncertainty in risk assessment, for example, from expert sources.

The  selected  set  of  criteria{q1 ( X ) , q2 ( X ) ,…,qn ( X )} is  the  result  of  an  analytical  review of 
cybersecurity  system  requirements  and  is  based  on  the  principles  of  completeness  and 
independence  [6,  11,  13].  Completeness  means  that  every  important  aspect  of  the  system’s 
effectiveness  is  represented  by  at  least  one  criterion,  ranging  from  technical  security  to  the 
soundness of decision-making. The independence of the criteria is confirmed by the absence of 
linear or functional dependencies between them, which precludes duplication or bias in the results 
[7].  For  the  mathematical  representation  of  the  model,  we  use  a  generalized  metric  space  of 
performance Q, in which each alternative X  is projected as an image vector:

Q (X )=[q1(X ) , q2(X ) ,…,qn(X )]. (7)

This  is  a  vector  of  criteria  for  a  specific alternative  X ,  which shows its  position in  the n-
dimensional  efficiency  space  Q.  Each  component  of  the  vector  is  the  value  of  the  alternative 
according  to  the  corresponding  criterion,  where  each  qi ( X ) is  a  function  that  evaluates  the 
alternative  X  according to a specific criterion. In the context of cybersecurity, such criteria may 
include:  q1 ( X ) ― level of technical security,  q2 ( X ) ― scalability,  q3 ( X ) ― implementation cost,
q4 ( X ) response speed, qn ( X ) ― level of decision validity (confidence).

Each criterion qi ( X ) is mapped to a fuzzy set via a membership function μqi
( X )∈ [0,1 ], which 

indicates the extent to which an alternative X  meets the desired level of that criterion: μqi
( X )=1 

full compliance,μqi
( X )=0 full non-compliance, and intermediate values partial compliance. This is 

particularly important for qualitative or linguistic assessments, such as “high security,” “low cost,”  
etc. [4-5]. The aggregate performance function is defined as μeff =min

i
μqi

( X ) for AND logic, where 

the  alternative  X  is  evaluated  based  on  the  worst  criterion,  which  is  appropriate  when  all  
requirements are met simultaneously (strict approach), or as μeff =max

i
μqi

( X ) for OR logic, where 

the best criterion is considered, corresponding to a flexible approach in cases of partial compliance. 
In this space, the criterion functions are defined either as fuzzy sets (for qualitative indicators) or as 
metrics (for quantitative indicators). This allows the use of fuzzy logic mechanisms to construct an 
aggregated performance function:

μeff =mini ⁡μqi
(X )( for AND logic)OR μeff =maxi ⁡μqi

(X )( for OR logic) (8)

The given formulas allow formalizing the decision-making process in situations of uncertainty 
and multi-criteria decision-making. Instead of a simple average or weighted sum, fuzzy logic is  
used, which better reflects real-world situations in the context of cyber risk [3, 7, 28]. Thus, the 
proposed system of  criteria  forms a  formally defined decision-making space suitable for  fuzzy 
multi-criteria optimization.

Formal  verification  of  the  model  is  based  on  the  consistency  property  of  the  aggregated 
performance  function  in  the  fuzzy  space  Q.  In  particular,  when  using  AND logic,  the  model 
guarantees  convergence  to  the  worst-case  criterion,  which  is  consistent  with  the  principle  of 
conservative decision-making [19-20, 25-27]. Additionally, the accuracy of the decisions made was 
verified using XAI analysis (SHAP), which confirmed the stability of the influence of key features  
with an average confidence score exceeding 0.85.

In addition, an analysis of the monotonicity of the aggregated function was conducted, which 
showed that as the level  of  threats or losses increases,  the value of  the integral  risk does not  
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decrease,  which satisfies the formal  requirements  for  the model’s  validity.  The stability of  the 
results  was  confirmed  by  athrougheries  of  scenario  experiments  in,which  the  weighting 
coefficients and fuzzy inference parameters were varied without a sisignificantlyecting the final 
decisions. The results obtained demonstrate the model’s robustness to input data noise and partial  
contextual uncertainty. Thus, the proposed approach can be regarded as a formally consistent and 
interpretable decision support mechanism for cybersecurity risk management tasks.

The graph in Figure 3 illustrates three triangular membership functions:  Low, Medium, and 
High, which are widely used in fuzzy logic for the linear mapping of fuzzy variables. They are 
defined by simple conditions on the input value and allow for the effective modeling of fuzzy sets  
in a multi-criteria environment.

Figure 3: Triangular membership functions

For comparison with linear triangular functions, it is advisable to consider alternative forms of  
defining fuzzy sets. In particular, in practical risk management tasks, the smoothness of transitions 
between  linguistic  levels  and  the  reduction  of  abrupt  changes  in  membership  degree  play  an 
important role. That is why the next step in the analysis is the use of Gaussian functions, which  
better reflect the continuous nature of many real-world processes. This allows us to assess the 
impact  of  the  choice  of  membership  function  form  on  the  sensitivity  and  stability  of  fuzzy 
inference.

The graph in Figure 4 shows three Gaussian membership functions with smooth, symmetric 
shapes. They provide a continuous, smoothed representation of the degree of membership in fuzzy 
sets, which is useful for fuzzy models that are highly sensitive to changes in input data.

Figure 4: Gaussian membership functions

Reactive policy update function:

∆ P=a ∙(Rres
curr−Rres

thresh) , (9)

where ∆ P is the security policy update threshold, a is the system sensitivity coefficient,Rres
t hres h is 

the threshold value for acceptable risk,Rres
curr is the current residual risk. The function determines the 

need to update policies following a threat assessment; that is, when the risk exceeds the acceptable  
level, the system automatically initiates a policy update.

This approach ensures a proportional system response to rising threat levels without abrupt or 
excessive changes to the security configuration. The sensitivity coefficient aaa allows you to adjust 
the response intensity based on asset criticality and system resilience requirements. For values of, 
policy  updates  are  not  performed,  which  prevents  unnecessary  intervention  and  reduces 
operational costs. Thus, the reactive function serves as a formalized mechanism for the dynamic 
adaptation of security policies in a changing risk environment.
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The  values  obtained  using  Gaussian  membership  functions  allow  for  the  formation  of  a 
smoothed estimate of residual risk without sharp jumps when input parameters change. Such a 
continuous  interpretation  of  risk  is  critical  for  the  correct  activation  of  adaptive  response 
mechanisms in the security system. Based on this, a reactive policy update function is introduced, 
which formalizes the relationship between the risk level and the intensity of management actions.

The graph in Figure 5 illustrates the dependence of the scale of policy updates on the extent to 
which the current residual risk exceeds the permissible threshold. The linear relationship shows 
that the greater the risk exceeds the threshold, the more extensive the update should be.

Figure 5: Reactive function for updating security policies

Loss model for incorrect response:

L=λ1 ∙ FP+ λ2 ∙ FN (10)

where FP is the number of false positives (a legitimate action is considered an attack), FN  is the 
number of false negatives (the attack was not detected),  λ1 , λ2 are the loss weighting coefficients 
for each type of error. The model helps minimize the cost of errors and select the optimal threshold 
values for incident detection.

The proposed loss model allows for a quantitative assessment of the trade-off between different 
types of errors in an incident detection system. The selection of weight coefficients λ1 , λ2 reflects 
security priorities and the acceptable level of risk for a specific information and communication 
system.

Figure 6: Loss function surface for false responses

The three-dimensional surface (Figure 6) depicts the total loss LLL as a function of the number  
of false positives and false negatives. The higher the FN, the steeper the increase in loss, illustrating 
the importance of reducing missed attacks.

Model for assessing the relevance of the threat context:

C rel=∑¿
nw ∙ f i(x) (11)

where f i( x ) is a function of  ith contextual feature (time, IP, attack type, user, etc.),  w i are the 
weights of the contextual parameters,  Crel is the generalized threat importance/relevance index. 
The model allows for prioritizing a threat or request depending on the context.
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The diagram (Figure 7)  shows contextual  features (time,  user role,  IP,  etc.),  their  individual  
scores, and weights. The dotted line represents the calculated generalized relevance index, which 
determines the threat priority.

Figure 7: Assessment of threat context relevance

Bayesian event confidence model:

T (E)=
(P(E | safe)∙ P(safe))

(P(E))
(12)

where T ( E ) is the event confidence score E, P( E | safe ) is the probability of the event occurring 
if it is safe,P( safe ) is the prior probability of a safe state,P( E ) is the overall probability of the 
event [19, 20]. The model allows calculating how likely it is that a request is safe, based on prior  
data. This Bayesian approach provides a formalized combination of prior knowledge and current 
observations in the process of confidence assessment. The value of `T ( E )` can be dynamically 
updated as the volume of data grows, which increases the model’s adaptability to changes in user 
behavior or the environment. This allows the confidence score to be used as an input parameter for 
subsequent  decision-making  regarding  authorization,  incident  response,  or  security  policy 
adjustments.

Risk prediction based on fuzzy regression:

^Rt+1=a ∙ R̂t+b ∙ ∆ Threat (t )+c . (13)

where R̂t is the predicted risk at time t , ∆ T h reat (t ) is the change in threat level, a ,b , c are the 

model parameters that are tuned, and R̂t +1 is the risk prediction for the next time step [19, 25]. The 
formula allows predicting the future risk level for proactive response. This approach combines the 
inertial properties of risk with the dynamic impact of changing threats in the environment. The 
parametera reflects  the  degree  of  dependence  of  future  risk  on  the  previous  state,  while  the 
coefficientb characterizes the model’s sensitivity to the escalation of threats. An additional shift ccc 
allows for the consideration of the background risk level caused by the characteristics of the ICS. 
Thus, the fuzzy regression model provides a basis for proactive security management through the 
timely adjustment of policies and protective measures.

Assessment of the overall effectiveness of the IS [10, 13]:

Esys=
(η(X ))

(C total(X ))
∙ μcomp(X ) ,

(14)

where η( X ) security,  μcomp( X ) compatibility with ICS,  C total( X ) implementation costs. This is 
an aggregated metric that allows one to assess the feasibility of implementing a particular solution 
from an efficiency standpoint.

Adaptive access function (decision rule):

AccessGranted={1 ,
0 ,

if Rres<τ⋀T (E)>δ
otherwise

(15)
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where Rres is the residual risk,τ  is the dynamic risk threshold, T ( E ) is the confidence metric for 
the  environment  or  context,δ  ― is  the  minimum  acceptable  confidence  level  [19,  20,  25].  A 
decision to allow or block a request is made based on the risk and confidence in the event.

When developing an intelligent adaptive cyber defense system, it is important to consider the  
temporal  dynamics  of  attacks,  risk  forecasting,  learning  from  experience  in  interacting  with 
threats,  and  trust-based  context  assessment  [19].  To  this  end,  the  integration  of  several 
mathematical models covering various aspects of decision-making in an unstable environment is  
proposed  [11,  12,  26].  The  system’s  behavior  under  conditions  of  varying  security  levels  is  
described by a model based on a first-order discrete Markov chain:

Pij(t )=P [S(t+1)= j |St=i ] (16)

where St ∈ {S ,C , R } is the system state (secure, compromised, recovering) at time t : Secure (S) 
the system is functioning securely, Compromised (C) a breach has been detected, Recovering (R) 
recovery is  in progress,  Pij (t ) is  the probability of  transition from state  i to  j at  time  t .  This 
approach allows us to analyze how defensive or offensive actions affect changes in the system’s 
state over time [16-17, 27]. Matrix form:

P(t )=[ pSS pSC pSR

pCS pCC pCR

pRS pRC pRR
], (17)

where each element pij represents the probability of transitioning from state i to state j at time 
step t : pSS represents the probability of remaining in a secure state, pSC represents the probability 
that  the  system  will  be  compromised  from  a  secure  state,  pSR represents  the  probability  of 
transitioning  from  a  secure  state  to  a  recovery  state  (e.g.,  due  to  a  scheduled  update),  pCS 
represents the probability of recovering after an attack, pCC represents the probability of remaining 
in a compromised state (e.g., if no measures are taken), pCR is the probability of transitioning from 
an attack to recovery,  pRS is the probability of full system recovery, pRC is the probability of re-
compromise during recovery (e.g., due to a repeat attack), pRR is the probability of remaining in the 
recovery state  for  another  cycle  [16,  17,  29].  The model  allows for  assessing the dynamics  of 
changes in the system’s cybersecurity status, predicting recovery or threatening transitions, and 
adjusting security policies accordingly.

The diagram in Figure 8 illustrates a Markov model of transitions between the security states of 
an information system: Secure (S)  is a normal operation, Compromised (C)  is a security breach, 
Recovering  (R)  is  a recovery.  The  transition  directions  are  labeled  with  probabilities  that 
characterize state changes resulting from attacks or response measures.

Figure 8: Security transition diagram (S → C → R)

Each row of the matrix describes the probability distribution of transitions from one state to 
another, thus:
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∑ j pij=1 ,∀ i∈ {S ,C , R}. (18)

The  matrix  allows  us  to  analyze  the  dynamics  of  security  state  changes  and  calculate  the 
probability of reaching the desired state (e.g., returning to a secure state) in a few steps:

Pn(t )=P (t )n (19)

where n is the number of steps (cycles), Pn is the transition matrix through n states. The model 
is ideally suited for describing the behavior of ICS under conditions of periodic attacks, recovery, 
and adaptive policy updates [16, 29]. It can be extended to a semi-autoregressive model if it is 
important to account for the influence of history on subsequent transitions.

To predict  the likely development of  risks based on historical  data,  it  is  advisable to use a  
recurrent neural network with long-term short-term memory:

^Rt+1=f LSTM (Rt , Rt−1 ,…, Rt−k) (20)

where R̂t +1 is the predicted risk level at the next time step, Rt ,…, Rt - k are the observed values 
for the previous time steps, and f LSTM is the LSTM-based prediction function [20, 25]. This enables 
the system to proactively respond to rising risk trends. This enables the system to proactively 
respond to rising risk trends (Figure 9).

Figure  9  illustrates  the dynamics  of  cyber  risk level  forecasting over  time using the LSTM 
model. Observed risk values are denoted by a solid line, and predicted values by a dashed line. The  
model allows for the assessment of future risk behavior based on historical data, which serves as 
the foundation for proactive response in intelligent cyber defense systems.

Figure 9: Risk forecasting trend based on the LSTM model

An adaptive system must be able to learn from its interactions with the environment. In this 
context, reinforcement learning is applied, specifically the "Q" method:

Q (s ,a)←Q (s ,a)+a [r+γ max á Q ( ś , á)−Q (s ,a)] , (21)

where Q (s ,a ) is the utility function for actiona in state s, a∈ (0,1) is the learning rate, r  is the 
instantaneous reward for action a, γ ∈ (0,1) is the discount factor for future benefits, and ś is the 
new system state after executing the action [26]. The model allows the system to learn over time to 
make the best decisions in terms of risk reduction and resource optimization, even in cases where  
the threat context is dynamic and unpredictable.

A statistical model is used to assess trust in a source, user, or scenario:

T (E)=
aE

(aE+βE)
(22)

where  aE is the number of positive interactions,  βE is the number of negative interactions, 
T ( E ) is the confidence value. The model is used in adaptive access policies and in the formation of 
response scenarios [27-28, 31, 34]. The combined use of Markov processes, LSTM, Q-learning, and 
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the  beta  distribution  forms  a  flexible  and  self-learning  system  capable  of  responding  to 
environmental  changes  in  real  time,  adapting  security  policies,  and  prioritizing  well-founded 
decisions even in situations of uncertainty [24-27]. This approach meets modern requirements for 
Zero Trust, dynamic risk assessment, and active countermeasures against cyber threats.

The  diagram (Figure  10)  illustrates  the  interaction  between  system components  during  the 
access decision-making process. The user’s request is processed by the risk assessment module, 
which  calculates  the  residual  risk  Rres.  The  result  is  sent  to  the  XAI  module  to  generate  an 
explanation, after which the Policy Engine makes a decision, taking into account the risk level and 
the task's criticality T ( E ). The final decision (approval or denial) is sent to the user.

Figure 10: Access decision-making sequence

The proposed mathematical model formalizes the process of multi-criteria decision-making in 
cybersecurity, accounting for not only technical indicators but also qualitative aspects, including 
the  threat  context,  the  interpretation  of  expert  assessments,  and  system flexibility  [12,  30].  It 
provides  a  foundation  for  implementing  intelligent  protection  systems  capable  of  adapting  to 
environmental changes and making informed decisions even under conditions of uncertainty [19, 
34].

The risk of a cyber incident is modeled as a function [13, 28, 35]:

y (t )=f (x1(t ) , x2(t ) , x3(t )) (23)

where  x1 (t ) is the probability of a threat materializing at a given time t ,  x2 (t ) is the system’s 
vulnerability level,  x3 (t ) is the potential damage,  y (t ) is the risk level (or control influence) that 
must be minimized. This functional formulation allows for the integration of key risk components 
into a single formalized model. The time dependence of the arguments t  ensures that the dynamics 
of threats, changes in the state of vulnerabilities, and variations in potential losses are taken into 
account. This creates a foundation for building adaptive risk management algorithms to minimize 
y (t ) in real time.

All input and output parameters are treated as linguistic variables, which are formalized using 
membership functions [12]. For example, fuzzy rules take the form: If the probability of a threat is 
high AND the loss is large, THEN the risk is high; If the probability is high AND the loss is large,  
THEN the risk is significantly reduced. The assessment model is constructed as a system of fuzzy 
logic rules of the type:

IF x1highAND x3 large ,THEN y is high (24)

which provides decision-making logic based on expert knowledge and adaptation to the current 
state of the system. This rule-based approach enables the formalization of expert knowledge in a  
comprehensible,  interpretable form. Furthermore, the use of linguistic variables ensures flexible 
adaptation of the model to uncertainty and incompleteness of input data during the risk assessment 
process.

The fuzzy inference rule map in Figure 11 depicts a generalized Mamdani-type logical inference 
system for determining the risk level based on two input factors: threat level and potential damage.  
Each cell of the matrix corresponds to a rule of the form: IF Threat is X AND Damage is Y THEN  
Risk is Z, where X, Y, Z are fuzzy linguistic variables (Low, Medium, High). This enables the easy 
interpretation and formalization of expert knowledge about the impact of various scenarios on risk 
levels.

148



Figure 11: Fuzzy inference rule map for risk assessment

Figure 12 shows a three-dimensional fuzzy inference surface that illustrates how the risk level 
depends  on  two  linguistic  input  variables:  threat  level  and  potential  damage.  The  surface  is  
constructed based on a Mamdani-type rule base and aggregates the results of applying fuzzy rules 
of the form IF Threat is X AND Damage is Y THEN Risk is Z. This form of representation allows 
for a visual analysis of the nonlinear nature of risk changes and the influence of combinations of 
input factors in a multi-criteria evaluation model.

For  a  more  in-depth  analysis  of  the  fuzzy  inference  system’s  operation,  it  is  advisable  to  
transition from a discrete representation of rules to their continuous interpretation. This transition 
allows one to trace how individual  fuzzy rules interact  with each other  after aggregation and 
defuzzification.  That  is  why  the  next  step  is  to  visualize  the  rule  base's  results  as  a  three-
dimensional surface. This provides an intuitive understanding of the impact of combinations of 
input factors on the risk level, as demonstrated in Figure 12.

Figure 12: Three-dimensional surface of fuzzy inference for risk assessment

The generalized fuzzy logic inference system is described by the equation:

y (t )=F (x1(t ) , x2(t );W , B1 ,C1 , B2 ,C2) (25)

where  W  is the vector of weights of fuzzy rules,  Bi ,C i are the parameters of the centers and 
widths of the membership functions, F  is a Mamdani- or Sugeno-type fuzzy inference operator.

To train the model, a sample is formed from M  historical cyber incident events:

x1(t ) , x2(t ) , y (t ) , t=1 ,…, M , (26)

which serves as the basis for optimizing parameters and adjusting the model to accommodate 
changes in the environment.

Model parameter tuning is performed by minimizing the loss function:

X=minX ⁡∑(t=1)
M p(t )∙( ymodel(t )− yactual(t ))

2 (27)

where p (t ) is the weight coefficient of event significance, X = {W , B1 ,C1 , B2 ,C2} is the vector 
of parameters to be optimized [30-32]. To minimize criterion (27), a heuristic search algorithm (e.g., 
gradient descent or a genetic algorithm) adapted to the multidimensional parameter space of the 
fuzzy model is used.
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The diagram in Figure 13 illustrates the sequential interaction between the main components of 
the risk assessment system: from the receipt of user input data through the fuzzyfier module, the 
activation of rules in the Rule Engine block, the calculation of the estimate in the Inference Engine 
module, defuzzification in the Defuzzifier module, to the generation of the final risk value in the 
Risk Output module. This process ensures the integration of fuzzy logic into automated decision-
making regarding the risk of cyber incidents.

Figure  13: Sequence  diagram of  the  interaction  between  risk  assessment  modules  in  a  fuzzy 
inference system

The membership function for the variable u with respect to the term j is defined as:

μ j(u)= 1

1+|u−b j

c j
|
2 p ,

(28)

where b j is the center of the membership function of the term j, c j is the width (concentration), 
p is the degree of fuzziness (usually p=2).

The least squares method is used to adjust the parameters of the fuzzy model:

J (W )=∑t=1
M p(t )∙[ y (t )− ŷ (t ,W )]2→min , (29)

where W  is the vector of weights for fuzzy rules, p (t ) is the weighting function that accounts 
for the importance of each case.

The modified hierarchical model (Fuzzy AHP) uses a priority aggregation function [34-35]:

λi=
∏ j=1

n
aij
1/n

∑k=1

n

∏ j=1

n
akj
1/n
, (30)

where  aij is  the  comparison  score  between  the  ith criterion  and  the  jth criterion,  λi is  the 
normalized weight of the criterion.

Since risk assessment is  dynamic and depends on the ICS operational context,  a situational  
approach is proposed [24, 30]. The sequence of events is analyzed as a sequence of fuzzy situations 
[4, 12, 29]:

st i={⋀1 ,⋀2 ,…,⋀m} (31)

where  ⋀i are linguistic  variables describing the current situation (e.g.,  “high risk,”  “unclear 
context,”  “critical  vulnerability”),  each  ⋀i is  defined by  a  triplet  (Ωi ,T i , X i ),  where  Ωi is  the 
variable name, T i is the term set (e.g., {low, medium, high}), X i is the domain of definition.

The three-dimensional graph (Figure 14) shows the dependence of residual risk on the level of 
investment in preventive and reactive cybersecurity measures. It can be seen that as costs increase,  
residual  risk  decreases  exponentially  but  eventually  reaches  a  plateau,  meaning  that  further 
increases  in  costs  yield  diminishing  returns.  This  illustrates  the  saturation  effect  in  the  risk  
management model.

150



Figure  14: Surface  of  the  residual  risk  function  as  a  function  of  preventive  and  reactive 
expenditures

To enhance the  clarity  of  the  analysis,  it  is  advisable  to  supplement  the  three-dimensional 
representation of risk with its projection onto a two-dimensional space. Such visualization allows  
for faster identification of areas of minimum and maximum residual risk without losing meaningful 
information  about  the  impact  of  expenditures.  The  transition  to  a  heat  map  simplifies  the 
interpretation of trade-offs between preventive and reactive investments. 

Figure 15 shows a heat map of the relationship between residual risk and the level of spending  
on  preventive  and  reactive  safety  measures.  The  model  demonstrates  that  risk  decreases 
exponentially as any cost component increases, but the decrease has a saturation limit. The graph 
illustrates the trade-off between investments in protection and residual risk for the system.

Figure 15: Relationship between residual risk and preventive and reactive costs

The degree to which the current situation belongs to one of the reference scenarios is estimated 
using the membership function:

v (st0 , st j)=maxi ⁡min ⁡(μ⋀i
(0))(x) , μ(⋀i

( j)(x)) , (32)

where st0 is the current fuzzy situation,st j is the reference situation from the knowledge base, 
v ∈ [0,1 ] is  the  degree  of  similarity.  If  no  situation  fully  matches  the  current  one,  a  partial  
comparison is performed based on the most relevant features [12, 29]. The most similar situation is 
used to select the appropriate control action stored in the decision table. This approach increases  
the risk management system's flexibility, adaptability, and resilience to changes in environmental  
conditions, supporting reactive and predictive decision-making in real time.

To adapt decisions in real time, a metric for incorporating the current situation  S0 into the 
prototype Si is introduced:

v (S0 , Si)=min j ⁡[supu∈ X j
⁡(min ⁡(μ(S0

j)(u) , μ(Si
j)(u)))] (33)

where μS j(u ) membership functions for the jth situational variable, S0 current situation (threat 

context,  system technical  parameters,  etc.),  Si is  prototype situation from the  knowledge base 
(historically observed or classified), X j universe of values of the jth variable (e.g., load level, query 
frequency,  risk level),  μS0

j (u ) , μSi
j (u )  membership functions of  fuzzy sets  for the  jth variable of 

situations  S0 and  Si,  sup is upper bound (supremum) over all  values of  u,  min is intersection 
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operator of fuzzy sets. The minimum operation is used to model the intersection of membership 
functions, after which the smallest among the maxima over all variables is taken to calculate the 
worst-case correspondence scenario. The minimum operation is used to model the intersection of 
membership functions, after which the smallest among the maxima over all variables ― is taken to 
calculate the worst-case correspondence scenario.

Based on the similarity of situations, a control action is selected [24, 30]:

u(t )=arg max
i

v (S0(t )Si) , (34)

where  v (S0 , Si ) ― is the value of the metric measuring the similarity between the current and 
prototype  situations,  u (t ) ― is  the  control  action  (e.g.,  activation  of  countermeasures,  policy 
changes, access reconfiguration). The formula allows selecting the best control action  u (t ) at a 
given timet  that best matches the current situation S0( t ) from all known situations Si. The system 
selects the action that best matches the situation for adaptive real-time response. This implements 
knowledge-based intelligent risk management.

Residual risk update:

Rres(t+1)=Rres(t )−∆ R (t ) (35)

where  Rres is  residual  risk at  timet  (risk remaining after applying measures),  ∆ R ( t ) is  risk 
reduction due to the application of a control action u (t ) ,Rres (t +1) is an updated value of residual 
risk. The formula describes the dynamics of residual risk reduction following the implementation 
of  the  selected  control  action.  The  system  dynamically  updates  the  risk  depending  on  the 
effectiveness of the response. This enables an adaptive approach to risk management, ensuring 
continuous improvement of the security system. This sequence not only enables responding to 
incidents but also formalizes the process of fuzzy intelligent decision-making, which is critically  
important for ensuring the sustainable and flexible operation of the cyber defense system under 
conditions of uncertainty.

Let us denote the set of criteria defining the objective function as:

Q (X )=q1(X ) , q2(X ) ,…,qm(X )∈ Rm (36)

where  qi ( X ) is  a  normalized criterion (e.g.,  residual  risk,  cost,  response time,  compatibility,  
security level, etc.). The set Q ( X ) forms a vector of criterion values that determine the effectiveness 
of decisions.

The performance space Q space [30, 34]:

Q−space={Q (X ) | X ∈ D⊆ Rn} , (37)

where  D is  the  set  of  feasible  solutions.  Let  us  denote  the  metric  between  two  solutions 
X1 , X 2∈ D as:

d (Q (X1) ,Q (X 2))=√(∑i=1
m w i ∙ qi(X 1)−qi(X 2)

2) , (38)

where w i∈ [0,1 ] are the weights of the criteria, reflecting their relative importance. The metric 
d  satisfies  the  conditions  of  a  metric:  symmetry,  non-negativity,  identity  of  indistinguishable 
solutions, and triangle inequality.

The criteria  qi are considered linearly independent if  there is no nonzero set of coefficients 
a1 ,…,am for which:

∑i=1
m ai qi(X )=0 ,∀ X ∈ D (39)

where ai are the coefficients. This ensures that each criterion is independent and significant in 
the model [6, 34].  q1=Rres ( X ) is residual risk after implementing measures,  q2.=C total ( X ) is total 
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cost of implementation and maintenance, q3=T resp ( X ) is expected average response time, q4=η ( X )  
integrated  security  assessment,  q5= μcomp ( X ) is  degree of  technical  compatibility.  These criteria 
describe  different  dimensions  of  effectiveness  (risk,  resource  efficiency,  productivity,  security,  
integration), and therefore form a minimal, sufficient, and independent set. None of them is a linear 
combination of the others.

A solution X* is Pareto-optimal if there is no such X ∈ D that:

qi(X )≤ qi(X*)∀ i , and for at least one i :qi(X )<qi(X*) , (40)

Let us denote the set of Pareto-optimal solutions as [28, 34]:

P={ X ∈ D |∄ X ∕ ∈ D ∶Q (X /)≺ Q (X )¿ , (41)

This approach allows us to preserve multi-criteria analysis without the need to reduce it to a  
single integrated indicator.

The graph (Figure 16) visualizes the three-dimensional set of Pareto-efficient risk management 
options, where no solution can be improved on one criterion without worsening another. The X-
axis represents the cost of implementing security measures; the Y-axis represents the residual risk  
after their implementation; the Z-axis represents the integral assessment of system security.

Figure 16: Set of Pareto-optimal solutions in Q-space

Weighted aggregation (for deterministic criteria):

Fagg(X )=∑i=1
m w i ∙ μ(qi)

(X ) , (42)

where μqi
( X )∈ [0,1 ] is the normalized criterion value, and w i are the weights (summing to 1).

To determine the effectiveness of security policy implementation, an aggregation function based 
on fuzzy logic is used [12, 28, 29]:

μeff (X )=mini ⁡μ(qi)
(X )( forAND logic) ,or μeff (X )=maxi ⁡μ(qi)

(X )( forOR logic) (43)

An interval model, where each criterion qi ( X ) is represented as an interval:

qi(X )∈ [qi
min , qi

max ] , (44)

Instead of a single value, the worst-case scenario or expected value is analyzed:

E [qi(X )]=
(qi

min+qi
max)

2

(45)

The probability of risk occurrence is represented by the posterior probability:

P(r |data)=
(P(r |data)∙ P(r ))

(P(data))
Expected value of risk [28]:
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E [Rres(X )]= ∫ 0
1 r ∙ P (r |data)dr , (46)

This approach allows for the creation of a risk distribution with “tails,”  which is  important 
when accounting for low-probability/high-impact threats.

As part  of  the development of  a multi-criteria model for cybersecurity risk management in 
intelligent information and communication systems, it is proposed to use fuzzy logic production 
rules of the form:

d(t ): IF x1=μ(1)⋀ x2=μ(2)⋀⋯⋀ x p=μp ,THEN S=Bt (47)

where x j are the criteria for evaluating alternatives (e.g., cost, protection level, response time, 
scalability, etc.),  μi are the corresponding fuzzy evaluations for these criteria,  Bt is the result or 
decision made based on the fulfillment of the conditions.

To combine  (convolve)  criteria  in  such  rules,  the  minimum operation  is  traditionally  used; 
however,  this reduces the problem to a single-criterion one,  which can significantly lower the  
quality  of  decision-making  under  conditions  of  multifactorial  uncertainty.  To  address  this 
shortcoming, a new operation, a generalized projection (GP) of fuzzy sets is proposed.

The  operation  GP allows  establishing  a  correspondence  between  the  fuzzy  sets  А  andB 
according to the formula [4, 12]:

GP( A , B)={ y ∶ μА → В( y)=supminx ⁡μА (x) , μB f (x) (48)

where μА are the membership functions of elements in the sets А  and B, respectively, and f ( x ) 
is the projection function that transforms the space of one criterion into the space of another. Thus, 
this operation allows one to determine the correspondence between sets of evaluations of different 
criteria,  even  when  these  evaluations  are  fuzzy  or  linguistic  in  nature  (e.g.,  “high,”  “low,” 
“medium”).

A  distinctive  feature  of  the  modern  approach  to  selecting  protective  measures  is  the 
consideration of the variability of correspondences and permissible deviations from the ideal values 
of the criteria. For this purpose, a vector of permissible deviations is introduced:

E={e j∈ [0,1] , j=1 ,…, J } , (49)

where  e j is the limit of the permissible deviation of the estimate for the  jth criterion. Such a 
vector  allows  flexible  consideration  of  trade-offs  between  criteria  without  rigidly  rejecting 
alternatives  that  do not  fully  align with optimal  values.  This  enhances the adaptability  of  the 
protective equipment selection model and enables more realistic decision-making under limited-
resource and uncertain conditions.

Based on this, we introduce the aggregated metrics of an alternative’s rir_iri compliance with  
the set of criteria, taking into account permissible deviations:

Pos(e , r i)=
1
J

∑ j=1
J Pos(e j , r ij) , Nes(e , r i)=

1
J

∑ j=1
J Nes(e j , r ij) ,

(50)

where  Pos is  the  degree  of  possible  compliance,  Nes is  the  required  compliance,  and  the 
subjective confidence in the decision is also determined:

∆ (e , r i)=
1
J

∑ j=1
J μ(ei)

(r ij)
(51)

where  μei
(r ij ) is  the  function  mapping  the  actual  criterion  evaluation  to  an  acceptable 

deviation. The resulting metrics allow for a quantitative assessment of both the optimistic (Pos) and 
conservative (Nes) scenarios of an alternative’s compliance with the specified safety requirements.  
The  indicator  ∆ (e , r i) additionally  reflects  the  decision-maker’s  level  of  confidence  in  the 
correctness of the choice, taking into account permissible deviations across all criteria. Collectively, 
this ensures more informed and robust decision-making in multi-criteria risk management tasks.
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The  solution  is  the  alternative  to  the  information  security  measure  (ISM)  for  which  the 
following conditions hold:

l ↑ , Pos ↑ , ∆ ↑ , Nes ↓ (52)

That  is,  the  desirable  characteristics  (possibility  of  satisfaction,  decision  confidence)  are 
maximized, and the constraints (necessary satisfaction) are minimized.

To  select  the  best  option  for  the  information  security  system,  the  objective  function  is 
optimized:

Q=
(∆ R j)
(C j Rs)

∙100%
(53)

where ∆ R j is the risk reduction resulting from the implementation of the jth measure, C j is the 

cost of this measure, and Rs is the initial integral risk. Maximizing Q allows selecting the option 
with the best cost-effectiveness ratio.

To rank alternatives within a multi-criteria risk management model, a modified Saati hierarchy 
analysis method adapted to the context of fuzzy sets was applied. Each of the criteria  q j, which 
characterizes the parameters for evaluating the effectiveness of options (e.g.,  residual risk, cost, 
response delay),  is presented as a fuzzy set with a corresponding membership function  μ(q j ), 
which determines the degree of  acceptability  of  the criterion’s  value for  each alternative.  The 
ranking procedure begins with a survey of experts regarding pairwise comparisons of decision 
alternatives.  Based  on  the  results,  generalized  (aggregated)  membership  functions  for  each 
alternative  with  respect  to  each  individual  criterion  are  derived.  This  allows  for  both  expert 
opinion and the level of uncertainty in the assessments to be taken into account. The final ranking 
of alternatives is performed using the principle of the intersection of fuzzy sets, which ensures the  
selection of the most balanced solution. For each alternative xi, the integral membership function is 
calculated [10, 11]:

μalt=min ⁡(μ(q1 , μ(q2) ,…, μ(qm))) , (54)

which corresponds to the minimum value among all membership functions for the criteria. The 
best  alternative is  considered to be the one for  which  μalt is  maximized,  ensuring the highest 
consistency with all criteria simultaneously. This approach ensures a conservative decision-making 
process that focuses on minimizing the worst-case scenario across the criteria.  The use of the  
minimum operation corresponds to the logic of fuzzy AND and is consistent with the principles of 
robust  risk  management.  As  a  result  of  the  ranking,  an  ordered set  of  alternatives  is  formed, 
allowing for a well-founded selection of the optimal solution under conditions of multi-criteria and 
uncertainty.

At the stage of rational resource allocation, an integral utility function is constructed:

Q (X , w)=∑i=1
n w i ∙ x i , (55)

where  xi is the share of resources allocated to the  ith CIP, and  w i is the priority weighting 
coefficient  calculated  using  the  pairwise  comparison  method.  The  values  of  the  weighting 
coefficients  w i reflect the relative importance of each protection service, taking into account the 
current level of risk and the criticality of assets. Optimizing the function Q ( X , w ) allows us to find 
a resource allocation that achieves the maximum overall protection effect within a limited budget. 
Thus, the integral utility function serves as a formal decision-support tool during the planning 
stage of cybersecurity measures.

To solve the multi-criteria optimization problem, a solution space  X ∈ D was generated by 
creating  quasi-random  points  using  the  Sobolev-Statnikov  method,  which  ensures  uniform 
coverage of the multidimensional region of feasible parameters. During the optimization process, 
one of the criteria, specifically the residual risk q1, was selected as the primary criterion. The goal 
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is to minimize it, while the other criteria  q2 , q3 ,…,qm are treated as pseudo-criteria that reflect 
secondary aspects of decision quality (e.g., costs, response time, performance, etc.).

For  each  pseudo-criterion,  a  corresponding  membership  function  μ(qk ) is  constructed, 
describing the degree of acceptability of the criterion value, taking into account the permissible 
deviation from the optimal level  ∆ q1. The overall compliance of decisions with all non-primary 
criteria is determined using the intersection of fuzzy sets, i.e., as:

U (qnonmain)=min ⁡(μ(q2 , μ(q3) ,…, μ(qm))) , (56)

which allows us to evaluate the component with the worst acceptability. The final decision is 
selected according to the maximum-minimum rule:

M (q)=max min ⁡(μ(q1 , μ(q2) ,…, μ(qm))) (57)

which  guarantees  the  selection  of  the  option  that  achieves  the  highest  level  of  balanced 
compliance with both the primary and all secondary criteria simultaneously.

To enhance the model’s flexibility and adaptability in the face of dynamic cyber threats, we 
propose integrating machine learning models (XGBoost, Random Forest, LSTM) at the following 
stages: refinement of weight coefficients  w i,  modeling dependencies between criteria and risks, 
forecasting  the  effectiveness  of  ICS  options,  and  automatic  real-time  policy  updates.  This 
combination enables the construction of an effective adaptive risk management model focused on 
reducing residual risk, optimizing costs, and enhancing the cyber resilience of intelligent ICS.

The formal verification of the model is based on the consistency property of the aggregated 
performance  function.  Specifically,  when  using  AND  logic  to  aggregate  criteria,  the  system 
guarantees convergence to the smallest of the estimates, which is consistent with the principle of  
conservative decision-making. This means that none of the decisions made contradicts any critical 
constraints.  Additionally,  within  the  framework  of  modified  fuzzy  analytic  hierarchy  process 
(Fuzzy  AHP),  the  consistency  coefficient  of  the  pairwise  comparison  matrices  was  CR  <  0.1, 
confirming the acceptable coherence of the priority system.

The proposed multi-criteria model operates as a sequential algorithmic loop. In the first stage, a  
security context is formed based on telemetry data and asset characteristics. Next, using machine 
learning  algorithms,  the  probability  of  threat  scenarios  occurring  is  predicted.  The  resulting 
quantitative estimates are transformed into linguistic variables and processed by fuzzy inference 
mechanisms.  In  the  final  stage,  a  multi-criteria  selection  of  a  set  of  protective  measures  is  
performed, taking into account resource constraints and the acceptable level of risk.

5. Practical implementation and test results

The proposed multi-criteria model for cybersecurity risk management in intelligent information 
and communication systems was implemented using a comprehensive architecture that integrates 
components  of  fuzzy logic,  machine  learning,  situational  analysis,  and reactive  security  policy 
management. The system prototype was implemented using the Python programming language, 
the Scikit-learn, TensorFlow, and FuzzyLogic libraries, as well as Flask for building a REST API [21, 
30]. The selected libraries ensure reliability, scalability, and compatibility with real-time tasks in 
the context of cybersecurity risk analysis. The proposed system supports integration with modern 
cybersecurity standards and architectures, including Zero Trust Architecture (NIST SP 800-207) 
and ISO/IEC 27005 [13, 24, 34]. A REST API interface has been implemented for data exchange with 
external platforms, enabling real-time interaction with incident detection and response systems, 
including Splunk SIEM.

Figure 17 shows a UML deployment diagram of an intelligent cybersecurity risk management 
system within an information and communication system. The architecture is built on a modular 
principle and includes five main layers: the user interface (Web Dashboard), the application layer  
(Flask  API  Server),  the  machine  learning  layer  (XGBoost,  LSTM,  SHAP),  the  data  layer 
(PostgreSQL, user profiles, risk logs), and the security monitoring module (Splunk SIEM). Dotted 
arrows indicate the interaction logic between modules, including the exchange of REST requests, 
the transmission of risk assessments, the formation of access policies, and the activation of incident  
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response.  External  data  sources  (CICIDS-2017,  UNSW-NB15)  and  compliance  with  ISO/NIST 
standards are also considered.

Figure 17: Deployment of the multi-criteria ICS risk management system architecture

A key component is a Mamdani-type fuzzy inference module that evaluates the residual risk 
level based on linguistic rules of the form "IF x1 = low AND x2 = high THEN y = medium". The 
input parameters (threat, vulnerability, potential losses, user context) are formalized as linguistic 
variables with corresponding membership functions [12]. The risk assessment takes into account 
both quantitative and qualitative factors, including the context ntext and behavioral patterns.

To build the predictive risk model, the Extreme Gradient Boosting (XGBoost) algorithm was 
used, which achieved a classification accuracy of 92%, a precision of 91%, and an F1 Score of 0.90. 
The  XGBoost  algorithm  was  used  to  build  the  predictive  model  with  the  following 
hyperparameters:  tree  depth  (max_depth)  4,  learning  rate  (learning_rate)  0.1,  number  of  trees 
(n_estimators) 150, subsample ratio (subsample) 0.8, feature ratio per tree (colsample_bytree) 0.7, 
loss  function binary:  logistic.  Hyperparameter optimization was performed using a grid search 
method with 5-fold cross-validation.

The algorithm was trained on a synthetic dataset containing over 100,000 records with historical 
incident  data,  attack parameters,  and response outcomes [21].  Additionally,  a  recurrent  neural 
network  (LSTM)  was  used,  which  was  trained  to  predict  risk  dynamics  in  time  series  while  
accounting for changes in attack activity [16,  18].  The prediction results  showed a root-mean-
square error (RMSE) of ≈ 0.031, indicating a high level of agreement between the model and the  
actual data. During the training of the LSTM model on time series with risk dynamics, a gradual  
decrease in the root-mean-square error (RMSE) was observed, from 0.094 in the first epoch to 0.031 
in the twentieth [16, 19]. This indicates the model’s stable convergence and ability to adequately 
generalize attack patterns.

To evaluate the effectiveness of the proposed XGBoost model with SHAP analysis, a comparison 
was  conducted  with  the  classic  Snort  intrusion  detection  system  on  the  same  dataset 
(CICIDS-2017).  The comparison was based on key classification accuracy metrics,  as  shown in 
Table 2.

Table 2.
Comparison of performance metrics for XGBoost and Snort

Metric XGBoost (with SHAP) Snort IDS
Precision 0.94 0.88

Recall 0.91 0.86
F1-score 0.925 0.87
Accuracy 0.93 0.89

Average response time ~1.2 sec ~4.8 sec
False positives 6% 10%
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As  shown  in  Table  2,  the  XGBoost  model  achieves  significantly  higher  attack-detection 
accuracy and response speed than the traditional Snort IDS. This underscores the effectiveness of  
combining machine learning methods with XAI to create an adaptive access-control and threat-
detection system.

Figure 18 shows the risk forecast generated by the LSTM model compared to actual values. A  
consistent trend is observed, confirming the neural network’s ability to identify patterns over time 
and predict potential spikes in risk within the intelligent ICS.

Figure 18: Risk level forecast graph using LSTM

The selection of the optimal set of security measures (SM) was performed using a modified 
fuzzy AHP (Fuzzy Analytic Hierarchy Process) method [10, 12]. A group of experts in the field of 
information security was involved in the formation of the pairwise comparison matrix of criteria  
(residual risk, cost, scalability, response time, compatibility with ICS) [15]. Weight coefficients were 
determined to ensure a consistency ratio (CR) < 0.1, confirming the reliability and consistency of 
the resulting priority structure.

To support reactive updates to security policies,  an integration mechanism with the Splunk 
platform has been implemented that provides triggers for changes in threat and risk status [8, 13]. 
If the residual risk threshold is exceeded or the context confidence index decreases, the system 
automatically initiates a change in access policies and a recalculation of the resource allocation 
strategy for protection [27, 30]. Testing on realistic incident scenarios showed a 38% reduction in 
mean time to resolution (MTTR) compared to the baseline policy.

The summarized results of the prototype’s effectiveness are presented in a table that shows the 
relationship among each component's functional objectives, the achieved accuracy or effectiveness, 
and  the  implementation  tools  [17,  21,  34].  This  modular  architecture  ensures  both integration 
flexibility and system scalability within critical and corporate ICS environments.

The  implemented  system  enables  context-aware  risk  assessment,  supports  adaptive  access 
policies, and ensures optimal allocation of security resources in accordance with the current threat 
landscape, attack scenarios, and residual risk. In addition, the use of explainable machine learning 
methods (SHAP, LIME) ensures the interpretability of predictive models, significantly increasing 
trust  in  automated  decisions.  The  model’s  correctness  was  assessed  through  an  interpretable 
analysis of SHAP influences, yielding a stable distribution of priority features. This confirms the 
model’s internal consistency in decision-making.

Thus,  the  practical  implementation results  confirm the  feasibility  of  applying the  proposed 
model in a dynamic, uncertain cyber environment [24,  34]. The implemented solution meets the 
modern requirements of Zero Trust architectures, supports the ISO/IEC 27005 and NIST SP 800-30 
standards,  and  can  be  recommended  for  use  in  cybersecurity  systems  for  critical  information 
infrastructure, government platforms, and corporate environments.

The effectiveness of the proposed model was evaluated using quantitative indicators of risk 
prediction accuracy, decision stability, and residual risk reduction relative to baseline approaches.  
The experimental  results confirmed that integrating machine learning with fuzzy multi-criteria 
analysis yields more consistent and robust risk management in the face of dynamically changing 
threats.

6. Discussion

The results obtained demonstrate the effectiveness of the proposed multi-criteria cybersecurity risk 
management model, which integrates methods of fuzzy logic, machine learning, and adaptive real-
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time situation assessment. Practical implementation has confirmed that the use of combined risk 
assessment models ensures both forecasting accuracy and decision-making flexibility in conditions 
of uncertainty and dynamic changes in cyber threats.

Unlike  classical  risk  assessment  models  such  as  CVSS,  DREAD,  and  RAdAC,  the  proposed 
approach  provides  a  holistic  combination  of  forecasting,  fuzzy  evaluation,  and  decision 
optimization within a single context-adaptive environment. Compared to models based exclusively 
on machine learning or fuzzy logic, the developed model demonstrates greater decision stability 
and better interpretability in complex threat scenarios.

Compared to classical risk management models that rely on rigidly formalized metrics (e.g., the 
product  of  probability  and  impact),  the  proposed  system  demonstrates  greater  sensitivity  to 
contextual cues, as well as the ability to adaptively adjust security policies based on situational 
analysis. This is particularly important in Zero Trust and distributed cloud environments, where 
traditional models cannot account for attackers' behavioral dynamics and the interdependencies 
among ICS nodes.

In  particular,  the  inclusion  of  a  long  short-term  memory  (LSTM)  neural  network  enabled 
effective  modeling  of  threat  temporal  dynamics,  detection  of  latent  trends,  and  adaptation  to 
changes in attack patterns [18-19, 34]. Unlike static models, the LSTM approach enabled the system 
to respond proactively, predicting risk before an incident occurs. This is critical for reducing mean 
time to response (MTTR), mitigating residual risk, and minimizing incident-related losses.

The line graph (Figure 19) compares the classical RBAC model, the fuzzy logic-based model, and 
the  combined LSTM + Fuzzy model  across  three  key metrics:  prediction accuracy,  normalized 
response time (lower values are better), and adaptability. This allows for a visual assessment of the 
benefits of using modern intelligent approaches to cybersecurity risk management.

Figure 19: Comparative effectiveness of cybersecurity risk assessment methods

In addition, the use of fuzzy sets has made it possible to formalize expert linguistic assessments,  
which often accompany security analysis in practical settings where exact values are unavailable or 
vary over time [12, 29]. This provides greater flexibility and alignment with real-world scenarios, 
especially in distributed systems where the behavior of protected objects varies.

It  is  important  to  note  that  the  proposed  model  supports  multi-criteria  analysis  without 
reducing the criteria to a single integrated indicator, which helps avoid information loss during 
compromise decision-making. Instead, a mechanism for finding a Pareto-optimal solution has been 
implemented, in which improving one criterion at the expense of a significant deterioration in 
another  is  not  permitted  [24,  28,  34].  This  approach  is  more  resilient  to  conflicting  security 
requirements, such as the trade-off between implementation cost and security level.

Integrating the model with the SIEM infrastructure (Splunk) has not only reduced the security 
administrator's workload through automated anomaly responses but also laid the foundation for 
explainable analytics [13]. The use of SHAP and LIME tools increases confidence in the results of 
the decision-making system, which is a key factor in the context of regulatory compliance and 
certification.

At the same time, a limitation of the model is its dependence on the quality of input data and 
the limited nature of training samples in specific domains (e.g., in energy or medical ICS) [22-23]. 
This  can  reduce  the  generalization  ability  of  machine  learning  models  in  highly  specialized 
environments.  Further  research  should  focus  on improving adaptation to  new threats  without 
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requiring complete retraining, for example, through mechanisms such as online learning, federated 
learning, or self-supervised adaptation.

In  addition,  a  promising  direction  is  the  use  of  neuro-fuzzy  systems  (Neuro-Fuzzy),  which 
combine the interpretive capabilities of fuzzy logic with the learning ability of neural networks, 
and the application of  graph neural  networks (GNN) to analyze interdependencies  among ICS 
components via attack graphs.

In summary, it can be stated that the proposed model provides a high degree of adaptability, 
explainability, and effectiveness in cyber risk management. Its use enables a transition from static 
security  policies  to  context-oriented,  self-learning,  and  dynamically  optimized  solutions  that 
address modern challenges in information security for intelligent ICS.

The results obtained depend on the quality of the input data and the representativeness of the  
threat  scenarios used in the modeling process.  Limitations also arise from the need for expert 
configuration of fuzzy rules during the initial stage of model implementation. Generalizing the 
results to other classes of information and communication systems requires additional validation, 
accounting for the specifics of the domain.

Conclusions

The  proposed  multi-criteria  model  and  experimental  approach  are  reproducible,  provided  that 
similar  input  data,  training  parameters,  and  fuzzy  inference  rules  are  used.  The  solution 
architecture and the logic of the algorithmic loop allow for the replication of experimental studies 
and the adaptation of the model to other intelligent information and communication systems.

This  paper  presents  an  intelligent  multi-criteria  model  for  cybersecurity  risk  management, 
designed  to  operate  under  conditions  of  uncertainty,  dynamic  threats,  and  complex  inter-
component  dependencies  in intelligent  information and communication systems.  The proposed 
approach is  based  on  the  integration  of  fuzzy  logic  methods,  machine  learning  (in  particular, 
XGBoost and LSTM), and multi-criteria decision analysis with dynamic consideration of the threat 
context and residual risk. All mathematical models were verified for consistency and convergence, 
specifically within the fuzzy space Q and using XAI analysis (SHAP, CR < 0.1).

Formalizing  the  risk  management  task  as  a  multi-criteria  optimization  problem with  fuzzy 
constraints enabled flexible decision-making that accounts for criteria such as residual risk, cost, 
scalability, response time, and technical compatibility. The proposed mathematical model supports 
both quantitative and linguistic assessments, ensuring high interpretability and adaptability of the 
system to real-world operating conditions.

The  practical  implementation of  the  model  demonstrated  its  suitability  for  integration  into 
modern  cyberinfrastructure.  The  implemented  prototypes  demonstrated  high  risk  prediction 
accuracy (up to 92%),  effective ranking of alternatives (consistency coefficient CR < 0.1),  and a 
significant  reduction  in  response  time  (up  to  38%).  The  use  of  explainable  machine  learning 
components  (SHAP,  LIME)  ensured  transparency  in  decision-making  and  enabled  auditing  of 
security policies.

The developed model supports adaptive access policy updates, proactive detection of critical 
threat scenarios, prediction of residual risk, and optimal allocation of protection resources. The use 
of generalized fuzzy set projection enabled the overcoming of limitations of traditional models that 
reduce multi-criteria analysis to one-dimensional indicators.

The results obtained allow us to conclude that the developed system is an effective tool for risk 
management in ICS with increased requirements for robustness, adaptability, and explainability. 
The model’s performance was validated on the open-source CICIDS-2017 and UNSW-NB15 test 
datasets, confirming its ability to detect and predict complex cyber threat scenarios in real-world  
network traffic conditions. It can be used in cloud environments, Zero Trust architectures, critical 
infrastructures, and corporate information security management systems.

Prospects for implementing the proposed system include integration with SOAR platforms for 
automated response, expansion to IoT environments, and adaptation to the requirements of the 
NIST SP 800-207 (Zero Trust Architecture) standard. Further research may focus on verifying the 
model’s effectiveness in sectors with heightened security requirements, particularly in healthcare 
and energy information and communication systems. 

Further  research  directions  include:  improving  online  adaptation  mechanisms  without  fully 
retraining the model, expanding the threat scenario database using graph neural networks, and 
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integration with multi-level monitoring and incident data exchange platforms. Thus, the proposed 
model provides a foundation for building adaptive, self-learning, and robust cybersecurity systems 
capable  of  functioning  effectively  under  conditions  of  high  uncertainty  and  increasing  threat 
complexity.  However,  a  potential  limitation  of  the  model  is  its  dependence  on  the  quality  of 
training  data  and  limited  generalizability  in  specific  domains  without  additional  tuning.  Its 
suitability  for  typical  attack scenarios  was preliminarily  evaluated  based on the  open datasets 
CICIDS-2017 and UNSW-NB15, which justifies the promise of further testing in intelligent ICS.
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