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Abstract

In this paper, the selection of a DLT platform is presented as part of the design decision for an
information system based on a distributed ledger. In financial services, IoT solutions, digital platforms and
enterprise systems, the requirements for such a ledger differ, so a single assessment is not suitable for all
cases. Blockchain platforms differ in their architecture, consensus algorithms, trust model and level of
decentralization. Because of this, their comparison cannot be reduced to a list of advantages. A framework
is required in which security, performance, scalability and cross-network interaction are considered in
relation to one another. The review of the literature has shown that most approaches operate with
individual metrics, whereas a consistent multicriteria assessment of DLT platforms still requires
refinement. The paper substantiates an adapted quality assessment model for DLT platforms based on
ISO/IEC 25010 and oriented towards the properties of the distributed ledger environment. The DLT-QM
model considers traditional software quality engineering characteristics together with parameters of the
blockchain environment, including decentralization, consensus reliability, transaction finality,
auditability, interoperability and the features of on-chain/off-chain architecture. For the practical
application of the model, an algorithm for the integral assessment and ranking of blockchain platforms by
application scenarios is proposed. The model was tested on six platforms: Ethereum, Hyperledger Fabric,
Polygon, Avalanche, Solana and Corda. This set was chosen deliberately, as it combines public networks,
permissioned solutions, enterprise platforms and systems with different approaches to scaling. The
comparison made it possible to trace how the balance between decentralization, security, performance and
interoperability changes within each class. The sensitivity of the results to the criteria weights was examined
separately, since it is the weights that change the order of the platforms in a given scenario.
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1. Introduction

Distributed ledger technologies are now used much more widely than in the financial sector alone.
They are applied in logistics, digital platforms, IoT environments, e-government and enterprise
data exchange. In such systems, what matters is not only the records in the distributed network
themselves, but also the ability to verify their immutability, trace transactions and reduce
dependence on a single central intermediary.

The difficulty of the choice lies in the fact that DLT platforms have different design logics. Some
solutions emphasize open participation and decentralization, others — controlled access, managed
trust or higher throughput. The type of consensus, the way transactions are confirmed, the support
for on-chain/off-chain interaction and interoperability also differ. Therefore, the technical profile of
a platform must be considered together with the application scenario.
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The literature usually analyses throughput, latency, energy efficiency or the resilience of
consensus to attacks and failures separately. For an engineering choice this is not enough, because
a platform is assessed by a combination of properties. ISO/IEC 25010 can be used as an initial
framework; however, the standard contains no direct criteria for transaction finality, decentralized
governance, cross-network interaction and hybrid DLT platforms. Therefore, the ISO
characteristics need to be supplemented with parameters of distributed ledger systems.

In this regard, there is a need to develop an adapted quality assessment model for DLT
platforms that would make it possible to perform a multicriteria analysis of blockchain systems
within a single mathematical framework, ensure the integration of ISO characteristics with DLT-
specific parameters, and support decision-making on the selection of the optimal platform
depending on the application scenario.

In works devoted to distributed ledger systems and blockchain technologies, DLT platforms are
regarded as the basis of financial services, e-government systems, IoT networks, logistics platforms
and enterprise information systems [1-5]. Their operation relies on distributed data storage,
decentralized consensus and cryptographic confirmation of transactions, which ensure the
transparency, integrity and immutability of data [1, 2, 4]. Considerable attention in research is paid
to blockchain governance, interoperability, consensus algorithms and the security of distributed
ledger systems [3, 5, 7, 10]. At the same time, the differences between platforms in architecture,
consensus, degree of decentralization and trust models complicate their comparison on a single
scale [1, 3, 6, 8].

Existing approaches to the analysis of blockchain systems are mostly focused on individual
aspects of the operation of distributed ledger platforms: studies of consensus algorithms aim to
ensure the resilience and consistency of the distributed environment [7, 10], interoperability
approaches aim to support the cross-network interaction of blockchain systems [3], and works in
the field of blockchain governance and trust models aim to form mechanisms of decentralized
management [5]. Individual studies address the problems of blockchain security, scalability and
smart contract ecosystems [2, 4, 8, 9]. However, there are no comprehensive models that would
ensure the integration of classical software quality engineering characteristics with the specific
parameters of the DLT environment within a single mathematical framework for the multicriteria
assessment of blockchain platforms [1, 5, 6].

The analysis of the literature revealed a scientific gap consisting in the absence of adapted
quality assessment models for DLT platforms capable of simultaneously taking into account
decentralization, consensus reliability, transaction finality, auditability, the trust model, cross-
network interoperability and the features of on-chain/off-chain architectures [3, 5, 7, 10]. This
determines the relevance of further research aimed at developing integrated models for the
multicriteria assessment of blockchain systems based on combining the characteristics of ISO/IEC
25010 with DLT-specific parameters, with the aim of supporting decision-making on the selection
of the optimal distributed ledger platform depending on the application scenario [1, 2, 6].

Within this paper, the aim of the study is to build an adapted quality assessment model for DLT
platforms based on ISO/IEC 25010. Such a model should be suitable for a formalized multicriteria
analysis of blockchain systems and, at the same time, take into account the properties of the
distributed ledger environment. To achieve this aim, the following objectives have been defined:

- to analyse existing approaches to the assessment of DLT platforms and to determine the
limitations of applying the ISO/IEC 25010 standard to blockchain systems;

- to form a set of DLT-specific characteristics and to build a mathematical model that
combines ISO and DLT criteria in a common assessment space;

- to develop an algorithm for the integral assessment and ranking of DLT platforms
depending on the application scenario;

- to carry out an experimental validation of the model and to determine its suitability for
supporting decision-making in the selection of blockchain platforms.
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2. Research Results

The proposed quality assessment model for DLT platforms implements a full cycle of multicriteria
analysis of distributed ledger platforms — from forming a set of alternatives and collecting initial
characteristics to computing an integral quality indicator and generating a recommendation on the
selection of the most suitable platform for a given application scenario. Unlike existing approaches,
in which the assessment of blockchain systems is performed mainly by separate local parameters,
the proposed algorithm ensures the integration of the characteristics of ISO/IEC 25010 with
specialized DLT parameters within a single mathematical model.

To formalize the procedure for selecting a distributed ledger platform, a mathematical model of
multicriteria assessment is proposed that combines the classical software quality characteristics
defined by the ISO/IEC 25010 standard with specialized parameters of the DLT environment.
Unlike existing approaches, where the assessment of blockchain platforms is mostly performed by
separate indicators of performance, security or scalability, the proposed model treats a platform as
a complex software-and-hardware system whose suitability is determined by a set of interrelated
characteristics.

The formalization of the DLT platform quality assessment process begins with forming the set
of alternatives to be analysed. Each alternative is a separate distributed ledger platform
characterized by its own architecture, consensus mechanism, level of decentralization and set of
functional capabilities.

P=|P,, P,, .., P,
where P is the set of platforms under study; P, is the i-th DLT platform; n is the number of
alternatives included in the assessment procedure.

The introduction of the set of alternatives is necessary for the subsequent comparative analysis
and ranking of platforms. Each alternative is considered as a potential solution for use in a
particular application scenario.

To ensure a comprehensive assessment, a set of criteria is formed that combines software
quality characteristics with the specific characteristics of distributed ledger technologies:

Q:QISOUQDLT:{QU Qo5 s Qk}

where Q,,, is the set of quality criteria according to the ISO/IEC 25010 standard; Q,; ; is the set
of criteria specific to distributed ledger technologies; q; is an individual assessment criterion; k is
the total number of criteria.

The set Q,5, may include criteria of functional suitability, performance, reliability,
compatibility, security and maintainability of software. The set Q,; includes indicators of
decentralization, consensus reliability, transaction finality, auditability, the trust model, cross-
network interoperability and the efficiency of interaction between on-chain and off-chain
components.

Based on the formed set of criteria, an initial data matrix is created

X:[XU], i=1, .., n; j=1, ..., k

where X, ; is the value of the j-th criterion for the i-th platform; i is the alternative index; j is the
criterion index.

The matrix X contains the initial quantitative or expert estimates of all platforms against all
criteria. It serves as the basis for the subsequent procedures of data normalization and aggregation.

When forming the assessment matrix, situations may arise in which individual values are
missing.
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x.= 0

y

In this case, a procedure for handling missing data is applied:

[Y ;» expert or average value;

0, critical absence of the indicator.

Xjj

X;, expert or average value;
0, critical absence of the indicator.

where X is the mean or expert-determined value of the j-th criterion.

Using the mean value makes it possible to avoid losing an alternative because of incomplete
data. At the same time, a critical absence of a parameter is interpreted as the absence of the

corresponding property, which is reflected by a zero score.
Since different criteria may be measured in different units, the next stage is data normalization.

For maximization criteria, the following relation is used

X — XEin
] J
T'i L= -
7] max __  min

X; j

. . . . max . . . .
where r;; is the normalized value of the criterion; X; " is the maximum value of the criterion

among all platforms; x;ﬂin is the minimum value of the criterion.

For minimization criteria, the following formula is used

Such normalization brings all indicators to a single interval [0|1], where a higher value always

corresponds to better quality.
If all alternatives have the same value of a certain criterion, the following condition is used

then

After normalization is completed, the matrix is formed
R:[rl.j], rijE[O;l]

The matrix R is used for the subsequent calculation of integral quality characteristics.

The block for calculating DLT-specific characteristics begins with the assessment of
decentralization, since it is precisely this property that distinguishes DLT platforms from
traditional centralized information systems. Decentralization here is not reduced merely to the
number of nodes in the network, but is considered as a complex characteristic that takes into
account the distribution of control, the participation of validators in maintaining consensus and the
geographical placement of the infrastructure. For this, the following formula is used

Ddzwl(l_G)+W2Nv+W3Ggeo’

subject to
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w,=1.
i=1

In the formula above, D, denotes the integral decentralization indicator of the DLT platform.

The parameter G characterizes the level of control concentration in the network, for example the
concentration of computational resources, validator powers, stake share or managerial influence in
the hands of a limited number of participants. Since an increase in concentration reduces actual
decentralization, the formula uses the expression (1|/G), which reflects the inverse effect of

centralization on platform quality. The indicator N, characterizes the participation of nodes or
validators in maintaining the network and reaching consensus. The higher the value of N, the
more distributed the transaction confirmation process is. The parameter G, reflects the

geographical distribution of nodes, which is important for the network's resilience to regional

outages, regulatory restrictions or infrastructure failures. The coefficients w,, w,, w, determine the
3

weight of each decentralization component, and the condition Z w;=1 ensures the normalization
i=1

of their contributions. Thus, a value of D, close to one indicates a high level of decentralization,

whereas a low value indicates the dominance of centralized control mechanisms.

The next characteristic is consensus reliability, which determines the platform's ability to
maintain a consistent state of the distributed ledger in the presence of failures, network delays or
potentially malicious behaviour of some participants. For DLT platforms this indicator is critical,
since it is the consensus mechanism that guarantees that all correct nodes share the same view of
the system state. Consensus reliability is determined by the formula

Cr:Pwns(n’ f)'(]-_Pfork)

where C, is the integral consensus reliability indicator, P, (n,f) denotes the probability of
correctly reaching consensus in the presence of n nodes and f faulty or malicious nodes, and P,
characterizes the probability of a chain fork. The expression (1|Pf0, .) is used because, as the
probability of fork situations increases, confidence in the stability of the ledger state decreases. The
multiplicative form of the formula means that high consensus reliability is possible only when two
conditions are met simultaneously: the consensus mechanism must be fault-tolerant, and the risk of
alternative branches or state ambiguity must be low.

For platforms that use Byzantine fault tolerance, the model takes into account the boundary
condition

BFT:f<n/3

In this inequality, f denotes the number of faulty, incorrect or potentially malicious nodes, and
n is the total number of nodes participating in reaching consensus. The meaning of the condition is
that a system with BFT properties can preserve the correctness of agreement only when the
number of incorrect nodes is less than one third of the total number of participants. If this limit is
exceeded, the system loses the guarantees of correct consensus, and therefore its resilience should
be assessed as critically low.

To represent this dependence quantitatively, a piecewise function is used

P..(n, f)= 1-fn, f<n/3
consi 0, f>n/3

In this formula, P, (n,f) reflects the probability of correctly reaching consensus. If the

number of faulty or malicious nodes does not exceed the permissible limit, the consensus
probability decreases in proportion to the share of such nodes in the network. If, however, the
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condition holds, the value P, (n,f) is taken to be zero, since the system loses its formal
resilience guarantees. This formulation makes it possible to embed the theoretical BFT constraint
into a practical assessment model for a DLT platform.

The transaction finality indicator characterizes the degree of irreversibility of records after their
confirmation by the network. In a DLT environment, a transaction may be included in a block, but
this does not always mean its finality, since under certain conditions a regrouping or
reorganization of the chain is possible. Therefore, finality in the model is defined through the
probability of the absence of reorganization after a certain number of confirmations:

Ft:]'_Preorg(k)

k) is the probability of chain

In this formula, F, denotes the transaction finality indicator, Preorg(
reorganization after k confirmations, and k is the number of confirmation blocks or consensus

rounds after which a transaction is considered accepted. If the reorganization probability Preorg(k)
is low, then the indicator F', approaches one, which means a high level of record irreversibility. If,
however, the reorganization risk remains significant, finality decreases, and the platform becomes
less suitable for scenarios where the legal, financial or accounting finality of transactions is critical.
The next indicator is auditability, which reflects the ability to verify, trace and confirm the
authenticity of transactions within a DLT platform. For blockchain systems, auditability is of
particular importance, since a distributed ledger is often used as a means of ensuring the
transparency and immutability of data. In the model, auditability is determined by the formula

A=V (1-P C

tamper ) *“ audit

In the formula above, A is the integral auditability indicator, V, characterizes transaction
traceability, P
and C
of a transaction can be traced from the moment of its initiation to its final recording in the ledger.

denotes the probability of unauthorized modification or distortion of records,

tamper

auaic Teflects the completeness of audit coverage. The parameter V', shows how fully the path

tamper) is used to account for the resistance of records to tampering, since as

The expression (1|P

the modification risk increases, platform quality decreases. The indicator C characterizes the

audit
presence and completeness of mechanisms for auditing, logging, state verification and data
integrity confirmation. The multiplicative nature of the formula means that auditability cannot be
high if at least one of the components has a low value.

To describe the architectural trust model, the indicator T, is used, which takes into account

different ways of forming trust between participants of a DLT network. In public blockchain
platforms, trust is mostly formed through openness of participation, cryptographic confirmation
and economic incentives, whereas in permissioned systems it depends more on authentication
procedures, access control and organizational governance. In general form, the trust model is
represented by the formula

A=V, (1-P C

tamper ) "~ audit

subject to

Tt

pi=1.

In this formula, T, is the integral trust model indicator, T characterizes the level of network

open
openness for participants, T describes the level of permissioned control, T,,, reflects the

perm v

maturity and effectiveness of network governance mechanisms, and 1, [1,, [; are the weighting
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3

coeflicients of the corresponding components. The condition z U;=1 ensures the normalization of
i=1

the weights and makes it possible to change the significance of the trust components depending on
the platform type. For open decentralized networks, greater weight may be given to T,,,, for
enterprise DLT solutions — to T, and for systems with a developed mechanism of collective
governance —to T,

Cross-network interoperability characterizes the ability of a DLT platform to interact with other
blockchain networks, external services, enterprise information systems, digital identifiers, APIs and
off-chain components. This characteristic is important, since modern DLT solutions often operate
not in isolation but as part of a complex digital ecosystem. To assess it, the following formula is
used

subject to

In this formula, I, denotes the integral cross-network interoperability indicator, S, is the s-th
interoperability component, p is the number of interoperability components, and A, is the
weighting coefficient of the corresponding component. S, may include support for cross-chain
protocols, the presence of bridges between networks, compatibility with smart contracts of other
platforms, support for standard APIs, integration with external databases and the ability to
exchange data with off-chain services. The weighting coefficients A, make it possible to adapt the
model to a specific scenario: for IoT or supply chain systems, integration with external data sources
may be more important, whereas for DeFi services — cross-chain interaction and the transfer of
digital assets between networks.

The last indicator in the block of DLT-specific characteristics is the balance of on-chain/off-
chain architecture. Many modern DLT platforms use a combined approach in which critical records
are committed to the distributed ledger, while part of the computations, data or service logic is
moved to the off-chain environment. This approach increases performance and scalability but
creates risks of losing consistency between different layers of the system. To assess this property,
the following formula is applied

Boc:nlEon+n2Eoff+n3(1_Ls)’

subject to

3
Z n=1
i=1

In this formula, B,. is the balance indicator of on-chain/off-chain architecture, E,
characterizes the efficiency of on-chain components, E,, reflects the efficiency of off-chain
components, and L, denotes the synchronization losses between the two layers of the system. The
parameters 1,, 1,, N, are the weighting coeflicients of the corresponding components. The
expression (1|Ls) is used because, as synchronization losses increase, the quality of the hybrid

architecture decreases. Thus, a high value of B, means that the platform effectively combines the
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immutability and transparency of the on-chain layer with the performance and scalability of the
off-chain components.

After the individual DLT-specific characteristics have been calculated, they are aggregated into
a single integral DLT quality indicator. This stage is necessary because the indicators of
decentralization, consensus, finality, auditability, the trust model, cross-network interoperability
and the balance of on-chain/off-chain architecture characterize different aspects of platform
operation and cannot be directly compared with one another. To generalize them, the following
formula is used

7
Qspec(Pi):z bj q]j?LT(Pi)J
j=1
subject to

2 b;=1
In the relation above, QspeC(Pi) is the integral assessment of the DLT-specific characteristics of
platform P,. The parameter quT(Pi) characterizes the value of the j-th specialized criterion for
platform P,. Such criteria include the indicators of decentralization D, consensus reliability C,,
transaction finality F,, auditability A, the trust model T, cross-network interoperability I, and
the balance of on-chain/off-chain architecture B,,.. The coefficient b; determines the significance of

the corresponding criterion in the overall assessment. The normalizing condition

2 b,=1
guarantees that all criteria form a single assessment scale and that none of them dominates the
others uncontrollably.

The obtained indicator Q,, (P;) characterizes the platform solely in terms of the properties of
distributed ledger technology and makes it possible to assess its architectural suitability for use in a
decentralized environment.

In parallel, the platform is assessed as a software product in accordance with the ISO/IEC 25010
standard. For this, the integral ISO component is used:

QISO(Pi):Z as quO(Pi)’
s=1

subject to

ZaSZL
s=1

Here, Qs (P,) is the integral assessment of the software quality of platform P,. The parameter
q-°(P,) describes the value of the s-th criterion of the ISO/IEC 25010 standard. Such criteria may
include functional suitability, performance, reliability, compatibility, information security,
maintainability and portability of software. The coefficient a, determines the weight of the

corresponding criterion in the overall ISO assessment. The condition
m

20521.

s=1
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ensures the normalization of the weighting coefficients and the comparability of the results
between different platforms.

Thus, the indicator Q,(P,) characterizes the implementation quality of the platform as a
software complex, independently of the features of the distributed ledger technology.

After the two integral components have been obtained, the final platform quality indicator is
calculated:

Q*DLT(Pi):aQISO(Pi)+ﬁQspec(Pi)

subject to
a+f=1, a, Bel0;1]

In this formula, Q,,;(P,) is the integral quality assessment of the DLT platform P, The
indicator Q,,(P,) characterizes the software quality of the system, whereas QSDEC(PZ-) describes its
DLT-specific properties. The coefficients @ and 3 determine the relative importance of each
component. If the software characteristics are critical for the application scenario, the value a may
be increased. If, however, the main attention is paid to the properties of the distributed ledger,
greater weight is given to the coefficient f3.

The proposed formula is central to the entire assessment model, since it ensures the integration
of two different groups of characteristics within a single mathematical space. Its distinctive feature
is the ability to adapt to a specific application scenario. For enterprise information systems, where
software reliability, support and compatibility are critical, it is advisable to increase the coefficient
«a. For financial services, digital platforms and decentralized ecosystems, on the contrary, greater
significance is acquired by the coefficient f3, which strengthens the influence of the DLT-specific
characteristics.

In fact, the indicator Qp,;(P;) is a generalized quantitative assessment of a platform's suitability
for use in a given scenario. It is precisely on the basis of this indicator that, at the final stage of the
algorithm, the ranking of alternatives, the analysis of architectural trade-offs between security,
decentralization and performance, and the formation of a recommendation on the choice of the
most appropriate DLT platform are carried out.

It is the indicator Qp,,(P,) that is the main result of assessing an individual platform and is
used at the subsequent stages of the algorithm.

After the assessment of all alternatives is completed, a vector of integral scores is formed:

Q*:[Q;LT(Pl)’ QTDLT(PZ)J s Q;LT(Pn)]'

Here, Q is an ordered set of the assessment results of all platforms that participated in the
study. Each element of the vector contains the integral score of the corresponding alternative.
Forming such a vector makes it possible to move from the analysis of individual platforms to their
collective comparison.

Based on the formed vector, the alternatives are ranked:

where

Qour(P1)=Qpir(Py)= .2 Qpir(P,)
In this notation, the symbol > denotes the preference of one platform over another. Platform

P} has the highest integral score and occupies first place in the ranking. Platform P, has the
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lowest score and occupies the last position. Ranking makes it possible to obtain an ordered list of
alternatives and to determine their relative advantages.

In some cases, several platforms may have identical or very close values of the integral
indicator. To resolve such situations, the priority criterion rule is used:

Pa>Pb’ qpriority(Pa)>qpriority(Pb)‘

Here, P, and P, are platforms that have identical or close values of the integral score. The
parameter q .., denotes the criterion that is most important for a particular application scenario.
For example, for financial systems such a criterion may be transaction finality or consensus
reliability, for state registries — auditability, and for IoT systems — cross-network interoperability.

The final stage of the algorithm is the formation of a recommendation on the choice of the
optimal platform:

P’=argmax Qp(P))
P,ep
In this formula, P* denotes the recommended platform, which has the highest value of the
integral quality indicator. The operator arg max determines the alternative from the set P for
which the value of the function Q,,(P;) is maximal. The obtained result is a formalized

recommendation on the choice of a DLT platform and is used to support decision-making in a
particular application scenario.

1. Forming the set of alternatives 13. Caleulation of the ISO component
P={P,Py,... P} m m

1 Quso®) = ). a5 ai®(R), ) a5 =1
2. Defining the set of criteria L
Q = Quso Y Qpur = {41, 920+ e}

14. Caleulation of the overall quality index

3. Collecting initial data and forming Qprr(P) = a Qg0 (P) + B Qupec(P)
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Figure 1: Algorithm for computing the general quality assessment model of DLT platforms

At the final stage of the algorithm, the assessment results are interpreted, which includes the
analysis of the platform ranking, the values of the integral quality indicators and the contribution
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of individual criteria to the overall assessment. On the basis of the obtained values Q,,(P;), the
strengths and weaknesses of each DLT platform are determined, architectural trade-offs between
decentralization, security, performance and compatibility are revealed, and a recommendation on
the advisability of using the platform in a particular application scenario is formed. The result of
the algorithm is a ranking of alternatives and a justified choice of the optimal platform P” that best
meets the established requirements and assessment priorities.

That is, the optimal platform is considered to be the one for which the integral quality indicator
is maximal.

After the integral values have been calculated, an ordered list of DLT platforms is obtained. It
should not be perceived as a simple rating detached from the conditions of the task. The position of
each alternative is explained by which properties gave it an advantage and which became a
constraint. On this basis, a recommendation on a DLT solution is formed, taking into account
security, performance, decentralization and compatibility.

In this work, DLT-QM is presented as a sequence of assessment actions. First, the characteristics
are selected, then they are normalized, after which the weighting coefficients are applied and the
integral score is calculated. The advantage of such an approach lies not in obtaining a single fixed
rating, but in the ability to reconfigure the assessment for the purpose of a particular blockchain
system.

In the financial scenario, greater weight is given to consensus reliability, transaction finality and
auditability: a state error here directly affects the accounting of operations. For IoT-oriented
distributed ledger platforms, the emphasis is different. There, interoperability, consistent on-
chain/off-chain interaction and stable data exchange between elements of the distributed
environment become more important.

3. Experimental Validation

The experimental study was carried out to verify the practical suitability of the proposed DLT-QM
model for the multicriteria assessment of distributed ledger platforms. Ethereum, Hyperledger
Fabric, Polygon, Avalanche, Solana and Corda were chosen as alternatives, which makes it possible
to cover different architectural classes of DLT systems, in particular public blockchain networks,
permissioned platforms, hybrid solutions and enterprise systems. For each platform, a normalized
vector of DLT characteristics D, C,, F,, A, T,, I,, B,. was formed, after which a scenario-
oriented assessment was performed for the financial scenario, e-government, IoT/supply chain and
the balanced scenario
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Figure 2: Integral assessment of DLT platforms using the DLT-QM model

Figure 2 shows that the integral score is related to the architectural profile of the platform. For
the given set of weights, Ethereum took the highest place. This is explained by the combination of
decentralization, an established trust model and developed means of cross-network interaction in
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the blockchain ecosystem. At the same time, this result does not imply the automatic superiority of
this platform for all scenarios.
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Figure 3: Scenario-oriented assessment of DLT platforms

Figure 3 shows that a change in the application context also changes the contribution of
individual criteria. For e-government, auditability, transaction finality and the integrity of
information processes become more important, since they support trust in the digital service.

The validation on the selected blockchain platforms produced not only final scores. From the
criteria profile, it is possible to see where a trade-off arises between decentralization, performance,
security and cross-network interoperability. This makes DLT-QM suitable for decision support and
preliminary architectural analysis.

Conclusions

The paper presents a quality assessment model for DLT platforms based on ISO/IEC 25010. Its
essence lies in combining software quality engineering characteristics with parameters of the
blockchain environment: decentralization, consensus reliability, transaction finality, auditability,
the trust model and cross-network interoperability. In this approach, a DLT platform is assessed as
an architectural solution, and its suitability is determined by the particular use scenario.

The experimental part showed that the proposed approach can be applied to real distributed
ledger platforms. The integral indicators helped to highlight the strengths and limitations of the
blockchain systems considered. The sensitivity analysis confirmed that the result changes together
with the criteria weights, so the ranking should be interpreted only within the chosen scenario.

Further work can focus on expanding the set of DLT-specific characteristics. It is advisable to
separately take into account energy efficiency, resistance to post-quantum attacks and
decentralized governance mechanisms. A practical continuation is the creation of an information
system for the automated assessment of blockchain platforms using real-time telemetry data of
distributed ledger systems.
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