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Abstract

The article studies a complex cyber-biophysical system and proves the correctness of boundary problems
for its information security in bioeconomics (biotechnology as one of the areas of bioeconomics). It is
proven that the hardware implementation of biotechnology belongs to one of the types of cyber-
biophysical systems, the modeling of which is based on the methods: Formal Concept Analysis (FCA) and
Business Process Modeling Notation (BPMN 2.0), which made it possible to substantiate the conditions for
the correctness of boundary problems. The proposed algorithm for improving the accuracy and speed of
complex cyber-biophysical systems in conditions of increasing detail of the modeled system and taking
into account the influence of changing external factors on the system. This algorithm is based on methods
for searching and substantiating the conditions for the correctness of boundary problems with differential
equations that describe the state of modeled cyber-physical systems. The universal nature of the proposed
algorithm allows us to assert the feasibility of applying the results of this article to improve the
effectiveness of information security not only for the cyber-physical system proposed in this article, but
also for other cyber-physical systems.
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1. Introduction

As is well known, bioeconomics combines two components: economic and environmental, in terms
of the use of biological resources for economic growth, and is based on a bio-approach and
sustainability.

Foreign and domestic scientists have paid and continue to pay attention to the study of
bioeconomics as a science: H. Daly [1], I. Mateescu, S. Popescu, L. Paun, et al. [2], M.P. Talavira [3],
V.V. Bugaychuk, LF. Grabchuk [4], and others. They use different approaches to defining the
concept of «bioeconomy» which allows them to take into account the specifics of areas that are
becoming increasingly diverse and narrow. Previously, three areas were distinguished main areas,
they are currently narrow in scope and simultaneously penetrate all spheres of the economy.
Historically, the main areas have been as follows:

* biotechnology, which means the use of technical and technological innovations in

biological processes for the purpose of commercialization and profit, while maintaining the

ecological state and without harming the environment;

*  the use of biological resources instead of artificially created or fossil resources;

*  the formation of bioecological awareness among the population and, in particular, among

workers in the manufacturing and processing sectors.
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Highly developed countries have adopted relevant bioeconomy development programs at the
national level. For example, in 2011, Germany adopted the National Research Strategy: Our Route
Towards a Biobased Economy, the US adopted the National Bioeconomy Blueprint (2012), and
Canada adopted The Canadian Blueprint: Beyond Moose and Mountains (2009). Japan has perhaps
the largest biotechnology market, while China has seen rapid growth since 2011 (15% per year).
The projected total output of China's industrial biotechnology sector for 2022 was estimated at $1.5
trillion in 2019. Ukraine ranks lowest in the Global Biotechnology Innovation Score (53rd out of 54)
[5]. The latter is used to assess the level of biotechnology development and consists of a number of
indicators, including: indicators of staffing in the biotechnology sector, indicators of research
funding by the state and venture companies, the level of administrative support for biotechnology
research and socio-economic stability in society, biotechnology productivity indicators, and others.
The productivity of biotechnology not only affects the macroeconomic indicators of a country and
its ranking, but also demonstrates the value of the end result of biotechnology implementation,
which for companies means profit, increased competitiveness, and diversification of production
and sales activities.

To increase the efficiency of biotechnological processes, it is necessary to reduce resource
consumption and defective output, which depends on the accuracy of project planning and
implementation, for example, the accuracy of energy consumption calculations. This is achieved by
increasing the accuracy of the construction and implementation of mathematical models that
describe the state of the modeled systems. However, increasing the detail of mathematical models
and the number of external factors taken into account at the mathematical modeling stage that
affect the modeled biotechnological system will increase the complexity of constructing
mathematical models. Such factors are, of course, information security factors, both for the project
as a whole and for its individual components. And then, to calculate and optimize the objective
function and control parameters of the equipment, it is necessary either not to take into account
the specifics of the equipment and the structure of the biological object when constructing
boundary problems (to neglect external factors affecting the biotechnological system, including the
probability of information threats), or propose fundamentally new algorithms that will guarantee
the existence and uniqueness of the solution to the mathematical model based on differential
equations without taking into account the constraints on the parameters of the biological object (its
density, thermal conductivity, and heat capacity).

Such mathematical models are used to solve various non-biotechnological problems. Works [6-
17] present examples of mathematical modeling and optimization of control parameters of complex
systems. Publication [6] provides mathematical modeling of stochastic signals at random moments
in time. The authors obtained characteristic and moment functions for the specified stochastic
signals: cardiographic, electricity and gas consumption processes, and radar signals. In [7], a
theoretical study of the features of constructing and solving computer-aided geometric design
problems for optimizing the parameters of a large number of complex systems is carried out.
Methods for cyber protection of information technologies in modern digital society have been
developed [8]. Applied problems of optimization of individual hydraulic systems have been solved
[9]. With the aim of ensuring the reliability of the formation and restoration of military structures
depending on the intensity of losses in military units, an algorithm for the dynamics of random
processes has been constructed in article [10]. This allowed its authors to calculate the combat
capability of individual military units.

For rational resource allocation under conditions of uncertainty in the initial data in individual
technical systems, mathematical models and numerical methods for optimizing such systems are
constructed in article [11]. These algorithms consist of well-known and proven numerical methods
for searching for optimal control parameters of modeled complex systems. The authors of articles
[12, 13] have approximated the solutions of nonlinear control systems and adapted approximate
calculation methods for approximating systems on a computer. In article [14], evolutionary pseudo-
differential operators are used to search for and justify the conditions for the correctness of
boundary value problems in spaces of generalized, bounded functions. The controllability
conditions for boundary value problems with systems of heat conduction equations in separate
functional spaces are determined [15, 16]. In article [17], conditions for decomposing functions of
several variables into power series are obtained.2. Formulating the problem in general terms.

Increasing the detail of modeled biotechnological systems and the number of external factors
taken into account in the modeled biotechnological system increases the complexity of
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constructing and implementing boundary value problems with differential equations. The internal
structure of a biological object and the presence of microscopic irregularities on its outer shell do
not allow us to guarantee the correctness of boundary value problems describing the state of a
biological object. The existence and uniqueness of the solution to boundary value problems with
differential equations can only be guaranteed in the case of a simple (segment, sphere, ball) spatial
form of the initial domain of the biological object under study. In this case, the correctness of the
boundary value problem is justified by methods from the traditional theory of existence and
uniqueness of solutions (correctness) from the course of differential equations. In the case of a
complex spatial form of the initial domain of the bio-object, due to the consideration of its
structure, technical features of the sources of influence, and external factors affecting the specified
biotechnological system when constructing boundary problems, it is not possible to guarantee the
existence and uniqueness of the solution for boundary problems with differential equations.

This means that increasing the number of features of the modeled system and factors affecting
the modeled system when constructing boundary value problems will increase the complexity of
differential equations and boundary value problems. And without averaging the parameters of the
modeled systems, it is impossible to guarantee the correctness of such boundary value problems.
To prove the correctness of computational and optimization mathematical models, the authors of
the article suggest using methods from the theory of pseudodifferential operators over the space of
generalized functions of slow power growth.

It is fair to say that if the mathematical model is not correct, then the class of solutions can be
narrowed down to compact sets, in which case the problem becomes stable to small changes in the
initial data and the quasi-solution method or quasi-inverse method can be used. A quasi-solution of
a non-homogeneous equation is understood to be a function from a compact subset of the class of
functions (in which we are looking for a solution) that minimizes the deviation of the image of this
function from the given right-hand side. The quasi-inverse method consists in replacing the
incorrect problem with a close perturbed problem that is correct, and then letting the small
parameter tend to zero.

If the compactness condition is not satisfied, then one can use the regularization method, which
allows obtaining an approximate solution that is stable to small changes in the initial data.

To implement and study the computational mathematical model describing the state of a
biological object under the influence of a laser beam, the Fourier method of separated variables and
variational methods are used. The essence of the Fourier method is that the solution to the
boundary value problem is sought in the form of a series of products of functions depending on
time and functions of spatial variables. Moreover, the functions depending on spatial variables are
the eigenfunctions of the boundary value problem for the Helmholtz equation. To justify the
Fourier method and establish the correctness of the boundary value problem, the maximum
principle is used, the essence of which is that the solution of a homogeneous boundary value
problem reaches its maximum at the boundary.

If an exact analytical solution to the boundary value problem cannot be found, approximate
numerical methods are used to find solutions. Among the approximate methods, the most widely
used are difference methods. The essence of difference methods is that the initial domain of
independent variables is replaced by a discrete set of points — a grid — and the derivatives in the
equation are approximated by difference relations. As a result of this procedure, the initial problem
is matched with a system of a finite number of algebraic equations, called a difference scheme. The
solution of the difference scheme is used as an approximate solution to the boundary value
problem. The accuracy of the approximation depends on the approximation method and the
frequency (step) of the grid. When using difference methods to solve the boundary value problem
of the heat conduction equation, first-order accuracy is ensured for the time coordinate and
second-order accuracy for the heat penetration depth coordinate in the biomaterial.

When constructing a difference scheme, an important issue is the correctness of difference
schemes. It should be noted that a difference scheme is called correct if, for any boundary
conditions, there is a unique solution that is stable to small changes in the initial data.

There are direct and iterative methods for solving difference equations. Direct methods provide
an exact solution to a difference equation for a finite number of arithmetic operations. Direct
methods include the run method, the fast Fourier transform method, the summation method, and
other methods. The most effective of these methods is the fast Fourier transform method. Iterative
methods include the Richardson method, the triangular method, and the iterative method of
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variable directions. Iterative methods are more versatile and easier to implement, and therefore
have become widely used in solving difference equations.

The research conducted in this article will improve the accuracy of calculating the energy costs
incurred during the biotechnological process of exposing a biological object to a radiation source.
This means an increase in the quality of the process due to the increased detail of the modeled
systems and the consideration of external factors affecting these systems while ensuring, directly,
the search procedure and step-by-step traversal of local extrema of the objective function. This
increases the accuracy of the calculated global extremum of the objective function in terms of
technical parameters. According to the authors of this article, the presented research results should
be applied to solve applied biotechnological problems of improving the efficiency of methods for
forecasting and controlling biomaterial losses and saving energy costs with technical devices.
However, when the object of study and the sources of load on the biotechnological system change,
the boundary problems with systems of differential equations will change, and, consequently, the
methods for solving boundary problems will also change. Nevertheless, the algorithm proposed in
this article can be left without significant changes or additions.

2. Biotechnology as a cyber-biophysical system

The hardware implementation of biotechnology belongs to one of the types of cyber-physical
systems (CPS), which we propose to clarify as a cyber-biophysical system. We believe that this
term best reflects its characteristics, especially since we have already dealt with certain issues [18-
20]. We propose a definition of a cyber-biophysical system (CBPS) based on the definition of an
earlier term, taking into account its limitations and specifics. Thus, a cyber-biophysical system is a
complex system consisting of computer technology or other computing devices; network sensors;
physical and biological objects used for data processing and analysis, decision-making, and other
actions in real time in a physical and biological environment. In such a system, computers typically
control processes and interact with physical and biological processes, providing integrated
communication between the cybernetic and real environments. As Ed. A. Lee notes, such control
and management of processes occurs through feedback loops, when physical processes (and, we
add, biological processes as well) influence the calculation, processing, and analysis of data [21]. On
the other hand, using the wording [22], a cyber-biophysical system can be considered an
information and technological system or concept that involves the integration of computer
technology into physical, biological, and human processes. Its distinctive feature is the distribution
of the information system across the physical system and the synergistic connection with its
constituent elements. However, the use of different terms in scientific and research publications
does not exclude the interaction of system components, technical mutual adjustment, and joint
adaptation to changes in physical and biological processes. Artificial intelligence systems, quantum
computing, nanotechnology, autonomous robots, and information security systems are considered
to be striking examples of cyber-physical systems with a biological object [23]. Cyber-physical
systems affect not only individual types of work, but also economic sectors and countries. The
relevance of information security issues in cyber-physical systems requires the search for non-
standard solutions that can be implemented at the theoretical and applied levels.

2.1. Description and characteristics of the biotechnology under study

The biotechnology under study is a CBF system consisting of:

- a biological object (cattle embryo);

- a laser;

« an electron-optical system for focusing the laser beam on the biological object;

« an information unit for determining the maximum control parameters;

 an information unit for comparing the obtained parameter values with their permissible
values;

« an information unit for determining the permissible values of control parameters;
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« software for determining laser parameters;

« a system of executive mechanisms;

« a grid model system with variable structure and parameters;

« system for setting grid model parameters;

« information and communication registration system;

« system for entering output information [24].

The described biotechnology uses a continuous-wave argon laser with a radiation wavelength of
515 nm or 488 nm and adjustable power in the range of 0-2 W. The electron-optical system is
equipped with an acousto-optic modulator that forms a laser beam in the form of pulses with a
duration of 1 ms or less; the pulse energy is ¥0.002 J; the beam divergence is 0.9 mrad. The system
of executive mechanisms based on the AVR ATmegal6(L) microcontroller and the corresponding
assembler program provides laser power in the range of 0.5-2 W. The use of a bovine embryo
placed in a cannula with a nutrient solution, where a stable temperature of 37°C is maintained, is
proposed as a bio-object. A cattle embryo is used as a bio-object, which is placed in a cannula with
a nutrient solution, where a stable temperature of 37°C is maintained. The size of the embryo
corresponds to the number of elastomers 18, 36, or 64. In the process of implementing this
biotechnology, the embryo is divided by laser using a focused laser beam into two or more viable
parts for transplantation to recipient cows. More detailed characteristics and results of the
implementation of this biotechnology are presented in the authors' previous scientific works [18-
20, 24].

For practical use of this system in production conditions of breeding farms or specialized
veterinary clinics for the creation of a bank of embryos of cattle with high productivity (live
weight, average annual milk yield), it is necessary to determine the parameters (laser energy,
permissible temperature of embryo cell heating) of the CBF system, or more precisely, its physical
processes included in the information block for determining the maximum control parameters of
the cyber-physical system.

2.2. Modeling of a cyber-biophysical system based on Formal Concept Analysis

One such method of finding solutions is to model biotechnology as a cyber-biophysical system and
perform the appropriate mathematical calculations to find acceptable values and parametric
maxima for physical and biological processes. The selection of optimal methods for modeling
systems through their analysis and application restrictions has settled on the following two, which,
in our opinion, are optimal. This method turned out to be the modeling of a cyber-biophysical
system in the form of templates based on Formal Concept Analysis (FCA) [25]. This model usually
consists of several systems interconnected by information transmission channels. In the context of
the previous definition of a cyber-biophysical system, its subsystems (physical and biological) are
capable of functioning independently and providing a synergistic result. We propose further
development of the mathematical model of such a system [26] in terms of supplementing it with
elements of the biological system and corresponding connections with other subsystems.
Therefore, the mathematical expression (formula) of such a model should be as follows:

[P,B,C,CBPS,R",R°,R" (1)

where P is a set of physical components (subsystems) that are related by a relationship R";C
is a set of cyber components (subsystems) that are related by a relationship R“; B is a set of

biological components (subsystems) that are related by R". CBPS is a cyber-biophysical system
consisting of cybernetic, biological, and physical subsystems.

2.3. Modeling of a cyber-biophysical system based on Business Process Modeling
Notation (BPMN 2.0)

In our opinion, the Business Process Modeling Notation (BPMN 2.0) method, which is used to
describe and model cyber-physical systems taking into account their specifics, is interesting [27].
The basis of such a model is the internal processes of a cyber system based on logical and causal
relationships, despite the simplicity and banality of its interpretation. As noted by the authors of
this fundamental scientific work [27], the BPMN 2.0 modeling method is considered the standard
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for illustrating any business processes, but it has a number of shortcomings when it comes to
technological or biotechnological processes. Its use in biotechnological processes requires different
approaches, which is explained by the participation and interrelationships of diverse subsystems:
information or cyber systems, biological systems involving humans and biological objects, and
physical systems, which is typical for cyber-biophysical systems. The authors emphasize the
special importance of BPMN 2.0, provided that the roles of each subsystem are clearly defined and
modeled, which allows for model variability and application to solve numerous tasks in systems
with complex and sensitive processes. The development of such a model allows solving the
problem of ensuring the information security of a cyber-biophysical system and finding the only
correct solution to boundary problems for this purpose.

To this end, we have constructed a meta-model of the biotechnology under study as a cyber-
biophysical system (Figure 1), which consists of five components: a biological system (bio-object), a
physical system, a quality control system, a data storage and processing system, and a database of
CBFS performance results.

Quality W‘ """"""""""""""""""""""""""""""""""""""""""""""""""
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Figure 1: Meta-model of a cyber-biophysical system (developed by the authors)

Figure 1 also shows the intercomponent interaction of the CBFS or the interrelationships
between the elements of the system. Solid lines indicate the directions of direct links from the
control systems to the controlled ones, while dotted lines indicate the directions of feedback links
for adjusting the received information and technical and biological parameters, the viability of the
biological object and its structure. Number 1 shows physical and biological connections, and
number 2 shows cyber connections.

Figure 2 shows the implementation of the model of the studied biotechnology as a cyber-
biophysical system in BPMN4 terminology.

The BPMN2.0 model consists of four parts, between which physical and cyber processes occur
that require information security within the processes and when transitioning from one to another.
Information security points are represented by a dotted line with two dots. Please note that the
main problem of such a cyber-biophysical system is ensuring the interaction of the quality control
system and the information storage and protection system with the systems of physical and
biological processes. Of course, information systems are constantly becoming more complex, and
even the smallest information leak has negative consequences for the cyber-biophysical system and
each of its components [28]. Therefore, further research by the authors of the article will focus on
systems aimed at ensuring information balance within the CBPF and protection against external
information security risks.
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Figure 2: BPMN4 notation model of a cyber-biophysical system (developed by the authors)

Any changes in the external environment in relation to the CBFS: temperature conditions for
biological processes, personnel errors in setting up the system for operation, software and device
configuration failures, basic personnel negligence, etc. Therefore, when in an active-passive or
active state, the cyber-biophysical system controls its environment. In the first case, changes in the
behavior of the system are planned in order to adjust it to predefined parameters. In the active
state, other systems can be connected that will adapt to the existing conditions and launch the
appropriate physical processes to, for example, reduce the temperature of the environment with a
bio-object to a reasonable level.

The types of information security threats to the CBFS we are studying may include attempts to
destroy, gain unauthorized access to, and steal information from the data processing system [28].
In our opinion, information security threats are most likely to arise in the form of false obstacles
and barriers to information flow. We have previously studied the impact of information security on
management projects and demonstrated the universality of approaches to ensuring it for any
system, including cyber-biophysical ones [30-33]. For the system we are studying, it is particularly
important to ensure information security in all its components, from the assessment of the bio-
object to the determination of the parameters of the CBFS and the laser beam control system. A
direct attack on the system with the aim of gaining commercial access to its database is also likely.
That is why optimizing the parameters of the physical CBFS system by substantiating the
correctness of boundary tasks, i.e., determining the factors influencing the system, including
information security, is a logical continuation of our research for the future.
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3. Justification of the conditions for the correctness of boundary
problems for a cyber-biophysical system

3.1. Description of initial conditions

Thus, the biological object (embryo) is immersed in a cannula with a nutrient medium at a
temperature of 37 °C. At the beginning of the laser action, the temperature of the laser beam is 100
°C, and at the end, it is 37 °C. The permissible (maximum) values of the controlled technical
parameters of the cyber-physical system (embryo under laser exposure) are taken from an expert
assessment of the permissible parameters of laser emitters. We also note that a thermophysical
analysis of this cyber-biophysical system leads to the conclusion that in order to increase the
accuracy of calculating the percentage of embryo damage and optimize the energy consumption of
laser emitters, it is necessary to increase the number of external factors affecting the cyber-physical
system taken into account when constructing boundary value problems with differential equations,
as well as to increase the level of detail of the system. Of course, this will complicate the boundary
value problems, as the number of differential equations will increase and the right-hand side of the
differential equations will become more complex. In addition, to control the temperature
distribution in the embryo layers, it is advisable, along with the boundary conditions at the
beginning at the end of the laser action and the boundary conditions of the specific heat flux at the
boundary of the outer shell (pelucid zone) of the embryo, it is advisable to introduce the conditions
of thermal contact in the layers of the embryo and the equality of continuity in the layers of the
embryo into the boundary problems [34-36].

That is, an algorithm is needed, the implementation of which will ensure the correctness of such
already complicated boundary value problems with differential equations. According to the authors
of this article, this algorithm should be based on well-known and proven computational methods,
the combination of which will create a computational structure [37-39].

By applying methods from distribution theory and evaluation to the fundamental function of
solutions in this article, conditions for the correctness of boundary value problems for differential
equations with perturbations in their right-hand side are obtained. These perturbations correspond
to external factors affecting the modeled cyber-physical system that are taken into account when
constructing boundary value problems. It is shown that the condition of parabolicity of the
resolving function of solutions is a necessary and sufficient condition for the correctness of the
boundary value problems studied in this article. The results obtained are useful for calculating and
optimizing the energy consumption of other biotechnological and technical systems, and the
algorithm proposed in this article can be used to check whether there will be a unique solution in
boundary value problems with differential equations that take into account external factors
affecting the modeled systems, the internal structure of the studied bio-object, and the technical
characteristics of the emitters. In other words, this will increase the accuracy of calculation and
optimization of parameters not only for the cyber-physical system studied in this article, but also
for other complex systems [41].

3.2. Solving the task at hand

Let us consider homogeneous and inhomogeneous boundary value problems, respectively:
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where (iaxj and (i@xj are pseudodifferential operators with symbols from the space of

infinitely differentiable functions of power growth CZ.; u(x,1) is a solution function, continuous in

t throughout the layer and differentiable at ¢ # ¥ .

We will conduct our analysis in Sobolev-Slobodetsky spaces 7/, as well as in their projective
S=(1H;
limit sl " the space of generalized functions.
To determine the conditions for the correctness of boundary problems (2)-(3) and (4)-(5), we
need to define correctly solvable homogeneous and inhomogeneous boundary problems.
Let us apply the Fourier transform (with respect to spatial variables) to the equations from the
homogeneous boundary value problem (2)-(3). We obtain the dual boundary value problem

%:Al(s)ﬂ(s,t), te[0;t,], sER";
auést’t)—Az(s)ﬁ(s,t), te(t,;t,], SER™; (6)
auést’t>=An(s)U(s,t), e[ty :T], seR"

with boundary conditions

B,(s)U(s,0)+..+B,(s)U(s,T)=0(s) (7)

Let us apply the Fourier transform to the equations from the inhomogeneous boundary value
problem (4)-(5):

%:Al(s)ms,tﬂf(s,t), SER™;
%:Az(s)ﬁ(s,tﬁﬂs,ﬂ, SER"; (8)
%:AH(S)U(S,t)+f(S’t>, SERm

with boundary conditions
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B,(s)u(s,0)+..+B,(s)u(s,T)=0, ©9)
where Ai(S), Bi(S) are symbols of corresponding pseudo-differential operators.

We will seek a solution to the homogeneous boundary value problem (5)-(6) in the form:

expt-A,(s)-¢,(s), te[0;t,];
1 (10)
Q(S,t): EXPt'A2(5>'(P2(S)’ teft,;t,];
exp(t—t,,)-A,(s)-§,(s), telt, ;;T].
From the continuity condition, we obtain the solution:
oils)=exp((t;, Ay, (s))+.+(t =t ) Ay (s))o(s). (11)
If we substitute solution (11) into condition (7), we obtain
By(s)@,+...+9, B, (s)exp(t, A, (s))+...+(T~t,,) A,(s)=0. (12)
If the function
A(s)=B,(s)p,B,(s)exp(t, A,(s))+..+(T—t,,) A,(s)#0 (13)

Then @ (5) = (0(5 )/ A(S) , and the solution to the boundary value problem (6)-(7) is as follows:

U(s,t)=Q(s,t)¢(s,t) (14)

where the resolving function for the homogeneous boundary value problem (1)-(2) is:

expt A,(s)/A(s);

Q(s,t)= expt Ay(s)/A(s); 15)

exp((t—t, |)A,(s)+...+t, A (s))/A(s).
Function (15) is called the resolving function of problem (6)-(7).

Thus, the following statement has been proven.

Statement 1. Problem (2)-(3) is correctly solvable from space S to space C([O,T],S) if and only
if the solving function, i. e, Q(s,t)eC”_, i.e., when for any k, there exist p,,C, >0 such that
IDYQs,0)| < C, (1+]s])" .

To justify the correct solvability of homogeneous (2)-(3) and inhomogeneous (4)-(5) boundary
value problems, we use the definition of a homogeneous parabolic boundary value problem:
Problem (2)-(3) is called parabolic if the solution function satisfies the following estimate:

Q(s,t)I<C exp[~bp(t)-Is]] (16)
with some b>0,h>0. Here P(t)=glg1ki£1 t—tk"

Let us now consider the boundary value problem for the inhomogeneous equation (4)-(5). To do
this, we need to define the Green's function for the dual boundary value problem (8)-(9).

Note that if there exists a resolving function in problem (6)-(7) Q(S;t) , then in the task (8)-(9)
there exists a Green's function, and for this Green's function the following system holds:
D B(s)Q(s,t—1+t,), t<t;
G(t,1,8)=] Ko ’ ‘ (17)
Z B.(s)Q(s,t—1+t,), t>T1.

k,t,<t

Next, we will find out how the correct solvability of the homogeneous boundary value problem
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(2)-(3) from the space S of generalized functions to the space C ([O,T],S ) with correct solvability of
the inhomogeneous boundary value problem (4)-(5) in space C([(),T],S). As shown in [20] earlier,
the correct solvability of the homogeneous boundary value problem (2)-(3) from space to space S

C([OaT]sS) determines the correct solvability of the inhomogeneous boundary value problem (4)-

(5) in space C([O,T],S) .
The condition of parabolicity of the homogeneous boundary value problem (2)-(3) is necessary

for correct solvability from space C ([O; T],H S) into space C([O;T],H H) perturbed equation with

homogeneous boundary conditions for sufficiently small perturbations.

Thus, the results obtained above determine the conditions for correct solvability for
pseudodifferential equations with symbols varying in t. We proved the correctness of boundary
value problems with differential equations that take into account external factors affecting the
system.

4. Conclusions

The article studies a complex cyber-biophysical system, which is generally represented by an
embryo under laser exposure, and proves the correctness of boundary problems for its information
security in bioeconomics (biotechnology as one of the areas of bioeconomics). It has been proven
that the hardware implementation of biotechnology belongs to one of the types of cyber-
biophysical systems, the modeling of which is based on the methods: Formal Concept Analysis
(FCA) and Business Process Modeling Notation (BPMN 2.0). The authors show that to increase the
level of information security of such a system, it is not enough to take into account only the modes
of laser action and the technical characteristics of the hardware of thermal action sources, but it is
also advisable to take into account the characteristics of the biological object (three-layer internal
structure, micro-irregularities on the outer shell, laser beam movement prohibition routes on the
outer shell of the embryo).

The cyber-physical system studied by the authors belongs to systems with distributed
parameters. From a computational point of view, the authors had to solve a special type of
nonlinear mathematical programming problem. Such characteristics of the modeled system affect
the methods used to ensure the information security of cyber-physical processes in the specified
system. It is noted that the structure of the embryo, the technical characteristics of laser emitters,
and the changing conditions of external influence on the system, including information security
factors, increase the complexity of boundary problems with differential equations describing their
state. That is, the complication of boundary problems affects the possibility of solutions in general
or the existence of an infinite number of solutions. Therefore, we consider the proposed list of
conditions for the correctness of the constructed boundary problems to be justified for the
mathematical models we have developed with an unambiguous description of the processes in the
modeled systems.

The article proposes an algorithm for improving the accuracy and performance of complex
cyber-biophysical systems in conditions of increasing detail of the modeled system and taking into
account the influence of changing external factors on the system. This algorithm is based on
methods for searching and substantiating the conditions for the correctness of boundary value
problems with differential equations that describe the state of modeled cyber-physical systems. The
selected methods from the theory of pseudo-differential operators over the space of generalized
functions made it possible to study the solutions of homogeneous and inhomogeneous boundary
value problems for systems of differential equations and to prove that the parabolicity condition of
the allowing function of solutions is a necessary and sufficient condition that guarantees the
existence of a unique solution for cyber-physical systems from this article. The proposed algorithm
is universal in nature, which allows us to assert the feasibility of applying the results of this article
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to improve the effectiveness of information security not only for the proposed cyber-physical
system in bioeconomics, but also for other cyber-physical systems.

Declaration on Generative Al

While preparing this work, the authors used the AI programs Grammarly Pro to correct text
grammar and Strike Plagiarism to search for possible plagiarism. After using this tool, the authors
reviewed and edited the content as needed and took full responsibility for the publication’s content.

References

[1] H. Daly, G. Beyond, The Economics of Sustainable Development, Boston: Beacon Press, 1996,
p. 253

[2] L Mateescu, S. Popescu, L. Paun, G. Roata, A. Bancila, A. Oancea, Bioeconomy. What is
Bioeconomy? How Will Bioeconomy Develop the Next two Decades, Studia Universitatis
“Vasile Goldis”, Seria Stiintele Vietii, 2011. Ne 2, pp. 451-456

[3] M. Talavyria, Rozvytok Bioekonomiky ta Upravlinnia Pryrodokorystuvanniam, Nizhyn:
Vydavets PP Lysenko M. M., 2012, p. 353

[4] V. Buhaichuk, I. Hrabchuk Bioekonomika ta yii Rol u Rozvytku Suchasnoho Suspilstva,
Ekonomika APK, 2018, Ne 5, p. 110-114

[5] S. Fedyna, B. Kovalov, V. Thnatchenko, Bioekonomika: Sutnist Poniattia, Stratehii, Stan ta
Perspektyvy Rozvytku Pidpryiemnytskykh form v Ukraini, Mekhanizm Rehuliuvannia
Ekonomiky, 2019, Ne 3, p. 16-27, d0i:10.21272/mer.2019.85.02

[6] V. Kravets, V. Domanskyi, I. Domanskyi, V. Kravets. Development of an Algorithm for
Analytical Modeling of the Dynamics of Random Processes in an Asymmetric Markov chain,
Eastern-European Journal of Enterprise Technologies, 2025, vol. 2. No. 4 (134), pp. 32-46,
doi:10.15587/1729-4061.2025.327111

[71 S. Vynnychuk. Metod Avtomatychnoho Formuvannia Vyznachalnykh Vuzliv dlia
Rozrakhunkiv Potokorozpodilu v Hidravlichnykh Merezhakh, Elektronne modeliuvannia,
2025, vol. 47. No. 2, p. 3—-15, doi:10.15407/emodel.47.02.003

[8] M. Fryz, B. Mlynko, Property Analysis of Multivariate Conditional Linear Random Processes
in the Problems of Mathematical Modelling of Signals, Technology Audit and Production
Reserves, 2022, vol. 3. No. 2(65), pp. 29-32, d0i:10.15587/2706-5448.2022.259906

[9] G. Virchenko, N. Lynok, Optymizatsiia Vyrobnychykh Tekhnichnykh System Zasobamy
Strukturno-Parametrychnogo Modeliuvannia, Prykladna geometriia ta inzhenerna grafika,
2021, no. 100, p. 81-88, doi:10.32347/0131-579X.2021.100.81-88

[10] S. Fedushko. Suchasni Pidkhody do Doslidzhennia Kiberbezpeky ta Kibergigiieny v Umovakh
Tsyfrovoi Transformatsii Suspilstva, Herald of Khmelnytskyi Natl. University. Technical Sci.,
2023, vol. 3. No. 321, S. 210-213, d0i:10.31891/2307-5732-2023-321-3-210-213

[11] Yu. Bilak, E. Herashchenkov. Bahatorivneva Dekompozytsiia Dlia Adaptyvnoho Chyselnoho
Modeliuvannia Skladnykh Fizychnykh Protsesiv, Herald of Khmelnytskyi Natl. University.
Technical Sci. 2025, vol. 2. No. 349, p. 210-213, d0i:10.31891/2307-5732-2025-349-7

[12] L. Raskin, O. Sira, A. Hatunov, R. Riabokon, R. Sinitsyn, Method for Solving Distributional
Problems of Mathematical Program. Under Conditions of Fuzzy Initial Data, Eastern-European
Journal of Enterprise Technologies, 2024, vol. 4. No. 4(130), pp. 63-68, d0i:10.15587/1729-
4061.2024.310569

[13] G. Sklyar, P. Barkhayev, S. Ignatovich, V. Rusakov, Implement. of the Algorithm for
Constructing Homogeneous Approximations of Nonlinear Control Systems, Mathematics of
Control, Signals, and Systems, 2022, vol. 34, Ne 4, pp. 1-25, doi:10.1007/s00498-022-00330-5

[14] V. Horodets’kyi, R. Petryshyn, O. Martynyuk, Evolut. Pseudodifferential Equations With
Smooth Symbols in the S-Type Spaces, Ukrains’kyi Matematychnyi Zhurnal, 2023, vol. 75. No.
6, pp- 753-776, d0i:10.37863/umzh.v75i6.7443

[15] L. Fardigola, K. Khalina, Controllability Problems for the Heat Equation in a Half-Plane
Controlled by the Dirichlet Boundary Condition with a Point-Wise Control, Journal of
mathematical physics analysis geometry, 2022, wvol. 18. No. 1, pp. 75-104,
d0i:10.15407/mag18.01.075

133


https://doi.org/10.15407/mag18.01.075
https://doi.org/10.1007/s00498-022-00330-5
https://doi.org/10.15587/1729-4061.2024.310569
https://doi.org/10.15587/1729-4061.2024.310569
https://doi.org/10.31891/2307-5732-2025-349-7
https://www.doi.org/10.31891/2307-5732-2023-321-3-210-213
https://doi.org/10.32347/0131-579X.2021.100.81-88
https://doi.org/10.15587/2706-5448.2022.259906
https://doi.org/10.15407/emodel.47.02.003
https://doi.org/10.15587/1729-4061.2025.327111
https://doi.org/10.21272/mer.2019.85.02

[16] S. Pavlichkov, N. Bajcinca. Small Gain Conditions for Stability of Infinite Networks of Time-
Delay Systems and Applications, 2024 Eur. Control Conference (ECC). — (June 25-28, 2024),
Stockholm, Sweden, 2024, pp. 2386-2392, d0i:10.24144/2616-7700.2023.42(1).54-63

[17] O. Kurchenko, O. Syniavska, Chotyry Teoremy Dlia Dyferentsiiovnykh Funktsii Kilkokh
Zminnykh, Naukovyi visnyk Uzhhorodskoho universytetu. Seriia: “Matematyka i
informatyka”, Uzhhorod: Uzhhorodskyi universytet, 2023, vol. 42. No. 1, p. 54-63,
doi:10.24144/2616-7700.2023.42(1).54-63

[18] R. Levkina, A. Levkin, A. Petrenko, N. Kolomiets. Current Approaches to Biotechnology in
Animal Husbandry, International Journal of Advanced Sci. and Technology, 2020, vol. 29.
Issue. 8 Special issue. 8, pp. 2463— 2469

[19] A. Levkin, R. Levkina, A. Petrenko, I. Chaliy. Economic Secur. as a Result of Modern
Biotechnology Implement., Problems of Infocommunications Sci. and Technol. (PIC S&T
‘2019): 2019 IEEE International Scientific-Practical Conference. — (Oct. 8-11, 2019), Kyiv, 2019,
pp- 139-142, doi:10.1109/PICST47496.2019.9061533

[20] S. Kavun, D. Levkin, A. Levkin, Y. Kotko, R. Levkina. Methods of Mathematical Program. for
Designing a Safe Environ. for Bioobject, CEUR Workshop Proceedings, Kyiv, 2023, No. 3550,
pp. 255-260

[21] A. Edward., Lee. Cyber-Physical Systems — Are Computing Foundations Adequate? Position
Paper for NSF Workshop On Cyber-Physical Systems: Res. Motivation, Techniques and
Roadmap. — (Oct. 16-17, 2006) Austin, TX, https://Ink.ua/swgHCsaWO0

[22] V. Dudikevych, H. Mykytin, A. Rebets. Kompleksna Systema Bezpeky Kiberfizychnoi Systemy
“iPhone — Wi-Fi, Bluetooth - DAVAChI”, Systemy Obrobky Informatsii, 2017, vyp. 2 (148), p.
84-87, https://Ink.ua/e6ggDgLC2

[23] V. Dudykevych, H. Mykytyn, L. Bortnik, T. Stosyk. Computer Systems and Networks,
Metodolohiia Bezpeky Kiberfizychnykh System ta Internetu Rechei v Intelektualizatsii
Obiektiv Infrastruktury, 2024, vol. 6, No. 1, p. 44-53, https://Ink.ua/BcsMuwbFe

[24] A. Levkin, G. Abuselidze, N. Berezhna, D. Levkin, T. Volkova, Y. Kotko. The Quality Function
in Determining the Effectiveness of Example Bioeconomics Tasks, Rural Sustainability
Research, 2022, vol. 48. Issue. 343, pp. 91-102, d0i:10.2478/plua-2022-0019

[25] 25. D. Morozov, M. Lezoche, H. Panetto, Multiparadigm Modelling of Cyber-Physical Systems,
IFACPapersOnlLine, 2018, vol. 51. Issue. 11, pp. 1385-1390, doi:10.1016/j.ifacol.2018.08.334

[26] I. Holovatenko, A. Pysarenko, Metody Modeliuvannia Kiberfizychnykh System, Adaptyvni
Systemy Avtomatychnoho Upravlinnia, vol. 2. No, 39, p. 74-83, doi:10.20535/1560-
8956.39.2021.247413

[27] T. Skouti, R. Seiger, F.J. Furrer, S. Strahringer. RBPMN: the Value of Roles for Business Process
Modeling, Software and Systems Modeling, 2024, no. 23, pp. 1375-1406, doi:10.1007/s10270-
024-01202-z

[28] L. Vegh, L. Miclea. Securing Commun. in Cyber-Physical Systems Using Steganography and
Cryptography, Technical University of Cluj-Napoca, Faculty of Automation and Computer
Sci., Romania, June 2014, doi:10.1109/ICComm.2014.6866697

[29] K. Divya, S. Jamuna, B. Govardhan, D. Chandu, A. Dinesh. Secur. of Cyber Physical Systems,
2023 9th International Conference on Advanced Computing and Commun. Systems (ICACCS),
Coimbatore, India, 2023, pp. 170-174, doi:10.1109/ICACCS57279.2023.10112935

[30] S. Kavun, R. Levkina, Y. Kotko, D. Levkin and A. Levkin. “Inf. Secur. in Project Manag. for the
Financial and Budgetary Capacity of the Natl. Economy”. CEUR Workshop Proceedings. Kyiv,
2023, No. 3550, pp. 246-254

[31] N. Vnukova, S. Kavun, O. Kolodiziev, S. Achkasova, D. Hontar. “Indicators-Markers for Assess.
of Probability of Insurance Companies Relatedness in Implement. of Risk-Oriented Approach”,
Economic Studies, issue 1, 2020, pp. 151-173, https://Ink.ua/66MtI2urc

[32] V. Kalashnikov, T. Matis, J. Camacho Vallejo, S. Kavun. “Bilevel Program., Equilib., and
Combinatorial Problems with Applications to Engineering,” Mathematical Problems in
Engineering, 2015, vol. 2015, Article ID 490758, doi:10.1155/2015/490758

[33] I. Moskovchenko, A. Kuznetsov, S. Kavun, B. Akhmetov, 1. Bilozertsev, S. Smirnov, Heuristic
Methods for the Design of Cryptographic Boolean Functions, International Journal of
Computing, 2019, Vol. 18, No. 3, pp. 265-277, d0i:10.47839/ijc.18.3.1519

[34] N. Dakhno, A. Miroshnyk, Y. Kravchenko, O. Leshchenko, A. Dudnik, Development of the
Intelligent Control System of an Unmanned car, in: CEUR Workshop Proceedings, vol. 3806,

134


doi:10.1109/ICACCS57279.2023.10112935
https://doi.org/10.1109/ICComm.2014.6866697
https://doi.org/10.1007/s10270-024-01202-z
https://doi.org/10.1007/s10270-024-01202-z
https://doi.org/10.20535/1560-8956.39.2021.247413
https://doi.org/10.20535/1560-8956.39.2021.247413
https://doi.org/10.1016/j.ifacol.2018.08.334
https://doi.org/10.1109/PICST47496.2019.9061533
https://doi.org/10.24144/2616-7700.2023.42(1).54-63

2024, pp. 375-383, https://ceur-ws.org/Vol-3806/S_37_Dakhno.pdf

[35] A. Dudnik, Y. Kravchenko, V. Andrushchenko, O. Leshchenko, N. Dahno, H. Dakhno,
Mathematical Models and Localization Algorithms for Zigbee-Based Wireless Sensor
Networks, in: Proceedings of the IEEE 5th International Conference on Advanced Trends in
Inf. Theory (ATIT), Lviv, Ukraine, 2024, pp. 227-232, d0i:10.1109/ATIT64324.2024.11222424

[36] A. Dudnik, D. Kvashuk, A. Fesenko, L. Myrutenko, V. Rakytskyi, Methods of Increasing the
Accuracy of Determining the Place of Occurrence of Out-of-State Situations in Multimedia
Data Storage Facilities of Iot Systems, in: CEUR Workshop Proceedings, 2025, https://ceur-
ws.org/ Vol-3925/paper14.pdf

[37] M. Meleshko, V. Rakytskyi, A. Dudnik, A. Fesenko, V. Cernej, V. Mykolaichuk, Study of the
System of the Main Functions of Schauder as a Means of Presenting and Compressing Sound
Inf. for Wireless Sensor Networks, in: CEUR Workshop Proceedings, 2025, https: //ceur-
ws.org/Vol-4024/paper15.pdf

[38] A. Dudnik, D. Kvashuk, V. Ostapenko, M. Zhdanovych, N. Lytvyn, V. Mykolaichuk, Method
for Measuring Torques of Electric Motors using Machine Vision, in: CEUR Workshop
Proceedings, 2025, https://ceur-ws.org/Vol-4024/paper23.pdf

[39] A. Dudnik, S. Vyhovskyi, D. Yaremenko, D. Zhaksigulova, A. Kysil, V. Rakytskyi, A. Fesenko,
Algorithms for Obtaining Video and Sound Data of Uavs in Real Time, in: CEUR Workshop
Proceedings, 2025, https://ceur-ws.org/Vol-3925/paper16.pdf

[40] F. Alazzam, H. Shakhatreh, Z. Gharaibeh, 1. Didiuk, O. Sylkin, Developing an Inf. Model for E-
commerce Platforms: A Study on Modern Socio-Economic Systems in the Context of Global
Digitalization and Legal Compliance, Ingenierie des Systemes d’Inf., 28, 2023, p. 969-974,
doi:10.18280/isi.280417

[41] D. Atstaja, V. Koval, J. Grasis, I. Kalina, H. Kryshtal, I. Mikhno, Sharing Model in Circular
Economy Towards Rational Use in Sustainable Production, Energies, 15, 2022,
do0i:10.3390/en15030939

135


https://ceur-ws.org/Vol-3925/paper16.pdf
https://ceur-ws.org/Vol-4024/paper23.pdf
https://ceur-ws.org/
https://ceur-ws.org/

	1. Introduction
	2. Biotechnology as a cyber-biophysical system
	2.1. Description and characteristics of the biotechnology under study
	2.2. Modeling of a cyber-biophysical system based on Formal Concept Analysis
	2.3. Modeling of a cyber-biophysical system based on Business Process Modeling Notation (BPMN 2.0)

	3. Justification of the conditions for the correctness of boundary problems for a cyber-biophysical system
	3.1. Description of initial conditions
	3.2. Solving the task at hand

	4. Conclusions
	Declaration on Generative AI
	References

