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Abstract

This article studies an asynchronous pipeline for HTTP event analysis in application-level protection systems.
Such systems often use rules, statistical features, or machine learning models to detect attacks. If this analysis
is performed directly in the main request path, it can increase latency for legitimate users. Therefore, the
article considers a separate queue-based processing pipeline with several parallel workers. The main task is to
choose the number of workers and the buffer size so that the system does not lose too many events and can
still produce a useful reaction in time. The analytical M/M/c/K queue model is used for the initial estimation of
system parameters. A discrete-event simulation model is then used to study bursty traffic, different service-time
distributions, and the probability of timely useful processing. The proposed approach can support practical
configuration of asynchronous HTTP analysis systems under reaction-time limits.
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1. Introduction

Application-level protection of web applications increasingly requires the analysis of HTTP requests
using rules, statistical features, and machine learning models. Such analysis may be sufficiently resource-
intensive, so its execution directly in the critical path of request processing can increase the latency of
legitimate traffic and degrade service quality.

One practical way to mitigate this effect is to move the analysis to a separate asynchronous pipeline.
In such an architecture, an HTTP request or an event associated with it is quickly transferred to a
queue, while the subsequent analysis is performed by a group of parallel workers outside the main
service path [1, 2, 3]. This makes it possible to reduce the impact of the protection logic on legitimate
traffic, but it creates a new engineering task: it is necessary to select the queue configuration and the
number of workers correctly.

For application protection systems, not only the very fact of subsequent event analysis is important,
but also whether a protective reaction can be formed in time. If the conclusion is obtained too late, it
may be useful for logging or for further offline analysis, but it will no longer be able to limit the current
attack [4, 5]. Therefore, the effectiveness of such an architecture is evaluated not only through the
probability of event loss, but also through the fraction of events whose analysis results can still be used
for an operational reaction within the given reaction time.

The aim of this work is to build and study a queue model for deferred analysis of HTTP events that
makes it possible to justify the choice of the number of workers and the buffer size for a given load,
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mean analysis time, and allowable reaction time. For this purpose, two approaches are combined: the
analytical M /M /c/K model, which provides an initial evaluation of stationary characteristics, and
simulation, which makes it possible to take into account the bursty nature of the load, non-exponential
processing time, and the metric of the operational usefulness of the analysis result.

2. Analysis of related works

Work [6] directly considers two basic directions of Web Application Firewall construction: signature-
based analysis and analysis based on machine learning models. In [7], this approach is presented
already at the level of a specific ML-based WAF implementation. For this study, such sources are
important because they show the increasing complexity of application-level analysis of HTTP requests:
verification increasingly relies not only on simple rules, but also on computationally more complex
procedures of feature construction and inference.

Survey [8] provides a broader context for such solutions by generalizing data mining and machine
learning methods in intrusion detection tasks. From the viewpoint of our formulation, this is important
not because [8] describes WAF queues specifically, but because it shows a general trend: higher detection
accuracy is often achieved at the cost of more complex analysis. In [6, 7, 8], however, attention is
focused primarily on attack detection methods and classification quality, whereas the question of event
residence time in an asynchronous processing system and the choice of this system’s parameters is not
posed separately.

Work [9] makes concrete why such a time-sensitive formulation is fundamentally important for
application-layer DDoS. It is not about exhausting the network channel as such, but about overloading
back-end database resources and the associated application logic. For this class of attacks, it is not
enough simply to detect malicious activity; the analysis result must be obtained early enough so that it
can still affect the current attack.

The architectural prerequisites for moving such analysis to a separate asynchronous pipeline are
supported by works [10, 11]. In [10], the transition from data stream processing to complex event
processing is considered, where stream intake and subsequent processing are logically separated. In
[11], a similar idea can be seen in SIEM systems, where events are collected, aggregated, and analyzed
outside their primary source. However, these works do not consider the task of selecting the number of
parallel workers and the buffer capacity for HTTP events under an allowable reaction-time constraint.

For the formal description of such a system, it is natural to turn to the queueing-theory apparatus
[12, 13, 14]. These sources provide basic results for systems with finite capacity, multi-server service,
losses at the input, mean waiting time, and time spent in the system. The M /M /c/ K model is suitable
as the first analytical level of description of deferred analysis of HTTP events, where ¢ specifies the
number of workers and K specifies the total system capacity.

Thus, the available body of work covers three related but distinct dimensions. Works [6, 7, 8, 9]
describe the content and complexity of application-level attack detection, [10, 11, 15] justify the feasibility
of asynchronous event-driven processing, and [12, 13] provide the mathematical apparatus for queue
analysis. In this body of sources, the task of choosing the configuration (¢, B) for a finite queue of
deferred HTTP analysis with the simultaneous consideration of the loss probability Pj,ss and the
probability of timely useful processing P, f., for a given reaction time 7’4 is not formulated directly.
The present work is aimed precisely at filling this gap.

3. Problem statement

Let us consider an asynchronous analysis pipeline to which events formed on the basis of HTTP requests
arrive. The input flow is described by the intensity A(¢). Event processing is performed by a group of ¢
parallel workers. If S is a random variable of the analysis time of one event by one worker, then the
mean processing intensity of one worker is
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E[s]

In the application context, the analysis time can be represented as the sum of the main components:

/J/:

S = Tparse + Tfeatures + ,Tinference + Tiecision

where

* Tharse - time required for parsing an HTTP packet

* T'teatures - time spent on forming parameters for analysis
* Tinference - neural network inference time

o Tyecision - time for decision making

The system has a finite capacity K, which includes both the events already being processed and the
events waiting in the queue. If the queue buffer size is B, then
K=c+B

The basic drop-on-full policy is considered: if at the moment of arrival there are already K events
in the system, the new event is not accepted into the system and is considered lost for asynchronous
analysis. Alternative displacement or prioritization policies are not studied in this work.

To evaluate practical effectiveness, a reaction-time limit 7.4 is introduced, which specifies the
maximum allowable interval from the event arrival to the completion of its analysis. For an individual
event e;, let 7" denote the arrival time, £3/%" the processing start time, and t¢°" the analysis completion
time. The total time spent by the event in the system is

. __ 4done arr
TSyS,’L —_— tl - tZ .

Let A; be the event that e; is accepted into the system. Then the event is considered timely useful if
it was accepted and its analysis was completed no later than T}.cqq:

Ai N {Tsys,i S Treact}-

Accordingly, in this work the probability of timely useful processing is defined as

Puseful = P(A N {Tsys < Treact}),

where discarded events are automatically considered non-useful for operational protection. Similarly,
the following are defined:

-Plate = P(A N {Tsys > Treact})a

Pposs = P(A)

For simulation-based evaluation, a decomposition of the total number of events is used:

Ntotal = Nuseful + Nlate + Ndropped

where:

o Niotar - the set of all events that arrived in the system;

* Nyseful - €vents processed in a time less than or equal to T.cqct;
+ Niute - events whose processing took more time than Tcqct;

* Ngropped - €vents discarded because of queue overflow.



The empirical estimates of the metrics then take the form

A Nuseful
Puseful =
Ntotal
> Nlate
Plzzte -
Ntotal
- o Ndropped
Ploss = N,
total

In this formulation, the following balance holds:

Puseful + Plate + fjloss =1

Formally, the task consists in choosing the configuration (¢, B) for given A\(¢), S, and Ty¢qcr under
the conditions

Pioss < €loss)

Puseful > Pmin-

A practical feature of the problem is that the cost of one additional worker is usually substantially
higher than the cost of one additional position in the queue buffer. Therefore, in this work, configuration
minimality is interpreted lexicographically: first the number of workers c is minimized, and among
configurations with the same c, the buffer size B is minimized. This approach reflects the practical
asymmetry between computational resources and buffer memory.

Thus, the task is to evaluate the parameters of a finite queue for asynchronous analysis of HTTP
events for application protection systems, taking into account not only losses due to overflow, but also
the timeliness of the protective decision.

4. Analytical model

For the initial evaluation of the parameters of the asynchronous pipeline, the M /M /c/K queueing

model is used. It describes a system with finite capacity K, to which events arrive with intensity A,

while their processing is performed by ¢ parallel workers with exponential service time [12, 16, 17, 1].
Let

a=—

I

Denote by P, the stationary probability that there are n events in the system. For states in which the
number of events is smaller than the number of workers, we have
an
P, = FPy—, 0<n<c
n!
For states in which all workers are busy and the excess events wait in the queue,
an
Pn = POW, & S n S K

The normalization condition has the form



from which

—1
» c—1 an K a”
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n=0 n=c

The probability of event loss due to system saturation is equal to the probability of the full-capacity
state:

P)loss = PK

Since part of the events is discarded at the input, the effective intensity of the event flow accepted by
the system is

)\eff = )\(1 - Ploss)

The mean number of events in the queue is

K
L,= Z(n - )P,

The mean waiting time of an accepted event in the queue can then be computed by Little’s law:

W, = —Lq
Aeff
The mean total time spent by an accepted event in the system is
1
W - Wq + -
7
In this model, it is also convenient to use the utilization factor
A
p=—
c-p

which shows the relation between the arrival intensity and the total mean productivity of the workers.
For a system with finite capacity, the value p > 1 does not mean infinite queue growth, but it indicates
a high risk of system saturation and increasing losses.

The analytical M /M /c/K model directly provides the stationary characteristics Plogs, Aef . Lg, W,
and W [12]. It is not used in this work for the exact analytical computation of P, f., because this
metric requires not only the mean residence time, but also the distribution of T}, together with the
explicit consideration of discarded events as automatically non-useful. The analytical stage is therefore
used for the initial narrowing of the range of allowable values of ¢ and B, while the final evaluation of
configuration suitability is performed by simulation.

5. Limitations of the analytical model and the role of simulation

Despite its analytical transparency, the M /M /c/ K model has a number of limitations that are important
to consider when interpreting the results.

One of the key assumptions of this model is that the input flow is Poisson. For stationary load, this is
an acceptable basic approximation, but real attacking HTTP traffic often has a bursty, controlled, or
non-stationary nature [18, 19]. Under such conditions, describing the flow only through the mean value
A hides important transient processes.

No less important is the assumption of an exponential service-time distribution. For asynchronous
analysis of HTTP events, this is also only an approximation, because the analysis time may be almost
deterministic, moderately variable, or, on the contrary, may have a pronounced right tail [13, 20].



In addition, the M /M /c/K model is oriented primarily toward stationary average characteristics.
Because of this, it does not fully reflect short-term spikes, buffer filling during an attack, system recovery
after overload, and other transient modes that are fundamentally important for application protection.

Another simplification is that all events are considered homogeneous jobs. In real systems, they may
differ by source, risk level, type of HTTP operation, or priority. In this work, such a simplification
is deliberate, since the goal is precisely the selection of queue-system parameters, rather than the
construction of a multi-class traffic model.

Simulation is used as the second stage of the study. It does not replace the analytical model, but
makes it possible to verify analytical estimates under conditions closer to the real operation of the
system. Within the simulation, it is possible to specify a time-varying flow intensity A\(¢), model short
attack bursts, use different analysis-time distributions .S, track the time trajectory of each event, and
directly evaluate Pose Fuls Piate, and Pjyss.

The analytical model and simulation perform complementary functions: the former provides a
mathematically transparent basis for the initial evaluation of system parameters, while the latter makes
it possible to verify their practical suitability from the viewpoint of whether the system manages to
form a reaction within the allowable time.

6. Simulation model

A discrete-event simulation model of the asynchronous pipeline for HTTP-event analysis is used [20].
The system state changes only at the moments of a new event arrival, the start of its processing, the
completion of analysis, or rejection at admission because of system saturation. This approach makes it
possible to record the time trajectory of each event and to determine directly whether the protective
decision was formed within the given reaction time.

The simulation model describes a system with ¢ parallel workers, a queue buffer of size B, and total
capacity

K =c+ B.

As in the analytical formulation, the drop-on-full policy is used. If at the moment of arrival of a
new event there are already K events in the system, such an event is not accepted and is assigned to
the set of lost events.

For each accepted event e;, the moments , and are recorded, and the individual
analysis time S; is generated according to the specified distribution. The analysis completion time is
computed as

arr y4start done
ti > ti ti

d tart
tl one — tf ar _|_ SZ.

After that, the total residence time is determined for each completed event:

done arr
Tsys,i - tl — tl .

An event is classified as useful if Tys; < Treqet and as late if Ty ; > Theqer. Discarded events
are directly placed into the dropped category and are considered non-useful for operational protection.
T'react 1s treated as an externally specified application requirement. If A 44k is the intensity of the
attacking flow and N;'9* is the maximum allowable number of malicious events before the moment of
reaction, then
Noad”

Treact = .
Aattack

For part of the experiments, Tycqct = 3 s was used. For Agyrqcr = 1000 events/s, this corresponds to
a harm budget of N;'9* = 3000 events. In the final burst scenario, the same reaction time T’cqct = 3 s
is adopted, but already for Agsqck = 1200 events/s, which corresponds to an increased allowable harm



budget of ;7% = 3600 events. This clarification is important for the correct interpretation of the final
results.

Within the work, two types of input flow are considered.

Stationary scenario:

A(t) = X = const.

It is used for comparison with the analytical M /M /c/K model in the case of exponential service
time.
Short attack-burst scenario:

)\normala t < tla
)‘(t) = )\attacky 3] S t S t27
)\normala t > to.

It is this second scenario that makes it possible to evaluate the behavior of a finite queue under
conditions in which the input flow temporarily exceeds the total productivity of the workers.
The event-analysis time S is specified by one of three distributions:

S ~ Exp(p),
S = const,

S ~ Normal™ (m, o).

The exponential case is used to validate the simulator against M /M /c/ K, the deterministic one
to model an almost stable analysis time, and the truncated-normal one to model moderate variability
while preserving positivity of the processing time.

During each run, the main metrics PZOSS, Platea Puse ful are recorded, as well as diagnostic character-
istics: the mean waiting time in the queue, the mean total time spent in the system by accepted events,
and the maximum queue length Q5.

The generalized simulation algorithm has the following form:

Generate event arrival times according to the selected scenario A(t).

For each new event, increase Nyytql.

If there are already K events in the system, increase Ny opped-

If a free worker is available, start processing immediately and generate S;.

If all workers are busy but there is space in the queue, add the event to the buffer.

After processing completion, pass the next event from the queue to the worker, if it exists.

For each completed event, compute T, ; and classify it as useful or late.

After the experiment is completed, compute the final empirical estimates and diagnostic charac-
teristics.

S IR o

The configuration (¢, B) is considered acceptable if the following conditions are satisfied simultane-
ously:

Pioss < €loss,

Puseful > Pmin-

Thus, the simulation model complements the analytical stage and makes it possible to move from
mean stationary characteristics to the evaluation of the timeliness of the protective reaction at the level
of individual events.



Table 1
Comparison of Simulation and Analytical Estimates for the Stationary Flow A = 900 Events/s

Configuration PfO’;’SL Pltoffs‘” W;im, S W;he‘”, s Wsim g Jtheor

¢=20,B=100 0,258606 0,259259 0,145448 0,145714  0,175427  0,175714
¢=20,B=500 0,257125 0,259259 0,741446  0,745714  0,771425 0,775714
¢=20,B=1000 0,255274 0,259259 1,479767 1,495714  1,509746  1,525714
¢=30,B=100 0,000000 0,000001 0,004601 0,004713 0,034578  0,034713
¢=30,B=500  0,000000 0,000000 0,004601 0,004714 0,034578  0,034714
¢ =30, B=1000 0,000000 0,000000 0,004601 0,004714  0,034578  0,034714
¢=40,B =100  0,000000 0,000000 0,000027 0,000029 0,030005 0,030029
¢=40,B =500  0,000000 0,000000 0,000027 0,000029 0,030005 0,030029
¢ =40, B=1000 0,000000 0,000000 0,000027 0,000029 0,030005 0,030029

7. Results of simulation verification and computational experiments

7.1. Validation of the simulator on a stationary flow

At the first stage, the correctness of the simulation implementation was verified by comparison with
the analytical M /M /c/K model for a stationary Poisson flow and exponential processing time.

For the light regime with A = 300 events/s, E[S]| = 30 ms, Tycqct = 3 s, and configurations ¢ €
{20, 30,40}, B € {100, 500, 1000}, almost complete agreement was obtained: in all nine configurations,
Pyss = 0, Piyte = 0, Pysefur = 1, and the mean time spent in the system was about 0,03 s.

A denser stationary test with A = 900 events/s is more illustrative. Its results are given in Table 1.

The worst absolute errors in this test were

max |APjyss| = 0,003985
max |AW,| = 0,015947 s

max |AW| = 0,015968 s

The simulator correctly reproduces the analytical characteristics of M /M /c/K for a stationary
Poisson flow and exponential service time and can be used for further simulation experiments.

7.2. Effect of buffer size in an overloaded stationary regime

Separately, the dependence of losses and delay on the buffer size was studied for an overloaded
stationary regime with the parameters ¢ = 20, A = 900 events/s, F[S] = 30 ms, Tycqct = 3 s, and
B =50,100,...,1000.

The obtained results showed that increasing the buffer in such a regime only weakly reduces losses:
Pyyss changes from 0,258791 at B = 50 to 0,255274 at B = 1000. The mean waiting time in the queue
grows very substantially: from 0,070619 s to 1,479767 s. The probability of timely useful processing
also changes only weakly - from 0,741209 to 0,744726.

This result is fundamentally important for the formulation of the optimization task. In the studied
range B = 50..1000, late events still practically do not appear, but even with a sharp increase in
the waiting time, the increase in P, f,; remains minimal. Increasing the buffer by itself does not
provide a substantial gain from the viewpoint of the real usefulness of the system if the computational
productivity of the workers is already insufficient.



Table 2
Results of the Final Simulation Experiment

c B ploss Puseful Criteria satisfied
20 100 0,184235 0,815765 no
20 500 0,169257 0,830743 no
20 1000 0,150534 0,849466 no
20 2000 0,113087 0,842576 no
20 5000 0,000749 0,647182 no
25 100 0,120202 0,879798 no
25 500 0,105224 0,894776 no
25 1000 0,086501 0,913499 no
25 2000 0,049054 0,950946 no
25 5000 0,000000 0,878937 no
30 100 0,057742 0,942258 no
30 500 0,042764 0,957236 no
30 1000 0,024040 0,975960 no
30 2000 0,000000 1,000000 yes
30 5000 0,000000 1,000000 yes
35 100 0,000037  0,999963 yes
35 500 0,000000 1,000000 yes
35 1000 0,000000 1,000000 yes
35 2000 0,000000 1,000000 yes
35 5000 0,000000 1,000000 yes
40 100 0,000000 1,000000 yes
40 500 0,000000 1,000000 yes
40 1000 0,000000 1,000000 yes
40 2000 0,000000 1,000000 yes
40 5000 0,000000 1,000000 yes

7.3. Final burst experiment and selection of an acceptable configuration

The following parameters were used for the final experiment: E[S] = 30 ms, 4 = 33,3 events/s,
Treact = 38, Anormal = 300 events/s, Ayirack = 1200 events/s, simulation duration 60 s, attack interval
20-30 s, ¢ € {20, 25, 30, 35,40}, B € {100, 500, 1000, 2000, 5000}, €555 = 0,01, ppmin, = 0,95.

Taking into account the fixed Teqct = 3 s and Agsracr = 1200 events/s, this scenario corresponds to
an allowable harm budget of N;"9* = 3600 events.

Zero values of I:)loss and the value puse fur = 1,000000 in Table 2 mean that within the corresponding
simulation run, neither events discarded because of queue overflow nor late events were observed.
All reported simulation values should be interpreted as empirical estimates obtained for a fixed load
scenario, a given simulation horizon, and a specific experimental configuration, rather than as universal
characteristics of the system.

Since the cost of one additional worker is considered substantially higher than the cost of one
additional position in the buffer, a lexicographic minimality criterion is used: first ¢ is minimized, and
among configurations with the same ¢, B is minimized. Under this criterion, the minimally acceptable
configuration is

c = 30, B = 2000
For this configuration, the following was obtained:

~

Pioss = 0,000000,  Pyseur = 1,000000

The obtained results show that configurations with ¢ = 20 and ¢ = 25 do not ensure the simultaneous
satisfaction of both criteria even with a substantial increase in the buffer. In these cases, increasing B



Table 3
Comparison of Indicators for Different Analysis-Time Distributions

Distribution S E[S], ms I:’loss Plate Pyuseful
Exponential 30 0,004692 0,000000 0,995308
Deterministic 30 0,004709 0,000000 0,995291
Normal* 30 0,004982 0,000000 0,995018

does reduce ]5103 s, but it increases the waiting time and the fraction of events that lose operational value.
Starting from ¢ = 30, the system can already satisfy both criteria, but only with a sufficiently large
buffer. For ¢ = 35 and ¢ = 40, acceptable results are achieved already at B = 100, which confirms the
decisive role of the number of workers compared with simply increasing the buffer.

7.4. Comparison of different analysis-time distributions

To check how strongly the results depend on the assumption of exponential service time, a separate
stationary experiment was performed with fixed parameters: A = 1000 events/s, Treqct = 3 s, ¢ = 30,
B = 500, simulation duration 120 s, and mean analysis time E[S] = 30 ms.

Three variants were compared:

Sl ~ EJ,‘p(,LL)7
So = 30 ms,

S3 ~ Normal™ (30 ms, 5 ms).

In this experiment, the influence of the shape of the analysis-time distribution on the main practical
metrics was insignificant. For all three variants, P4 = 0, Pjoss remains close to 0,5%, and Py fui
exceeds 0,995. This indicates that for this configuration and this load regime, the decisive factor
is primarily the mean value E[S], rather than the choice among the distributions Exp, const, and
Normal™.

8. Conclusions

It is shown that for application protection systems it is not sufficient to evaluate asynchronous analysis
only through the probability of losses in the queue. A practically important question is different:
whether the system manages to form the analysis result when it can still influence the development of
the current attack. Therefore, the queue parameters and the number of workers were considered not
only from the viewpoint of throughput, but also from the viewpoint of the operational usefulness of
the obtained conclusion.

The analytical M /M /c/K model proved useful as a tool for the initial evaluation of stationary
characteristics of the system and for narrowing the space of admissible configurations. This model
does not give a direct answer to the question of what fraction of events will be processed within the
allowable reaction time. For this reason, a simulation stage is necessary for the metrics Py f, and
Pate, because it takes into account not only mean values, but also the time dynamics of system overload
and recovery.

The obtained results have a clear practical interpretation. If the system lacks computational produc-
tivity, a simple increase in the buffer does not solve the problem, but only changes its form: part of
the events stops being lost at the input, but instead waits longer in the queue and no longer manages
to be used for an operational reaction. In other words, the buffer absorbs a short spike well, but it
cannot replace missing worker productivity. Therefore, the parameter c is more important than B in



this problem: the number of workers determines the system’s ability to actually serve the flow during
an attack, whereas the buffer only gives it an additional time reserve.

For the final burst scenario with \p,ormar = 300 events/s, Agsrack = 1200 events/s, E[S] = 30 ms,
and Teqet = 3 s, the minimally acceptable configuration under the criterion adopted in the work was
¢ = 30, B = 2000. This result is important not only in itself, but also as an engineering conclusion:
configurations with ¢ = 20 and ¢ = 25 do not provide the required indicators even with a substantial
increase in the buffer, whereas the transition to ¢ = 30 moves the system to a regime in which the buffer
already begins to work as a means of smoothing peak load, rather than as an attempt to compensate
for the lack of resources. For the design of such pipelines, this means that an error in estimating the
required number of workers is substantially more dangerous than an error in choosing a moderate
queue size.

The comparison of three analysis-time distributions with the same mean value E[S] showed that in
the studied regime, the difference among the exponential, deterministic, and truncated-normal cases
is small. This indicates that for loads of this type, the decisive factor is primarily the mean analysis
time, not the exact shape of the distribution. Practically, this means that at the stage of the initial
engineering calculation, it is more reasonable to focus on reducing the mean processing time and
providing a sufficient level of parallelism than on overcomplicating the service-time model.

At the same time, the boundary of applicability of the proposed approach is quite clear. The model is
suitable for the preliminary selection of the configuration of an asynchronous pipeline if the events can,
in the first approximation, be considered homogeneous, if the queue operates under the drop-on-full
policy, and if the load is described by a stationary regime or a simple short-burst scenario. If the
system has several event classes with different priorities, complex displacement policies, controlled or
adaptive attacks, as well as substantially non-stationary flows, such a model is no longer sufficient, and
a transition to multi-class or more complex simulation formulations is required.

Further research should be directed to the following areas:

1. Consideration of heterogeneous event classes with different priorities;

2. Study of alternative overflow-handling policies, in particular drop-head, as a separate direction
of future work;

3. Extension of the model to cases of more complex non-stationary or controlled attacking flows;

4. More detailed justification of the parameter 7.4 through application scenarios of damage and
the allowable budget of attacking events.
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