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Abstract
The rapid expansion of global network infrastructures has led to a significant increase in the frequency and
complexity of Distributed Denial of Service (DDoS) attacks. Detecting these malicious activities in large-scale
networks with highly diverse traffic remains a critical cybersecurity challenge. In order to improve computation
speed and accuracy, this article proposes a two-stage anomaly detection system utilizing data processing based
on artificial intelligence. A procedure has been devised to calculate multiple correlations depending on a more
streamlined correlation matrix structure extracted from specific network packet parameters. The data obtained
from the correlation analysis then filtered with discrete wavelet transform (DWT) coefficients to provide highly
efficient and reliable detection capabilities. Quantitative and qualitative characteristics of a signal necessarily
contain fluctuations or changes that occur in the signal. Sudden changes in signal variations produce certain
characteristics, that need to be classified as attacks. To effectively classify these anomalies, the K-means machine
learning algorithm is utilized to cluster the standardized correlation data, minimizing false positives. This
immediate alerting of network system administrators is enabled through the use of specific attributes that help in
the precise identification of anomalies within the network’s traffic flow, ensuring network security and resilience.
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1. Introduction

The exponential growth of internet-connected devices and cloud-based services has made large-scale
networks increasingly vulnerable to Distributed Denial of Service (DDoS) attacks. These attacks aim
to overwhelm network resources, causing severe service disruptions and substantial financial losses.
Historically, the effectiveness of anomaly detection methodologies has mainly been established on
smaller than average databases, which often fail to reflect the complexity of modern, high-speed
backbone networks. Intrusion detection and data mining systems are highly sensitive to the sampling
rate and the number of samples collected over time. While other research efforts have developed
different DDoS detection methodologies, relying primarily on signature-based detection or simple
thresholding, these traditional systems struggle to adapt to novel attack vectors. Nonetheless, none of
these existing schemes utilize a machine learning approach in conjunction with wavelet analysis to
investigate DDoS traffic at a granular level [1].

Traffic modeling in the literature generally uses a variety of aggregated network statistics, for example,
network flow rates and packet types, as the foundation for time series generation. However, relying
solely on aggregated data can obscure the subtle, early indicators of an attack. In the identification of
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hacker activities on a network, the approach discussed in this article focuses on analyzing the actual
data packets in the network [2]. In analysing various network attacks, use of several layers of the OSI
model and various specific parameters is needed.

For instance, a UDP flood attack is described in order to illustrate the above point. In order to be
able to successfully identify this particular kind of attack, it is essential to monitor a considerable
number of packets associated with either specific or randomised remote host port numbers. In this
situation, the host must determine the appropriate process for each received packet in order to test for
its inactivity. It must then send an ICMP "destination unreachable" message to the source. Thus this
attack vector can be detected as a correlation between ICMP and UDP packets, where the UDP packets
are the cause and the ICMP packets are the effect. This can be accomplished by inspecting the source
and destination UDP port numbers and the code field of ICMP messages. Similarly, the information
sources most frequently manipulated during a DDoS attack on the TCP protocol are the sender’s port
number, the recipient’s port number and the control flags. By extracting and analyzing these specific
packet-level parameters, the system proposed in this paper aims to provide a robust, scalable, and highly
accurate defense mechanism against sophisticated DDoS threats.

2. Related work

In our information-rich society, critical information infrastructures are used on a daily basis for work and
private life, making their protection a top priority for national and global security [3, 4, 5]. For monitoring
potential risks and preventing damage to networks of high complexity, a variety of cybersecurity risk
assessment approaches are being discussed by researchers [6, 7, 8, 9]. However, current systems for
DDoS and network intrusion detection mainly rely on message analysis, predefined attack signatures,
and threshold values for normal traffic characteristics [10].

New challenges for DDoS and network intrusion detection are raised by the growing complexity of
attacks, which are increasingly driven by AI, as well as by the deployment of new generation network
systems such as 5G and novel applications like automated aviation systems that require secure data
transmission and ultra-low latency [11, 12]. Classical solutions fail to address these current challenges
[13, 14, 15]. This necessitates a shift toward adaptive and intelligent detection solutions capable of
handling zero-day attacks and identifying complex traffic anomalies.

Recent research demonstrates the significant potential of artificial intelligence (AI) and machine
learning (ML) for identifying network intrusions. Artificial neural networks and deep learning solutions
can be successfully used for deterministic signal detection and for the real-time classification of network
intrusions, even under conditions of a priori parameter uncertainty where models are not fixed in
advance [16, 17, 18, 19]. Furthermore, signal processing techniques – particularly the Discrete Wavelet
Transform (DWT) – can be successfully employed to extract semantic features from non-stationary
signals. The application of empirical wavelet transforms and high-resolution DWT for tasks such as
signal compression, signal reconstruction, speech emotion recognition, and acoustic detection of UAVs
has been reported in several studies, demonstrating their ability to identify sudden changes and hidden
patterns in information [20, 21, 22, 23, 24, 25, 26, 27, 28].

To address the security challenges of 5G networks and automated airspaces, new security architectures
are currently being researched, including secure network slicing and quantum key distribution (QKD)
protocols in IoT and 5G environments [29, 30, 31, 32, 33, 34]. However, several issues remain open. In
particular, there is a gap regarding the possibility of integrating powerful signal processing techniques
(like DWT) with unsupervised machine learning (e.g., K-means clustering) to implement a real-time
DDoS detection system for large-scale networks featuring highly heterogeneous traffic. This problem
can be solved by developing a hybrid framework of robust signal processing and unsupervised machine
learning for dynamic and heterogeneous large-scale networks.



3. Wavelet transform for anomaly detection

Many approaches are used for processing input signals to get more detailed information about the
characteristics of the signal under study. The most typical approach for the spectral analysis of time-
series signals is to use the Fourier transform. However, the Fourier transform has restrictions for
processing signals because it only allows us to obtain information about the frequency content of the
signal and its amplitude in the time-scale. This approach is not suitable for processing many real-world
signals, especially non-stationary signals like network traffic sampled over time.

The Short-Time Fourier Transform (STFT) is a time-localised spectral analysis of a non-stationary
signal. However, the uncertainty principle sets certain restrictions on the STFT, making it impossible
to obtain an exact frequency-time representation of a signal. The wavelet transform, as opposed to
the Fourier transform, is used for frequency-time analysis, acting as a method of frequency domain
analysis that is particularly well-suited for non-stationary signals.

The Wavelet Transform (WT) is a mathematical tool for the approximation of physical phenomena.
Its primary objective is to analyze and study a signal by extracting the most important information,
such as identifying the principal characteristics and structures. Wavelet transforms are divided into two
major classes: the Continuous Wavelet Transform (CWT) and the Discrete Wavelet Transform (DWT).
While CWT uses a continuous wavelet function to analyze a signal within a continuous time-scale
framework, DWT utilizes a set of discrete wavelet functions and is mainly used for the analysis of
discrete signals.

For a finite number of decomposition levels 𝐿, any sequence of discrete samples of the analysed
traffic 𝐷(𝑡𝑗) can be represented as an ordered set of coefficients in a system of scaling functions and
wavelet functions:

𝐷(𝑡𝑗) =
2𝐾−𝐿∑︁
𝑘=1

𝑐𝐿,𝑘𝜙𝐿,𝑘(𝑡𝑗) +
𝐿∑︁

𝑚=1

2𝐾−𝐿∑︁
𝑘=1

𝑒𝑚,𝑘𝜓𝑚,𝑘(𝑡𝑗), 𝑚, 𝑘 ∈ 𝐼 (1)

where 𝜙𝐿,𝑘(𝑡𝑗) is the basis scaling function, 𝜓𝑚,𝑘(𝑡𝑗) is the basis wavelet function, 𝑐𝐿,𝑘 and 𝑒𝑚,𝑘 are
the approximation and detail coefficients respectively, 𝑚 and 𝑘 are scale and shift parameters in the
integer space 𝐼 , and 𝐾 is the maximum decomposition level.

Unlike the CWT, the DWT is computed at scales of 2𝑗 , where 𝑗 is the decomposition level. This
allows the coefficients for the DWT to be computed much faster. The computation complexity of the
DWT is equal to 𝑚 log2(𝑚), where 𝑚 is the length of the time series under analysis.

A DDoS attack fundamentally represents an abnormal behavior of network traffic. Thus, attack
detection corresponds to the detection of changes in traffic behavior. Network traffic possesses scale-
invariant and burst-like behavior on a variety of time scales. This property can be effectively captured
by wavelet transforms through the decomposition of a signal into different time scales. Consequently,
wavelet transforms are highly adequate for characterizing network traffic and extracting features for
anomaly detection.

4. Methodological framework

To detect anomalies, one might employ an approach that involves partitioning the source traffic into
non-overlapping time windows. However, this methodology proves to be suboptimal in instances of
highly mixed network traffic – specifically when the traffic itself is represented by a diversity of different
protocols, or when a single protocol contains a multiplicity of data within its various fields, thereby
exhibiting significant heterogeneity. In such contexts, key values across a number of time intervals for
this type of traffic will inevitably be skewed, either overestimated or underestimated. Such situations
invariably lead to the occurrence of false positives and false negatives (Type I and Type II errors).

To mitigate these issues, the following approach is proposed: to examine time intervals with a shift
relative to one another, such that the interval is dominated by the unchanged portion of the traffic
from the preceding window. Since network traffic of a single type within a specific time interval is



inherently heterogeneous, a denial-of-service attack will introduce a certain uniformity across a number
of parameters. Consequently, at the junctions between heterogeneous, potentially safe traffic and
homogeneous, potentially malicious traffic, spikes in DWT frequencies occur, which this study proposes
to monitor.

Tracking these spikes becomes significantly more feasible if the time intervals are calculated in an
overlapping manner. Thus, as a result of this preprocessing phase, the researcher obtains a dataset
composed of windows structured in the following manner:

Window𝑗+𝑦·𝑠ℎ𝑖𝑓𝑡 =

⎧⎪⎨⎪⎩
Time series for parameter 1
Time series for parameter 2
Time series for parameter 3

(2)

where 𝑗 represents the window number, 𝑠ℎ𝑖𝑓𝑡 denotes the time shift, and 𝑦 indicates the offset
number. Figure 1 provides a clearer visual demonstration of this window overlapping technique.

Figure 1: Example of time window overlap.

Thus, if the time interval is established at 10 seconds and the offset is set to 5 seconds, the following
windows will be generated:

[[0 seconds – 10 seconds], [5 seconds – 15 seconds]],
[[10 seconds – 20 seconds], [15 seconds – 25 seconds]],
...
[[m x 10 s. – (m + 1) x 10 s.], [m x 10 + 5 s. – (m + 1) x 10 + 5 s.]]

In this instance, data grouping must be performed in accordance with the first interval, as it is
precisely in relation to this offset that the dynamics of changes in traffic composition are considered.
Subsequently, each resulting sequence is fed into a discrete wavelet transform, from which the detail
coefficients are of the primary interest.

In order to characterize the behavior of network traffic within a given time window, it is proposed to
monitor the degree of dependence among different parameters of the network packet. The multiple
correlation coefficient can be utilized as a metric to determine this degree of dependence; for the
sequences 𝑎, 𝑏, 𝑐, this is calculated using the standard formula:

𝑅𝑏(𝑎, 𝑐) =

√︃
𝑟2𝑏𝑎 + 𝑟2𝑏𝑐 − 2 · 𝑟𝑏𝑎 · 𝑟𝑏𝑐 · 𝑟𝑎𝑐

1− 𝑟2𝑎𝑐
(3)



𝑟𝑏𝑎 =

∑︀
(𝑎𝑗 − 𝑎̄) · (𝑏𝑗 − 𝑏̄)√︁∑︀
(𝑎𝑗 − 𝑎̄)2 ·

∑︀
(𝑏𝑗 − 𝑏̄)2

(4)

A deviation of the multiple correlation coefficient 𝑅𝑏(𝑎, 𝑐) from the threshold value serves as an
indicator of the presence of an anomaly within the network traffic. The more closely connected the
network packets are within the interval under study, the higher the multiple correlation coefficient
value will be, and conversely, the lower the probability of a DDoS attack within that interval. This
choice of metric is substantiated by the high probability of changes in the multiple correlation coefficient
values occurring specifically at the junctions between traffic with and without an attack.

Figure 2 presents a comparison chart illustrating the multiple correlation coefficients at the junction
of traffic without an attack and traffic containing a TCP SYN attack.

Figure 2: Comparison of multiple correlation coefficients for different percentages of traffic with and without
TCP SYN attacks.

The figure displays five distinct time intervals containing varying percentage ratios of malicious
network traffic, representing a TCP SYN attack, alongside harmless network traffic. The figure also
highlights the threshold value that separates traffic without an attack (above the line) from traffic with
an attack (below the line). This threshold value of 0.9 was derived empirically as a result of a series of
experiments. The intervals under consideration are detailed below, proceeding from left to right.

First, the interval without an attack represents the traffic associated with downloading a file from a
remote server. This specific type of traffic was deliberately selected for comparison purposes, as it is
relatively uniform and is situated close to the threshold value. Nevertheless, this traffic remains above
the boundary, which characterizes it as traffic free from attacks. Moving below the threshold value,
the next point is a time interval containing 15% malicious network traffic, followed subsequently by
a point representing a time interval with 25% malicious network traffic. The next point represents a



time interval containing 50% malicious network traffic; assuming that half of the network traffic in the
interval under consideration consists of safe traffic and half consists of traffic representing an attack,
the indicator is most strongly determined as an interval containing malicious traffic. Finally, the last
value represents a time interval containing 100% malicious network traffic. This value is located closer
to the threshold value of 0.9, as there are no spikes present within this interval. Nevertheless, it is
strictly defined as attack traffic due to the uniformity of the network packets according to the selected
parameters.

The discrepancy between the first value of the interval without an attack and the last interval with
an attack is attributable to the selection of parameters. In this manner, this study demonstrates the
feasibility of detecting DDoS attacks which constitute at least 15% of the analyzed time interval of
network traffic.

Based on this conclusion, it is proposed to employ artificial intelligence methods – specifically
machine learning algorithms – to create an adaptive model for the detection of DDoS attacks [16].
In order to apply machine learning methods effectively [17], it is necessary to unify the number of
parameters (multiple correlation coefficients) within each time interval. These coefficients are grouped
by time intervals; however, there may be a differing number of coefficients within a time interval
depending on the intensity of the network traffic.

To unify traffic within each time window, it is proposed to use the root mean square (RMS) deviation
over the specified intervals. The RMS is determined by equation (5), where 𝑎̄ is the arithmetic mean of
the sample.

𝐷 =

⎯⎸⎸⎷ 1

𝑚

𝑚∑︁
𝑗=1

(𝑎𝑗 − 𝑎̄)2 (5)

𝑎̄ =
1

𝑚

𝑚∑︁
𝑗=1

𝑎𝑗 (6)

It is proposed that this standardized (unified) data be used for training artificial intelligence using
the K-means clustering algorithm. In this algorithm, the centers of clusters with the largest number of
elements concentrated in a given area are determined, and subsequently, the algorithm seeks to minimize
the total quadratic deviation of cluster points from the centers of these clusters using equation (7).

𝑊 =

𝑝∑︁
𝑗=1

∑︁
𝑎∈𝐶𝑗

(𝑎− 𝜇𝑗)
2 (7)

The proposed approach is comprised of two distinct iterations. The first iteration performs the
identification of sections of spikes containing potentially malicious traffic, as determined by the clus-
tering algorithm. This algorithm is implemented as a computer program and is registered with the
Federal Service for Intellectual Property under number 2018660604. During this phase, the traffic under
investigation is initially divided into overlapping time windows, and the necessary network parameters
are extracted from the network packets. Following this, the Discrete Wavelet Transform (DWT) is
applied over the time windows containing various lists of extracted network parameters. A multiple
correlation coefficient is then calculated over the DWT coefficients to compute the overall coefficient
for each set of coefficients within a single window. Subsequently, the standard deviation is calculated
for the multiple correlation coefficients to unify the data, and finally, this unified data is clustered using
the K-means algorithm.

The second iteration identifies sections of spikes containing malicious traffic tailored to the recipient IP,
as determined by the clustering algorithm. In this phase, time windows containing potentially malicious
traffic are divided into lists based on the recipient’s IP address. The necessary network parameters
are extracted from these network packets, and DWT is applied over time windows containing various
lists of extracted network parameters. Similar to the first iteration, a multiple correlation coefficient is
calculated over the DWT coefficients to compute the overall coefficient for each set of coefficients within



a single window. The standard deviation is then calculated for the multiple correlation coefficients to
standardize the data, which is subsequently clustered using the K-means algorithm.

The first iteration allows for the calculation of spikes in network traffic within backbone networks.
Since the first iteration facilitates the identification of potentially malicious traffic – and therefore DDoS
attacks – the second iteration breaks down suspicious time intervals of network traffic by recipient IP
addresses, thereby allowing the sample to be differentiated in relation to the presumed victim. During
the execution of the second iteration, traffic in the detected areas is sorted by recipient IP addresses and
selected again for parameter extraction, DWT calculation, multiple correlation coefficients, reduction
to RMS, and the launch of the K-means algorithm.

This iteration allows for the discarding of the majority of false positive spikes, which may appear
mainly in UDP traffic. Figure 3 presents a general diagram of the proposed anomaly detection method.

Figure 3: General diagram of the proposed anomaly detection method.

It should be noted that the calculation of the standard deviation is utilized for the unification of
parameters for the second iteration, since traffic intensity may vary across different IP addresses. This



results in different numbers of coefficients at different intervals, while clustering must be performed for
an equal number of parameters. Nevertheless, the same steps are performed at each iteration to unify
the model.

5. System architecture, operational workflow, and performance
evaluation

To practically implement the proposed anomaly detection methodology, a prototype system architecture
for detecting DDoS attacks in large-scale networks has been developed. The conceptual architecture is
illustrated in Figure 4.

Figure 4: Architecture of the prototype DDoS attack detection system in large-scale networks.

The operational workflow of the system is executed systematically across three primary physical
stages:

1. Preliminary Traffic Collection: This initial stage is designed to eliminate real-time processing
delays. The captured network traffic is securely stored in a standardized format, making it readily
accessible for the subsequent components of the traffic analysis system to extract necessary
packet parameters without computational bottlenecks.

2. Traffic Analysis Execution: The core processing occurs in this stage, leveraging the detailed
methodological framework presented in Section 4. The analysis system systematically divides
the incoming traffic into overlapping time windows, performs parameterization, and executes
data clustering. It then analyzes the resulting anomaly spikes and automatically triggers the
secondary iteration if potential malicious activity is detected.

3. Target Identification and Mitigation: The final output generated from the traffic analysis
stage contains specific, actionable information, pinpointing the potentially targeted recipient
IP addresses under attack. This allows the system to initiate the filtering of the detected attack,
ensuring the continuous availability of network resources.

During the execution of the Traffic Analysis stage, evaluating the accuracy of the clustering and
multiple correlation calculations is important to assess the performance of the proposed two-stage
approach. To achieve this, a set of standard performance metrics derived from the confusion matrix
is utilized dynamically. Let 𝑇𝑃 (True Positive) represent the number of malicious traffic windows



correctly identified by the system, 𝑇𝑁 (True Negative) the number of correctly identified benign
windows, 𝐹𝑃 (False Positive) the normal traffic incorrectly classified as an attack, and 𝐹𝑁 (False
Negative) the malicious traffic missed by the system.

The primary metric used for evaluation within the system’s feedback loop is the Detection Rate (DR).
Also referred to as Recall or Sensitivity, the DR is the proportion of all real DDoS attacks that the system
is able to successfully detect. It is calculated using the following formula:

𝐷𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
(8)

In large-scale backbone networks, minimizing false positives is as critical as detecting the attacks
themselves, since frequent false alarms could overwhelm network administrators or even trigger
automatic traffic blocking in automated systems. Thus, to measure how much the system misfires, the
False Alarm Rate (FAR) is calculated as follows:

𝐹𝐴𝑅 =
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
(9)

To obtain a reliable probability that a time window classified as an attack is genuinely malicious, the
Precision (PR) metric is utilized by the evaluation module:

𝑃𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
(10)

Since network traffic datasets are highly imbalanced (i.e., they contain significantly more benign
than malicious traffic on a daily basis), using accuracy as the sole performance measure would be highly
misleading. To objectively balance Precision and Detection Rate, the F1-Score is used, which represents
their harmonic mean. This provides a single, robust metric for the performance reliability of the given
traffic classifier model:

𝐹1 = 2 · 𝑃𝑅 ·𝐷𝑅
𝑃𝑅+𝐷𝑅

(11)

Furthermore, the optimization of the K-means clustering process—conducted during both iterations
of the algorithm – relies heavily on selecting the appropriate number of clusters (𝑘). To automate
this selection and ensure the model adapts dynamically to varying traffic intensities across different
recipient IP addresses, the Elbow Method is employed. This involves calculating the Within-Cluster
Sum of Squares (WCSS) for different values of 𝑘 and searching for the “elbow” point where the rate of
decrease sharply shifts. The WCSS optimization function extends equation (7) as follows:

𝑊𝐶𝑆𝑆 =

𝑘∑︁
𝑗=1

∑︁
𝑎∈𝐶𝑗

||𝑎− 𝜇𝑗 ||2 (12)

By tracking these specific performance metrics across both iterations of the proposed mathemat-
ical algorithm, the system architecture guarantees a dynamic thresholding mechanism that actively
maintains a high Detection Rate while effectively driving the False Alarm Rate toward zero.

6. Conclusions

This article has described a comprehensive and highly effective approach for the detection of distributed
denial-of-service attacks in large-scale networks based on the integration of mathematical statistics,
signal processing, and artificial intelligence methods. To improve the efficiency of network traffic
security analysis using the proposed approach, several specific methods and algorithms were developed
and rigorously evaluated. First, a robust criterion for determining traffic containing at least 15% malicious
traffic using Discrete Wavelet Transform (DWT) and multiple correlation coefficients was successfully
established, proving that sudden signal variations can be accurately isolated even in heterogeneous traffic.



Additionally, a specific set of TCP and UDP network parameters has been proposed that is sufficient and
optimal for further analysis to detect DDoS attacks, significantly reducing the computational overhead
required for deep packet inspection.

Furthermore, an algorithm for the preliminary assessment of the potential danger of the analyzed
traffic, based on cluster analysis of network traffic in large-scale networks, was proposed. By utilizing
the K-means machine learning algorithm across two distinct iterations, the system allows for drastically
reducing the number of analyzed network packets while successfully discarding false positive spikes,
particularly in UDP traffic. Ultimately, the combined use of these developed methods and algorithms
forms a comprehensive, adaptive approach to detecting DDoS attacks in large-scale networks. The
proposed system not only allows for the reliable and rapid detection of ongoing distributed denial-of-
service attacks but also provides network administrators with a scalable tool to maintain the integrity and
availability of critical network infrastructure. Future research will focus on integrating this methodology
directly into Software-Defined Networking (SDN) controllers and next-generation 5G architectures,
enabling automated, real-time mitigation of sophisticated application-layer anomalies at the network
edge [29, 30, 31, 32, 33, 35].

Declaration on Generative AI

The authors have not employed any Generative AI tools.
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