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Abstract
Network Digital Twins (NDTs) can support analysis, diagnosis, emulation, and control of modern telecommunica-
tion infrastructure. However, when an NDT becomes connected to real operational data and recommendations, it
also becomes a cyber-sensitive component of the operator environment. Poor data hygiene, unclear ownership,
weak access control, unprotected synchronization interfaces, or unvalidated recommendations can make the
twin unreliable or unsafe even before advanced attacks are considered. This paper proposes CHR-NDT, a Cyber
Hygiene Readiness model for NDTs in telecommunication infrastructure. The model defines eight readiness
dimensions, four maturity levels, a compact readiness profile, and an optional risk-gap interpretation. The
dimensions cover telemetry and data hygiene, synchronization and interfaces, identity and access control, model
and data integrity, recommendation validation, logging and auditability, incident response and recovery, and
governance. The model is aligned with NDT architecture concepts and with cybersecurity, maturity, and cyber-
resilience guidance from ITU-T, 3GPP, ISO/IEC, NIST, ENISA, and ETSI. The paper also provides an author-created
architecture scheme, a mapping to NIST CSF 2.0, and a 5G Core/MEC-oriented use case with attack scenarios.
CHR-NDT is not a replacement for a full security audit, but it gives operators and researchers a simple structure
for discussing whether a network twin is ready for operational use with acceptable cyber hygiene.
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1. Introduction

Telecommunication infrastructure is becoming more complex because operators have to manage
physical network elements, virtualized functions, cloud and edge resources, software-defined control,
and large volumes of operational data. A Network Digital Twin (NDT) is one possible answer to this
complexity. In simple terms, an NDT is a digital representation of a real network that uses operational
data, models, and interfaces to support analysis, diagnosis, simulation, and sometimes control of the
physical network [1, 2].

This makes NDTs attractive for planning, troubleshooting, capacity management, and future zero-
touch network operation [3]. At the same time, an NDT can create a new operational risk. Recent
survey work on digital twin networks also treats privacy and security as important open issues for this
network paradigm [4]. If the data in the twin is stale, incomplete, or manipulated, the twin may give
wrong recommendations. If synchronization interfaces are weakly protected, attackers may influence
the flow between the physical network and the virtual representation. If there is no clear human
approval process, an NDT recommendation may be applied too quickly in a critical infrastructure
context. Therefore, cyber hygiene should be checked before an NDT is treated as an operational support
tool.

Cyber hygiene is used here in a practical sense: basic and repeatable security practices that reduce
avoidable risk. This idea is close to ENISA’s view of cyber hygiene as a way to improve everyday
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cybersecurity practices across organizations [5]. For NDTs, cyber hygiene cannot be limited to passwords
or antivirus-like measures. It must also cover telemetry quality, model updates, synchronization,
auditability, and responsibility for decisions produced with help from the twin.

The research question of this paper is:

How can a telecommunication operator check whether an NDT is ready for operational use
from a cyber hygiene perspective before it is connected to operational decision-making?

To answer this question, the paper proposes a Cyber Hygiene Readiness model for NDTs. The
contribution is intentionally practical. It is a structured checklist with readiness levels and evidence
examples, not a mathematical resilience index and not a taxonomy of attacks. This choice is important
because many organizations need a first-step instrument before they can perform deeper testing, formal
risk assessment, or advanced cyber-resilience engineering.

The paper makes three contributions:

• it formalizes NDT cyber hygiene readiness as a profile of eight dimensions and four levels;

• it maps the dimensions to NIST CSF 2.0 functions and adds a risk-oriented interpretation;

• it provides an author-created architecture scheme and an illustrative 5G Core/MEC use case with
attack scenarios.

Unlike existing cybersecurity frameworks that address digital twins in a generic manner, the proposed
CHR-NDT model introduces a telecom-oriented readiness structure specifically adapted to operational
Network Digital Twins and their synchronization, recommendation, and governance workflows.

2. Background and scope

2.1. Network digital twin

ITU-T Recommendation Y.3090 defines a digital twin network as a virtual representation of a physical
network that is useful for analysing, diagnosing, emulating, and controlling the physical network based
on data, models, and interfaces [1]. The recommendation highlights several important elements for
this paper: data collection, real-time mapping, models, standardized interfaces, security, privacy, and
synchronization. ITU-T Y.3091 is also relevant because it treats capability levels and evaluation methods
as a way to discuss the technical maturity of DTN systems [6]. ITU-T Y.3092 and 3GPP TR 28.915
further connect NDTs with management and orchestration in IMT-2020 and beyond networks, which is
important for the telecom use case in this paper [7, 8].

Recent research also describes NDTs as data-driven models that can operate close to real time and
support network management tasks [2]. In the 5G and beyond context, digital twins are discussed as
tools for continuous assessment, monitoring, and proactive maintenance [9]. ETSI’s ZSM work also
connects network digital twins with more automated and zero-touch network management [3]. These
directions show why the NDT is not only a research object. It may become part of the operational
environment.

For this reason, the security and hygiene of an NDT must be treated as a practical deployment issue.
A twin that only exists in a laboratory can be evaluated as a research prototype. A twin that consumes
live operational data and gives recommendations to network engineers needs a different level of care.

2.2. Cyber hygiene and readiness

Cyber hygiene usually means basic security practices that are performed regularly and consistently. In
organizations, such practices may include asset awareness, secure configuration, access control, patching,
backup, logging, and incident response preparation. NIST CSF 2.0 provides high-level cybersecurity



outcomes for governance, protection, detection, response, and recovery [10]. NIST IR 8356 is useful
for this paper because it discusses security and trust considerations that appear when digital twins
are used for monitoring, simulation, testing, and control [11]. ITU-T X.2011 is especially relevant
because it gives security guidelines for digital twin networks, including threats, requirements, and
countermeasures for DTN layers and interfaces [12]. NIST SP 800-160 Volume 2 Revision 1 adds a
cyber-resilience engineering view, where systems should be able to anticipate, withstand, recover from,
and adapt to adverse conditions [13].

For telecommunication providers, ENISA’s guidance under the European Electronic Communications
Code and ENISA’s NIS2 implementation guidance are also useful because they link security measures
with implementation evidence and operational responsibility [14, 15]. ENISA’s 5G threat landscape and
2025 threat landscape show why telecom security should be treated as a practical infrastructure issue
rather than as an abstract IT topic [16, 17]. This is close to the idea of a readiness model: the question is
not only whether a control is named in a policy, but whether it is actually implemented, monitored, and
improved.

The proposed model is also positioned against two neighbouring maturity ideas. ISO/IEC 30186
provides a generic digital twin maturity model and guidance for maturity assessment, but it is not
specific to cyber hygiene in telecom NDTs [18]. The SPEAR cyber hygiene maturity model shows that
cyber hygiene maturity can be assessed in critical infrastructure, but its focus is smart grids rather than
network digital twins [19]. CHR-NDT is therefore narrower: it adapts cyber hygiene readiness to NDT
data, synchronization, recommendations, and governance. Recent digital twin security surveys support
the same need to connect threats and requirements across DT layers [20].

2.3. Limitations of this paper

This paper does not propose a full threat taxonomy for NDTs and does not evaluate operational
resilience with a complex numerical model. The optional risk-gap indicator introduced below is only
an interpretation aid, not a replacement for formal risk assessment. The goal is narrower: to provide a
simple readiness model that can be used before deeper technical testing or formal certification.

The model is designed for three situations:

• a research group prepares an NDT prototype for a telecom use case;

• an operator considers connecting an NDT to live operational data;

• a supervisor or reviewer needs a clear checklist to discuss cyber hygiene before deployment.

3. Design principles

The proposed model follows four design principles.
NDT-specific, but simple. The model must reflect the special structure of an NDT: physical network,

digital representation, telemetry, models, interfaces, and recommendations. At the same time, it should
be understandable to engineers and managers who are not specialists in every NDT component.

Evidence-based. A readiness answer should be supported by evidence. For example, it is not enough
to say that access control exists. The assessor should be able to see role definitions, access logs, approval
records, or test results.

Human decision responsibility. NDTs may support automation, but critical telecom decisions
should have clear responsibility. The model therefore includes recommendation validation and gover-
nance as separate dimensions.

Useful before advanced security testing. Penetration testing, formal verification, and deep cyber-
resilience engineering may still be needed. The model is a first-step readiness structure that helps detect
basic gaps before those more expensive activities.
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Figure 1: CHR-NDT position between the operational network, the Network Digital Twin, and the decision
boundary.

4. Proposed cyber hygiene readiness model

The proposed Cyber Hygiene Readiness model for NDTs, abbreviated as CHR-NDT, consists of eight
dimensions and four readiness levels. Each dimension can be checked separately. The result is not a
single score. Instead, the model produces a readiness profile that shows which dimensions are ready
and which require improvement.

Figure 1 shows the role of CHR-NDT. The model does not replace the NDT and does not directly
control the physical network. It is placed between NDT outputs and operational decision-making so
that cyber hygiene gaps are visible before recommendations are trusted.

4.1. Formal description

Let 𝐷 = {𝐷1, . . . , 𝐷8} be the set of CHR-NDT dimensions. For each dimension 𝐷𝑖, the assessor checks
available evidence 𝐸𝑖 and assigns a readiness level 𝑟𝑖 ∈ {0, 1, 2, 3}. The readiness profile is:

R = (𝑟1, 𝑟2, . . . , 𝑟8).

CHR-NDT remains profile-based because a single number can hide weak dimensions. However, a
simple risk-gap view can help interpretation. For each dimension, the gap is 𝑔𝑖 = 3− 𝑟𝑖. If a dimension
has operational weight 𝑤𝑖, an optional normalized gap can be written as:

𝐺 =

∑︀8
𝑖=1𝑤𝑖𝑔𝑖

3
∑︀8

𝑖=1𝑤𝑖

.

If no special weights are defined, all 𝑤𝑖 are equal to 1. A high value of 𝐺 means that many dimensions
are still far from Level 3. This indicator is not a certification score; it is only a compact way to explain
the readiness profile to engineers and managers.

4.2. Readiness levels

Table 1 presents the four readiness levels. The levels are intentionally simple. They help an assessor
avoid a binary answer such as “secure” or “not secure”, which is usually too rough for real systems.

Table 1
Readiness Levels for CHR-NDT

Level Name Meaning

0 Ad hoc The dimension is not defined, or it depends on individual
habits without stable documentation.

1 Documented Basic rules exist and responsible persons are named, but
regular control is limited.

2 Controlled Rules are implemented, monitored, and supported by evi-
dence such as logs, tickets, test results, or access records.

3 Verified and improved The dimension is regularly reviewed, tested, and improved
after incidents, changes, or audits.



Table 2
CHR-NDT Dimensions and Examples of Evidence

ID Dimension What is checked Example evidence

D1 Telemetry and data hy-
giene

Whether data sources are known,
timely, complete enough, and pro-
tected from obvious quality prob-
lems.

Data source register; freshness
checks; missing-data reports; data
cleaning rules.

D2 Synchronization and in-
terface hygiene

Whether physical-to-virtual and
virtual-to-physical interfaces are
documented, protected, and moni-
tored.

Interface inventory; API authen-
tication settings; synchronization
logs; delay thresholds.

D3 Identity and access con-
trol

Whether users, services, and auto-
mated agents have defined roles
and minimum necessary privileges.

Role matrix; account review; priv-
ileged access log; service account
owner.

D4 Model and data integrity Whether model versions, training
data, configuration files, and topol-
ogy data are protected from uncon-
trolled changes.

Version control; signed or approved
model releases; change tickets; roll-
back procedure.

D5 Recommendation valida-
tion

Whether NDT outputs are reviewed
before they influence the physical
network, especially for high-impact
actions.

Human approval workflow; test
sandbox; exception list; record of
accepted and rejected recommen-
dations.

D6 Logging and auditability Whether important NDT actions
can be reconstructed after an event.

Central logs; timestamps; opera-
tor IDs; audit trail for data import,
model update, and recommenda-
tion use.

D7 Incident response and re-
covery

Whether the organization knows
how to isolate, disable, restore, or
rebuild the NDT after a cyber inci-
dent or data corruption.

Incident playbook; backup and re-
store test; isolation procedure; com-
munication contacts.

D8 Governance and owner-
ship

Whether business and technical re-
sponsibility for the NDT is clear.

Owner list; risk acceptance record;
review schedule; policy link to tele-
com security management.

The main practical rule is conservative: an NDT should not be connected to operational decision-
making if any critical dimension remains at Level 0. For higher-risk use cases, such as automated
configuration changes or crisis response, most dimensions should reach Level 2 before use. The four
levels are conceptually consistent with the NIST CSF 2.0 idea of progressively stronger risk-management
posture, but CHR-NDT applies them per NDT-specific dimension rather than as an overall organizational
tier.

4.3. Readiness Dimensions

Table 2 presents the eight CHR-NDT dimensions. They are derived from the structure of an NDT, from
common cyber hygiene practices, and from cyber-resilience guidance.

The dimensions can be read as four operational blocks. D1–D2 check whether data and synchroniza-
tion are reliable enough for a live or near-real-time twin. D3–D4 check whether access, model versions,
topology data, and configuration data are controlled. D5–D6 check whether recommendations and logs
can be reviewed before and after operational decisions. D7–D8 check whether the organization can
recover from an NDT-related incident and whether responsibility for the twin is clear.



Table 3
Mapping of CHR-NDT Dimensions to NIST CSF 2.0 and Risk Meaning

ID CHR-NDT focus Main NIST CSF 2.0 relation Risk-oriented interpretation if readiness is low

D1 Telemetry and data hygiene Identify, Detect The twin may use stale, incomplete, or manipu-
lated data.

D2 Synchronization and inter-
faces

Protect, Detect Attackers may influence the physical-to-virtual
or virtual-to-physical flow.

D3 Identity and access control Govern, Protect Users, services, or tokens may receive excessive
privileges.

D4 Model and data integrity Identify, Protect The operator may not know which model, topol-
ogy, or data version is trusted.

D5 Recommendation validation Govern, Protect High-impact NDT outputs may affect the network
without enough human review.

D6 Logging and auditability Govern, Detect Wrong recommendations or model changes may
be impossible to reconstruct.

D7 Incident response and recov-
ery

Respond, Recover The organization may not know how to isolate or
restore the NDT after compromise.

D8 Governance and ownership Govern Risk ownership, review frequency, and acceptance
decisions may be unclear.

4.4. Mapping to NIST CSF 2.0 and risk meaning

CHR-NDT is not a replacement for NIST CSF 2.0, but it can be aligned with its governance, identification,
protection, detection, response, and recovery logic. Table 3 presents a compact mapping and shows
how low readiness can be interpreted as operational risk.

5. Illustrative telecom use case

Consider a telecom operator that wants to use an NDT for 5G Core and MEC-supported service
management. The twin receives topology data, performance telemetry, configuration snapshots, slice-
related status, and incident records from network management systems and from an SDN controller. It
is expected to help engineers understand congestion, test possible changes, and recommend recovery
actions for service slices or edge resources. The concrete operational boundary is an NDT-suggested
slice reconfiguration or recovery action: it may be analysed offline, but it should not reach live SDN or
orchestration workflows without approval.

Without a readiness check, the operator may focus only on model accuracy or visualization quality.
These are important, but they do not answer basic cyber hygiene questions. For example, who can
change the topology model? How fresh is the telemetry from the 5G Core and MEC environment? Can
the NDT recommendation reach an SDN controller or orchestration tool? Are logs sufficient to explain
a wrong recovery recommendation after an outage?

Table 4 shows how CHR-NDT can be applied before operational use.
In this example, the NDT should not yet be used for operational decision-making because D7 is

at Level 0. This does not mean that the NDT prototype is useless. It means that the safe operational
boundary should be limited. The operator may continue using the twin in offline analysis mode, while
preparing an incident response and recovery procedure.

The same profile also gives a practical improvement plan. The first priority is to raise D7 from Level
0 to Level 1 or Level 2. The second priority is to improve D2, D4, and D6, because synchronization,
model integrity, and auditability are directly connected to trust in the NDT. Governance should also be
clarified before the system moves from a research or pilot mode to operational use.

Table 5 shows how the same use case can be connected to concrete attack scenarios.



Table 4
Example Readiness Profile for an NDT before Operational Use

ID Dimension Example level Practical interpretation

D1 Telemetry and data
hygiene

2 5G Core, MEC, and SDN data sources are registered; fresh-
ness is checked.

D2 Synchronization and
interface hygiene

1 Interfaces are documented, but synchronization failure mon-
itoring is incomplete.

D3 Identity and access
control

2 User roles exist and privileged access is logged; service ac-
count review is scheduled.

D4 Model and data in-
tegrity

1 Model versions are named, but topology and slice-state
changes are not fully approved through tickets.

D5 Recommendation val-
idation

2 High-impact recommendations require engineer approval
before any SDN or orchestration action.

D6 Logging and au-
ditability

1 Logs exist, but they are not yet enough to reconstruct all
model and recommendation updates.

D7 Incident response
and recovery

0 There is no tested procedure for isolating or restoring the
NDT after compromise.

D8 Governance and own-
ership

1 A technical owner exists, but risk ownership and review
frequency are not formally approved.

Table 5
Example Attack Scenarios and CHR-NDT Response Logic

ID Scenario Main affected dimen-
sions

Expected CHR-NDT response

A1 Poisoned telemetry reports false con-
gestion in a slice or MEC segment.

D1, D2, D6 Check source freshness, missing-data
reports, synchronization logs, and audit
trail before trusting the recommenda-
tion.

A2 A compromised API token changes the
synchronization flow between the NDT
and an SDN-related system.

D2, D3, D6 Review interface authentication, ser-
vice account owner, privilege scope, and
logs of synchronization events.

A3 An unauthorized topology or model-
version change makes the twin simu-
late the wrong network state.

D4, D6, D8 Verify model release records, topology
change tickets, rollback procedure, and
governance approval.

A4 The NDT recommends an aggressive
recovery action that could affect live
service continuity.

D5, D7, D8 Require human approval, test the rec-
ommendation in a sandbox, and con-
firm incident response and rollback
readiness.

6. Discussion

The main advantage of CHR-NDT is that it is simple enough to be used early. It does not require a full
attack simulation or a mature security operation center. It asks basic but important questions that are
often skipped when a new technology is evaluated mainly by its functionality.

The model also helps separate three different questions:

• Is the NDT useful for network analysis?

• Is the NDT secure enough for its current use?

• Is the organization ready to take responsibility for decisions supported by the NDT?

These questions are related, but they are not the same. A twin can be technically useful and still not
ready for live operational influence. A readiness model makes this distinction visible.

The model is also compatible with broader cybersecurity frameworks. NIST CSF 2.0 can be used to
connect dimensions to governance, protection, detection, response, and recovery outcomes [10]. NIST



cyber-resilience guidance can support deeper engineering for systems that must withstand adverse
cyber conditions [13]. ENISA telecom security guidance can support evidence-based assessment of
measures in a provider environment [14]. The proposed model does not replace these sources. It adapts
their logic to the specific structure of NDTs.

The model is also compatible with technical research where digital twins are used to detect abnormal
or malicious behaviour in cyber-physical systems [21]. CHR-NDT does not compete with such detection
frameworks. Instead, it asks whether the NDT environment itself has enough basic hygiene to make
later detection, analysis, and response trustworthy.

There are limitations. First, the model is conceptual and illustrative. It should be tested on real
NDT deployments or detailed case studies. Second, the readiness levels and risk-gap indicator are
intentionally simple. This is useful for early assessment, but future work may define more precise
evidence criteria for each level. Third, different telecom environments may require different priorities.
For example, an NDT used only for offline planning has lower risk than an NDT connected to automated
configuration workflows.

7. Conclusions

This paper proposed CHR-NDT, a Cyber Hygiene Readiness model for Network Digital Twins in
telecommunication infrastructure. The model defines eight readiness dimensions, four maturity levels, a
readiness profile, and an optional risk-gap interpretation. It focuses on practical cyber hygiene questions:
data quality, synchronization, access control, model integrity, recommendation validation, logging,
incident recovery, and governance.

The proposed model is useful as an early checklist before an NDT is connected to live operational
data or decision-making. It does not replace a full security audit or detailed cyber-resilience engineering,
but it helps identify basic weaknesses that can make a network twin unsafe. Future work should apply
CHR-NDT to real or simulated telecom NDT deployments and refine evidence criteria for each readiness
level.
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