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Abstract
This paper proposes an architecture for centralized management of network device configurations based on the
Ansible platform, with support for automated security policy compliance monitoring. The approach combines
the principles of Infrastructure as Code, automated configuration deployment, security compliance verification,
detection of configuration deviations, and automatic restoration of the network infrastructure to its baseline
state. To guarantee compliance with modern information security requirements, a set of security policies was
developed and mapped against the requirements of ISO/IEC 27001:2022, NIST SP 800-53 Rev. 5, and CIS Controls
v8. The functional implementation of the proposed approach was carried out in a test environment comprising
network devices from various manufacturers and centralized management tools. An experimental study was
conducted on the processes of deploying configurations, verifying compliance with security policies, detecting
configuration deviations, and automatically resolving identified violations. The results confirmed the effectiveness
of the proposed architecture and the feasibility of an automated approach for managing network infrastructure.
The proposed solution can be used to build centralized network device configuration management systems with
built-in mechanisms to monitor and maintain compliance with information security requirements.
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1. Introduction

Modern network infrastructures are characterized by high complexity, heterogeneous equipment, and
a constant increase in the number of configuration changes [1, 2]. In such conditions, guaranteeing
the consistency of network device configurations and compliance with security policies becomes one
of the key tasks of network administration [3, 4, 5]. Manual configuration management not only
increases operational costs but also raises the risk of errors that may lead to security breaches and
vulnerabilities in the network infrastructure. The development of network automation approaches and
the Infrastructure as Code (IaC) concept creates the conditions for centralized configuration management
using automation tools [6, 7, 8]. However, the implementation of automated mechanisms alone does
not guarantee that configurations comply with security requirements. The task of integrating processes
to deploy configurations, validate compliance with security policies, detect configuration drifts, and
automatically restore the correct state of network devices is still relevant.

This work aims to develop and study an architecture for centralized configuration management of
network devices with support for automated verification of compliance with security policies. The
proposed approach integrates centralized configuration deployment, compliance monitoring with
established security policies, detection of configuration drifts, and automated remediation of violations.

To evaluate the effectiveness of the proposed solution, a test environment comprising network devices
from various manufacturers was implemented, and an experimental study of the time characteristics
of drift detection, compliance verification, and configuration restoration was conducted. The results
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prove the feasibility of a centralized approach to managing network device configurations with built-in
security controls.

The remainder of this paper is organized as follows:

1. Section 2 provides background information and explains the technology selection process.
2. Section 3 presents the architecture of the proposed Security-Aware Centralized Configuration

Management system.
3. Section 4 describes the implementation of the proposed solution and evaluates its effectiveness

through experimental validation.
4. Section 5 concludes the paper and discusses future research directions.

2. Background and technology selection

IaC automation platforms are used to implement centralized management of network device config-
urations; the most common of which are Ansible, SaltStack, Puppet, and Nornir [9, 10, 11, 12, 13]. In
the context of this study, the key selection criteria are support for heterogeneous network equipment,
agentless architecture, idempotent operations, and the ability to automate compliance checks against
security policies.

Puppet and SaltStack systems primarily use an agent-based management model, which requires
installing additional software on the managed nodes. For network equipment, this approach is often
unacceptable due to limitations in the devices’ operating systems. Nornir offers high flexibility through
Python, but does not provide built-in mechanisms for managing infrastructure state and requires
implementing a significant portion of its functionality.

Ansible uses an agentless architecture and interacts with devices via standard management protocols,
including SSH. This allows the platform to be applied to equipment from different manufacturers
without modifying its software. A declarative approach to configuration and support for idempotency
ensures repeatable operations and keeps devices in a defined state regardless of how many times
the scripts are run. A key advantage of Ansible is the availability of specialized network collections
that support automated management of Cisco IOS, Cisco ASA, MikroTik, and other manufacturers’
equipment. In addition to deploying configurations, the platform allows for collecting the current status
of devices, verifying configuration compliance with defined requirements, and automatically resolving
detected drifts.

Consequently, Ansible best meets the requirements for building a centralized network device con-
figuration management system that supports security policy compliance monitoring, which led to its
selection as the base technology platform for this study.

3. Architecture of security-aware centralized configuration
management

The proposed architecture combines IaC principles, centralized configuration storage, and automated
security compliance mechanisms to support secure management of network device configurations.
The approach has been designed to maintain a consistent configuration baseline across heterogeneous
network environments while reducing the operational effort required for configuration deployment,
verification, and maintenance.

The architecture incorporates a centralized repository for configuration templates and security
policies, an automation platform responsible for orchestration, and a set of managed network devices.
Security requirements derived from recognized standards are represented as policies and stored to-
gether with configurations in a version-controlled repository. This approach delivers traceability of
configuration changes and supports reproducible deployment procedures.

After configuration deployment, the system automatically collects the current device configurations
and evaluates them against set security requirements. Any detected drift from the reference state is



Figure 1: Architecture of Security-Aware Centralized Configuration Management.

treated as configuration drift. In such cases, remediation procedures are automatically initiated to
restore compliance with the defined security baseline. The resulting workflow enables continuous
configuration validation and automated enforcement of security requirements throughout the configu-
ration management lifecycle. Figure 1 illustrates the architecture pipeline and interaction between the
main functional components of the proposed approach.

An important component of the architecture is a formalized set of security policies that define the
configuration requirements for network devices. The policies were developed based on the recommen-
dations of ISO/IEC 27001:2022, NIST SP 800-53 Rev. 5, and CIS Critical Security Controls v8 [14, 15, 16].
The implemented set includes policies for access control, control channel protection, event auditing,
protection of confidential data, backup, and monitoring of configuration drifts. The mapping of the



Table 1
Mapping of Implemented Security Policies to ISO/IEC 27001:2022, NIST SP 800-53 Rev. 5, and CIS Controls v8

Security Policy
ISO/IEC
27001:2022

NIST SP 800-53 Rev. 5
CIS Critical Security Controls
v8

Session Timeout
8.9 Configuration
Management

CM-7 Least Functionality
4.3 Configure Automatic
Session Locking

Centralized Event
Log Collection

8.15 Logging AU-2 Event Logging 8.2 Collect Audit Logs

Principle of Least
Privilege

8.2 Privileged
Access Rights

AC-6 Least Privilege
6.1 Establish an Access
Granting Process

Automation Secrets
Protection

8.24 Use of
Cryptography

SC-28 Protection of
Information at Rest

4.1 Establish and Maintain a
Secure Configuration Process

Management Access
Control

8.20 Network
Security

AC-17 Remote Access
12.2 Establish and Maintain a
Secure Network Architecture

Sensitive Data
Encryption

8.24 Use of
Cryptography

SC-28 Protection of
Information at Rest

3.11 Encrypt Sensitive Data at
Rest

Configuration
Change Control

8.9 Configuration
Management

CM-3 Configuration
Change Control

4.1 Establish and Maintain a
Secure Configuration Process

Role-Based Access
Control

5.15 Access
Control

AC-2 Account Management
6.8 Define and Maintain
Role-Based Access Control

Centralized
Authentication

8.5 Secure
Authentication

IA-2 Identification and
Authentication
(Organizational Users)

6.3 Require MFA for
Externally-Exposed
Applications

Management
Channel Protection

8.20 Network
Security

SC-8 Transmission
Confidentiality and
Integrity

12.3 Securely Manage Network
Infrastructure

Configuration Drift
Monitoring

8.16 Monitoring
Activities

CM-6 Configuration
Settings; SI-7 Software,
Firmware, and Information
Integrity

4.2 Establish and Maintain a
Secure Configuration Process
for Network Infrastructure; 13.1
Centralize Security Event
Alerting

Privileged Access
Management

8.2 Privileged
Access Rights

AC-6 Least Privilege
6.1 Establish an Access
Granting Process

Configuration
Backup

8.13 Information
Backup

CP-9 Information System
Backup

11.2 Perform Automated
Backups

implemented policies to the requirements of international standards is shown in Table 1.
To ensure compliance with specified security requirements, the architecture incorporates an auto-

mated mechanism for compliance verification and detection of configuration drifts. The monitoring
process collects current device configurations, compares them to a baseline state, and verifies adherence
to defined security policies. Upon detection of non-compliance, the system generates a violation report
and may initiate procedures to restore the configuration to the baseline state. This method reduces
the duration that insecure configurations remain active, enhances adherence to security policies, and
minimizes the influence of human error in network infrastructure management.

4. Implementation and experimental evaluation

4.1. Experimental environment

To verify the effectiveness of the proposed approach to centralized configuration management for
network devices, an experimental environment was deployed using the EVE-NG network emulator. The



Figure 2: Experimental network topology used for validation of the proposed framework.

Table 2
Experimental Environment Configuration

Device Role Management IP Platform/Image

Ubuntu Server Ansible Control Node 192.168.72.133 Ubuntu 22.04 LTS
Cisco R1 Router 192.168.72.11 Cisco IOSv
Cisco R2 Router 192.168.72.12 Cisco IOSv
Cisco Switch Layer 2 Switch 192.168.72.13 Cisco IOSvL2
Cisco ASA Firewall 192.168.72.14 Cisco ASAv
MikroTik Router Edge Router 192.168.72.15 MikroTik CHR
EVE-NG Host Log/NTP Server 192.168.72.10 EVE-NG CE

use of a virtual environment ensures experimental reproducibility and enables simulation of network
infrastructure operations without physical hardware.

The experimental setup included an Ansible Control Node running Ubuntu Linux and network devices
from various manufacturers. The infrastructure consisted of two Cisco IOSv routers, a Cisco IOSvL2
switch, a Cisco ASAv firewall, and a MikroTik CHR router. This set of equipment allows evaluation
of the operation of automation mechanisms in a heterogeneous environment and verification of the
applicability of unified security policies to devices across different platforms.

All devices were connected to a separate management network, through which remote access,
configuration collection, and the execution of automation scripts were carried out. The logical topology
of the experimental environment is shown in Fig. 2.

The main components of the experimental environment are listed in Table 2.

4.2. Implementing security policies using ansible

To implement the proposed architecture, a set of Ansible roles was developed to automate security
policy enforcement, verify configuration compliance, and remediate detected non-compliance. All
system components are organized using a modular approach, which simplifies maintenance, code
reuse, and future functionality extensions. The main components of the implemented system and their



Table 3
Main Components of the Ansible-Based Implementation

Component Type Purpose

ansible.cfg Configuration File Global automation framework set-
tings

hosts.yaml Inventory Managed devices inventory and con-
nection parameters

inventory/group_vars/all/vault.yaml Encrypted Variables Protected credentials and sensitive
parameters

roles/iam/ Role Authentication and access control
policies

roles/hardening/ Role Device hardening and secure config-
uration enforcement

roles/compliance_check/ Role Automated compliance verification
against security policies

roles/remediation/ Role Automatic correction of detected
configuration drifts

roles/backup/ Role Configuration backup and recovery
results/backups/ Directory Local storage for configuration back-

ups

purposes are listed in Table 3.
The Identity and Access Management (IAM) role is used to implement access control mechanisms.

It provides centralized account creation, authentication, and authorization configuration, as well as
enforcement of the concept of least privilege. Within this role, the AAA (Authentication, Authorization,
and Accounting) mechanism is configured automatically, administrative accounts are created, and the
set of available commands is restricted based on the user’s role.

The Hardening role implements protection for the management plane. It includes policies to minimize
the attack surface of network devices. Specifically, the disabling of insecure remote access protocols,
the configuration of SSH parameters, the setting of administrative session timeouts, and the restriction
of access to management services via access control lists are automated.

Centralized event auditing is provided by a logging mechanism, within which network devices are
automatically configured to send event logs to a single log collection server. This approach enables
centralized monitoring of configuration changes, detection of suspicious activities, and follow-up
analysis of security incidents.

To ensure the ability to restore infrastructure operability after failures or unauthorized changes, the
Backup role has been implemented. Its primary task is the automatic creation of backups of current
network device configurations and their centralized storage. Backups are generated automatically
before changes are made and can be used to restore the infrastructure to its previous state.

Special attention has been paid to protecting confidential data. The Ansible Vault mechanism is
used to store credentials and other sensitive parameters, which ensures the encryption of confidential
information using the AES-256 algorithm. As a result, even with access to the configuration repository,
an unauthorized user cannot obtain device credentials without knowing the Vault password.

4.3. Configuration drift detection and automated remediation

One of the key challenges in operating network infrastructure is configuration drift, in which devices
no longer comply with established security policies or baseline configurations. Such drifts can result
from manual changes, administrative errors, or unauthorized interference, leading to violations of
information security requirements.

In the proposed architecture, the mechanism for detecting and resolving configuration drift is
implemented in accordance with the Compliance Verification, Drift Detection, and Automated Remediation



stages shown in Figure 1. Verification is performed by comparing the current state of devices against a
set of rules derived from defined security policies.

Automated verification functions are implemented within the roles/compliance_check/ role.
The role begins by collecting the current configuration of network devices using corresponding Ansible
modules. For Cisco IOS and Cisco ASA equipment, the cisco.ios.ios_command module is used,
while MikroTik devices are accessed through the community.routeros.command module. The
obtained configurations are analyzed by a set of compliance checks, each implementing a separate
security policy requirement.

An example of a verification rule is shown in Listing 1. In this case, the rule checks whether SSH
version 2 is enabled on a network device. If the verification is successful, the assert module generates
a message indicating compliance with the requirement. Otherwise, the configuration drift logging
mechanism is triggered.

Listing 1: Example of a compliance verification rule
- name: "IOS SSH v2"
block:
- assert:

that:
- "’ip ssh version 2’ in current_config.stdout[0]"

success_msg: "PASS: SSH v2"
fail_msg: "DRIFT: SSH v2 disabled"

rescue:
- set_fact:

drift_detected: true
- debug:

msg: "DRIFT: SSH v2 on {{ inventory_hostname }}"
when:
- ansible_network_os == ’cisco.ios.ios’
- current_config is not skipped

During script execution, the results of the checks are processed using the block/rescue construct.
If any condition is not met, the drift_detected flag is set, signaling configuration drift and initiating
further actions to resolve it. The result of the drift detection mechanism is shown in Figure 3. In
this example, the system detected a configuration mismatch with the security policy and generated a
corresponding violation notification.

Upon detecting a drift, the roles/remediation/ role is triggered, which automatically restores
the configuration to its baseline state. The remediation process follows Ansible’s declarative approach
and reuses the same security policies that were previously applied during device configuration. Because
the process is idempotent, repeated execution does not introduce additional modifications when the
configuration already complies with the specified requirements.

After the restoration procedure is completed, an automatic re-verification of compliance with security
policies is performed. This additional validation confirms the effectiveness of the corrective actions and
ensures that the infrastructure has returned to the desired state.

The result of the re-verification after applying the automated remediation mechanism is presented in
Figure 4. The FULLY COMPLIANT status indicates that no security policy violations remain and that
the configuration control cycle has been completed successfully.

Thus, the implemented mechanism provides a fully automated configuration control cycle that
includes compliance verification, configuration drift detection, automatic remediation, and subse-
quent validation of the obtained results. This approach minimizes the influence of human factors and
helps maintain a stable level of compliance of the network infrastructure with established security
requirements.

4.4. Performance evaluation and discussion

To evaluate the effectiveness of the proposed system, a comparison was conducted between the Ansible-
based automated approach and traditional manual management of network devices. During the experi-



Figure 3: Detection of configuration drift.

Figure 4: Successful automated remediation and compliance restoration.

ments, the following were evaluated: configuration deployment time, success rate of applying settings,
compliance with security policies, time to detect configuration drifts, time to restore the correct state,
and the total duration of the vulnerable configuration.

The summarized results of the experimental study are presented in Table 4, and their graphical
comparison is shown in Figure 5. For time-based metrics, a downward change (↓) indicates improvement,
whereas for percentage-based metrics, an upward change (↑) indicates improvement.

The findings show a notable advantage of the automated approach over manual administration. The
greatest reduction is observed in the configuration deployment time, which decreased more than tenfold
due to the parallel execution of operations on multiple devices.



Table 4
Comparison of Average Performance Metrics

Metric Manual Configuration Ansible-Based Approach Relative Change

Configuration deployment time (s) 865 85 ↓ 90.1%
Configuration success rate (%) 94 100 ↑ 6.4%
Security policy compliance (%) 80 100 ↑ 25.0%
Drift detection time (s) 131 46 ↓ 65.2%
Remediation time (s) 551 68 ↓ 87.6%
Vulnerability exposure time (s) 683 114 ↓ 83.3%

Figure 5: Comparison of Average Performance Metrics

The automated system ensured 100% success in applying configurations and 100% compliance with
security policies in all experimental runs. In contrast, manual configuration led to errors and instances
of non-compliance with certain security requirements. The time to detect configuration deviations was
reduced by nearly three times, and the time to restore the correct state by approximately eight times.
As a result, the total lifetime of a vulnerable configuration was reduced by approximately six times,
which directly lowers the risk of operating with incorrect settings.

Thus, the proposed approach enables faster configuration management, improves compliance with
security policies, and minimizes human error during network infrastructure administration.

5. Conclusions

This paper describes the development and implementation of a centralized network device configuration
management system based on Ansible. The proposed approach includes the principles of Infrastructure
as Code, automated enforcement of security policies, compliance monitoring, and mechanisms to auto-
matically resolve configuration drift. In addition, a set of security policies for the network infrastructure
has been developed and coordinated with the requirements of the international standards ISO/IEC
27001:2022, NIST SP 800-53 Rev. 5, and CIS Controls v8, which ensures the validity of the selected
protection mechanisms and simplifies the assessment of the infrastructure’s compliance with security
requirements.

To verify the proposed approach, an experimental environment was deployed and a series of tests
was conducted, covering configuration deployment, verification of compliance with security policies,
detection of configuration drifts, and automated restoration of the reference state. The results of the



experimental study confirmed the functionality of the implemented architecture and the effectiveness
of automated configuration management versus a manual approach. The results demonstrate the
practical suitability of the proposed solution for corporate network infrastructures, where centralized
configuration management, monitoring compliance with security policies, and rapid resolution of
configuration drift are necessary. A promising direction for further research is the embedding of large
language models (LLMs) [17, 18] into the configuration management process to create automation
scenarios based on natural-language requirements and to evaluate the causes of detected drifts.
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