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Abstract

The current global security situation requires additional measures to gain the highest aviation safety. Here
proposed an authentication method for air traffic controllers in the perspective LDACS aeronautical commu-
nication network by using a voice characteristic. The main idea is to combine ECAPA-TDNN speaker feature
extraction, binary template generation, the Fuzzy Commitment scheme, and error-correcting codes. The system
complements conventional ATN/IPS security mechanisms by verifying the physical identity of the controller
rather than only the hardware network or terminating device.
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1. Introduction

The world nowadays is full of unpredictable military and terrorist threats, especially in Ukraine. Even the
war stops the real threats will be kept at the highest level for a long time. Therefore, the cyber security
issues are the most important wherever they are considered. At the same time modern aeronautical
telecommunication infrastructure is undergoing a transition from analogue voice communication
systems to digital data transmission systems based on the Internet Protocol (IP). This transition is
driven by the growth of air traffic intensity, increased requirements for channel capacity, the need to
support automated data exchange between aircraft and ground services, and the integration of air traffic
management systems into a unified digital environment.

One of the key directions of this modernization is the deployment of the Aeronautical Telecommuni-
cation Network using Internet Protocol Suite (ATN/IPS), which provides the use of IP-based protocols
in safety-critical aeronautical services. Within this concept, LDACS (L-band Digital Aeronautical Com-
munications System) is considered a promising digital air-ground communication system. LDACS is a
broadband, spectrally efficient and reliable aeronautical communication system operating in the L-band
and supporting IPv6-based data transmission [1, 2, 3, 4, 5, 6].

Unlike conventional analogue voice radio communication, LDACS has a scheduled medium access
structure, supports digital services, service messages, aeronautical operational data, and potentially
digital voice. At the same time, the transition to open IP-oriented architectures introduces new cyber-
security risks [7]. In analogue systems, the main threats were interference, unauthorized listening,
and voice imitation. In IP-oriented networks, additional threats include spoofing, replay attacks, man-
in-the-middle attacks, key compromise, certificate substitution, and unauthorized access to service
channels.

Standard security mechanisms for ATN/IPS and LDACS rely on cryptographic authentication of
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network nodes, public key infrastructure (PKI), X.509 digital certificates, IPsec/IKEv2 protocols, and
secure channel establishment procedures [8, 9, 10, 11]. These mechanisms are important and necessary
as they primarily authenticate a terminating device or network node, however, not the physical person
initiating a transmission. If equipment, credentials, or cryptographic certificates are compromised, the
system may not be able to distinguish a legitimate air traffic controller from an attacking person who
has gained access to an authorized terminal [12, 13, 14].

In this context, it is relevant to introduce an additional authentication layer focused on the operator as
a physical person. One such approach is using unique voice characteristics. A related direction involving
speech signal analysis in an aviation security procedure was previously considered in a Ukrainian
patent [15]. The controller’s voice is a natural and continuously available biometric factor during radio
communication. Unlike passwords, tokens, or certificates, voice biometrics are directly linked to a
physical person. However, the use of voice data in aeronautical communication is complicated by the
high variability of speech signals caused by noise, stress, communication channel conditions, headset
type, emotional state, speech rate, and other factors.

Cryptographic algorithms, in contrast, require exact reproduction of keys. Even a single-bit change
causes a complete change in a hash value or encryption result. This creates a fundamental contradiction:
biometric data are naturally fuzzy, while cryptographic keys must be deterministic. To overcome
this contradiction, crypto-biometric systems are used, including the Fuzzy Commitment Scheme and
Fuzzy Extractors, which make it possible to recover a stable cryptographic key from noisy biometric
data [16, 17, 18, 19].

The purpose of this work is to develop and provide a theoretical and experimental justification
for a crypto-biometric authentication method for air traffic controllers in LDACS networks based on
neural-network extraction of voice features using ECAPA-TDNN, the Fuzzy Commitment Scheme, and
error-correcting coding.

The object of the study is the process of authenticating an air traffic controller in a digital aeronautical
telecommunication network.

The subject of the study is the methods for generating, protecting, and recovering a cryptographic
key based on voice biometric features in a noisy aeronautical communication channel.

The scientific novelty of the work lies in combining neural-network speaker embeddings, the crypto-
biometric Fuzzy Commitment Scheme, and the architectural integration of this mechanism into the
LDACS digital aeronautical network as an additional layer of personal authentication for air traffic
controllers in the context of ATN/IPS modernization.

2. Analysis of recent research and publications

2.1. Digital aeronautical communication: LDACS and ATN/IPS

LDACS is a promising digital aeronautical communication system operating in the L-band and intended
to provide a reliable air-ground link. It is described as a secure, scalable, and spectrally efficient
data transmission system for civil aviation with IPv6 support [1]. Technical LDACS specifications
provide for OFDM/OFDMA-based approaches, medium access, control service channels, and support
for aeronautical services within the requirements of ATN/IPS [5, 6, 9, 20].

The physical layer of LDACS uses orthogonal frequency division multiplexing, which improves
spectral efficiency and resistance to multipath propagation. In general form, an OFDM signal can be
represented as:

N-1
s(t) = Z X el2TRAIt 0 <t < T |
k=0
where X} is the complex symbol on the k-th subcarrier, N is the number of subcarriers, Af is the
frequency spacing between subcarriers, and T; is the OFDM symbol duration.
The orthogonality of subcarriers is ensured by the condition:
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For the aeronautical channel, the Doppler shift caused by high aircraft speed is important:

fp= %fccosﬂ,

where v is the relative aircraft velocity, c is the speed of light, f; is the carrier frequency, and 0 is the
angle between the direction of motion and the direction of wave propagation.

Therefore, an authentication algorithm integrated into LDACS must be also computationally
lightweight so that it does not introduce excessive delay into service channels [8].

2.2. Voice biometrics and speaker verification

Automatic Speaker Verification (ASV) verifies a speaker’s identity based on their voice. Unlike speech
recognition, where the crucial objective is to determine the content of an utterance, speaker verification
analyzes the individual characteristics of the vocal tract and personal speaking style.

Well-known speaker verification systems were based on GMM-UBM, i-vector, and PLDA approaches.
Modern systems are dominated by neural-network embedding models, in particular x-vector and
ECAPA-TDNN (21, 22, 23]. General principles of biometric recognition, including identification and
verification tasks, are described in [24].

The general task of speaker verification can be formulated as follows. Let x be a test audio signal, and
let E,.rbe the reference feature vector of the claimed speaker. A neural-network extractor transforms
the audio signal into a feature vector:

E = Fy(z),E € RY.

For ECAPA-TDNN, a typical embedding dimension is:
d=192
Similarity between the reference and test embeddings is usually estimated by cosine similarity:

FEy - Ey
So(E1. By = ———=——.
c(BnB) = rE TGy |

The acceptance or rejection decision is made according to the rule:

ACCCPt: Zf SC(Erenytest) > T,
Reject, Zf SC(ErefaEtest) <T,

where 7 is the decision threshold.
ECAPA-TDNN extends the TDNN and x-vector concepts through several mechanisms:

« Res2Net-like blocks for multi-scale analysis of temporal dependencies;

+ Squeeze-and-Excitation modules for modeling inter-channel dependencies;

« attentive statistics pooling for weighted aggregation of temporal frames;

« aggregation of features from different levels of the neural-network hierarchy [22].

In general form, attentive statistics pooling can be described as:

T

where h; is the hidden feature vector at time t, o, is the attention weight, i is the weighted mean, o is
the weighted standard deviation.



2.3. Protection of biometric templates

Biometric systems differ fundamentally from password systems because biometric characteristics cannot
be reissued in case of compromising. A breached password can be changed, whereas a compromised
voice or other biometric template cannot be fully replaced. This is a core problem of biometric systems
because biometric characteristics are permanently associated with a physical person [24].

ISO/IEC 24745 defines key requirements for biometric information protection, including [25]:

« confidentiality;

« integrity;

» irreversibility of the original biometric template;

« renewability or revocability of the protected representation;

« unlinkability between different applications of the same biometric source.

Storing embedding vectors in open form is unsafe because they can be used for unauthorized
identification, attack construction, or partial reconstruction of biometric properties. Therefore, a
biometric template should be stored only in protected, irreversible, or cryptographically bound form.
The performance testing of biometric template protection schemes is addressed in [26].

2.4. Fuzzy commitment and fuzzy extractor

The Fuzzy Commitment Scheme was proposed in [16] as a cryptographic scheme that allows a secret to
be bound to a noisy biometric template. This idea was further developed in [17, 18], where the concept
of a fuzzy extractor was formalized.

The classical fuzzy extractor model consists of procedures:

Gen(w) — (R, P)
Rep(w', P) — R,

where w is the initial biometric template, w/ is a new template of the same person, R is the recovered
cryptographic key, and P is helper data.
The correctness condition is:

if dist(w,w') < t, then Rep(w , P) = R
The security condition requires that helper data should not reveal either the biometric template or
the cryptographic key:
P=,P=R.

In the Fuzzy Commitment Scheme, a secret key or codeword is masked by a biometric template:

P=Co®w,

where C is the codeword of an error-correcting code, w is the binary biometric template, and P is
helper data.
During authentication, a new template w/ is formed, and then:

C/:PGBw/:C@wEBw/:C'EBe,

where e is the biometric noise vector:

!
e=woPpw

If the error-correcting code can correct the noise e, the original codeword C and therefore the secret
key can be recovered.



2.5. Reed-Solomon codes and limitations of their use

Reed-Solomon codes are block error-correcting codes over finite Galois fields [27, 28]. A classical code
is specified by the parameters RS(n, k), where n is the codeword length, k is the information message
length, and n-k is the number of redundant symbols.

The maximum number of correctable symbol errors is:

t:{”;kJ.

It is important to emphasize that a Reed-Solomon code operates on symbols rather than individual
bits. In practical implementations, one symbol often corresponds to one byte. Therefore, if biometric
noise is distributed across many bytes, even a relatively small number of bit errors may cause a large
number of symbol errors.

This is a fundamental limitation when applying Reed-Solomon codes in biometric systems. For voice
embeddings, where post-binarization errors often have a diffuse character, it is also appropriate to
consider alternatives correction algorithms such as:

« BCH codes;

« LDPC codes;

« Polar codes;

« secure sketches based on Hamming distance;
- cascade error-correction schemes.

Under this research Reed-Solomon coding is considered as a baseline simulation mechanism for error
correction that allows the principle feasibility of key recovery from an unstable voice template to be
evaluated. The final choice of the code for practical aeronautical implementation requires separate
optimization.

3. Mathematical model of proposed method

3.1. Speech signal model

The speech signal of an air traffic controller can be represented as the result of interaction between
an excitation source and the vocal tract. This model corresponds to the classical approach to speech
analysis in speaker recognition tasks [21, 22, 24]:

s(t) = e(t) = h(t) + n(t),

where g(t) is the excitation signal of the vocal cords, h(t) is the impulse response of the vocal tract, n(t)
is the noise component, and * denotes convolution.
In the frequency domain:

S(f) = ENHf) + N ().

For aeronautical radio communication, the noise component may include several components, such as
background noise in the controller workplace, headset noise, quantization noise, bandwidth limitations,
packet losses, and channel distortions [1, 2, 3, 4, 5, 6, 8, 29, 30].

The signal-to-noise ratio is defined as:

Py
SNRdB = 1010g10F,

where P; is the power of the useful signal and P, is the noise power.



3.2. Feature vector formation
After preprocessing, the audio signal is transformed into a time-frequency representation using mel
spectrograms [21, 22]:

M = Mel(| STFT(z) |?),

where STFT is the short-time Fourier transform and Mel denotes transformation to the mel scale.
The neural-network extractor forms a speaker feature vector:

e; = Fg(l’i), €; € R'2,

In the practical implementation, this stage can be performed using a pretrained ECAPA-TDNN model
implemented in SpeechBrain [31, 32].
To reduce random variability, a centroid of enrollment utterances is formed:

1N
€enr = N Z €;
=1
The centroid approach reduces the variance of random deviations:
o2
N7

provided that the noise components are statistically independent.

Var(eenr) =

3.3. Binarization of biometric features

To use a real-valued embedding vector in the Fuzzy Commitment Scheme, it must be transformed into
a binary sequence. This is necessary because the classical Fuzzy Commitment Scheme works with
discrete binary templates and the XOR operation [16, 17, 18, 19]:

B:RY - {0,1}<.

A basic binarization rule can be written as:

wi = {1, €i > fis
0, €< His

where pi; is the threshold for the i-th feature.

The threshold may be defined as the median of the current embedding, a global mean estimated from
the training set, a feature-wise statistical threshold, or a parameter optimized according to FAR/FRR.
The quality of such transformations should be evaluated with regard to biometric template protection
requirements and false acceptance/false rejection metrics [25, 26].

To improve stability, normalization is applied:

~ G

i = )
(oF}

and then:

w; = H(’e\z > 0).

The distance between two binary templates is evaluated using Hamming distance [25, 26]:

d
dy(w,w') = Zwi & w;.
i=1



The normalized Hamming distance is:
. dy (w, w/)
o) - %)
If the distance for the same speaker is significantly lower than the distance for different speakers, the
system has potential for reliable biometric authentication.
3.4. Formation of the fuzzy commitment

At the enrollment stage, a random cryptographic key is generated [16, 17, 18, 19]:

K« {0,1}?

The key is then encoded by an error-correcting code, in particular by Reed-Solomon codes [27, 28]:
C = Enc(K).

After that, helper data are formed:

P=Cow.

The system memory stores:

DB ={P,H(K),ID},

where P is helper data, H(K) is the cryptographic hash of the key, and ID is the user identifier. The
biometric template and the key are not stored in open form, which is consistent with biometric template
protection principles [19, 25, 26].
3.5. Key recovery during authentication
During authentication, a new embedding e/ and then a new binary template w/ are formed. Next:

C'=Pauw.
The resulting C/ is a noisy codeword that can be recovered by an error-correcting decoder if the

number of errors does not exceed the correction capability of the code [16, 27, 28].
Since:

P=Co®w,
then:

C/:C@w@w/:CEBe,

where e is the biometric noise vector.
If the condition

di (w, w/) <t
is satisfied, the decoder recovers:

K' = Dec(C') = K.

Then a hash verification is performed:



If the equality holds, authentication is successful. Storing only the key hash and helper data reduces the
risk of biometric information compromise and is consistent with the principles of biometric template
protection [19, 25, 26].

4. Integration into the LDACS architecture

The proposed technology does not replace standard PKI, IPsec and IKEv2 mechanisms. Rather, it
supplements them with a personal biometric factor. It should be considered an additional security layer
above the basic network infrastructure. This approach is consistent with the general concept of phased
LDACS deployment as a next-generation digital aeronautical communication system [5, 6].

A possible operational sequence is as follows:

The air traffic controller initiates a service communication session.

The system records a short speech fragment.

ECAPA-TDNN forms a speaker embedding.

Binarization and key recovery are performed.

If verification is successful, the key is used as an additional factor for initiating a protected session.

AR o

The service message is transmitted through the LDACS channel.

The size of helper data P depends on the length of the binary biometric template and on the parameters
of error-correcting coding. In the proposed scheme, ECAPA-TDNN forms a feature vector of dimension:

e € R192
If each component of the feature vector corresponds to one bit after binarization, a binary template
is formed:
w e {0, 11192

In this baseline case, its size is:

192 bits = 192/8 = 24 bytes.

The actual size of helper data may be larger if error-correcting coding or projection-based binarization
with a larger number of bits is applied. Even with redundancy, the amount of service data remains
relatively small compared with typical network packets. This allows such a mechanism to be integrated
into service messages without substantial channel overload.

Since aeronautical data communication services have strict requirements for safety, reliability, and
message delivery time, the additional authentication mechanism must not introduce excessive delay [8].
The total authentication delay can be expressed as:

Tauth = Trec + Tprep + Temb + Tbin + Tdec + Tneta

where T is the time for recording the speech fragment, T, is preprocessing time, Ty, is embedding
extraction time, Tp;, is binarization time, Ty is decoding time, and T, is network delay.
For practical use, the following condition should hold:

Tauth < Tmax

where Ty, is the maximum permissible delay for the corresponding service scenario.



5. Experimental methodology

5.1. Input data

The experimental implementation of the proposed method was performed in Python. The verification
used the ATCOSIM resource, which contains air traffic controller speech in WAV format under simulated
air traffic control conditions [29, 30]. This corpus is relevant because aeronautical radio communication
has specific vocabulary, phraseology, speech tempo, and acoustic characteristics. A dataset was prepared
for seven speakers (D1-D7). For each speaker, 10 recordings were used for enrollment and 30 independent
recordings were used for testing. Each test recording was compared with the reference template of each
speaker, which resulted in 7 x 30 x 7 = 1470 pairwise checks.

5.2. Preprocessing

Each audio file passed through the following stages:

1. Conversion to mono format, because the aviation voice channel is single-channel and the neural
network processes monaural audio.

2. Simulation of a narrowband voice channel as the audio signal was converted to 8 kHz sampling
frequency with 8-bit quantization, which corresponds to a bitrate of 64 kbit/s.

3. Resampling from 8 kHz to 16 kHz only to ensure compatibility with the pretrained ECAPA-TDNN
model. This resampling does not restore spectral components lost due to the 8 kHz channel
limitation.

4. Amplitude normalization. ®

x(t

Tnorm () = max | 2() |

5. Silence removal using an energy threshold.

6. Formation of a mel spectrogram.

7. Extraction of the feature vector using a pretrained ECAPA-TDNN model implemented in Speech-
Brain [31, 32].

5.3. Testing scenarios

The following scenarios were used in the experimental study:

« Scenario A — legitimate speaker. New recordings of the same speaker that were not used in the
enrollment stage are used.
« Scenario B — impostor speaker. Recordings of other operators are used.

5.4. Evaluation metrics

The main metrics are False Acceptance Rate (FAR), False Rejection Rate (FRR), and Equal Error Rate
(EER).

Nra

imp

FAR =

-100%,

where N4 is the number of falsely accepted impostor attempts and Nipy is the total number of
impostor attempts.

Nrr

leg

FRR =

-100%,

where Npg is the number of falsely rejected legitimate attempts and N, is the total number of
legitimate attempts.



FAR(t) = FRR(7)

The Bit Error Rate after binarization is also evaluated:

dg (w, w/>
BER= ———*~
d
For the crypto-biometric module, the following characteristics should be evaluated:

« successful key recovery rate;

« average key recovery time;

« number of decoding errors;

« resistance to impostor speakers;

6. Results and interpretation

6.1. Analysis of cosine similarity between controllers

For experimental verification of the proposed system, a set of voice samples from several air traffic
controllers denoted as D1-D7 was formed. For each controller, a reference embedding vector was
created, after which test samples were compared pairwise with the reference templates of all controllers.
Evaluation was carried out in two related dimensions: first, cosine similarity between ECAPA-TDNN
embedding vectors was analyzed; second, Hamming distance between binarized templates and the
ability of the crypto-biometric module to recover the key were investigated.

At the first stage, a matrix of mean cosine similarity between test and reference voice samples of
controllers was constructed. The results are shown in Fig. 1.

Mean cosine similarity matrix

D1

D2

Test speaker
=} =}
S w

Mean cosine similarity

o
o

D6

D7
0.0

D1 D2 D3 D4 D5 D6 D7
Enrollment speaker

Figure 1: Cosine similarity matrix between controllers

The matrix shows a clear concentration of high values on the main diagonal, corresponding to
comparisons of samples from the same controller. For legitimate comparisons, cosine similarity values
are mostly within the range 0.73-0.90.

The highest mean value was obtained for controller D6, S¢ = 0.90 which indicates high stability
of this controller’s voice embedding vectors within the experimental sample. Other controllers also
demonstrate high diagonal values: D2 = 0.83, D4 = 0.83, D5 = 0.84, and D7 = 0.87.

Outside the main diagonal, the cosine similarity values are significantly lower. Most inter-speaker
comparisons fall approximately within the range 0.01-0.36. This indicates sufficient discriminative



ability of ECAPA-TDNN embeddings for separating a legitimate controller from impostor speakers. The
highest inter-speaker values are observed for the pairs D2-D6, D6-D7, and D5-D7, which may indicate
partial acoustic or timbral similarity of individual voices. However, these values remain substantially
lower than the diagonal values, allowing effective separation of genuine and impostor comparisons.

6.2. Distribution of genuine and impostor scores

For a more detailed analysis, two comparison classes were formed: genuine scores, which correspond to
comparisons of samples from the same controller, and impostor scores, which correspond to comparisons
of samples from different controllers. The distributions are shown in Fig. 2.

Distribution of genuine and impostor scores

0.8 4

o
o

Ooom}_E]—i

Cosine similarity
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»
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Genuine Impostor

Figure 2: Distribution of genuine and impostor scores

The boxplot shows that genuine scores are substantially higher than impostor scores. The median
of the genuine distribution is approximately 0.84, whereas the median of the impostor distribution is
approximately 0.17. Thus, a pronounced separation interval is formed between the two classes.

This conclusion is also confirmed by the histogram of cosine similarity distributions shown in Fig. 3.

Cosine similarity distributions
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Figure 3: Histogram of cosine similarity distributions

Genuine values are mainly concentrated in the range from 0.75 to 0.95, whereas impostor values are
mostly below 0.4. The histogram also marks the operational threshold 7 = 0.65. With this threshold,
most legitimate comparisons are accepted by the system, while impostor speakers are blocked. This
makes it possible to use 0.65 as a practical threshold in the demonstration configuration. At the same
time, further FAR/FRR analysis shows that the statistically optimal threshold may be lower.



6.3. ROC analysis of the voice authentication system

For quantitative evaluation of classification quality, an ROC curve was constructed. The ROC curve
shows the relationship between True Positive Rate and False Positive Rate when the decision threshold
changes. The ROC curve is shown in Fig. 4.

ROC curve
1.04
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0.01 Random classifier
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Figure 4: ROC curve

The area under the ROC curve is AUC = 0.99

This value indicates very high discriminative ability. The curve is located close to the upper-left
corner, meaning that the system is capable of achieving a high rate of correct acceptance of legitimate
users with a low rate of false acceptance of impostor speakers. Compared with a random classifier,
which corresponds to the diagonal of the ROC space, the proposed system demonstrates substantially
better class separation. This confirms the effectiveness of ECAPA-TDNN embeddings for controller
authentication.

6.4. FAR and FRR analysis depending on the threshold

To determine the optimal threshold, FAR and FRR dependencies on the decision threshold were con-
structed. The results are shown in Fig. 5.

FAR and FRR versus threshold

100 1 —— FAR
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Figure 5: FAR and FRR versus decision threshold

As the threshold increases, FAR gradually decreases because the system becomes stricter in accepting



users. At the same time, FRR increases because some legitimate users begin to be falsely rejected. The
point where FAR equals FRR corresponds to the Equal Error Rate. The experimental results show:

FEER ~ 0.91%.

The corresponding threshold is:

TEER =~ 0.387

The low EER value indicates high biometric class separation quality. However, in a practical aeronau-
tical system, the threshold does not necessarily have to be equal to the EER threshold. In safety-critical
systems, it is advisable to use a more conservative threshold that reduces the probability of false ac-
ceptance of an impostor, even if this slightly increases the probability of false rejection of a legitimate
controller. Therefore, two thresholds may be considered in the demonstration configuration:

TEER A 0.387

as a statistically optimal threshold and 7 = 0.65 as a stricter operational threshold for increased
security.

6.5. Analysis of Hamming distance between binarized templates

The crypto-biometric part of the system was studied separately. For this purpose, embedding vectors
were converted into binary templates, and the normalized Hamming distance between templates of
different controllers was calculated. The results are shown in Fig. 6.

Mean Hamming distance matrix

D1 432%  45.3%

D2

=)
@
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=}
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D5

D7

D3 D4 D5
Enrollment speaker

Figure 6: Hamming distance matrix between binarized template

Low values are observed on the main diagonal of the Hamming distance matrix: approximately
0.1-5.4%. This corresponds to comparisons of templates of the same controller and indicates sufficient
stability of the binarized representation after feature stabilization.

Outside the main diagonal, the Hamming distance values are significantly higher. For inter-speaker
comparisons, they mainly fall within the range 23.1-52.5%. The largest inter-speaker distance is observed
for the pair D6-D3: Dy = 52.5%

This is close to the expected level of discrepancy between independent random binary templates,
for which the mean Hamming distance approaches 50%. Thus, the obtained results confirm that the
binarized templates preserve information about the speaker identity.

At the same time, some inter-speaker pairs demonstrate lower values, for example D2-D6:

Dy = 23.1%. This may indicate partial similarity of binary templates for individual controllers or
insufficient stability of some bits after projection-based binarization. This result points to the need for
further improvement in stable bit selection and binarization parameter optimization.



6.6. Cryptographic key recovery success

To evaluate the effectiveness of the crypto-biometric module, the successful key recovery rate was
determined for each controller. The results are shown in Fig. 7.

Key recovery success rate by dispatcher

100.0% 9679 100.0% 100.0% 100.0%
b

100 4 96.7%

80 -

60 -

40 4

Successful key recovery, %

204

D4
Dispatcher

Figure 7: Key recovery success rate by controller

The obtained values show that for most controllers the system provided a very high level of successful
key recovery:

96.7%<Pec <100%.

For controllers D3, D5, D6, and D7, a 100% key recovery success rate was achieved. For D2 and D4,
the value was 96.7%, and for D1 it was 90.0%.

The lower success rate for D1 may be associated with higher intra-speaker variability, different
recording conditions, or less stable bits in the binarized template. This suggests that for some controllers,
more enrollment utterances or adaptive selection of binarization and error-correction parameters may
be required. Overall, the results confirm the practical feasibility of recovering a cryptographic key from
voice biometric data when stabilized binarization and error-correction mechanisms are used.

7. Conclusions

This work developed and experimentally verified a crypto-biometric authentication method for air traffic
controllers in digital aeronautical networks based on ECAPA-TDNN, binarization of voice embedding
vectors, the Fuzzy Commitment Scheme, and error-correction mechanisms.

Experimental testing on voice samples of controllers D1-D7 showed that ECAPA-TDNN provides
high discriminative ability between legitimate and impostor speakers. For comparisons of the same
controller, cosine similarity values were mostly in the range 0.73-0.90, whereas most inter-speaker
values remained substantially lower.

The constructed ROC curve confirmed the high quality of biometric class separation. This indicates
that the proposed approach has high potential effectiveness for voice authentication of air traffic
controllers.

At the same time, for aeronautical systems where minimizing the probability of false acceptance of
an impostor is critical, it is appropriate to use a stricter operational threshold.

The analysis of binarized templates showed that Hamming distance for samples of the same controller
remains low, whereas for different controllers it increases significantly. This confirms that the binarized
representation of embedding vectors preserves individual biometric properties and can be used in the
Fuzzy Commitment Scheme.

The crypto-biometric module demonstrated a high successful key recovery rate. For most controllers,
the recovery rate ranged from 96.7% to 100%, while the minimum value in the experiment was 90.0%.
This confirms the principle feasibility of forming a stable cryptographic key based on voice biometric
features.



Thus, the experimental results confirm the prospects of using crypto-biometric voice authentication
as an additional security layer in digital aeronautical telecommunication networks. The proposed system
does not replace PKI, IPsec, or other standard security mechanisms, but it can effectively supplement
them by verifying the physical identity of the controller during the establishment or confirmation of a
service communication session.
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