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Abstract
This document is the preface of the Fifth International Workshop on Conflict Management in Global Information
Networks (CMiGIN’26), June 26–27, 2026, held at the University of the National Education Commission, Krakow,
Poland.
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1. Introduction

The Fifth International Workshop on Conflict Management in Global Information Networks (CMiGIN’26)
took place on June 26–27, 2026, at the University of the National Education Commission (Krakow,
Poland). This Workshop was part of Fifth International Conference on Cyber Hygiene & Conflict
Management in Global Information Networks 2026.

The CMiGIN’26 brought together scientists, researchers, experts, and practitioners working in the
field of security of modern information systems and networks. The main focus of the event was on
current issues of ensuring cybersecurity and confidentiality of critical applications, information and
communication technologies, digital infrastructure and network systems. An important place in the
workshop program was given to the issues of identifying, analyzing, and effectively managing cyber
incidents, as well as developing modern approaches to countering cyber threats and minimizing their
consequences. A separate direction of CMiGIN’26 is research related to information confrontation,
cyber conflicts, and modern forms of cyber warfare, including methods of predicting, preventing, and
resolving conflict situations in global information networks. Considerable attention was also paid to
the use of intelligent data processing technologies.

The workshop became a platform for presenting new theoretical results, practical methods, models,
algorithms, and technological solutions aimed at increasing the resilience and reliability of information
infrastructure.

The conference would not have been possible without the support of many people. First of all,
we would like to thank the program and organization staff, the members of the Technical Program
Committees, and external reviewers for their excellent and tireless work. We sincerely wish that all
attendees benefited scientifically from the workshop and wish them every success in their research. It
is the humble wish of the workshop organizers that the professional dialogue among the researchers,
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scientists, engineers, and doctors continues beyond the event and that the friendships and collaborations
forged will linger and prosper for many years to come.

The main topics of these Workshop included:

• Management of Cyber Incidents, Warfare and Conflicts.
• Modern Information and Communication Technologies.
• Secure Digital Content Processing for Modern Applications.
• Intelligence Systems of Data Processing.
• Secure ICT and Social Services.
• AI-based Technologies in Cyber Space.
• Legal Aspects of Cyber Security and Digital Resilience.
• Conflict Management.

The CMiGIN’26 was in a hybrid format. Most of papers were presented at the University of the
National Education Commission in Krakow, Poland. However, participants from places with a high
from Ukraine are invited to participate in a virtual format. Participants from Poland, Ukraine, Georgia,
Kazakhstan, and Czech Republic joined the conference.

The CMiGIN’26 received 28 submissions in total. All papers were reviewed by two reviewers. Out of
these, 20 papers were accepted for this volume, 16 as regular papers and 4 as short papers.

Paper [1] presents a hybrid explainable machine learning and deep learning framework for IoT
network anomaly detection. The results of research demonstrate that explainable ensemble learning can
provide both high detection performance and interpretable insights for IoT cybersecurity applications.

Paper [2] deals with the impact of generative artificial intelligence on SEO metrics and web content
performance. Experimental results showed a reduction in the content preparation and publication cycle
from 120...180 to 12 minutes, a 4...5-fold increase in administrator productivity, and positive dynamics
in organic search and audience engagement indicators.

Paper [3] concentrates on cybersecurity-metric-driven software quality assessment for critical infor-
mation and communication systems. Experimental results showed that even while maintaining correct
responses of authentication and access control mechanisms, latency increases and throughput decreases
under load, which is reflected in a decrease in the normalized cybersecurity indicator.

Paper [4] discusses a reproducible methodology for investigating network attacks on corporate
infrastructure using an open-source cyber range. Experimental evaluation showed rapid environment
deployment, 99.86% availability within 72 hours, and high attack detection efficiency with an aggregate
F1-score of 97.3%, confirming the practical suitability of the proposed approach for training and
reproducible research.

Paper [5] considers the issues of modelling of information security threats for airport infrastructure
based on digital twin technology. A methodology for determining the operational and information
resilience index was proposed, and the research results showed that a coordinated information attack
can reduce its level by 45.6...59.4%, while a digital twin provides means for continuous monitoring,
forecasting, and evaluation of resilience measures.

Paper [6] presents the issues of modeling the future splinternet using AI-driven fragmentation
scenarios. Using the example of the connectivity of the countries of the Black Sea region, three scenarios
of network disruption were investigated and it was found that failures of submarine cable landing
stations cause the greatest expected connectivity losses, while kinetic scenarios are characterized by
the longest predicted recovery time.

Paper [7] deals with the computational methods for best mathematical model building using a new
adequacy criterion. The proposed approach can be used to increase the reliability of mathematical
modeling in applied problems where experimental data are unevenly distributed or contain several
values in a certain section.

Paper [8] concentrates on fast computational methods for panoramic spectrum analysis with hardware
artifacts compensation for SDR-based direction finding applications. A comparison of the speed,
efficiency, and accuracy of the proposed methods for the HackRF One and bladeRF micro 2.0 platforms



was conducted, which allows for increasing the accuracy of detection and direction determination of
radio emission sources with an unknown frequency.

Paper [9] discusses a logical inference models based on fuzzy production rules for intelligent cy-
berthreat detection systems. Simulation results demonstrated accuracy of over 95% and the ability to
form interpretable decisions regarding the level of cyber threats in systems such as Security Information
and Event Management solutions and Intrusion Detection Systems.

Paper [10] considers comparative analysis of datasets with X-ray image for dangerous objects
detection tasks.

Paper [11] presents a trust-aware reliability-based aggregation framework for resilient federated
learning in critical infrastructure systems. The proposed framework was evaluated in a server-client
federated learning simulation under mixed unreliable-client behavior.

Paper [12] deals with comprehensive analysis of machine learning classification metrics, algorithmic
models, and the nuances of the neutral class.

Paper [13] concentrates on security-aware centralized network configuration management with
automated compliance verification. Experimental validation confirmed the effectiveness of the approach
for detecting and automatically remediating configuration deviations while ensuring compliance with
existing standards.

Paper [14] discusses the issues of authentication of air traffic controllers in LDACS networks based
on voice biometrics. The proposed system does not replace the standard security mechanisms, but it can
effectively supplement them by verifying the physical identity of the controller during the establishment
or confirmation of a service communication session.

Paper [15] considers information system for the strategic recruitment and retention of academic
talent at the technical university.

Paper [16] presents criminal law mechanisms for countering cyberterrorism and its financing taking
into account the use of virtual assets and the development of cyberphysical threats. Based on an analysis
of Ukrainian legislation, international standards, and foreign practice, the authors substantiate proposals
for improving the provisions of the Criminal Code of Ukraine and the draft of the new Criminal Code
to form a comprehensive mechanism for countering cyberterrorism.

Paper [17] deals with analysis of the legal status of civilians participating in cyber operations during
armed conflicts. The research showed that the main criterion for a civilian to lose protection from an
attack is direct participation in hostilities, which requires the simultaneous presence of three elements:
threshold of harm, direct causation, and belligerent nexus.

Paper [18] concentrates on test-driven development approach and tools enhanced by artificial intelli-
gence. Using the example of a password reset module, it is demonstrated that AI-enhanced test-driven
development can help improve the quality and maintainability of software systems, expand the set of
test scenarios, and accelerate iterative development under developer control.

Paper [19] discusses the issues of zero trust architecture for cyber resilience.
Paper [20] considers a real-world incident of a cyberattack on university infrastructure in 2026.

Research findings demonstrate that network segmentation, immutable backup technology, multi-factor
authentication, and continuous auditing are essential defensive measures.

All our team invites you to visit the CMiGIN’26 workshop website
https://cyberconf.kai.edu.ua/CMGIN/CMGIN5/ where you can find all the relevant information about
this event.

The materials of previous CMiGIN workshops were published in CEUR Workshop Proceedings:

• Volume 4024, URL: https://ceur-ws.org/Vol-4024/
• Volume 3925, URL: https://ceur-ws.org/Vol-3925/
• Volume 3530, URL: https://ceur-ws.org/Vol-3530/
• Volume 2588, URL: https://ceur-ws.org/Vol-2588/

https://cyberconf.kai.edu.ua/CMGIN/CMGIN5/
https://ceur-ws.org/Vol-4024/
https://ceur-ws.org/Vol-3925/
https://ceur-ws.org/Vol-3530/
https://ceur-ws.org/Vol-2588/
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