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Abstract

Transparency in machine learning (ML) is increasingly critical in sensitive domains such as healthcare and
finance. Mainly, prospective provenance, i.e., a description of what a process, such as an ML script, is intended
to do, is essential for trust and accountability. Existing approaches are not fully automatic, requiring either
manual provenance annotations or ongoing human intervention, making them time-consuming, error-prone, and
unable to capture complete script functionality. We present FnO-Convert, an open-source Python application that
automatically and exhaustively extracts PROV-O compliant prospective provenance from Python scripts without
requiring developer annotations, using the Function Ontology (FnO), demonstrated here on machine learning
(ML) pipelines. FnO-Convert recursively converts Python scripts into hierarchical FnO descriptions spanning
script structure to individual operations. To demonstrate extensibility, Dockerfile support is included, showing
that FnO’s separation of functional descriptions from their implementation environment allows descriptions
across heterogeneous artifacts to be meaningfully linked. This demo demonstrates the FnO-Convert user interface,
covering both the conversion process of the ML pipeline and the visualization of the generated RDF in a human-
readable form, enabling users to interactively explore the prospective provenance of the pipeline as well as how
provided data flows through it, enhancing transparency.
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1. Introduction

As machine learning (ML) systems are increasingly deployed in sensitive domains, such as healthcare
and finance, transparency of ML scripts becomes essential [1]. A key enabler of this transparency
is prospective provenance, i.e., a description of what a script is intended to do: which functions are
used and how data flows between them [2]. Despite its importance, prospective provenance is rarely
available because scripts remain opaque and manual annotation is costly and error-prone. [3].

Several approaches have been proposed to derive prospective provenance from codebases. YesWork-
flow [4] extracts workflow structure from developer-provided annotations, while DLProv [5] captures
provenance within instrumented systems based on predefined workflows. Vamsa [6] curated an ex-
tensive manually constructed semantic knowledge base of well-known machine learning APIs, which
allows to generate prospective provenance of specific Python scripts without additional annotations,
focusing on dataset-to-model lineage. Graph4Code [7] generates RDF graphs capturing simplified
data flow and function usage across Python scripts, yet omits control flow and the internal behaviour
of user-defined functions. These approaches either require developer annotations, rely on curated
knowledge bases, or do not exhaustively capture the full top-down functional stack.

We present FnO-Convert, an open-source Python application' that automatically generates prospective
provenance from Python scripts using the Function Ontology (FnO) [8]. The use of FnO is motivated
by its separation of abstract function descriptions from implementation-specific metadata, making it
extensible across languages, while its alignment with the W3C PROV Ontology (PROV-O) [9] enables
direct integration with retrospective provenance descriptions. Existing approaches to describing
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Figure 1: The core FnO components illustrated with a concrete Python example: a Function defines abstract
functionality through its expected Parameters and Outputs, and is linked to its Implementation via a Mapping.
At the left the figure shows the corresponding Python signature sum(a: int, b: int) -> int.

function semantics are typically coupled to a specific development context [10, 11, 12, 13], such as
OWL-S [14] for Web services or Linked Software Dependencies [15] for software configurations. Unlike
these, FnO’s implementation-independent function model allows the same abstract description to be
linked across heterogeneous execution environments and languages, which we exploit here to connect
Python scripts and Dockerfiles within a single provenance graph.

FnO-Convert statically analyses Python scripts to derive hierarchical descriptions from script structure
down to individual operations, without manual annotations or pre-defined notions on the used ML APIs
or workflows. The underlying static analysis approach is language-general and applies to any Python
codebase; we focus on ML pipelines because their multi-stage structure (data loading, preprocessing,
training, evaluation) and heavy reliance on complex, often loosely documented library APIs make
understanding data flow between stages particularly valuable, while their deployment in sensitive
domains raises the cost of remaining opaque. To demonstrate extensibility to heterogeneous artifacts,
FnO-Convert also supports Dockerfiles, where individual RUN commands that reference Python scripts
are linked to the FnO descriptions of those scripts, yielding a unified provenance view spanning both
orchestration and execution layers. FnO-Convert maps extracted elements directly to FnO and provides
an interactive visualization widget for inspecting the resulting RDF in a human-readable form.

2. Semantic Annotation of Codebases

FnO-Convert uses the FnO model to semantically annotate Python scripts (Figure 1). A Function
defines abstract functionality through its expected Parameters and Outputs, each described in terms of,
e.g., semantic type and optionality. An Implementation represents an executable artifact and captures
how it can be retrieved (e.g., through a local file, a function defined within a file, or a function imported
from an external library), and is linked to its corresponding Function via a Mapping, which specifies
how parameters and outputs should be provided when executing the artifact. A Composition describes
how a function is internally built from other functions, capturing data flow between their inputs and
outputs. This enables descriptions ranging from input/output signatures to internal dataflow.

2.1. Semantic Annotation of Python Scripts

A Python function is semantically described by automatically inspecting its signature, extracting the
function name, parameters, and their types, as shown with an example in Figure 1. This yields a
Function, its Parameters and Outputs, and a corresponding Mapping. The native built-in Python
inspect module is then used to generate the Implementation by capturing imported modules or local
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Figure 2: An FnO Composition describing the internal structure of sum3(a, b, c): the function is decomposed
into an ordered sequence of sum calls, with fnoc:mapFrom and fnoc:mapTo triples capturing how outputs of
inner calls are forwarded as inputs to subsequent ones.

file paths. User-defined functions are further decomposed into a Composition through static analysis
of their source code, as illustrated with an example in Figure 2. First, a Control Flow Graph (CFG)
is constructed, capturing all potential execution paths and grouping linear statements into blocks
while identifying control flow structures, such as loops and conditional branches. Each block of linear
statements is parsed as an Abstract Syntax Tree (AST) to identify function calls, which are recursively
described as Functions. Variable bindings are analysed to derive Composition mappings between
function outputs and inputs. Control flow structures, such as loops and conditional branches, are
collapsed into a single Function whose body is itself represented as a nested Composition, capturing
all statically reachable execution paths while preserving execution order and keeping each composition
as a linear sequence of functions. As FnO-Convert relies on static analysis, runtime-only behavior
such as eval/exec calls and monkey-patching is not resolved and is described as written in the source.
A Python file is described as a Function by parsing its argparse definitions to identify the expected
inputs. The Mapping captures the invocation semantics of each input, including whether it is a positional
argument or a named option, and whether it expects a single value or multiple values. FnO-Convert
then inspects the code that will be executed upon invocation and recursively parses any called functions
to produce a full Composition of the file. This recursive process enables descriptions at arbitrary levels
of granularity.

2.2. Semantic Annotation of Docker Files

A Dockerfile defines a reproducible execution environment through a sequential set of instructions that
build a Docker image. Using the vocabulary introduced by Tommasini et al. [16], these instructions
are represented as Functions, allowing FnO-Convert to describe the full Dockerfile as a Composition.
FnO-Convert inspects RUN commands for Python file references and extracts CLI inputs. Referenced
files are recursively parsed and linked as a Composition of the RUN command’s Function, such that
the RUN command is internally described as an invocation of the referenced script with its specific
inputs.

3. FnO-Convert Provenance Visualization & Demonstration

FnO-Convert is implemented as a PyQt6 desktop application®. The source code is publicly available at
https://github.com/FnOio/fno-convert under permissive MIT license along with a demo video. Upon
startup, users are presented with the Load Tab (Figure 3). Widget 1 allows the user to load a Python file,
Dockerfile, or a Turtle file containing previously generated FnO descriptions. Python and Docker files

*https://www.riverbankcomputing.com/software/pyqt/
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Figure 3: The FnO-Convert Load Tab: Python and Dockerfiles are automatically parsed or FnO Turtle files are
loaded (Widget 1), source code is displayed (Widget 2), and Functions can be selected in Widget 1 to inspect its
annotations (Widget 3).

Load | View
Name Type input
testpath st
tain path st
sam_sub_path str

subpath st

python

Exccute

{
[
1
i
Ml
L
|
i

Implementations

Function

age at het Expand

Figure 4: The FnO-Convert View Tab: Annotations are interactively visualized as connected function blocks and
Composition mappings (Widget 1), with a collapsible tree overview of described functions and compositions
(Widget 2). Functions can be executed with custom inputs, generating complete PROV-O provenance descriptions
(Widget 3).

are automatically parsed upon loading, with their source code displayed in Widget 2. A dropdown in
Widget 1 lets the user select a specific Function to inspect. The corresponding annotations (function,
parameters, outputs, implementation, and mapping) are then displayed in Widget 3.

The View Tab (Figure 4) provides an interactive visualization of the generated annotations. Widget 1
displays each function as a block with parameters on the left and outputs on the right, with data flow
between functions shown as blue lines representing Composition mappings. Widget 2 provides a tree
overview of all described functions. Functions with a composition can be expanded or collapsed to reveal
or hide their internal structure. Widget 3 demonstrates integration with retrospective provenance: users
can provide input values and execute the described function, upon which the tool captures the resulting
inputs and outputs, updates the visualization accordingly, and generates a PROV-O file recording the
execution activities. This file can be downloaded via the save provenance button.



4. Conclusion

FnO-Convert automatically generates fine-grained, hierarchical prospective provenance from Python
scripts without requiring developer annotations, spanning from top-level script structure down to
individual function calls. By separating functional descriptions from their implementation environment,
the generated descriptions are implementation-independent and interoperable. Dockerfile support
demonstrates extensibility, showing how descriptions of heterogeneous artifacts can be meaningfully
linked: RUN commands referencing Python scripts are internally described as invocations of those
scripts with their specific inputs.

Future work will pursue four directions: enriching semantic descriptions by combining exhaustive
extraction with human-provided annotations; extending support to additional languages and cross-
language dataflow to cover multi-language pipelines; integrating with existing language tooling, such
as the Language Server Protocol, to reduce reliance on custom parsing; and tighter integration with
retrospective provenance systems.
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