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Abstract

Knowledge Graph technologies provide us with the ability to interlink data across organizational boundaries,
which lead to implicit Decentralized Knowledge Graphs (DKGs). This interlinking ability makes DKGs a natural
foundation for public and private data, as all data can be stored and managed by the people or authorities owning
this data. When one wants to build applications or services on top of DKGs, this decentralized nature leads to
major technical challenges regarding data integration. Today, most of these challenges are being tackled in a
server-centric manner, where decentralized data is integrated and centralized within servers that run somewhere in
the cloud, far from the control of the people that actually own the data. Consequentially, this server-centricity lies
at the root of many privacy concerns surrounding personal data. In this article, I argue that the ability to store data
in a decentralized manner is insufficient for solving issues surrounding privacy and trustworthiness. Additionally,
we need to rethink how and where we integrate this data, and perform computations over it. Concretely, this
article focuses on a paradigm shift from server-centric to client-centric data integration, by providing users with
reusable and personal query engines. These are client-side engines that are in the driving seat for integrating
decentralized data, as a basis for offering users with full algorithmic control over how their data is processed,
in a transparent manner, which is private by design. This article discusses three open research challenges that
are fundamental to client-centric query processing for driving data integration within decentralized applications.
Namely, the challenges of heterogeneity, personalization, and performance. While server-centric data integration
maximizes performance by sacrificing user control, transparency, and privacy, a client-centric approach does not
require this sacrifice, by shifting focus to the client. This offers a new paradigm for application domains where
decentralization is an inherent property, such as healthcare, social media, and personal genomics.
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1. Introduction: How can decentralized applications integrate data?

The Web has been a driving force behind societal advancement, transforming areas such as our economy;,
healthcare, social media, and more. Despite its massive benefits, most data on the Web are centralized.
This centralization leads to data 1) being in control of a handful multinationals, 2) being spread over a
small number of large data silos, and 3) silos being mostly application-domain-specific, focusing on data
relating to social media, personal genomics [1], and healthcare. Unfortunately, this centralized nature
of data silos has lead to problems such as election influence [2, 3, 4], emotional manipulation [5],
censorship [6, 7], and personal data breaches [8].

Due to growing awareness [9] and privacy-concerning legislation (GDPR, CCPA, Al Act, ...), there is
an increasing push to enable people to control their data. Various decentralized environments [10,
11,12, 13, 14, 15] aim to break down centralized data silos. As a consequence of decentralization, 1) people
gain control over how and where their data is stored, and who can use (parts of) their data, 2) data
is spread across many (personal) data sources that become decoupled from applications, and 3) data
sources are heterogeneous and application-domain-agnostic. While advancements are being made on
decentralized storage [10, 11, 12, 13, 14, 15], identity [16], and usage control [17, 18, 19], the integration
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Figure 1: By focusing on client-centric data integration, Decentralized Knowledge Graphs that are spread
across multiple data sources can be integrated within personal query engines. Such a query engine runs
close to the user, and is reusable by multiple user-specific applications through a query-based abstraction layer.
These engines must have the necessary algorithms to 1) discover decentralized data sources, 2) offer full control,
transparency, and privacy to the user, 3) and be sufficiently fast by also exploiting surrounding resources.

of decentralized data is not well understood yet. As we evolve towards such a decentralized future,
we urgently require a fundamental understanding of decentralized data integration.

Today, the integration of data mostly happens in a server-centric manner, where data is extracted from
various data sources, possibly transformed, and loaded into a central server. While applications have
become highly optimized for this paradigm to meet our human attention spans [20], our technology
is incompatible with the goals and needs of decentralized applications due to 1) processing not being
under the user’s control, 2) systems often acting as a black-box, and 3) the difficulty of preserving
privacy when handling personal data. Instead of attempting to solve these problems that are inherent
to the server-centric paradigm, I propose a mindset shift towards client-centric data integration,
where data storage locations and data processing locations become separated, and where the user’s
device 1) is in control of how the data flows, 2) works in a white-box manner, and 3) is private by design.
With decentralized applications becoming decoupled from both where the data is stored and integrated,
applications can run closer to the client-side, with more user control, transparency, and privacy. This
shift towards client-side computation is timely due to aforementioned legislative requirements, and
our increasingly more powerful client devices and rapid networking advancements (e.g. 5G,
Wi-Fi) that reduce latency and boost bandwidth.

Today, working with decentralized data is highly challenging for application developers compared to
working with centralized data, because 1) data is spread over a large number of heterogeneous sources,
2) users and legislation require control and transparency, and 3) data processing over these remote
data sources must be fast enough to meet human attention spans for interactive applications. To not
require every decentralized application to tackle these same challenges, there is a need to hide such
complexities behind declarative queries, with reusable query algorithms enabling decentralized
data integration, while being in control of users and still achieving acceptable levels of performance.
As shown in Figure 1, these query algorithms can be implemented in personal query engines, which
are in full control of users, and offer decentralized data integration capabilities for the applications
they use. Such personal query engines also offer a convenient interface for AI Agents to interact with
decentralized data, which enables non-experts to interact with it as well [21].

After discussing related work in the next section, the main scientific challenges of client-centric
data integration will be discussed. Finally, we conclude by discussing the possible wider impact of this
paradigm shift.



2. Related Work: Current technology focuses on server-driven data
integration

Knowledge Graphs organize decentralized data To support data format and storage heterogeneity
in a decentralized environment, many decentralization initiatives [10, 11, 15] use Knowledge Graph
(KG) technologies [22, 23] such as RDF and SPARQL. RDF [22] is a standard for representing KGs as a
set of triples with universal semantics, allowing data interlinking across sources without centralized
ontological agreements. SPARQL [23] is the standard RDF query language for gaining insights.

SPARQL federation is unsuitable for decentralization Since KGs can be interlinked across
organizational boundaries [24, 25], this data can be virtually integrated through SPARQL federated query
processing (FQP) [26, 27, 28, 29, 30, 31, 32, 33, 34]. In contrast to polystores [35, 36, 37, 38] that tackle the
heterogeneity of storage engines through query-time translation, FQP delegates such translation to data
publishers through Web interfaces. Despite performing well in controlled distributed environments, FQP
algorithms are unsuitable for decentralized environments as they assume 1) homogeneous interfaces
with limited scalability [39, 40, 41, 34, 42], 2) a low number of sources (+10) [43], and 3) prior knowledge
of sources [44].

Tackling heterogeneity and discovery In recent years, work has been done towards tackling
the heterogeneity of Web interfaces during FQP, and balancing client- and server-effort. Yet, current
algorithms [45, 46, 47, 48] still assume prior knowledge about the interface’s querying capabil-
ities [49], which is unrealistic in decentralized environments. To tackle the issues involving the number
and prior knowledge of sources, work has been done in the field of Link Traversal Query Processing
(LTQP) [50, 51, 52, 53, 54, 55, 56, 57, 57], which discovers sources during query execution, by shifting
towards exploiting structural properties in decentralized environments with many sources (+100.000)
[58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68]. However, performance is still low for complex queries due
to 1) not all interface capabilities being exploited [68], 2) large numbers of links being followed [64, 57],
and 3) ineffective query plans [58, 61]. To tackle these problems, there is a need to integrate the
LTQP and FQP paradigms to combine their respective strengths, which has been an open problem
for 7+ years [69, 70].

Personalized query processing is highly centralized Content-driven applications for topics
such as movies, music, and social media are often personalized using Recommender Systems [71, 72],
which suggest items based on user’s navigation history and preferences. They rely on application-
dictated models [73, 72] that lack transparency [74] and have limited configurability [75]. As these
have led to privacy and manipulation scandals [2, 3, 4, 5, 6, 7, 8], there is a need to move from
application-driven algorithms to user-driven algorithms [76]. While such algorithmic freedom
could be given to users by using declarative queries as abstraction layer, existing personalized query al-
gorithms [77, 78,79, 60] are insufficient for decentralized environments as they lack 1) preference
models for cross-application interoperability, 2) trust definitions across data sources, and 3) operational
preferences [80].

Optimizing decentralized SPARQL query execution is not well understood First, trade-offs
between I/O, battery usage, and CPU time for query planning [81, 82, 83] have not been explored yet
in the context of SPARQL, and existing resource adaptation techniques do not yet consider the
dynamicities experienced in personal client devices [80, 84], such as changing environments
for mobile devices or performance fluctuations due to competing processes. Second, materialized
views [85, 86, 87, 88, 89] are commonly used in centralized settings to reduce execution time of query
execution at the cost of increased storage. Despite their benefits, we lack understanding of how
materialized views behave in a decentralized environment. Third, collaborative SPARQL querying



could improve performance, but either assumes public data [26, 90, 91, 92], or performs full privacy-
preservation [93, 94] which is too slow for interactive use [95]. While decentralized environments consist
of public and private data, we lack understanding of combining public and private collaborative
query paradigms.

3. Scientific challenges of client-centric data integration

Enabling data integration for decentralized applications calls for a client-driven query processing
approach, for which I foresee three high-level research challenges: 1) A fundamental understanding
of client-driven query processing in a large heterogeneous environment is required. 2) This
then opens the door towards empowering users in gaining personalized control over client-driven
query processing. 3) There is a need to make this form of processing useful in practice through
optimization to user-relevant metrics [20]. Hereafter, these challenges are explained in more detail,
with conceptual solution directions in the form of a research roadmap.

3.1. Challenge 1: Client-driven query processing over heterogeneous data sources

To query over data sources that have varying interfaces and are not known upfront, there are three
fundamental research objectives to achieve discovery, query planning, and link pruning (Figure 2).

Objective 1a: Hypermedia-based federation over heterogeneous sources To enable querying
without making prior assumptions on interface capabilities, we require query planning and evaluation
algorithms to federate over such interfaces through autonomous usage of hypermedia controls.
Objective 1b: Adaptive query planning over dynamically discovered sources To optimize querying
over sources that are not known beforehand, we require authority-aware query planning algorithms
that adaptively assign sources discovered during execution to subqueries.

Objective 1c: Join- and authority-aware link pruning To achieve more selective link traversal across
data sources, we require an authority-aware link pruning approach that takes into account how triple
patterns are joined instead of considering them in isolation.

Objective 1a will enable engines to execute queries

over query interfaces without relying on prior assump-
tions on the expressivity and capabilities of these inter-
faces. To determine query decomposition over interfaces,
we can introduce declarative hypermedia-based [96]

adaptive

query shapes as an extension of RDF data shapes [97]. . — . interface query plan
. . O discovery

Using discovered query shapes, we can apply query con- join-aware I

tainment [66, 88] to assess during query planning how RSN E—

to use interfaces. Evaluation must compare query execu- =
tion time against hypermedia overhead, which is likely
to be negligeable compared to HTTP-induced latencies.

Objective 1b will use the full expressivity of query in-
terfaces that are discovered during execution. As opposed
to considering triple-pattern-level source assignment
over document-oriented interfaces during LTQP [52],
we can incorporate the exclusive groups principle [27] from FQP to enable source assignment to
larger subqueries. Since exclusive groups are incompatible with source discovery, we can introduce
authority-based source selection allowing publishers to signal authority over shapes of data. Instead
of relying on heuristics [98], we must adapt the query plan during execution [57, 99, 100, 101, 102, 61].
Evaluation should measure lower total and incremental [103] execution times and bandwidth usage
with higher server costs.

Figure 2: Adaptive planning and join-
aware pruning over heteroge-
neous sources discovered dur-
ing execution.




Objective 1c will reduce the number of links during cross-source traversal. Since the number of
links can explode when traversing sources [65], we can use authority shapes (Objective 1b) as a link
pruning approach [60]. This pruning will rely on early-completing join operations after being
established as authoritative subqueries, which otherwise only complete when the link queue is fully
drained. Links determined from this subquery through reachability criteria [52] over triples that did not
contribute to the joined results can be pruned. Evaluation should measure reductions in HTTP requests,
intermediary results, total and incremental [103] execution times, without reductions in completeness.

3.2. Challenge 2: Personalized client-driven query processing

To give users personalized control over their query engine, there are three fundamental research
objectives to manage and use decentralized preferences, and achieve user-oriented optimizations.

Objective 2a: Decentralized user preferences framework To give users fine-grained control on
how their data will be processed, we need to model explicit preferences (such as interests, trust, and
operational settings), and implicit preferences based on user history. Techniques are required to track
and manage them in a decentralized setting for cross-application interoperability.

Objective 2b: Query processing driven by decentralized preferences To give users fine-grained
control and insights into how decentralized data are retrieved, combined, and processed, we need query
algorithms that are driven by combinable user-oriented preferences.

Objective 2c: User-oriented inter-query optimization To lower execution time and bandwidth usage
for sequences of query executions under equal user preferences, we need a client-side caching strategy
based on personal usage patterns, which will also anticipate future data needs.

Objective 2a will model decentralized user preference representation. Inspired by recommender
system models [104], we can introduce an abstract framework and vocabulary [105] that captures
explicit and implicit user preferences that are scattered and composable across multiple data sources.
Besides traditional explicit preferences such as topical interests [75], this may include trust relation-
ships [60], and operational settings like preferring trustworthy results instead of fast results. Implicit
preferences can be represented as user history through application-agnostic provenance [106].

Objective 2b will enable query algorithms to be driven by user preferences and providing insights.
First, user-related preferences that are discovered during LTQP [52] can define a preference-driven
cost model that drives focused traversal [107] through link pruning [60] and prioritization [57]. Second,
to provide insights we can incorporate how- and where-provenance [108] into LTQP by extending
the spm-semirings [109] model towards discovered sources during traversal. Evaluation must measure
subjective trustworthiness of personalization and insights through user studies, and their overhead on
execution time is measured in terms of preference size and complexity.

Objective 2¢ will enable engines to execute sequences of queries faster, as user-specific queries are
similar due to recurring patterns [110, 111]. As opposed to existing user-agnostic caching techniques
for LTQP [112], we can design a user-pattern-aware caching and link prefetching strategy
using existing user-patterns [110, 111]. Furthermore, query plans for subsequent queries will
be determined from partial cardinalities obtained from the cache rather than only relying on
heuristics [98]. Evaluation should evaluate the trade-off between cache size, execution time, and
completeness [112].




3.3. Challenge 3: Context-aware optimization of client-driven query processing

To optimize processing with discovered capabilities, there are three fundamental objectives (Figure 3).

Objective 3a: Resource-aware query planning To optimize the utility of local and remote server
resources, we require algorithms that construct resource-aware query plans.

Objective 3b: Federation-aware materialized views To minimize computational effort across clients
handling similar public data, we need federation-aware materialized views that cover heterogeneous
sources, and use them during federated query execution.

Objective 3c: Privacy-aware outsourcing of query processing To minimize the computational effort
of single client-side engines handling protected data, we need privacy-aware query decomposition to
outsource computation to one or multiple parties.

Objective 3a will enable engines to optimize exe-
cution with surrounding resources. Since client per-

formance is context-dependent, we can introduce a
resource-aware cost model for SPARQL query plan-
ning that —besides speed—- incorporates metrics such as
battery usage [82], CPU usage [83], latency, and band-
width [113]. Metrics related to remote sources will be dis-
covered through declarative server announcements [105].
As metrics can vary across time for long-running queries :

or mobile clients [80], the query plan can be adapted ok <> : :
during execution [57, 99, 100, 101, 102] based on this — ?
cost model. Evaluation must compare adaptation of the
cost model to different scenarios, such as varying battery
levels and fluctuating network stability.
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Figure 3: Query engine exploits dis-
covered interface capabilities,
including resource announce-

Objective 3b will enable engines to reuse executions ments, materialized views, and
by other engines over similar public data. First, we can outsourced computation.

extend the model of materialized RDF views to in-

corporate multiple heterogeneous data sources that

can vary per view and query, as opposed to assuming one source [86]. Based on this, we can introduce
federated query rewriting algorithms [89, 114], by extending SPARQL query containment [88]
towards federation and heterogeneity. Evaluation should measure the trade-off between view storage
size and query execution time.

Objective 3¢ will enable query execution to be outsourced with privacy preservation. In contrast to
full query outsourcing via computationally-expensive MPC techniques [95, 93, 94], we can introduce
privacy-aware query decomposition across heterogeneous sources. Using MPC for SPARQL [115],
we can balance computations between the client, privacy-preserving parties, and privacy-agnostic
parties. To support heterogeneous sources beyond SPARQL endpoints [116], we can annotate query
shapes (Objective 1a) with usage control descriptions [18, 17], for which we can design a novel privacy-
aware query containment algorithm [66, 88]. Evaluation should aim to measure reductions in
execution time, MPC computation size, and bandwidth usage.

4. Impact and conclusions

Privacy concerns in data-oriented applications are establishing a new relationship between users and
service providers. By shifting from server-centric to client-centric data integration via personal query
engines, users can be in full control over not only how their data is stored, but how it’s processed. Besides
the immediate technical challenges described above that need to be tackled first, such a paradigm-shift
will also open up the following research directions in the field of (SPARQL) query processing:




. Objective 1: Performant querying without prior knowledge of sources: Research mostly

focuses on the FQP paradigm due to its superiour performance over LTQP. Tackling the open
problem [70, 69] of combining both paradigms, will result in a hybrid paradigm with on-the-
fly source discovery and high performance, which will trigger new query optimization research
opportunities.

. Objective 2: Preference-specific optimization: Establishing a preference-driven querying

paradigm for decentralized environments opens doors to preference-specific query optimization
research, such as specific query planning techniques for achieving both high trust and low bandwidth
usage.

Objective 3: Shift from singular performance optimization to context-aware optimization:
while SPARQL query optimization research today mostly optimizes for total execution time, we can
broaden this view towards measuring trade-offs between resource utility and privacy-preservation.

Long-term, such a paradigm shift will impact our society long-term through:

1.

Increased decentralization of data: With data being decoupled from applications, the need for
silo-oriented data centralization is reduced. This leads to data being usable across applications,
which enables businesses to focus more on application development instead of data collection, and
aligns with the European “once-only” principle [117, 118] on avoiding storing data multiple times.
Lower cost of decentralized application development: By decoupling data discovery and
integration from applications, businesses can focus development on their interests and expertise.
Higher trust from application users: Giving users higher transparency and controllability data
in how their data is processed, can restore trust [9] in the Web and its applications following recent
scandals [2, 3, 4, 5, 6, 7, 8]. Further, it will open business opportunities in areas that benefit from
personalization, such as social media [11, 12, 13], mixed reality devices, wearables, brain-computer
interfacing.
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