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Abstract

Knowledge graphs are increasingly populated by large language models (LLMs), which generate induced semantics
at scale. However, LLM-generated knowledge also introduces hallucinations, contradictions, and semantic drift
that static validation approaches such as SHACL and OWL are often insufficient to adequately address. We propose
the Semantic Immune System (SIS), a logic-based framework for autonomous knowledge graph validation
and repair. Inspired by biological immune systems, SIS combines deterministic constraints with adaptive and
evolutionary mechanisms to detect, remember, and mitigate semantic anomalies in dynamically evolving graphs.
We provide a formalization, a worked example, and a discussion of feasibility and oracle assumptions. The
framework offers a blueprint for building autonomous KG repair systems that balance correctness, robustness,
and completeness.
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1. Introduction

2. Introduction

Knowledge graphs (KGs) are central to modern data integration, search, and decision support [1]. Their
quality, particularly correctness and completeness, is critical because errors or missing information
can directly affect downstream analytics, recommendation systems, reasoning tasks, and automated
decision-making processes [2]. Traditionally, KGs are built by domain experts using curated semantics
— manually designed ontologies and clean data. This approach ensures high fidelity but suffers from
the knowledge acquisition bottleneck [3, 4]. The recent success of large language models (LLMs) has
enabled induced semantics: automatic extraction of triples from unstructured text at web scale [5]. While
this solves the scalability problem, it introduces new types of defects: factual hallucinations, logical
contradictions, outdated information, and subtle semantic drift [6].

Existing validation methods such as SHACL [7] and OWL [8] constraints remain effective for enforcing
structural consistency, schema compliance, and type safety. However, they are insufficient for detecting
semantically plausible but factually incorrect assertions generated by probabilistic systems such as
LLMs. The limitation is fundamental rather than being implementation-specific. Ontology constraints
operate primarily over consistency, type compatibility, and explicit logical entailment. LLM-generated
assertions, however, often fail at the level of world knowledge, contextual plausibility, or temporal
validity while remaining logically consistent with the ontology [6, 9]. For example, the triple “Marie
Curie won the Nobel Prize in Literature” is structurally valid (a person winning a prize) but factually
false. No static constraint can capture such domain-specific falsehoods. Existing semantic validation
assumes that knowledge graphs evolve slowly and that semantic boundaries remain largely stable once
encoded in ontologies and constraints. Induced semantics fundamentally changes this assumption.
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Modern KGs are no longer static curated artifacts, but continuously evolving semantic ecosystems
populated by probabilistic assertions generated at machine scale. In such environments, validation
cannot remain purely rule-based and reactive. Instead, semantic infrastructures must become adaptive,
self-monitoring, and capable of learning new classes of semantic failure over time. This shift motivates
moving from static validation toward autonomous semantic defense systems.

To mitigate these shortcomings, we propose SIS, inspired by biological immune systems, SIS treats a
KG as a living semantic ecosystem and hallucinations as semantic pathogens that must be detected,
remembered, and neutralized. The SIS combines lightweight structural validation using SHACL/OWL
as a first-line sanity check with an adaptive layer based on negative selection, where logical detectors
evolve to recognize previously unseen hallucination patterns. Detector quality is further improved
through clonal selection using oracle validation, human feedback, or contradiction signals, while se-
mantic memory stores previously observed pathogen signatures for rapid secondary response. Detected
semantic pathogens can subsequently trigger repair actions, ranging from triple removal and confidence
adjustment to targeted regeneration and human review. In addition, semantic vaccination proactively
injects synthetic hallucinations to pre-train the system against emerging failure modes.

Unlike prior artificial immune system approaches for databases or networks [10, 11], the SIS targets
LLM-induced errors in KGs. We formalize the notions of Semantic Self and induced semantics, introduce
adaptive detector generation and evolution mechanisms, propose semantic vaccination for proactive
defense, and discuss feasibility under different oracle assumptions and autonomy settings.

Why Static Validation Breaks Under Induced Semantics? Classical ontology validation assumes
that the semantic space of a KG is relatively bounded and evolves under explicit human supervision.
Under this assumption, domain constraints and logical entailment are sufficient to preserve integrity.
However, induced semantics generated by LLMs introduce probabilistic assertions whose failure modes
are often semantically plausible and are hence structurally valid. This distinction is critical as hallu-
cinated triples frequently satisfy all syntactic and ontological constraints while still being factually
incorrect. As a result, traditional validation mechanisms remain effective for detecting structural incon-
sistencies but become increasingly ineffective against semantic pathogens that emerge from statistical
generation processes.

The problem is further amplified by the dynamic nature of induced semantics. As LLMs continuously
generate and refine assertions, semantic drift can accumulate gradually across a KG without triggering
explicit logical contradictions. In this setting, validation becomes an ongoing adaptive process rather
than a one-time verification step. Consider an enterprise-scale KG continuously updated by autonomous
Al agents extracting knowledge from scientific literature, internal reports, and web sources. In such
environments, millions of probabilistic assertions may be generated daily, rendering manual validation
infeasible. The SIS envisions adaptive semantic infrastructures capable of continuously monitoring,
filtering, and repairing generated knowledge before erroneous assertions propagate into downstream
analytics or decision systems.

3. Preliminaries and Definitions

We use standard notation in Description Logic (DL) [12, 13] and knowledge graphs [14]. A DL knowledge
base (KB) K = (T, .A) is a tuple where T is a TBox (terminological axioms) and .A is an ABox (assertions).
The TBox 7 contains general concept inclusions (GCIs) of the form C' C D, where C, D are concepts.
The ABox includes assertions having the form C'(a) (concept assertion) or r(a, b) (role assertion), for
individuals a, b, concept C, and role 7. An interpretation Z maps concepts to sets and roles to relations.
A knowledge base is consistent if it has a model.

A KB can be naturally represented as a knowledge graph [15], which encodes the assertions and
logical entailments of the input KB, facilitating accurate downstream prediction tasks. In the remainder
of the paper, we use the graph representation and refer to it as a KG. Consequently, we abstract over
the underlying representation and consider the KG view consisting of triples (s, p, 0). We denote by G



the KG induced from K.

We assume the existence of an oracle Or that, given a triple, returns true if the triple is deemed
factually correct according to a trusted source of domain knowledge, and false otherwise. The oracle
additionally assigns a confidence score in its evaluation and can represent a domain expert, curated
reference source, or hybrid verification pipeline. In contrast to the DL reasoners, the oracle is not
restricted to checking logical entailment from the current KG but may validate facts against external
ground truth. In practice, oracles can be imperfect; we relegate a detailed discussion on this aspect to
Section 5.

Definition 3.1 (Semantic Self). Let G be a KG, Or be an oracle and O € [0,1] be a confidence
threshold. The Semantic Self S C G of G is defined as:

S = {7- cq | Or(T) = true A\ conf(T) > 9self}-

While we adopt triples for clarity, real-world KGs qualify statements with temporal validity and
provenance. Our model extends seamlessly to contextualized statements (s, p, 0, ¢), where ¢ captures
these dimensions; the oracle and detectors operate over this enriched representation. The remaining
triples in G may be unverified or erroneous.

Definition 3.2 (Induced Semantics). Let M be an LLM or any KG extraction pipeline. The set of
induced triples Z is:

Z={7|71~ M(corpus) }.

We next define semantic pathogens, defined as induced triples that are assessed as false by the oracle.
That is, an induced triple 7 € Z is a semantic pathogen if Or(7) = false. A pathogen may be the result
of an LLM hallucination, a contradiction to already existing facts, or any fact that does not hold in the
domain.

The goal of the SIS is to decide for each 7 € 7 whether it should be accepted (added to the KG) or
rejected as a semantic pathogen.

Example 3.1 (Running Example). Consider a KG with Semantic Self triples:
S = {(MarieCurie, wonPrize, NobelPrizePhysics), (MarieCurie, hasField, Physics) }.

Suppose an LLM induces the triple T = (MarieCurie, wonPrize, NobelPrizeLiterature). Since Marie Curie
never won the Literature prize, Or(T) = false, so T is a pathogen.

4. Formal Framework for the Semantic Immune System

4.1. Innate Immunity

Figure 1 shows the overall architecture of SIS. The innate layer consists of a set of deterministic base
constraints C expressed in SHACL or OWL. These constraints define the structural boundaries of the
semantic self. Let K denote the current knowledge graph state (initially derived from the input KB K).
For a triple 7, we define the innate response as:

1 ifKU{r}EC

0 otherwise

Rinnate (7—> = {

If the triple violates any constraint (e.g., domain/range, cardinality), it is immediately quarantined.
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Figure 1: Architecture of the SIS with innate and adaptive validation, clonal selection, semantic memory, and
semantic vaccination.

Embedding-Based Affinity Let ¢ : G — R? be an embedding function (e.g., RDF2Vec [16]) that
maps triples from the knowledge graph G to vectors. We define the semantic similarity between two
triples as cosine similarity. We then define the affinity of an induced triple 7 to the Semantic Self S as:

A(7,8) = max sim(7, 7).
T'eSs
If A(7,S) < Oafinity the triple is flagged as a potential pathogen. We use this affinity measure only to
guide detector generation, not final decisions.

4.2. Negative Selection for Detector Generation

In biological immune systems, negative selection produces T-cells that react only to non-self by elim-
inating those that react to self. We apply the same principle to generate semantic detectors — logical
rules that fire when presented with a pathogen.

Definition 4.1. A detector d is a pair (r,w) where r is a logical condition and w € [0, 1] is a weight. We
say that a detector d = (r,w) matches a triple 7 if r(7) evaluates to true.



Example 4.1. Consider a detector rule encoding improbable prize-field combinations:
ASK WHERE - ?x wonPrize NobelPrizeLiterature . ?x hasField Physics

Applying this to the running example triple T = (MarieCurie, wonPrize, NobelPrizeLiterature), the rule
partially matches the pattern, but full activation requires a conflicting field assertion such as Physics,
illustrating how composite detectors operate.

We present a dedicated algorithm (Alg. 1) that generates the initial detector set Dipit.

Algorithm 1 Negative Selection for Detector Generation

Require: Semantic Self S, embedding ¢, threshold fjs, candidate rule count N
Ensure: Initial detector set Dip;t
Dhpit < 0

—_

2: Generate candidate rule templates R ,ng using an LLM prompt based on &
3: for each 7 € Rcapg do
4 Sample Sgample C S of size k
5 if 37 € Sqample With r(7) true then
6 Reject r > reacts to self
7 else
8 Dinit <= Dinit U { (7, Winit) }
9 end if
10: end for
11: > Also generate random non-self detectors
12: for i =1 to Nypq do
13: Sample random vector v ~ U (R%)
14: Find nearest self triple 74y = arg max,/cs sim(v, ¢(7'))
15: if sim(v, @(Tself)) < Ogerr then
16: Convert v to a rule r via an LLM (describe the region)
17: if r does not match any 7 € Ssample then
18: Dinit < Dinit U {(7, Wrand) }
19: end if
20: end if

21: end forreturn D;,;

By construction, the detectors that react to the triples in the sampled semantic self are discarded
during negative selection. Therefore, the resulting detector set preferentially targets triples in the
non-self region of the semantic space (i.e., G \ §) while minimizing interference with the semantic self.

4.3. Pathogen Recognition
Given an incoming induced triple 7, the SIS computes a pathogen score:

1

= Dl > wa - 1ra(r)].

d€Dinit

score(T)

If score(T) > Bpathogens the triple is flagged as a pathogen and neutralized (quarantined or discarded).

4.4. Clonal Selection and Detector Evolution

To adapt to new hallucination patterns, the SIS employs clonal selection [17]. When a detector d
contributes to a true positive (correctly flagging a confirmed hallucination), the system creates c clones
and mutates them using an LLM. The mutation explores the semantic neighborhood of the given



pathogen (e.g., by changing either the relation or the concept name of the triple). The fitness of a
mutated detector d’ is evaluated on a validation set:

TP(d', Hyal)
fitness(d') = TFP
neSS( ) TP(d/7 Hval) + FP(d/’ Sval) 9

where H,, are the known hallucinations and Sy, is a self-subset. Only detectors with a fitness score
above a threshold (e.g., 0.7) replace the least fit detectors (elitist selection).

4.5. Semantic Memory and Secondary Response

After a pathogen is neutralized , the SIS creates a memory record, depicted as follows.
mem(7) = (7, source LLM, {d € D | match(d, 7)}, conflicting_triples).

When a new triple 7/ arrives, the system first checks memory using embedding similarity. To counter
semantic drift, each memory record decays with factor A; unreinforced records are pruned, ensuring
the system adapts when the oracle or domain knowledge evolves.

/ . /
Miecan(7') = 1 max sim(7', 7) > Omem
mem(7)EMemory

If a similar pathogen was seen before, 7’ is neutralized immediately without invoking the full adaptive
cycle.

4.6. Semantic Vaccination

We introduce a proactive mechanism: semantic vaccination A vaccine agent (a specialized LLM)
generates synthetic hallucinations that are structurally plausible but factually false, targeting known
weaknesses of the current detector set. These synthetic pathogens are injected into a quarantined
sandbox KG, triggering the full negative selection and clonal selection cycles. By the time a real
large-scale hallucination event occurs, the SIS already has high-affinity detectors ready.

Example 4.2 (Vaccination for the Running Example). The vaccine agent might generate synthetic
triples. Specifically, it mutates triples via relation substitution, entity substitution, and temporal incon-
sistency, ensuring broad coverage of plausible falsehoods, like “Albert Einstein won the Nobel Prize in
Literature” or “Marie Curie discovered the theory of relativity”. Hence, the SIS would process them in a
sandbox, evolving detectors that generalize to category errors (such as prizes in an unrelated field or false
scientific attributions).

Conceptually, the SIS operates as a continuous adaptive cycle. Consider a sandbox environment in which
an initial set of synthetic hallucinations is injected into the KG. During early iterations, only a subset
of pathogens may be recognized by existing detectors. However, confirmed detections trigger clonal
expansion and mutation, producing increasingly specialized detectors that generalize across related
hallucination patterns. At the same time, semantic memory enables previously observed hallucination
pattern families to be recognized with decreasing response latency. Over successive vaccination cycles,
the detector population evolves toward broader semantic coverage and faster secondary response,
analogous to adaptive immunity in biological systems.

5. Trade-offs and Feasibility Discussion

Oracle Quality: The definitions above assume an oracle that always returns the correct truth value.
In practice, an ideal oracle does not exist. Following [18], we distinguish several settings, including an
all-knowing oracle (ideal but unrealistic), a limited all-knowing oracle that provides correct answers



only for a subset of triples, a noisy oracle with a known error rate, and the absence of an oracle in
fully automated settings. The SIS can operate under all these scenarios, with repair quality degrading
gracefully as oracle reliability decreases. In the presence of noisy oracles, voting mechanisms and
confidence thresholds can be used to mitigate errors.

Scalability and Autonomy. The SIS is intended as a scalable architectural framework. Negative
selection operates on samples of the Semantic Self, while embedding-based affinity and memory recall
can leverage approximate nearest-neighbor indices such as FAISS [19], enabling efficient operation on
large KGs. Computationally intensive components, including clonal evolution and semantic vaccination,
can execute asynchronously, keeping the core validation pipeline lightweight. Following [20], the SIS
also supports different autonomy levels by allowing repairs to be computed using either local knowledge
(KBp) or the entire KG (KB k), while retaining either local (ASp) or global (AS k) axioms, thereby
balancing repair quality, scalability, and ownership constraints.

6. Related Work

KG validation and repair: Early work focused on debugging incoherent ontologies using justifica-
tions and hitting sets [21, 22]. More recent approaches use abduction for missing axioms [23] or axiom
weakening to avoid complete removal [24, 25]. To the best of our knowledge, none of these address
LLM-induced hallucinations or use negative selection.

Artificial immune systems: Forrest et al. [10] introduced negative selection for computer security.
Dasgupta [11] surveyed AIS applications. However, these were applied to network intrusion or fault
detection, not to knowledge graphs or semantic hallucinations.

LLM hallucination detection: Recent surveys [6] classify hallucination mitigation strategies, but
largely focus on natural language generation rather than KG integration. To our knowledge, SIS is the
first framework combining neuro-symbolic embeddings, negative selection, and semantic vaccination
for KG integrity. While existing approaches address ontology repair, hallucination mitigation, or
anomaly detection separately, SIS unifies self/non-self discrimination, evolutionary detector generation,
semantic memory, and proactive vaccination within a single adaptive framework for autonomous KG
integrity management.

7. Conclusion

In this paper, we presented the SIS, a framework for detecting and mitigating LLM-induced hallucina-
tions in knowledge graphs through layered structural validation, adaptive detector generation, clonal
refinement, semantic memory, and proactive vaccination. The framework formalizes the notions of
Semantic Self and induced semantics while addressing practical aspects such as oracle quality, scalability,
and autonomy. More broadly, the SIS provides a blueprint for autonomous KG integrity management
in continuously evolving semantic environments. Future work will benchmark SIS on Wikidata with
injected hallucinations, measuring F1 against SHACL and embedding baselines via ablation studies,
while addressing oracle drift through the decay mechanisms.
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