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Abstract
Spoofing attacks and multipath interference, which are both highly correlated with authentic Global Navigation
Satellite System (GNSS) signals, severely compromise reliable and accurate Positioning, Navigation, and Timing
(PNT) services. Slowly varying spoofing gradually pulls the target receiver away from its true PNT state, while
multipath introduces similar correlation peak distortions and code delay biases. Because these high-correlation
interferences are difficult to separate and tend to coexist in real-world environments, this paper proposes a
joint identification and suppression method based on the Multipath Estimating Delay Lock Loop (MEDLL) and
a GNSS/5G/Inertial Navigation System (INS) observation consistency check. MEDLL first separates and esti-
mates multiple signal components per satellite channel, from which the pseudorange residual consistency of
each candidate component combination is constructed for preliminary grouping. Aided by 5G and INS refer-
ences, spoofing and multipath components are reliably identified and suppressed, recovering normal navigation
solutions for both standalone GNSS receivers and GNSS/5G/INS integrated systems. Experimental results on a
public dataset demonstrate that under mixed slowly varying spoofing and multipath, the proposed method sta-
bly isolates authentic signals, achieving timing and positioning performance that approaches interference-free
levels.
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1. Introduction

Global Navigation Satellite System (GNSS)-based positioning, navigation, and timing (PNT) services
serve as foundational infrastructure for civil aviation, intelligent transportation, power grid synchro-
nization, mobile communications, and emergency rescue. However, weak signal power, publicly doc-
umented signal structures, and environmental reflections render GNSS highly susceptible to spoofing,
multipath, and other radio-frequency interference [1, 2]. While antenna array and spatial filtering
techniques are relatively mature for combating high-power jamming [3, 4], their ability to suppress
spoofing and multipath signals arriving from directions near authentic signals is constrained, particu-
larly on small-aperture, weight-constrained, or cost-sensitive platforms [5, 6].

Spoofing and multipath share the characteristic of being highly correlated with authentic signals in
both time-frequency domain and waveform structure [7]. Slowly varying (or lift-off) spoofing gradu-
ally pulls the target user’s position and timing estimates away from true values through subtle adjust-
ment of code phase and carrier Doppler parameters. This slow variation closely resembles inherent
Inertial Navigation System (INS) drift, causing conventional Kalman filter innovation-based abrupt-
change detection to fail [8, 9, 10]. Multipath introduces similar correlation peak distortions and code
delay biases, among which standing (quasi-static/resident) multipath, caused by fixed reflectors such as
building walls and parked vehicles, is particularly difficult to eliminate through receiver tracking loop
filtering or long-term averaging, in contrast to dynamic multipath [11, 12]. Both interference types
manifest as multiple peaks, peak shift, asymmetry, and other deformations in the received signal’s cor-
relation function. More critically, their practical coexistence creates multiple highly correlated signal
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components within a single satellite channel, making it hard to distinguish their individual contribu-
tions based solely on correlation peak shapes.

At the signal parameter estimation level, the Multipath Estimating Delay Lock Loop (MEDLL) based
on the Maximum Likelihood (ML) criterion can estimate signal parameters of multiple components,
but it inherently lacks the semantic capability to discern each component’s origin (authentic, spoofing,
or multipath) [13]. At the navigation information level of a tightly-coupled GNSS/INS integration, Ex-
tended Kalman Filter (EKF) innovation test can sense spoofing intrusion [9], but multipath interference
similarly induces innovation anomalies, leading to high false alarm rates. Furthermore, under complete
spoofing where all visible satellites are compromised, the spoofed signal set maintains internal GNSS
consistency, making it impossible to distinguish the authentic set from the spoofed one using GNSS
observations alone. External auxiliary information is therefore indispensable [14, 15].

Fifth-generation (5G) mobile communication signals, operating in frequency bands distinct from
GNSS, provide independent Time of Arrival (TOA) and Angle of Arrival (AOA) measurements un-
affected by GNSS spoofing, offering a reliable external reference [16, 17, 18, 19, 20]. To resolve the
coexistence of slowly varying spoofing and multipath, this paper proposes a joint identification and
suppression method based on MEDLL parameter estimation and a GNSS/5G/INS consistency check.
Signal parameters extracted by MEDLL are grouped via pseudorange residual consistency, after which
5G/INS external references isolate authentic observations and reject interference so that normal nav-
igation solutions at both standalone GNSS receiver and GNSS/5G/INS integrated system levels can
be restored. Experimental results based on a publicly available dataset [20] show that the proposed
method stably identifies authentic signal components under mixed spoofing and multipath interfer-
ence, yielding recovered timing and positioning performance to near-interference-free levels.

2. MEDLL-based Parameter Estimation For Multiple
High-Correlation Signals

Because spoofing, multipath, and authentic satellite signals share similar signal structures and high
correlation, the MEDLL algorithm, originally designed for multipath estimation, can also be applied
to extract spoofing parameters. The algorithm models the received GNSS (taking the BeiDou System,
BDS, as a representative in the following) signal as a linear superposition of a finite number of sig-
nal components, estimating the amplitude 𝐴𝑖, code delay 𝜏𝑖, and carrier phase 𝜃𝑖 of each component
sequentially through iterative optimization [13, 20].
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In practice, MEDLL operates based on the input correlation function 𝑅BDS(·) and a locally generated
reference correlation function 𝑅𝑟(·). The specific steps include: (1) Preprocessing: generate the refer-
ence correlation function 𝑅𝑟(𝜏) for each satellite using clean, interference-free signals; (2) Iterative
estimation: estimate the parameters of the first signal component using the ML criterion and recon-
struct its correlation function based on the reference; (3) Residual update: subtract the reconstructed
correlation from the input correlation 𝑅BDS(𝜏) and use the residual to estimate the next component;
(4) Loop convergence: repeat the above process until all components are estimated or the residual
energy falls below a preset threshold. Iteration also terminates if the change in the estimated code
delay between two successive iterations is less than the sampling interval. To accommodate coexist-



Figure 1: Anti-spoofing and anti-multipath procedure based on BDS/5G/INS consistency check

ing spoofing and multipath, the maximum number of estimated components per channel, 𝑀̂ , is set
to 3, enabling simultaneous processing of the direct signal, a spoofing signal, and the most energetic
multipath component.

After MEDLL has estimated two or three code delays 𝜏𝑘
𝑖 (𝑖 = 1, 2, 3) for the 𝑘-th satellite, pseudor-

ange candidates 𝜌𝑘
𝑖 are recovered based on the initial pseudorange 𝜌𝑘

0 corresponding to the code phase
𝜏𝑘

0 of the input correlation tracked by the receiver’s delay lock loop:

𝜌𝑘
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0
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where 𝑐 is the speed of light. Thus, MEDLL accomplishes signal separation and parameter estimation,
providing two or three independent pseudorange measurements for each affected satellite to feed the
subsequent consistency check.

3. Mixed Spoofing-Multipath Identification and Suppression Based
on GNSS/5G/INS Consistency Check

After MEDLL completes separation and pseudorange estimation, two or three candidate pseudoranges
are available per satellite channel. However, MEDLL itself cannot determine which component corre-
sponds to the authentic satellite, spoofing, or multipath. This section establishes a complete processing
framework using the pseudorange residual statistic as the primary feature for grouping, identification,
and interference mitigation.

3.1. Anti-Spoofing and Anti-Multipath Procedure Based on Consistency Check

At the GNSS information level, when five or more pseudorange equations are available, the solution
process becomes an overdetermined adjustment problem, and the residuals reflect the degree of consis-
tency among the signal components: authentic satellite signals are necessarily mutually consistent, sig-
nals from a single spoofing source are also mutually consistent, authentic and spoofed signals conflict,
and multipath components lack consistency across channels and with authentic or spoofing signals
due to random reflection paths. Based on these facts, the pseudorange residual is adopted as the core
feature for consistency check. Fig. 1 illustrates the overall anti-spoofing and anti-multipath procedure.

The Improved Multi-Epoch Weighted Innovation Accumulation (IMEWIA) detector proposed in [18]
constructs detection statistics by accumulating EKF innovations over a sliding window. It can detect
both slowly varying spoofing-induced innovation offsets and multipath-induced anomalies. Once an
alarm is triggered, MEDLL is activated to estimate the parameters of each signal component of af-
fected satellite channels and recover multiple pseudorange sets. The consistency check stage then
begins: first, the combination with the best internal consistency is selected as the reference group



via exhaustive permutation; then, remaining components are sequentially tested for consistency with
the reference group. Finally, aided by 5G and INS measurements, each group is labeled as authentic,
spoofing, or multipath, and anomalous components are eliminated/excluded at both the standalone
BDS receiver level and the BDS/5G/INS tightly-coupled system level, restoring the normal navigation
solution.

The procedure accommodates three interference scenarios—spoofing only, multipath only, and co-
existing spoofing and multipath—each following a distinct processing flow.

3.2. Pseudorange Residual Statistic

The pseudorange residual reflects self-consistency among a set of measurements: if all components
originate from the same spatial-temporal reference (e.g., all from authentic satellites or all from a single
spoofer), the residual should be lower than the preset threshold; otherwise, it increases significantly
[14].

For a combination Ω𝑗
𝐾 , 𝑗 = 1, 2, . . . , 3𝐾 , selecting one candidate pseudorange from each of 𝐾

channels (5 ≤ 𝐾 ≤ 𝑁𝑠, where 𝑁𝑠 is the total number of tracked satellites), the measurement equation
is
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where p𝑘 is the satellite position, p𝑢 and 𝛿𝑡𝑢 are the unknown user position and clock bias, and
𝜀𝑘 ∼ 𝒩 (0, 𝜎2
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The pseudorange residual is the difference between the actually-measured and the predicted pseu-
doranges, and the weighted sum-of-squares statistic for the combination is
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which follows a central chi-square distribution when all components share the same spatial refer-
ence and a non-central chi-square distribution when components from different references are mixed.
Multiple epochs can be accumulated to enhance reliability. In practice, five satellites are randomly
chosen; the combination with minimum 𝑆 below the threshold 𝑇𝜌 = 𝐹 −1

𝑆 (1−𝑃𝑓𝑎 | 𝐾 −4) (when 𝑃𝑓𝑎

is the preset false-alarm rate) becomes the reference set. Remaining channels are added sequentially,
and all components are grouped according to whether the joint residual falls below the threshold.

3.3. Authentic, Spoofing, and Multipath Group Identification Aided by 5G/INS

Under complete spoofing, the above grouping yields two internally consistent sets, but their true iden-
tities cannot be determined from internal consistency alone. 5G and INS serve as external spatial
references. For each group under test, the BDS pseudoranges are jointly processed with all the 5G
pseudoranges {𝜌𝑚

5𝐺}𝑁𝑔

𝑚=1 from 𝑁𝑔 Base Stations (BSs) via a combined least-squares adjustment that
estimates the common user position and clock bias, yielding the joint residual statistic
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Table 1
Identification criteria before and after combination with 5G/INS

Component Property Without 5G/INS With 5G/INS

Authentic signal group 𝑆au < 𝑇𝜌 𝑆au+5𝐺/𝐼𝑁𝑆 < 𝑇𝜌

Spoofing signal group 𝑆sp < 𝑇𝜌 𝑆sp+5𝐺/𝐼𝑁𝑆 > 𝑇𝜌

Multipath signal group 𝑆mp > 𝑇𝜌 𝑆mp+5𝐺/𝐼𝑁𝑆 > 𝑇𝜌

Figure 2: Authentic, spoofing, and multipath signal component group identification process based on
BDS/5G/INS integration

where 𝜌𝑚
5𝐺,(Ω𝑗

𝐾)
is the predicted pseudorange from the joint adjustment using the 𝐾 BDS pseudor-

anges of the candidate group and all the 𝑁𝑔 5G pseudoranges, and 𝜎𝑚
5𝐺 is the 5G measurement noise

standard deviation.
Alternatively, when available 5G BSs are insufficient, the INS short-term position PINS can be in-

corporated as an a priori constraint. With an assumed position uncertainty 𝜎INS, this adds a penalty
term ‖P̂𝑢 − PINS‖2/𝜎2

INS to the least-squares objective, resulting in the joint statistic
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The identification criteria before and after combining with the 5G/INS reference are summarized in
Table 1.

With BDS alone, both authentic and spoofing groups yield residuals below the threshold and cannot
be distinguished. Once the 5G/INS external reference is introduced, the authentic group retains con-
sistency while the spoofing group’s residual rises. Components inconsistent with either of the above
groups are multipath. Fig. 2 illustrates this sequential identification process.

While exhaustive permutation-based grouping introduces exponential complexity with increasing
satellites and multipath components, this data association problem can be scaled in future work using
rigorous Bayesian frameworks [21].

3.4. High-Correlation Interference Suppression and Navigation Solution Recovery

Upon component identification, high-correlation anomaly suppression occurs at two levels. At the stan-
dalone BDS receiver level, spoofing/multipath are cancelled via correlation-domain reconstruction, or
only the identified authentic measurements are selected for PVT computation. At the BDS/5G/INS
integrated system level, confirmed authentic BDS measurements, 5G pseudorange/AOA and INS pre-
dictions are fused. The tightly-coupled EKF exploits multi-source sensor redundancy to improve posi-



Figure 3: MEDLL code phase estimation for PRN 7 before and after spoofing

tioning accuracy and continuity with spoofed/multipath components excluded, providing robust per-
formance even when some satellite channel components cannot be fully recovered.

4. Simulation Experiments and Result Analysis

The publicly available BDS/5G/INS dataset [20] contains seven scenarios with diverse vehicle maneu-
vers, multipath conditions, and reasonably designed spoofing parameters, each providing BDS B1I
intermediate frequency signals, 5G TOA/AOA measurements, and INS data at three grades (consumer,
tactical, and navigation). The results of Scenario 4 are selected to be presented here. This scenario
employs a tactical-grade Inertial Measurement Unit (IMU) and subjects all ten visible satellites to a
1.5-chip common-mode time spoofing pull-off during 120–190 s, followed by a non-common-mode
position spoofing with a 60 m eastward shift during 190–220 s. The spoofing-only case is examined;
standing multipath is then added to four low-elevation satellites over [85, 120) s and [150, 170) s to
evaluate performance under coexisting spoofing and multipath.

4.1. Scenario with Spoofing Only

Taking the PRN 7 satellite as an example, Fig. 3 shows code phase estimation results for two signal
components separated by MEDLL after spoofing intrusion. Two sets of candidate pseudoranges are
recovered for subsequent grouping.

Fig. 4 shows the BDS pseudorange combination reference determination process (left) and the au-
thentic/spoofing group identification process aided by 5G observations from one or two BSs (right).
First, the combination with minimum pseudorange residual among MEDLL components of five satel-
lites is selected as reference. Among 17 permutations, only the “AAAAA” and “BBBBB” combinations
satisfy consistency criteria. Based on this, the remaining satellite signal components are sequentially
grouped. As shown in the right part of Fig. 4, when adding each satellite, one of the two combinations
maintains a residual below the threshold while the other rises rapidly, naturally forming two groups,
A and B. Finally, when combined with 5G/INS references, Group B maintains a significantly smaller
residual than Group A. Therefore, Group B is confirmed as authentic and Group A as spoofing.

Fig. 5 presents the Geometric Dilution of Precision (GDOP) for 10 BDS satellites before and after
integrating 5G observations from one or two BSs. Integrating 5G measurements evidently reduces
GDOP across all epochs compared to BDS alone. Despite GDOP fluctuations caused by 5G BS han-
dovers as the vehicle moves, its overall value stays lower than the BDS-only case, reflecting improved
positioning geometry contributed by 5G anchors.

Fig. 6 shows standalone BDS (solid lines) and BDS/5G/INS integrated (dotted lines) navigation so-
lutions before and after spoofing suppression. Without suppression, the time spoofing during [120,
190) s drives the timing error from near zero to 219.8 m (corresponding to the 1.5-chip common-mode
pull-off of the B1I signal). After suppression, a brief transient jitter caused by limited sampling rate
and MEDLL resolution is observed, but the timing and positioning errors quickly stabilize around zero.
The subsequent position spoofing during [190, 220) s disrupts both the timing and eastward position-
ing solutions; following suppression, both errors return to near zero, close to the pre-spoofing levels.



Figure 4: BDS pseudorange combination reference determination (left) and authentic/spoofing group identifi-
cation aided by one/two 5G BSs (right)

Figure 5: GDOP values before and after BDS and 5G integration

Figure 6: Standalone BDS and BDS/5G/INS integrated solutions before and after spoofing suppression: timing
error (left) and eastward positioning error (right)

Throughout the test, the integrated solution consistently outperforms the standalone BDS solution.

4.2. Scenario with Coexisting Spoofing and Multipath Interference

During the [150, 170) s interval, the system suffers from concurrent spoofing attacks and multipath
interference. Fig. 7 illustrates signal component grouping and identification process at 𝑡 = 160 s. First,
the reference is selected from the combination of five BDS satellites with the minimum pseudorange
residual. Then, signal components of the remaining satellites are added one by one and screened via
pseudorange consistency until all 10 tracked visible satellite channels are included. With the aid of
INS measurements, the first and second groups are identified as authentic and spoofing components,
respectively, whereas the remainder as multipath components.

Similar to Section 4.1, Fig. 8 shows the timing error (left) and 3D positioning errors (right) before and
after joint spoofing and multipath suppression. For the standalone BDS solution, without interference
suppression, the timing error and 3D positioning error rise to 136.16 m and 166.32 m, respectively.
After joint suppression and recovery, both return to near zero with Root Mean Square Error (RMSE)
values of 4.37 m and 6.76 m. For the BDS/5G/INS integrated solution, without suppression, the timing
error and 3D positioning error reach 78.00 m and 92.87 m at the 220th second. After suppression
and recovery, both return to near zero with RMSEs of 4.29 m and 3.38 m. These results indicate that
under the proposed procedure, the system can achieve effective interference suppression and stable
navigation solution recovery even when spoofing and multipath coexist with different code pull-off



Figure 7: INS-aided BDS authentic signal component group (left) and spoofing/multipath component group
(right) identification process at the 160th second under coexisting spoofing and multipath

Figure 8: Standalone BDS and BDS/5G/INS integrated solutions before and after joint spoofing and multipath
suppression: timing error (left) and east/north/up positioning errors (right)

rates. Compared with the interference free RMSE of 0.52 m reported in [20], the degradation primarily
stems from the limited estimation accuracy of MEDLL, which is constrained by the sampling rate and
code phase resolution, particularly under short delay multipath conditions.

For brevity, only Scenario 4 is presented in detail; however, the proposed method has been veri-
fied across all seven dataset scenarios. It should be noted that in practical urban canyon deployments,
5G signals are susceptible to Non-Line-of-Sight (NLoS) propagation as well as to synchronization er-
rors both among BSs and between the BS and the user, which may introduce significant biases into
TOA/AOA measurements, thereby potentially degrading the performance of the proposed method. In
addition, while the simulation focused on standing multipath as the representative challenging case,
the underlying consistency check logic is in principle not restricted to this multipath type and can be
extended to dynamic multipath environments.

5. Conclusion

This paper proposed a joint identification and suppression method based on MEDLL parameter esti-
mation and GNSS/5G/INS observation consistency check to address the challenge of coexisting slowly
varying spoofing and multipath. MEDLL separates and estimates multi-component signal parameters
per satellite channel, pseudorange residuals construct the consistency statistic to group components,
and 5G/INS auxiliary information isolates authentic components from spoofing and multipath so that
interference can be jointly suppressed at both standalone GNSS and GNSS/5G/INS integrated navi-
gation levels. Experimental results demonstrate that the proposed method effectively separates and
identifies signal component origins, and the recovered clock bias and 3D positioning RMSEs approach
the interference-free level, validating the method’s effectiveness under mixed high-correlation inter-
ference. Future work will extend the framework to more challenging scenarios, incorporate Bayesian
data association to improve scalability, and evaluate robustness under dynamic multipath, 5G NLoS
propagation, and unsynchronized BS conditions.
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