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Abstract

Recent post-quantum signature designs in the brute-force-search paradigm implicitly rely on a folklore
assumption: that an honestly generated instance of a structured search problem admits, with overwhelming
probability, an exponentially large but statistically equiprobable solution set, so that the only known attack is
exhaustive enumeration. We formalize this assumption as BFS-EQ (Brute-Force Search with Equiprobable
Solutions), a promise-search problem parametrized by an ensemble of functions @: F} — F7* together with an
equiprobability promise on the preimage distribution. We position BFS-EQ within the standard complexity zoo
(FNP, TFNP and its subclasses, Levin-style average-case classes) and prove four main results. First, BFS-EQ €
FNP under any polynomial-time verifier; under the equiprobability promise it lies in a promise variant of TFNP,
and we observe that, without auxiliary structure, it admits no evident reduction to PPP, PPA, or PLS. Second,
the equiprobability promise is mathematically defensible only when @ is regular on its support; generic affine
or low-degree polynomial @ fail this with a measurable statistical gap. Third, we construct a Karp reduction
BFS-EQ — R-SDP that succeeds only under a sparsity-and-rank precondition; for the candidate parameter sets
(208/64/135) and (3328/1024/708) the precondition fails and the reduction is invalid. Finally, under a mild
linearity-rank hypothesis on @, BFS-EQ collapses to [F,-Subset-Sum and is solvable in time 22 and space
2™/ via the Schroeppel-Shamir algorithm. We present precise sufficient conditions for either route, and we
delineate the failure modes that distinguish a cryptographic brute-force-search problem from an artefactually
large search space.
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1. Introduction

Several proposals in the NIST post-quantum signature competition and the broader literature reduce
signature unforgeability to a brute-force-search-style assumption. An adversary, given a public
function @ and a target image v, is asked to recover a preimage x € ®~1(y). The signer holds one
such preimage as a trapdoor. The security argument proceeds in two informal steps. First, @ is chosen
so that |®~1(y)| is exponentially large for honest y, thus offering high pseudorandomness for
signing. Second, the preimages are claimed to be statistically equiprobable, so that no structural
attack distinguishes the signer’s witness from any other, and exhaustive search remains the best
generic attack. This pattern - a large, equiprobable preimage set with no exploitable structure - is
intuitive but rarely formalized; the linear-equation signature family of [1, 2], from which the
candidate parameter sets studied below are taken, is a representative instance. In contrast,
structured-decoding assumptions such as R-SDP [3], inhomogeneous MQ (MQOM v2.1 [4]),
Permuted Kernel (PERK), Rank Syndrome (RYDE), and Linear Equivalence (LESS, MEDS) all carry
explicit hardness statements, established asymptotics, and decades of cryptanalysis. The natural
scientific question is therefore: is the brute-force-search-with-equiprobable-solutions assumption a
genuine, autonomous hardness primitive, or is it a thin veneer over a known assumption (R-SDP, MQ,
Subset Sum), possibly a weaker version thereof? The contribution of this paper is to answer this
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guestion with mathematical precision, in both directions: where the assumption reduces to a known
hard problem we exhibit the reduction; where the reduction provably fails, we exhibit the
obstruction; and where the assumption collapses downward to a tractable structure, we exhibit the
algorithm. The paper is organized as follows. Section 2 fixes notation, recalls the relevant complexity
classes and hard problems, and states the research gap. Section 3 gives the formal definitions of BFS-
EQ. Section 4 positions BFS-EQ in the FNP/TFNP landscape. Section 5 constructs and analyses the
reduction toward R-SDP. Section 6 treats the reduction toward Inhomogeneous-MQ and the
downward collapse mechanisms. Section 7 discusses the contributions, compares them with the
closest related studies, and separates general from assumption-dependent results. Section 8
concludes.

2. Background and related work

2.1. Notation

We write [F,, for the finite field of g elements and IF; for the n-dimensional vector space over IF,. For
a finite set S we write x «¢ S for x sampled uniformly. The statistical distance between two
distributions D;,D, on a finite set S is A(D;,D,) = 1/2 Y5 |D1(s) — D,(s)|. Min-entropy is
H, (D) = —log,max;D(s) and Shannon entropy is H(D) = — ), D (s)log,D(s). We write 1 € N
for the security parameter and negl(A4) for the class of functions vanishing faster than 1~¢ for every
¢ > 0. The expression poly(1) denotes the class of polynomially bounded functions. The matrix
multiplication exponent is w € [2,2.37286] [5]. We use w = 2 as the standard cryptanalytic
heuristic for sparse Macaulay matrices and w = 2.37 for upper-bound estimates.

2.2. Search problems, promise problems and TFNP

A search problem is a binary relation R < {0,1}* x {0,1}* such that (x,w) € R implies |w| <
poly(]x|). The relation belongs to FNP if R is decidable in polynomial time. A promise problem is a
triple IT = (nyes,nm,n*) of disjoint sets with I1y¢s U IT,, = I1*; instances outside /T may have
arbitrary behaviour. TFNP [6] is the class of total FNP relations, i.e. those R for which every x admits
at least one w with (x,w) € R. The standard TFNP subclasses are PPA, PPAD, PPADS, PPP [7], PLS
[8], and CLS = PPAD n PLS [9], the equality being proved in [10]. PPAD-completeness of Nash
equilibria [11] is the canonical example of a natural problem in one of these subclasses.

2.3. Average-case complexity

We use the Levin formalism [12]. A distributional problem is a pair (L, D) where D = {D,,} is a
polynomial-time samplable ensemble. (L, D) is in distNP if L € NP and D is polynomial-time
samplable; it is in AvgP if there is an algorithm running in time t(n, x) with IExNDn[t(n, )% /n¢| =
0(1) for some & > 0 and constant ¢. We use Impagliazzo’s heuristic class HeurBPP [13] and the
survey of Bogdanov and Trevisan [14] for the formal worst-case-to-average-case reduction
landscape. The canonical lattice-based worst-to-average reduction is that of Ajtai [15] for SIS/SVP;
Regev [16] extended this to LWE.

2.4. Syndrome decoding and its restricted variant

The Syndrome Decoding Problem SD(n,k,w): given a parity-check matrix H € ]F%"'k)xn, a

syndrome s € F%~%, and a weight target w, find e € F} of Hamming weight w with He™ = 5. SD is
NP-hard in the worst case [17], and its assumed average-case hardness underlies code-based
cryptography. The best known classical attacks are information-set decoding (ISD) algorithms [18-

24]. At full Gilbert-Varshamov distance with rate 1/2 the work-factor exponents (in 2¢"*°M) are
shown in Table 1.



Table 1
Comparison of ISD algorithms at rate 1/2 and full Gilbert-Varshamov distance

Algorithm c

Prange 1962 [18] 0.05751

Stern / Dumer 1989/91 [19, 20] 0.05556

Ball-collision 2011 [21] 0.05559
MMT 2011 [22] 0.05363
BIMM 2012 [23] 0.04934
May-Ozerov 2015 [24] 0.0473

The Restricted Syndrome Decoding Problem R-SDP [3] is parametrized by a prime p and a cyclic
subgroup E = (g) € F,, of order z. Given H € IFS‘_")X” and s € Fp 7%, find e € E™ with He™ =s.
The CROSS NIST Round 2 submission [25] instantiates R-SDP with p =127, z=7, E =
{1,2,4,8,16,32,64} c FFi,,, at code dimensions (n, k) € {(127,76),(187,111), (251,150)} for NIST
categories 1, 3, 5 respectively. The variant R-SDP(G) further restricts e to lie in a multiplicative
subgroup G < E™ of order z™ described by an exponent matrix M € F7**™; CROSS-R-SDP(G) uses
p = 509, z = 127. The best-known cryptanalysis at the time of writing is the algebraic/collision

attack of Beullens, Briaud and @ygarden [26], which did not break the updated Round 2 parameter
sets.

2.5. Multivariate quadratic systems, Grébner bases and subset sum

The MQ problem MQ(IFq,n, m): given symmetric matrices A; € Fz*™, vectors b; € Fg and scalars
yi €F, for i =1,...,m, find x € Fy with y; = x"4;x + b x for all i. The inhomogeneous form
retains the linear term. MQ is NP-hard [27, 28]. The state-of-the-art algebraic solvers are the
Groébner-basis algorithms F4 and F5 [29, 30]; see [31] for the underlying commutative-algebra
background, [32] for the Macaulay-matrix formulation, and [33] for the closely related XL family.
Their complexity is governed by the degree of regularity D, of the associated semi-regular

sequence. For m random quadratic equations in n variables over F,, with field equations x? = x;,
the Hilbert series is

(1+2)"

Tun (2) = m,

and Dy is the smallest d > 0 with [z?] T, ,,(2) < 0 [34, 35]. The F4/F5 cost is
n+D ©
Crasrs(1,m, Dreg) = 0 <m . < D reg) )
reg

For @ = m/n > 1 the asymptotic over [F, (Bardet-Faugére—Salvy-Yang, BFSY [35]; see also [36])
is

D 1 1
;eg~—a+§+z\/2a2—10a—1+2(a+2),/a(a+2).



For underdetermined systems the standard technique is the hybrid guess-and-solve approach of
Bettale, Faugere and Perret [37]. The [F,-Subset Sum problem: given a4, ..., a,, € F5* and atargett €
F7*, find x € F} with Yx;a; = t. This is precisely an F,-linear system, trivially solvable in 0(n?) via
Gaussian elimination. The interesting variant is Subset Sum over Z with density-< 1 instances:
Schroeppel and Shamir [38] give time 2™/2 and space 2™/4; Howgrave-Graham and Joux [39] achieve
0(20-337m). Becker, Coron and Joux [40] achieve 0(2°2°1™); and Bonnetain et al. [41] obtain
0(2°-2837) NIST published the first three post-quantum standards on 13 August 2024: FIPS 203 (ML-
KEM) [42], FIPS 204 (ML-DSA) [43], FIPS 205 (SLH-DSA) [44]. The Round 2 additional signature
candidates (NIST IR 8528, October 2024 [45]) comprise CROSS, FAEST, HAWK, LESS, MAYO, Mirath,
MQOM, PERK, QR-UQV, RYDE, SDitH, SNOVA, SQIsign and UOV. The brute-force-search paradigm
we examine is closest in spirit to MQOM and CROSS.

2.6. Research gap

The related work above provides, for each established assumption, three things: a formal problem
statement, a positioning in the complexity landscape (NP-hardness, TFNP membership, or worst-to-
average reductions), and concrete asymptotic attack exponents. The brute-force-search assumption,
as used in the linear-equation signature family [1, 2] and informally in several MPC-in-the-head-
style designs, lacks all three: the “large equiprobable preimage set” is not defined as a promise
problem, its relation to FNP/TFNP has not been examined, and no reduction to or from R-SDP, MQ
or Subset Sum has been attempted. Consequently, it is currently unknown whether the assumption
is autonomous, whether it inherits the security of one of the established problems, or whether it
collapses to an easy problem. The present work addresses exactly this gap: it supplies the missing
formalization (Section 3), the missing complexity-class positioning (Section 4), and the missing
reductions in both directions (Sections 5-6).

3. The BFS-EQ formalization

We give the four formal definitions that constitute the problem.

Definition 1 (BFS-EQ instance ensemble). Let n=n(1), m=m), q=q) be
polynomially bounded functions of the security parameter A. A BFS-EQ instance ensemble is a
polynomial-time samplable family

'Dn,m,q = {(CD, }/):CP: [Fg - [Fgl’ y € IFZn};

together with an instance distribution 7, on (&, y) that decomposes as 7; = 7 X 7/{"¢, where 77

is a distribution on a class C; of polynomial-time computable maps and 7j’|¢ is the distribution of
@ (x) for x <4 Fp.

Remark. Throughout we focus on ¢ = 2 and @ a Boolean-quadratic map of explicit sparsity,
matching the candidate parameter sets (n, k,m) = (208,64,135) and (3328,1024,708) of [2]. The
role of k is clarified in Definition 2: it is the promised support dimension of the preimage class.

Definition 2 (Equiprobability promise). Let e:N — [0,1] be a function with (1) € negl(4).
The instance ensemble D, ,, , satisfies the e-equiprobability promise if for every (@,y) in the
support of 7; with @~ 1(y) # 0,

A(Ugp-105) Way) <€),



where W, ,, is the conditional distribution of x | ®(x) =y when x «¢ [Fz. The strict (exact)
equiprobability promise sets € = 0.

The condition is automatic when x «g Fy, by Bayes™ rule: Wy, , = Ug-1(,). The non-trivial
content of the equiprobability promise enters when the signer, in the cryptographic application,
samples not uniformly from Fg but from a smaller subset T c Fy (e.g. a low-weight class, or an
algebraic subvariety). The promise then says: the marginal distribution of x| x € T,®(x) =y is
statistically close to Ug-1(y)nr. This is the version we work with.

Definition 3 (search-BFS-EQ). The search problem search-BFS-EQ is the binary relation
Rgrseq = {((®,¥),x): x€eT € Fy and ®(x) = y},

restricted to instances (@, y) in the support of an ensemble D,, ,, , satisfying the e-equiprobability
promise. The associated promise-search problem is (Rgrs.£q, Dnm,g: €)-

Definition 4 (decision-BFS-EQ). decision-BFS-EQ is the promise problem with
Myes = {(@,9): 1071 O)NTI 227, [T, = {(®,3): |671(») nT| = 0},
for a constant a € (0,1) and instances drawn from an equiprobable ensemble.

The constants a (preimage density exponent), e (equiprobability slack) and the support class T
together control the problem’s difficulty.

4. Positioning in the FNP / TENP / promise landscape

Theorem 1 (Membership in FNP). Under the assumption that @ is evaluable in time
poly(n, m,logq) and that membership x € T is decidable in the same time bound, search-BFS-EQ €
FNP.

Proof. The witness x has length nlogq = poly(1). Given x the verifier evaluates @(x), checks
®(x) =y, and checks x € T, all in polynomial time. =

Theorem 2 (Promise-TFNP membership). Under the strict equiprobability promise and the
additional density promise |®@~1(y) N T| > 1 for every (®,y) in the support, the promise variant
promise-search-BFS-EQ belongs to promise-TFNP.

Proof. Totality is the explicit density promise. Witnesses are short and verifiable. =

Remark. Without the density promise, totality fails on instances with @~1(y) n T = @; such
instances cannot be ruled out by sampling alone unless one inverts @ on T, which is the very search
problem.

Observation 1 (Absence of canonical TFNP-subclass structure). The TFENP subclasses PPP,
PPA and PLS are characterized by their respective complete problems — Pigeon, Leaf and Local-Opt
[7, 8]. A reduction from BFS-EQ to any of these would require exhibiting either a pigeonhole
structure on the instance graph, a leaf-pairing on a parity graph, or a neighbourhood structure with
a polynomial-time-computable objective function. For a generic BFS-EQ ensemble the witness set
@~ 1(y) n T is a generic algebraic variety, and we are not aware of any natural parity, fixed-point or
local-optimum interpretation of it. We therefore conjecture that, relative to a generic oracle, BFS-EQ
is not contained in PPP, PPA or PLS; establishing this rigorously would require a black-box



separation in the style of [7], which we leave open. We stress that Observation 1 records the absence
of an evident structure, not a proven separation, and none of the subsequent results depend on it.

Lemma 1 (Conditional random self-reducibility). BFS-EQ admits a worst-case-to-average-
case self-reduction in the sense of [15] only if the instance ensemble 77 supports a group action G ~
C; that (i) acts transitively on Cy, (ii) is polynomial-time samplable and invertible, and (iii) preserves
@~ 1(y) N T up to a polynomial-time computable bijection.

Proof. A worst-case-to-average-case reduction in the sense of [15] rewrites a worst-case instance
® as g - @ for arandom g < G, solves the (now average-case) instance, and pulls the solution back
via g~1. This requires (i)—(iii); absent such a group, the standard reduction template does not apply.

Lemma 2 (Equiprobability characterization). Let @:Fg —» Fg' and T € [F;. The strict
equiprobability promise on (&,y) for y in the image of ®|; is equivalent to the statement that
®@|;: T - image(®|) is a regular map, in the sense that all non-empty fibres have the same
cardinality.

Proof. (=) If Wy, = Ug-1(5ynr for every y, then for x € ®~'(y) N T we have P[x|y] =
1/|®71(y) N T|. The marginal is P[y] = | *(y) nT|/IT|. For two distinct y,y’ in the image,
equiprobability of the marginal sampling x <4 T over the joint (x,cb(x)) restricted to
{(x,y):@(x) =y, x € T} forces |~ 1(y) N T| = |@~1(y") N T|, i.e. regularity. (<) Immediate. =

Corollary 1 (Defensibility of equiprobability). Equiprobability is mathematically defensible
if and only if @|; is regular. For a generic F,-quadratic @ and T = F%, @ is not regular, and the

equiprobability promise can only hold approximately, with £ = ¢=2?0™ a function of the imbalance.

The corollary is the first negative-leaning structural finding: for generic Boolean-quadratic @, the
€ in Definition 2 cannot be chosen negligible without an explicit structural mechanism guaranteeing
fibre-cardinality uniformity.

5. Reduction construction toward R-SDP

We attempt a Karp reduction search-BFS-EQ — R-SDP and characterize when it succeeds. Given a
BFS-EQ instance (&, y) with @: F} — F%*, we wish to construct an R-SDP instance (p, z, H,s,n’, k')
with the property that any R-SDP solution e’ € E™ satisfying He'"T = s yields, via a polynomial-
time decoder, a BFS-EQ solution x € T with ®(x) = y.

Construction 1. Fix a prime p and a restricted subgroup E = (g) c IF;, of order z. Choose an
embedding ¢:F, - EU{1} sending 0 =1 and 1+~ g. Lift & component-wise: write @ =
(@1, ..., o) With each ¢; an FF,-polynomial of total degree < d. Replace each monomial x; ~ t(x;);
replace addition over IF, by an arithmetic combinator over [F,, that, restricted to the image of
reproduces the F, behaviour. The resulting system is [F,-affine in the exponents of E, hence a
syndrome equation modulo a parity-check matrix H € F;**™ built from the lifted coefficients of @.

Theorem 3 (Conditional Karp reduction). Suppose that (i) @ is IF,-linear (i.e. d = 1) and given
by a matrix @ € F;**™ of column weight < w¢, with weo; = 0(logn); (ii) T = F%; and (iii) the
chosen p and z satisfy z =2 and p > 2m + 1. Then there is a polynomial-time Karp reduction
search-BFS-EQ — R-SDP(p, z = 2,n, m) preserving the witness up to the embedding «. The reduction
inflates parameters by no more than a factor (log,p + 2).



Proof sketch. Under (i)-(iii) the embedding «: F, — E = {1, g} = {1, —1} (since z = 2) makes & a
linear map on the multiplicative group; xor over [F, corresponds to multiplication in E, and a single
sparse IFp,-linear lift exactly captures the equation @(x) =y as an R-SDP syndrome equation H -
1(x)T = s, where s; = «(y;) and H is the sign-lift of @. The column-weight bound (i) ensures that no
carry-style overflow can occur in F,, when summing column entries of H, by the choice p > 2m +
1. Witness recovery is the inverse map (=1, =

Theorem 3 (Negative half). If any of (i)—(iii) fails - if @ has degree d = 2 (quadratic), or column
weight w(logn), or z = 3 - then Construction 1 fails to be a valid Karp reduction. Concretely: for
quadratic @, the lift produces an inhomogeneous-MQ instance over [F,,, not an R-SDP instance; for
dense @, the column-weight bound is violated and the modular reduction over [F,, reintroduces an
additional unknown.

Application to (208/64/135). Here n = 208, k = 64 (interpreted as the support dimension),
m = 135. Under the assumption, natural by analogy with the brute-force-search proposals in the
literature, that @ is an IF,-quadratic map of full algebraic degree d = 2, the negative half of Theorem
3 shows that the R-SDP reduction does not apply directly. A second attempt via linearization
(replacing each quadratic monomial x;x; by a fresh variable u;;, cf. [46]) inflates n to n + (’21) =
208 + 21528 = 21736 variables against 135 equations plus 21528 monomial-consistency
constraints; this is a vastly underdetermined system, not an R-SDP instance.

Application to (3328/1024/708). Here n = 3328, k = 1024, m = 708. The system is severely
underdetermined (m <« n). The image @ (F%) has dimension at most 708, and @~*(y) has expected
size 2"~™ = 22620 for typical y. Such an instance is solvable via direct linear algebra in time 0(n®)
when @ is linear; for quadratic @ a hybrid guess-and-solve attack [37] with g = n — c¢m guessed
variables suffices for any ¢ > 2. The R-SDP target has rate (n — k) /n; with the candidate numbers
the rate is 1024 /3328 ~ 0.31, but the reduction’s parameter inflation pushes the resulting R-SDP
instance into a regime where ISD is sub-exponential.

We conclude:

Proposition 1. Neither (208/64/135) nor (3328/1024/708) admits a parameter-preserving Karp
reduction to R-SDP under Construction 1 or its standard variants. The (208/64/135) set fails by
algebraic degree (under the Boolean-quadratic interpretation of @); the (3328/1024/708) set fails by
underdetermination.

Construction 1 is a strict Karp reduction. We briefly discuss three relaxations.

Levin reduction. A Levin reduction preserves the instance distribution up to polynomial slack.
Even if Construction 1 succeeded for a single instance, the lifted R-SDP distribution is not the CROSS
distribution: CROSS samples H uniformly in IF;”_")X", whereas the lift of @ produces a structured,

sparse, sign-supported H. The Levin reduction therefore does not preserve average-case hardness in
the CROSS sense.

Probabilistic reduction with bounded error. Allowing the reduction to err with probability n does
not rescue the construction in the underdetermined regime, because the dominant cost in the
underdetermined case is not the bias but the dimension.

Fine-grained reduction. In the sense of [47], a fine-grained reduction would preserve the constant
in the exponent. Construction 1 produces a parameter inflation factor that, even when the structural



preconditions hold, multiplies the work-factor exponent by @ (logp); the reduction is therefore not
fine-grained.

6. Reduction toward Inhomogeneous-MQ and downward collapses

The natural target for quadratic ¢ is Inhomogeneous-MQ.

Theorem 4 (Reduction to Inhomogeneous-MQ). Let @: F} — F}* be [F,-quadratic, i.e. each
component ¢; is a polynomial of degree at most 2. Then the identity reduction (®,y) » (&,y) isa
Karp reduction from search-BFS-EQ to Inhomogeneous-MQ over F,.

Proof. Direct: search-BFS-EQ asks for x with @(x) = y. Inhomogeneous-MQ over [, is the same
problem under a different name. The reduction is the identity. -

The reduction is trivially correct, but its content is the consequence: BFS-EQ inherits all algebraic-
attack vulnerabilities of MQ, in particular the F4/F5 attack at the system’s degree of regularity.

Theorem 5 (Algebraic vulnerability). Let @: F} — F5* be uniformly random [F,-quadratic. For
a =m/n > 1, with probability 1 —negl(n) over the choice of @, the system (®(x) =y, x? =
X1, .., X2 = x,,) is semi-regular over F,, and its degree of regularity satisfies the BFSY asymptotic

D 1 1
;egfv—a+§+§\[2a2—10a—1+2(a+2)w/a(a+2).

Consequently, search-BFS-EQ is solvable in time
n+D ®
TF4=o(m.< ) )
Dreg

Example. For (n,m) = (64,135) we have a = 135/64 =~ 2.109. Evaluating the BFSY formula
step by step:

with w € [2,2.37286].

2a?> —10a — 1 = 8.898 — 21.094 — 1 = —13.196,

\/a(a +2) =+2.109 - 4.109 = V8.666 = 2.944, 2(a@ + 2)\Jala+2) =2-4.109 - 2.944
= 24.197,

—13.196 + 24.197 = 11.001, v11.001 = 3.317,

Dyeg/n = —2.109 + 0.5 + 0.5 - 3.317 = 0.0495.

Hence Dy ~ 0.0495 - 64 ~ 3.17, i.e. Dpeq € {3,4}. FA/F5 will solve such a system at degree at
most 4, with a Macaulay matrix of size (°*}*) ~ 8.16 x 105. The dominant cost is dense Gaussian

elimination on this matrix: 0((8.16 x 10°)?) ~ 6.7 x 10! field operations, i.e. about 24° binary
operations, eminently feasible on a desktop computer.

For (n,m) = (1024,708) we have m < n, so the BFSY asymptotic (which assumes a > 1) does
not apply directly. The system is underdetermined: dim®~1(y) ~n—m = 316 over F,. The
standard cryptanalytic technique is hybrid guess-and-solve [37]: guess g variables and solve the
residual system on the remaining n — g variables. The optimal g balances the guessing cost 29



against the F4 cost on the reduced system. For the residual to become overdetermined we need g >
n —m = 316, the cost is then at least 2316, which appears secure. However, the equiprobability
promise is violated in this regime: |®~1(y)| ~ 23€ is far larger than the cryptographically intended
k = 1024-Dbit witness class T.

Proposition 2. Under the interpretation of @ as a random Boolean-quadratic map of 64 variables
to 135 outputs, the (208/64/135) parameter set is broken in time 2%*° by F4/F5 alone. The
(3328/1024/708) parameter set is not broken by F4/F5 alone, but the system’s severe
underdetermination renders the equiprobability promise unverifiable, and the problem reduces to
subset-sum-style attacks. We now analyse three downward collapse mechanisms.

6.1. Collapse to F,-Subset Sum (linearity-rank attack)

Theorem 6 (Subset-Sum collapse). Suppose @:F} — F3' is [F,-affine (or has an [FF,-affine
component on a polynomial-density subset of inputs) with rankg,® > n — 0(logn). Then search-
BFS-EQ is decidable in time poly(n, m) on the affine portion via Gaussian elimination, and on the
residual portion in time 0(2™/2) and space 0(2™*) via Schroeppel-Shamir [38].

Proof sketch. Decompose @ = L + Q, where L is the linear part and Q the quadratic remainder.
On the input subset where Q vanishes, @(x) = y is a linear system over [F,; by the rank hypothesis
it has a unique solution modulo a kernel of dimension 0(logn). Enumerate the kernel (polynomial
cost) and Gaussian-eliminate to obtain x. On the residual subset where Q does not vanish, treat the
quadratic equations as a subset-sum instance by linearising (replace each x;x; by a new variable w;;
subject to consistency); reduce to Z-subset-sum by the canonical embedding F, & Z; apply
Schroeppel-Shamir. The theorem captures the most plausible negative outcome: a BFS-EQ instance
whose surface appearance is a complex quadratic map, but whose effective IF,-linear rank is near-
maximal, collapses to a near-trivial problem. A y? test on the rank profile of @ is precisely designed
to detect such collapse.

6.2. Sparse linear-system collapse

Proposition 3. If @ is [F,-linear with column weight w.,; = 0(1) and the parity-check matrix @ is
the sparse part of a low-density parity-check (LDPC) code, then search-BFS-EQ reduces to LDPC
syndrome decoding, solvable by belief propagation in time 0(n?) per iteration and O(logn)
iterations for sufficiently low syndrome weight [48, 49]. The @~-distribution is non-uniform: it
concentrates on low-weight solutions, violating equiprobability.

6.3. Low-degree MQ collapse

Proposition 4. If @ is bilinear (each output is a bilinear form on a partition of the input into two
blocks), then search-BFS-EQ collapses to the MinRank problem with rank parameter at most
min(n,,n,), where n; + n, = n. MinRank is the foundation of MIRA/Mirath. The best classical
attack is the Support-Minors algorithm of [50], running in time poly(n) - (’r‘)w where r is the rank.
These three propositions exhaust the most natural collapse mechanisms.

6.4. Security-parameter scaling

We now extract the security-parameter scaling of BFS-EQ under each attack vector. Let A be the
target security level (in bits). For each candidate attack A; with work factor 2¢+°() the minimum
n satisfying 2¢" > 2% is n* = [1/c;]. We tabulate (for rate-1/2 surrogate parameters) in Table 2.



Table 2
Asymptotic complexity and parameter scaling of BFS-EQ under each attack vector

Attack c n (A= n @A=
128) 256)
F4/F5 on « = 2 quadratic (D,.g/n ~ 0.086) 0.086 - wlog,(1/0.086) 427 854
~ 0.30
ISD-Prange (if reduced to SD) [18] 0.0575 2227 4453
ISD-BJIMM [23] 0.0494 2591 5182
Subset Sum (Schroeppel-Shamir, after collapse) [38] 0.5 256 512
Subset Sum (BCJ 2011, after collapse) [40] 0.291 440 880
Grover (quantum brute force on T) [51] 0.5 (in queries) 256 512
Quantum-walk ISD (Kachigar-Tillich, if reduced to 0.0587 2181 4362
SD) [52, 53]

The candidate (208/64/135) is, With ngfrective = 208, defeated by F4/F5 and is far below the ISD
threshold. The candidate (3328/1024/708) survives F4/F5 only by underdetermination; but in the
underdetermined regime the hybrid attack with guessing factor 29 for g = n — i, where m is the
effective number of useful equations, dominates.

7. Discussion

7.1. Summary of contributions

We have made the following contributions.

Formalization. We gave a four-tuple formalization: an instance ensemble {®;};cn, @ Search
problem search-BFS-EQ, a decision variant decision-BFS-EQ, and an equiprobability promise stated
either as exact uniformity over ®~1(y) or, more permissively, as e-statistical proximity to
uniformity. The formalization is parameter-set neutral and accommodates the (208/64/135) and
(3328/1024/708) candidates as Boolean-quadratic instances over IF,.

Complexity-class positioning. We proved that search-BFS-EQ € FNP under any polynomial-time
verifier, and that under the equiprobability promise the problem lies in a promise variant of TFNP.
We observed that BFS-EQ admits no evident reduction to PPP, PPA or PLS, and that it is not known
to be random self-reducible without an explicit structural homomorphism on the instance ensemble.

Reduction toward R-SDP. We constructed an explicit Karp reduction BFS-EQ — R-SDP that
succeeds when @ admits a representation as a sparse [F,,-linear map onto a fixed multiplicative coset.
The reduction blows up the dimension by a factor (log,p)-z/(z— 1), which is benign
asymptotically but fatal for small p when @ has dense support. For the candidate parameter sets we
exhibited explicit obstructions: (208/64/135) is too dense; (3328/1024/708) is underdetermined and
therefore easier than R-SDP rather than reducible to it.

Reduction toward Inhomogeneous-MQ. We gave a Karp reduction BFS-EQ — Inhomogeneous-MQ
over [F, when @ is at most quadratic. The reduction is parameter-preserving but exposes BFS-EQ to
F4/F5 algebraic attacks with degree of regularity governed by the BFSY asymptotic.



Downward collapses. Under a linearity-rank hypothesis - rankg,(®) =n — 0(logn) on a
polynomial-density subset of inputs — BFS-EQ collapses to F,-Subset-Sum and is solvable in time
0(2™?) and space 0(2™*). This formalises the most plausible mechanism by which an artefactually
large preimage set masquerades as cryptographic hardness.

7.2. Comparison with the closest related studies

Table 3 compares the present results with the closest existing treatments of related problems. R-SDP
[3, 25, 26] and MQ [4, 27, 28, 35] both come with a formal problem statement, NP-hardness of the
worst case, and concrete attack exponents; the contribution of this paper is to show, for BFS-EQ,
which of these properties transfer and under what structural hypotheses. Relative to the average-
case framework of [12-16], we do not obtain a worst-to-average reduction for BFS-EQ; Lemma 1
identifies precisely the group-action structure that would be needed for one, in the spirit of the lattice
reductions of Ajtai and Regev. Relative to the algebraic cryptanalysis of CROSS by Beullens, Briaud
and @ygarden [26], our Theorem 5 plays the analogous role for the brute-force-search paradigm,
with the difference that here the algebraic attack is decisive rather than merely parameter-reducing.

Table 3
Scope of the results: general versus assumption-dependent statements
Result Applies to BFS-EQ in general Requires structural assumption
on @
Theorem 1 (FNP membership) yes -

Theorem 2 (promise-TFNP membership)  yes (under density promise) -

Observation 1 (no evident TENP-subclass yes (conjectural) -
structure)

Lemma 1 (conditional self-reducibility)  yes -

Lemma 2, Corollary 1 (equiprobability & yes -
regularity)

Theorem 3 (reduction to R-SDP) - @ linear, sparse, z = 2

Theorem 3, negative half; Proposition1 - @ Boolean-quadratic
((208/64/135)); m«n
((3328/1024/708))

Theorem 4 (reduction to MQ) @ of degree < 2

Theorem 5, Proposition 2 (F4/F5 attack) ¢ random Boolean-quadratic,

a>1

Theorem 6 (Subset-Sum collapse) -

Proposition 3 (LDPC collapse)

Proposition 4 (MinRank collapse)

linearity-rank hypothesis
@ linear, w,, = 0(1)

@ bilinear

7.3. General versus assumption-dependent results

We emphasise the distinction recorded in Table 3. The results of Section 4 (Theorems 1-2, Lemmas
1-2, Corollary 1) hold for any BFS-EQ ensemble as defined in Section 3 and do not depend on the



algebraic form of @. All statements about the concrete parameter sets — Proposition 1, the Example
in Section 6, and Proposition 2 — hold under the interpretation of @ as a Boolean-quadratic map, which
is the natural reading of the brute-force-search proposals in the literature but is not the only
conceivable one. Should a proposer specify @ with additional structure (e.g. a regular map in the
sense of Lemma 2, or a map of higher algebraic degree with provably large D,.g), the conditional
results of Sections 5-6 would need to be re-examined for that structure, while the general results of
Section 4 remain in force.

7.4. Limitations

The collapses of Theorem 6 and Propositions 3-4 are established here as theoretical results; we have
not, in this paper, performed an experimental campaign on randomly sampled instances, and we
make no empirical claim about the frequency with which the collapse hypotheses are met in practice.
Designing such a campaign - including instance generation parameters, the software environment
(e.g. aMagma or M4GB implementation of F4/F5), the number of trials and the statistical tests on the
rank profile of @ - is a natural next step. Likewise, Observation 1 is stated as a conjecture rather
than a theorem.

8. Conclusions

We have formalized BFS-EQ as a promise-search problem and subjected it to the standard
cryptographic-complexity tests: positioning in FNP/TFNP, reduction to recognized hard problems,
average-case hardness, and concrete cryptanalysis. We conclude that: (i) membership in FNP and
(under promise) in promise-TFNP holds (Theorems 1, 2); (ii) the natural Karp reduction to R-SDP
requires linearity and sparsity preconditions that the candidate parameter sets violate (Theorem 3);
(iii) the identity reduction to Inhomogeneous-MQ holds trivially but exposes BFS-EQ to F4/F5 with
predictable D, (Theorems 4, 5); (iv) for (208/64/135), under the Boolean-quadratic interpretation of

@, the F4/F5 work factor is < 2°3, well below cryptographic thresholds, and for (3328/1024/708) the
problem is severely underdetermined and the equiprobability promise becomes vacuous; (v) under
the linearity-rank, sparse-linear and bilinear hypotheses, BFS-EQ collapses to Subset Sum, LDPC
decoding and MinRank respectively (Theorem 6; Propositions 3, 4). The empirical frequency of these
collapse hypotheses on randomly sampled instances is left to future work. The outcome is that BFS-
EQ is not, at present, an autonomous hardness primitive. Its content reduces, depending on @, either
to Inhomogeneous-MQ over F, (where it inherits F4/F5 bounds), to [F,-Subset-Sum (where
Schroeppel-Shamir applies), or to a sparse linear system (where Gaussian elimination applies). A
cryptographically defensible BFS-EQ would require explicit structural assumptions on @ that have
not, to our knowledge, been articulated in the brute-force-search-paradigm literature. We have given
precise sufficient conditions under which such an articulation is possible. We hope the formalism
developed here provides a productive starting point for that articulation, and that the negative results
sharpen rather than discourage the research programme.
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