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Abstract 
Today, information security has expanded beyond purely technical issues and has become one of the key 
tasks in ensuring the national security of the state. In the context of hybrid conflicts, information systems 
become one of the primary targets. This problem becomes particularly acute when applied to critical 
infrastructure. Within the context of critical infrastructure, steganography turns into a vital and highly 
relevant protection tool. One of the primary requirements for a steganographic system is ensuring the 
perceptual reliability of the generated stego-message, which is not always guaranteed by modern 
steganographic methods, leaving the task of improving the steganographic system highly relevant. The aim 
of this work is to enhance the efficiency of the steganographic system by improving the container block 
selection process, where a digital image serves as the container. The efficiency of the steganographic system 
is evaluated using a quantitative metric of the generated stego-message's visual quality  the peak signal-
to-noise ratio (PSNR). The goal was achieved by enabling a systematic, in-depth analysis of the properties 
of individual block components in terms of their degree of texture. The most significant result of the work 
is the development of a hierarchical image structure based on an introduced binary strict order relation on 
the set R of image blocks, which defines its partial ordering and is mapped to a directed weighted graph. A 
quantitative metric of the corresponding block's degree of texture is used as the weight coefficient of a 
graph vertex. The hierarchical structure graph allows for increasing the efficiency of the block selection 
process compared to selection based on a stationary partitioning of the container matrix. The proposed 
hierarchical container structure and the corresponding graph, which allow for a coarse selection followed 
by its refinement, serve as a universal tool for achieving any arbitrary selection goal, reflected by the weight 
coefficients of the graph vertices. 
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1. Introduction 

Today, information security and cybersecurity have expanded beyond purely technical issues and 
have become one of the key tasks in ensuring the national security of the state. The rapid 
digitalization of all spheres of society  the economy, public administration, the military, healthcare, 
and energy  has led to the fact that information systems have become not merely an auxiliary tool, 

vulnerability: today, the disruption of information systems can paralyze entire industries and state 
institutions far more effectively than traditional methods of impact. This problem becomes 
particularly acute when applied to critical infrastructure  a collection of facilities and systems 
whose disruption entails catastrophic consequences for society and the state [1 4]. Modern armed 
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conflicts have convincingly demonstrated that cyberattacks on critical infrastructure are an integral 
element of hybrid warfare, preceding or accompanying kinetic strikes.  Under the conditions of such 
hybrid conflicts, where information systems become the primary target, ensuring their information 
security and cyber defense requires not only reliable data encryption but also the very fact of data 
concealment coming to the forefront. Cryptography renders a message unreadable. Steganography 
goes a step further by concealing the very existence of the secret message [5 7]. In the context of 
critical infrastructure, steganography turns into a vital and highly relevant defense tool [8]: when an 
adversary cannot see the data transmission channel, they cannot attack or block it.  During the 
steganographic embedding process, the secret message undergoes preliminary encoding, resulting 
in a digital sequence  additional information (AdInf). The AdInf is embedded into an inconspicuous 
object acting as a container, which in this work is considered to be a digital image (DI). One of the 
primary requirements for a stego-message  the result of AdInf embedding into a container  is 
ensuring its perceptual reliability: visually, the container and the stego-message must be 
indistinguishable [9,10]. Despite the fact that this requirement is intended to hinder the detection of 
hidden communication, there are currently steganographic methods that fail to systematically ensure 
it for various reasons [11], leaving the task of guaranteeing high visual quality of the generated 
stego-message highly relevant. Thus, improving the steganographic system with the aim of 
enhancing the visual quality of the generated stego-message becomes an important element for fault-
tolerant control systems capable of functioning under conditions of direct digital aggression, under 
which Ukraine continuously finds itself today. 

2. Problem Statement 

One of the possible ways to solve the problem of meeting specific priority requirements for a 
steganographic system is to select a container from an available set of candidate DIs [12 16], which 
is used, in particular, to ensure a relatively high visual quality of the corresponding stego-message.  

Artificial Intelligence is widely and successfully applied in this field. In [17], approaches based on 
convolutional neural networks and end-to-end generative adversarial networks are considered 
among the primary methods for addressing adaptive image steganography tasks. In [18], a novel 
approach utilizing an AI-based adaptive steganographic system is proposed, in which the system 
dynamically adjusts steganographic methods depending on the media format. In [19], a novel cover 
image selection framework is presented, which involves optimizing within the latent space of pre-
trained generative models to identify the most suitable cover images. 

However, the cover image selection operation is typically computationally expensive [20] and, in 
the practical use of a steganographic system  where time and other resources for organizing a covert 
communication channel may be severely limited (for instance, when using a steganographic system 
under UAV operational conditions, which is extremely relevant for Ukraine today)  it becomes 
unfeasible. The properties of the generated stego-message can be improved not only by selecting a 
container, but also by selecting subregions of an arbitrary (random) container that are most suitable 
for steganographic transformation.  

This issue is the subject of research by many steganography scientists worldwide [21], where 
ensuring the visual quality of the stego-message arouses the greatest interest as the goal of container 
subregion selection.  

Thus, in [22], a selective method based on a genetic algorithm is proposed, which is applied to 
determine suitable subregions in the original DI container with the aim of minimizing distortions 
resulting from the specific steganographic transformation. After determining the target subregions 
(blocks), the embedding of AdInf  the secret DI  is performed in the discrete cosine transform 
(DCT) domain of blocks with relatively low energy.  

This method is not the only one tailored to a specific steganographic transformation [23 26]; 
which the authors of the present work consider a significant limitation, as it restricts its scope of 
application at a time when the number of existing and newly developed steganographic methods is 
rapidly growing every day. 



For instance, in [23], the method of selecting 3×3-blocks of a DI container, obtained as a result of 
preliminary matrix partitioning, is tailored to steganographic algorithms based on Pixel Value 
Differencing (PVD). In each block, a median pixel is selected. The quantitative characteristic of the 
block during selection is defined as the distance between the minimum and maximum difference 
between the intensity of the median pixel and all other pixels in the block. Priority is given to blocks 
where this value is maximal. In [24], a method for selecting 2×2-blocks of a DI container is proposed, 
designed for embedding AdInf using a combination of methods widely used in steganography  PVD 
and LSB substitution. The authors propose a selective algorithm based on the analysis of the 
Histogram of Oriented Gradients (HOG) to determine the dominant edge direction for each 2×2-
block of the container image.  In [25], block selection is carried out with a dual purpose: increasing 
the capacity of the steganographic channel and ensuring high visual quality of the stego-message. 
However, this is once again done for a specific hybrid steganographic method based on the LSB 
method and Hamming code (HLAH). The efficiency of the proposed HLAH method is evaluated by 
measuring the total volume of embedded information, MSE, PSNR, and by analyzing the intensity 
histogram of the stego-message. In [26], to search for optimal regions for embedding secret 
information in order to increase the capacity of the steganographic channel while simultaneously 
ensuring the perceptual reliability of the stego-message, a selective method is proposed based on the 
Canny and Sobel edge detection methods. This approach is tailored to a specific steganographic 
method: the AdInf embedding process is carried out by modifying the most significant bit in the edge 
regions.  Recently, selective methods based on the use of Artificial Intelligence (AI) have become 
very widespread. Thus, in [27], an effective deep learning-based method for selecting DI blocks to 
embed secret information is proposed, utilizing the frequency domain of the image  the discrete 
cosine transform. One of the selection objectives is to ensure the high visual quality of the stego-
message. Following the preliminary partitioning of the DI into blocks, semantic and structural 
features are extracted from each block, making it possible to assess the block's suitability for data 
embedding. Additionally, the Proximal Policy Optimization algorithm is introduced into the block 
selection process to learn adaptive embedding policies. The use of neural networks also forms the 
basis of the method proposed in [28] for big data security. Although AI is continuously expanding 
its scope of application today, AI-based selective methods are not without significant systemic 
drawbacks, which can prove to be critical for steganography: 

• 

DI container) and 
unsatisfactory  making targeted changes to improve the network's performance is difficult 
to implement, and more often unfeasible; 

• The efficiency of a neural network depends heavily on the training dataset: when attempting 
to use a DI that is atypical or outside the scope of the training dataset as a container, the 
selective method may operate incorrectly without providing any indication or signaling of 
the error; 

• In selective steganography, ensuring the synchronization process is critically important. In 

require knowledge of the original container to extract the secret message. If the stego-
message undergoes even minor attacks against the embedded message during transmission 

 which occurs quite frequently in practice  the receiver's selection process may identify 
the wrong blocks instead of those where the AdInf was actually embedded, leading to critical 
distortion of the extracted AdInf. 

It should be noted that for selective steganography, any error in selecting even a single block  
given the necessity of synchronization to ensure AdInf decoding  can lead to a catastrophic 
distortion of the entire hidden message or to an increased probability of detecting the covert 



communication. Taking all the above into consideration, the authors of this work are convinced that 
the use of AI within selective steganography is currently not preferable, and that rigorous 
mathematical substantiations of the performed selection are required, along with a clear 
understanding of its outcomes. As noted above, a significant drawback of a selective method is its 
tailoring to a specific steganographic transformation (if this is the case). With this in mind, it is 
desirable to develop general (universal) selection principles that would be independent of the 
specifics of the steganographic algorithm used. Such a method, based on a general approach to 
analyzing the state of information systems [29 31], was recently proposed in [32]. Here, the selection 
of DI container blocks is performed to enhance the qualitative and quantitative metrics of the 
perceptual reliability of a stego-message generated by an arbitrary steganographic algorithm, 
ensuring its operability under random container conditions without any modifications to the 
algorithm itself. In that work, the image is mapped to a directed graph corresponding to a binary 
equivalence relation defined on the set of container blocks, which partitions this set into equivalence 
classes. The study substantiates the feasibility of using the normalized separation of its maximum 
singular value (NSMSV) as an integral quantitative characteristic of a block for selection purposes. 
The proposed algorithm for selecting DI container blocks allowed for a significant increase (by 2 6 
dB) in the quantitative metric of DI distortion  PSNR  for most of the images used, compared to a 
random selection of blocks for AdInf embedding across various steganographic methods. This 
demonstrates in practice that a universal selection principle can indeed ensure high selection 
efficiency. 

3. Aim and Objectives of the Paper 

Hierarchy is one of the most general classification methods used by humans. Hierarchical structures 
are effectively utilized in modeling real-world processes across many areas of human activity [29]. 

In light of the above, the aim of this paper is to enhance the efficiency of the steganographic 
system by improving the process of selecting the DI container blocks most preferable for 
steganographic transformation, independent of the steganographic method used for AdInf 
embedding, based on the development and subsequent utilization of a hierarchical image structure. 

The efficiency of the steganographic system in this work is evaluated by a quantitative metric of 
the visual quality of the generated stego-message  Peak Signal-to-Noise Ratio [9]. 

To achieve this aim, the following objectives are addressed in the study: 

1. Development of a hierarchical DI structure, taking into account the domain of its further 
application; 

2. Formulation of the principles for constructing a graph that corresponds to the hierarchical 
DI structure. 

4. Hierarchical Structure of a DI 

Hierarchical classification reproduces the primary form of coordination or organization. The main 
task within a hierarchy is to evaluate the higher levels based on the interaction of various 
hierarchical levels, rather than on a direct dependence on the elements at these levels. Through 
hierarchical composition, one essentially avoids the direct comparison of the large and the small 
[33]. Furthermore, hierarchical models possess a number of significant advantages over other types 
of models [29,34], which are highly important for solving problems in the field of information 
security [29]: 

• 

have on the priorities of elements at the lower levels; 

• They provide detailed information about the structure of the system; 



• They are flexible (additions to a well-structured hierarchy do not disrupt its characteristics). 

Hierarchical structures play an important role in the modeling process of various objects in the 
field of information security, including secure information systems [29]. Complex technical systems 
are generally characterized by a hierarchical organizational principle. Hierarchy allows for the 
analysis of an object/system simultaneously at different levels of granularity  ranging from the 
global properties of the entire object/system to the local properties of individual components. This 
is fundamentally important for selective steganography, as it will ensure flexibility in choosing the 
AdInf embedding region: given a hierarchical structure of the container, it will naturally define the 
selection space  indicating at which level and in which specific subregions the hidden information 
should be placed. Let us rigorously define the concept of a hierarchy [35]. 

-strict order on some set S [36]. For any relation x  y, where 
x, y  S, one can define the relation x < y, which means x  y and x  y. It is said that y covers x if 
x < y and there exists no such t  S that x < t < y. 

Let X be a finite partially ordered set [36] with the greatest element x . The set X is a hierarchy if 

there exists a partition of X into subsets , 1,kL k h= , where  1L x= , such that the following 

conditions are satisfied: 

( ) ( )1, 1, 1k kx L x L k h−

+   = − , where x  = {y | x covers y}; (1) 

( ) ( )1, 2,k kx L x L k h+

−   = , where x+ = {y | y covers x}. (2) 

Let us consider a DI with an n×n-matrix F. We partition the DI in a certain manner into non-

overlapping blocks ( )1

1, 1,kB k m= . Similarly, for each block ( )1

1, 1,kB k m= , we construct its partition 

into non-overlapping blocks ( )2

2, 1,kB k m= , and so on. In principle, the process can be stopped at 

any moment or continued until, at a certain s-th step, the block ( )s
kB  is defined by a single pixel. On 

the resulting set R of DI blocks, we define a binary relation   
( ) ( ) ( ) ( )1 2 1 2

1 2 1 2

s s s s

k k k kB B B B   , (3) 



order relation. Since not any two blocks of the set R are comparable with respect to the order relation 

 , the set R is partially ordered. Each block ( )i
kB R  obtained at the i-th step of the sequential 

partitioning procedure can cover only some of the blocks obtained at the (i+1)-th step, while being 
covered by a unique block obtained at the (i -th step. Thus, for the set R, there exists a partition 

into subsets , 1,rL r s=  such that conditions (1) and (2) are satisfied for rL ; moreover,  1L F=  and 

( ) ( ) ( ) 1 2, ,...,
r

r r r

r mL B B B= , meaning that the set R represents a hierarchy, which is graphically 

illustrated in Fig. 1. 
In modern selective steganography methods, the selection of DI container blocks is generally 

performed based on a pre-established, stationary partitioning of the image matrix. In this case, 
however, it is fundamentally impossible to trace how the degree of texture varies within the block 
itself, even though a block may also contain areas with higher and lower degrees of texture  which, 
in turn, determine the more and less suitable subregions for AdInf embedding within that block. Let 
us consider this in detail using the example of the selective method proposed in [32], which 

substantiates the feasibility of using the NSMSV of a block ( )1nsvdgap  as a quantitative selection 

criterion to ensure a (comparatively) high visual quality of the generated stego-message: 

( ) 1 21nsvdgap  = − , (4) 



where 1 2,   are the normalized singular values of the block, determined in accordance with the 

formula: , 1,2i i i  = = , where   is the vector norm of ( )1 2, ,...,
T

l   = , and 

1 2, ,..., l    are the singular values of the l×l-block. When considering a stationary block structure, 

we are not immune to selecting a block for which the NSMSV is (relatively) insignificant. However, 
such a positive (relative) characteristic might be achieved merely due to the presence of a small 
subregion within the block that has highly pronounced texture, while homogeneous parts  
undesirable for use in the steganographic transformation process  are also present. An example of 
this will be demonstrated below.  
 

 
Figure 1: Hierarchical structure of the DI corresponding to the binary relation (3) 
 

subsequent levels, and there discard the smaller sub-blocks that represent (relatively) homogeneous 
regions. Thus, the hierarchical DI structure will enable a deeper analysis of the properties of 
individual blocks for selecting priority container subregions for AdInf embedding. It allows for the 

structure down to individual pixels, and, consequently, should provide the opportunity (when 
utilized) for a higher-quality selection of subregions. 

5. Graph Corresponding to the Hierarchical Structure of a DI  

We map the constructed hierarchical DI structure to a directed weighted graph ( ),V E  (where V is 

the set of vertices and E is the set of edges), where the vertices of the graph correspond to the 

elements (blocks) of the hierarchical structure, and for an edge ( ) ( )1 2

1 2
,

s s

k kB B   of the graph ( ),V E  

to exist, the following condition must be satisfied: 
( ) ( ) ( ) ( ) ( )( )1 2 1 2

1 2 1 22 1, 1 &
s s s s

k k k kB B Е s s B B   = + . (5) 

As the weight coefficient of vertex ( ),V E , the NSMSV (4) is used in this work for definiteness, 

taking into account [32], although any other parameter characterizing the degree of block texture 
could also be utilized. Hereinafter, the NSMSV of object A is denoted as G(A) (Fig. 2). 

Obviously, the resulting graph is acyclic. It should be noted that ( ),V E  is not the graph of the 

binary relation (3), since it does not account for the existing connections between elements of non-
consecutive levels of the hierarchy; for example, vertex F in the graph of the binary relation would 

be adjacent to all other vertices of graph ( ),V E , having edges (5) merely as a subset of all edges 

incident to it. In practice, the level of granularity of the hierarchical structure of the container and, 

consequently, of graph ( ),V E  used during block selection, will be determined by: 



• The capacity of the covert communication channel: The number of selected blocks must be 
sufficient to embed the AdInf; 

• The specifics of the steganographic algorithm used: The minimum block size must allow for 
AdInf embedding and must contain the required number of parameters used for the 
embedding process. For example, if AdInf embedding requires singular vectors that 
correspond to singular values with indices greater than 2 [37], then the blocks must have a 
size greater than 2; 

• The characteristics of the DI container used: If the DI container features large homogeneous 
regions and a relatively large volume of AdInf needs to be embedded, this will necessitate the 
use of small-sized blocks for the steganographic transformation. 

 

 
Figure 2: Graph corresponding to the hierarchical structure of a DI 

 
An example of a graph for a specific DI with a size of 160×160 pixels, corresponding to the first three 
levels of its hierarchical structure to demonstrate the advantages of block selection considering the 
hierarchical structure of the DI container, is presented in Fig. 3. 

The last, fourth 80×80 block (Fig. 3(c)), which has the minimum NSMSV among all blocks of this 
partitioning level, equal to 0.8314, has the highest priority for use in the steganographic 
transformation process, since the relative contribution of the high- and mid-frequency components 
within it is generally the maximum among the four 80×80 blocks. Without further analysis of the DI 
hierarchy, this entire block could be selected for AdInf embedding. However, a constituent part of 
this block is a 40×40 sub-block (Fig. 3(d)), for which the NSMSV is so significant (0.9687) that it 
exceeds the NSMSV of all 40×40 sub-blocks of the 80×80 block with a value of 0.9293, which holds 
the lowest priority among all 80×80 blocks. 

Thus, when considering the quantitative characteristics of only a single level to evaluate the 
eganographic transformation, a fully objective assessment of its 

-message 
but also, consequently, the capacity of the covert channel. 

It should be noted that a stationary partitioning of the container matrix into very small blocks 
(corresponding to the bottom level when using a hierarchical structure) and searching among them 
for those suitable for AdInf embedding  which, at first glance, might seem to yield a comparable 
final block selection result  is less advantageous compared to the hierarchical approach due to the 
following reasons. 

First, the stationary approach can significantly increase the computational overhead when 
implementing small block sizes. A small block size increases the total number of blocks upon 
partitioning, which in turn can lead to an increase in the computational complexity of such a block-
based method. Although remaining polynomial of degree 2, it increases the coefficient of the leading 
term in the function that relates the number of arithmetic operations to the input data size. 
Conversely, utilizing a hierarchical structure allows discarding those parts of the DI that are 
undesirable for steganographic transformation  namely, (relatively) large homogeneous blocks (the 



NSMSV for such blocks will be close to unity)  at the very first steps of the selection process. This 
onal 

complexity of choosing suitable blocks. We refer to this advantage of hierarchical block selection as 
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Figure 3: Construction of the graph corresponding to the hierarchical DI structure:  
a  original DI; b  graph corresponding to the first three levels of the hierarchical DI structure; c  
80×80 DI block with the minimum NSMSV; d  40×40 sub-block of the block shown in Fig. 3(c), 
undesirable for steganographic transformation 
 
Notably, controlled computational complexity enables the hierarchical selection process to be 
terminated at a specific level of the structure without significant detriment to the quality of the 
resulting stego-message (e.g., under critical time constraints). For stationary partitioning, the 
selection process cannot be stopped until the quantitative characteristics of all (small) blocks have 
been analyzed, which formally corresponds to evaluating the bottom level of the container's 
hierarchical structure without the ability to dynamically discard upper-level blocks due to their 
unsuitability for steganographic transformation. Second, with a stationary partitioning of the DI 
container matrix into small blocks, a situation may arise where their analysis becomes uninformative 
in terms of achieving the objective of the selection process (i.e., the visual quality of the stego-
message). This is due to the following: for original DIs captured by physical digital cameras, object 
contours are most often defined not by a pair of adjacent pixels where the luminance function 
undergoes a single significant leap, but rather by a group of adjacent pixels. In this case, if small 
block sizes are used and their boundaries coincide with the edges of the contour, the presence of the 
contour itself may be lost, which subsequently reduces the capacity of the generated steganographic 
channel. While this can also occur when using a hierarchical DI structure, the multilevel structural 
analysis solves this problem: the presence of a contour will be signaled by the block level of the 
previous hierarchy tier. This higher-level block will then be utilized as a whole for AdInf embedding, 
whereas its constituent blocks at the next level of the hierarchy will not be processed as separate 
objects for steganographic transformation. This is critically important for block-based 
steganographic methods, which constitute the majority of state-of-the-art techniques [38 40]. 

Third, with a stationary partitioning of the DI into small blocks, large areas with a high degree of 
texture   may be lost. This is demonstrated in Fig. 4, where, 
for instance, an 80×80 block (Fig. 4(a), highlighted by a red contour) possesses a high degree of 



texture (which is obvious even from a subjective evaluation), as evidenced by its NSMSV 

( )1 0.8720nsvdgap = . However, if we take 4×4 or 2×2 blocks from this exact same 80×80 container 

subregion, they fail to signal the texture of this subregion due to their minuscule size, as 
demonstrated by the histograms of the normalized separation values of the maximum singular value 
for the blocks within this 80×80 subregion (Fig. 4(b, c)). If such blocks were evaluated under a 
stationary partitioning approach, most of them would be discarded, leading to a significant reduction 
in the capacity of the covert communication channel. 

-
bottom-

prevent a falsely justified reduction in the capacity of the covert communication channel (wherever 
possible, by accounting for the properties/normalized separation values of larger blocks at the 
previous level). When discussing the perceptual security of the generated stego-message, we 
incorporate a human subjective evaluation into the steganographic system's property assessment 
framework. This evaluation accounts for the specific characteristics of the human visual system, 
which to date have not been fully formalized. Moreover, given the psychological factors influencing 
human assessment, a complete formalization is unlikely ever to be achieved in a strict mathematical 
sense, as the human psyche involves a vast array of variables, many of which remain hidden today. 
In this context, we can only speak of a dynamic probabilistic model of human perception.  

Considerable effort by contemporary researchers is currently directed toward predicting human 
visual attention [41 43], which is often accomplished using Salient Object Detection  identifying 
the object or region in a DI that most strongly attracts human attention. As a rule, such regions are 
characterized by a high degree of contrast (e.g., a red apple on green grass), a unique texture (a 
smooth object against a highly textured background, or vice versa), and/or a specific positioning of 
the object within the boundaries of the depicted scene (e.g., isolation, such as a solitary bird in the 
sky). The results of these studies must be taken into account in steganography [44]. Given that a 
Salient Object is typically defined by contour lines  i.e., by significant transitions in pixel luminance 
values, which from a steganographic perspective hold priority for AdInf embedding  and 
considering the characteristics of the human visual system, it is advisable not to use the Salient 
Object for AdInf embedding, since it is highly likely to be under the most intense scrutiny of an 
observer. This introduces a contradiction regarding the use of object contours (regions of significant 
luminance changes) for steganographic transformation aimed at ensuring the perceptual security of 
the stego-message. However, upon closer examination, when utilizing block selection, this 
contradiction proves not to be critical: 

• First, when it comes to a subjective attack by a stegoanalyst aimed at detecting the presence 
of artifacts in a DI, they pay equal attention to all parts of the image;  

• Second, in practice, determining a Salient Object for an arbitrary DI is not a task with a single, 
unambiguous solution due to the inherent characteristics of the human psyche; 

• Third, block selection identifies blocks rather than specific pixels. Even when using the 

degeneration of blocks into individual pixels would severely limit the applicability of the 
corresponding selective method, given that the vast majority of modern steganographic 
techniques are block-based. The integral characteristic of a block used during selection (such 
as the NSMSV) accounts, to a greater or lesser extent, for the behavior of pixels within the 
neighborhood of each individual pixel; 

• Fourth, the identification of Salient Object blocks in a DI is not a significant event for 
steganographic block selection when using the proposed hierarchical DI structure. This is 
because, by moving down the structure and continuing to analyze the characteristics of 



smaller blocks, it becomes possible to examine the Salient Object from the inside, thereby 
determining which of its internal parts are suitable or unsuitable for steganographic 
transformation. If a constituent block B of a Salient Object represents a subregion with a 
relatively large/small (or zero) contribution of the high-frequency component, then B 
will/will not be included in the set of blocks recommended for AdInf embedding, regardless 
of whether it belongs to the Salient Object or not. Similar reasoning applies to DI regions that 
do not contain a Salient Object. Here, the hierarchical approach (descending deep into the 
structure) acts as an arbiter that determines a container subregion worthy of steganographic 
transformation, regardless of whether i  

• Fifth, in [42], when solving problems from psychological vision science research  which is 
an integral part of studies aimed at ensuring the visual quality of stego-messages  it is 
substantiated that the analysis of small blocks must be governed by the overall context of the 
image. In essence, this constitutes taking the DI hierarchy into account. In light of the 
proposed hierarchical structure, it can be interpreted as accounting for the influence of the 
covering elements (1) of the block set on the covered elements (2). 

All of this indicates that for selective steganography, even when accounting for the subjectivity 
41

43], it is significantly more advantageous to partition it into hierarchy levels based on its degree of 
spatial heterogeneity. The advantages of using the hierarchical DI structure for the selection of its 
blocks are demonstrated in Fig. 5 for an artificially generated 32×32 DI (Fig. 5(a)). Let us assume that 
this DI is used to embed 7 bits of AdInf using a block-based steganographic method, where one 
container block is utilized to embed 1 bit. Equation (4) is used as the quantitative criterion for block 
selection. With a stationary partitioning of the DI into blocks, it is obvious that the number of these 
blocks must, in any case, be no less than seven. When partitioning into 8×8 blocks, the blocks 
indicated by gray shading in Fig. 5(c) would be utilized for the steganographic transformation. 
However, when using a hierarchical structure (Fig. 5(d)) that includes 4×4 blocks at the bottom level, 
the selection result would be different. Already within the second level of the structure, the 16×16 
block with NSMSV = 0.9981 would be discarded, as would two 8×8 blocks at the third level, since 
their NSMSV are close to unity (the discarded blocks in Fig. 5(d) are shaded in lilac). This significantly 
reduces the number of 4×4 blocks (by 37.5%) analyzed at the bottom level of the hierarchy, compared 
to their quantity under a stationary partitioning of the DI into 4×4 blocks. It should be noted that the 
4×4 blocks selected at the bottom level of the hierarchical structure (shaded in gray in Fig. 5(d)) are 
by no means all included within the 8×8 blocks resulting from the selection under stationary 
partitioning of the DI into 8×8 blocks (shaded in yellow in Fig. 5(d)). Furthermore, the second 
selection option yields a better result when using these blocks in the steganographic transformation 
process: 

• For the Koch and Zhao method [9], the gain in the PSNR metric was 4% (PSNR increased 
from 38.2 dB for selection with stationary partitioning to 39.7 dB for selection considering 
the hierarchical structure); 

• For the method in [11], the gain was 3% (PSNR increased from 37.5 dB for stationary 
partitioning to 38.6 dB for the hierarchical structure). 

To empirically validate the advantages of using a hierarchical DI structure for block selection, a 
computational experiment was conducted in which the above-described procedure was applied to 
950 DIs. These images varied in genre, texture, dimensions, and storage formats (lossless (TIFF) and 
lossy (JPEG)), acquired using both professional and consumer cameras, including 52 AI-generated 
DIs. During the experiment, no instances were recorded in which the PSNR value for the stego-



message obtained via hierarchical block selection was lower than that obtained via direct selection. 
On average, the gain in the PSNR metric amounted to 2.7%. 

 

 

 
a b 

 
c 

Figure 4: Example of a possible negative block selection outcome in the case of stationary container 
partitioning: a  DI container with a highlighted 80×80 block featuring a high degree of texture; b  

histogram of ( )1nsvdgap  values for 4×4 blocks within the highlighted region; c  histogram of 

( )1nsvdgap  values for 2×2 blocks within the highlighted region 

 
Thus, we arrive at a confirmation of the practical expediency of the hierarchical method for selecting 
DI subregions for AdInf embedding, which is based on the proposed hierarchical container structure. 
The utilization of the hierarchical DI structure in block selection effectively combines coarse (initial) 
and deep (local) selection into a single process. Notably, discarding blocks at the upper levels of the 
hierarchical structure when the NSMSV is close to unity is fully justified during block selection. A 
NSMSV close to unity indicates the absence or extreme insignificance of the high-frequency 
component, thereby signifying the homogeneity of the block. While discarding a small-sized block 
(2×2 or 4×4) might lead to overlooking a portion of a contour defined by a cluster of adjacent pixels, 
for a larger block, a value close to unity serves as a reliable signal of its homogeneity and the clear 
unsuitability of its use for AdInf embedding. Remark. The proposed hierarchical DI-container 
structure and the corresponding graph  

 serve as a universal tool for achieving any arbitrary selection objective, 
rather than solely ensuring a (relatively) high visual quality of the resulting stego-message. Indeed, 
the selection objective is directly reflected by the weight coefficients of the graph vertices: 
specifically, their semantic meaning and the method used to determine them. For instance, the weight 
coefficients used in this work are a quantitative indicator of the block's degree of texture, making it 
possible to ensure a (comparatively) high visual quality of the stego-message. If, however, we 
consider the volume of protected information [12, 13] as the block's weight coefficient, then the 



constructed hierarchical structure can be utilized for block selection aimed at obtaining a stego-
message with a (comparatively) high robustness against attacks targeting the embedded message. 

 

 

 

 

 

 
a b c 

 
d 

Figure 5: Example of using stationary and hierarchical partitioning for container block selection: a 
 32×32 DI container; b  result of partitioning into 16×16 blocks, indicating the NSMSV for each 

block; c  result of partitioning into 8×8 blocks, indicating the NSMSV for each block, with the blocks 
selected for steganographic transformation highlighted by gray shading; d  graph corresponding 
to the hierarchical DI structure 

6. Conclusions 

To enhance the efficiency of the steganographic system  which is evaluated by the visual quality 
metric of the generated stego-message  this work proposes an improvement to the DI-container 
block selection process, during which: 

• 

ned on the set R of image blocks, which establishes its partial ordering. The 
hierarchical DI structure allows for an in-depth analysis of the properties of individual blocks 
to select priority container subregions for AdInf embedding by examining their internal 
components; 

• Principles are developed for constructing a directed weighted graph corresponding to the 
hierarchical DI structure. This enables block selection for steganographic transformation by 
conducting structural analysis both top-down and bottom-up. Consequently, this makes it 
possible to exclude relatively large blocks  whose involvement in the steganographic 
transformation is undesirable  at the initial levels of the hierarchical structure, thereby 

, the computational costs of the selection process; 

• The proposed hierarchical structure of the DI container and the corresponding graph  which 
 serve as a universal 

tool for achieving any arbitrary selection objective, which is reflected by the weight 
coefficients of the graph vertices; 

• The use of the hierarchical structure graph for selecting DI container blocks with the specific 
objective of ensuring a (relatively) high visual quality of the stego-message made it possible 
to improve the quantitative distortion metrics (PSNR) of the container resulting from 
steganographic transformation  regardless of its specific type  by 2.7% compared to 
selection under stationary block partitioning. 



The concept of hierarchical selection for DI container blocks has been implemented in a new, 
efficient selective method developed by the authors of this paper, the details of which are currently 
in preparation for publication. 

Declaration on Generative AI 

The authors have not employed any Generative AI tools. 
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