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Abstract

The Threat Intelligence Decision Ontology (TIDO) was developed as a common vocabulary for Threat Intelligence
(TT) analysts to structure and support their decision making. However, a major limitation of TIDO is the absence of
a formal representation of the inherent uncertainties associated with TI data, which originate from various sources
such as imperfect sensors, biases, and incomplete information. This ongoing research aims to address this critical
gap by characterising the uncertainties involved in a TI decision process and comparing these characteristics to
the capabilities of three selected uncertainty representations: Bayesian Probability Theory, Probability Bound
Analysis, and Belief Function Theory.
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1. Introduction

Intelligence institutions, some of the most well known being the Mossad, CIA, MI5 and MI6, seek to
access the secrets of their adversaries while preventing their adversaries from accessing their own
secrets. They do so, at least normatively speaking, in the service of moral rights [1]. However, obtaining
access to the secrets of adversaries inevitably results in the privacy of this adversary being violated to
some extent. To ensure that this power to violate the privacy of others is not misused, the permissible
actions and the conditions under which they may be applied are subjected to legislation and compliance
to this legislation is monitored by independent institutions. The Threat Intelligence Decision Ontology
(TIDO)' was designed to support these monitoring institutions by providing a unified vocabulary that
can describe the decision process of Threat Intelligence (TI) analysts.

Currently, the situational understanding of the TI analyst, an integral part of the justification for the
actions taken by intelligence institutions, is expressed in TIDO using pieces of information, hypotheses,
and supporting or disputing the relationships between them. This representation resembles Thagard’s
Theory of Explanatory Coherence (TEC) [2] and captures the core argumentative structure of the
analyst. However, it lacks the expressiveness to address the uncertainties that are inherently associated
with the information used within the TI domain, as Al solutions and human experts have biases, models
are imperfect, sources might be poor or misleading, and data-sharing might be limited for operational,
strategic, or legal reasons [3]. Consequently, at each step within a TI decision process, an TT analyst
must review this limited and uncertain information [4], which means that in order to fully understand
why a decision was made, the explanation of the decision should also address the uncertainties involved
in the decision process. The work presented in the poster consists of an investigation on the suitability
of three different uncertainty representations within the TI domain and how these representations
could be integrated into the TIDO ontology.

Ethical considerations The author is aware of the sensitivity of the subject and the potential
implications with respect to the privacy of citizens. The motivation, though, is not to collect new data
but to provide a vocabulary to enrich and structure data already obtained by the intelligence services.
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This enables the decision makers to make their assumptions and considerations explicit, increasing
their accountability and improving the testability of their decisions with respect to compliance with
legislation and internal policies. The proposed research does not provide intelligence agencies with
additional capabilities, nor justifications, to collect more data, and therefore, does not negatively impact
the privacy of citizens.

2. Research Goals

The objective of the proposed research is to explore the suitability of three distinct quantitative uncer-
tainty representations with respect to integration into the TIDO ontology. For our analysis, we include
Bayesian probability theory (BPT, [5]), probability bound analysis (PBA, [6, 7]) and belief function
theory (BFT, [8, 9]). Although this is not an exhaustive list of all possible uncertainty representations, it
provides a manageable number of widely used approaches with which to start our study. With these
representations in mind, we aim to answer the following research questions:

RQ1: What are the characteristics of the uncertainties associated with the data used for decision
making within the TI domain?

RQ2: What are the benefits and limitations of the selected uncertainty representations?

RQ3: How can the data characteristics identified in RQ1 be captured by the representations analysed
in RQ2?

RQ4: What tooling is available for the analysed uncertainty representations?

3. Current progress and upcoming steps

The first preliminary results were presented at the RuleML+RR 2025 Doctoral Consortium track [10].
These results focused on RQ1, where an analysis of a Dutch military doctrine [11] and the recent litera-
ture characterising the TI domain [1, 3] are combined with an uncertainty characterisation originating
from the information fusion domain [12]. A start is made with answering RQ2, but at the moment the
analysis is based heavily on a single review by Zio and Pedroni [13]. To answer RQ3, the plan is to
create a collection containing practical examples that highlight the uncertainty characteristics identified
in RQ1 and showcase how the benefits and limitations identified in RQ2 would express themselves
in these examples. Finally, RQ4 will be addressed by creating an inventory of available software and
reasoners that can process data represented according to the uncertainty representations analysed.
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