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Abstract

We present a cooperative agent-based model to manage task allocation in networks of connected vehicles, which
is based on the dynamic formation of temporary groups within a Mobile Edge Computing environment. The
trust model integrated in this work combines the Quality of Service (QS) and the Quality of Results (QR) into a
single reliability metric, based on a distributed reputation mechanism. The trust model is an updated version of a
previous one, where we considered also the freshness of observations gives strong resilience and trustworthiness
to the temporary groups. Simulation results show an improvement of this new version, in terms of the resilience
of the framework, with respect to specific changes occurring in CVs’ behaviors.
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1. Introduction

Modern vehicles are increasingly enriched with communication, sensing, and computational capabilities
to interact with other vehicles, infrastructure elements—e.g., roads, cross lights, etc.—and edge resources.
These Connected Vehicles (CVs) are essential to enable real-time smart mobility processes. In particular,
CVs can exploit Mobile Edge Computing (MEC) infrastructures to dynamically allocate task offloading. In
such a way, CVs transfer computational tasks to nearby edge servers significantly improve performance
metrics in terms of latency, energy consumption, and processing efficiency [1, 2, 3] improving quality
of service (QS) by minimizing dependence on onboard resources.

For Intelligent Transportation Systems (ITS), where tasks are distributed among connected vehicles,
the creation of cooperative transient groups composed of heterogeneous nodes represents a key research
area to improve performance, as well as for the Internet of Things (IoT) / Edge computing [4, 5, 6, 7, 8].

However, the creation of robust CV teams should consider the dynamic characteristics of mobility,
heterogeneity in computational and communication capabilities, the absence of centralized coordination,
and the lack of historical data. This means that decisions should not be based solely on functional
similarities but also on factors such as reliability, past interactions, and experience, which can increase
the effectiveness of the collaboration. Current trust and reputation mechanisms still have significant
limitations when applied to dynamic urban environments. In particular, centralized solutions are
vulnerable to single points of failure and characterized by poor scalability, while distributed approaches
can be affected by simplified or static trust formulations. Moreover, existing frameworks are often
limited in their ability to support adaptive and context-aware decisions when they emphasize objective
QS indicators, while largely ignore subjective aspects such as the quality of results (QR). To address
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these shortcomings, in [9] we presented a framework that combines QS and QR in a score, in a specific
trust model, to enhance effective cooperative groups in a scenario enabling MEC.

To this purpose, the integration of CVs and MEC infrastructures allows to the process of large data
volumes in real time —particularly useful in areas such as security and cooperative coordination—,
perform processing closer to the data sources —reducing latency and the load on centralized cloud
systems—, warranty scalability even under heavy traffic conditions, and implement collaboration and
trust-based team-building strategies. This approach is characterized by a few relevant advantages, as
described in [9], consisting of: (i) a decentralized trust-based strategy to build temporary CV groups in
a dynamic way; (ii) each CV is modeled as an autonomous agent assessing trust, selecting partners,
and participating to collective decisions; (iii) merging QS and QR into a single trust metric to capture
both objective performance and subjective outcomes; (iv) providing a unified perspective to join both
heterogeneous vehicles and various types of tasks and supporting those CVs that are the less equipped.

The previous approach in [9] was validated successfully through simulation-based experiments,
although some limitations remain, namely: (i) scalability should also be confirmed in large-scale
deployments and a high number of concurrent interactions; (ii) communication could represent a
bottleneck, which requires that more efficient strategies be implemented; (iii) sharing performance
and reliability information may expose to risks which require privacy-preserving techniques to be
introduced; (iv) deceptive and malicious CVs’ behaviors may compromise both security and effectiveness
of the framework, which may require suitable strategies for detecting and mitigating such threats.

In this work, we deal with the latter aspect (iv), by introducing a new mechanism for computing
trust scores, which is aimed to limit the risks related to deception or malicious behaviors of CVs.
Specifically, we do not consider the whole CV history but only a limited number of recent observations,
and to this aim, we have also introduced a parameter to weight their freshness: the more recent the
observation, the more relevant is in computing the CV score. Besides demonstrating the effectiveness
of the proposed method for computing CV reliability, the approach also addresses a limitation of the
stateless strategy introduced in [9], whose overly strict criteria could rapidly exclude a substantial
number of CVs from participation in team formation. To this aim, we have considered a simple scenario
involving basic attacks and basic defense strategy, where there are no tangible advantages for malicious.
The experimental results highlight that the framework is now less sensitive to such undesired events.

The rest of the paper is organized as follows. Section 2 introduces related work reviews. Sections 3
and 4 describe the proposed scenario and the updated trust model, respectively. The experiments are
presented and discussed in Section 5 and, finally, Section 6 some conclusions are proposed.

2. Related work

Modern urban transportation networks make available wide forms of connectivity for exchanging data
in real-time between various actors (e.g., CVs, personal devices, cloud platforms, route infrastructures,
points of interest) to adapt mobility to dynamic traffic conditions, as well as users’ interests by following
the Cooperative, Connected, and Automated Mobility (CCAM) approach [9, 10]. Communication
technologies can be based on Vehicle-to-Vehicle (V2V) [11], Vehicle-to-Infrastructure (V21)) [12], Vehicular
Ad-hoc Networks (VANET) [13] or, in an inclusive way, V2X (Vehicle-to-Everything) [14]), and similarly
for Wireless Sensor Networks (WSNs) [15]. However, to perform reliable CV interactions over such an
communication overlay, it needs to estimate the trustworthiness of potential partners also relying on
the adoption of trust and/or reputation systems (TRSs).

A large number of TRSs were proposed to meet specific peculiarities belonging to different contexts
and architectures [16, 17, 18, 19, 20, 21, 22]. Effective trust measures require a TRS well fitting with the
context domain [23, 24] -regardless of its centralized or distributed nature'-, exploiting a significant
number of trustworthy sources [25], and aggregating trust (i.e., reputation) score in a global (i.e., local)

!Centralized approaches are simpler to implement as they maintain trust scores in a centralized repository; differently,
distributed solutions are more resilient as they do not have a single point of failure, given that each CV locally calculates and
updates the trust scores of other nodes.



way [26].

TRSs enable the prediction of future behaviors and contrast whitewash strategies, but refer to long-
lived actors, drive new interactions based on past experiences, and spread trust/reputation measures
and feedback throughout the community [27, 28]. Moreover, it is known that the use of trust/reputation
measures helps form effective and more stable groups, providing them with reliable suggestions about
a potential member and vice versa [29, 30, 31].

The exchange of information within (temporary?) CV teams may contribute to managing traffic
issues and unexpected road events [33, 34]. A relevant concern for these teams is not-spreading false
or malicious data and several studies have highlighted the effectiveness of TRSs in estimating the
credibility of a source before its association with a team [35, 36]. TRSs typically leverage time-series
data, cross-source correlations, and feedback from previous interactions with other CVs.

In this context [37, 38], a comprehensive overview of TRS systems in VANET-based systems has been
provided, highlighting how these systems integrate —and sometimes replace- cryptographic techniques
to mitigate threats posed by CVs that seek to cause disruptions or gain undue advantages.

The idea of temporary vehicle groups is exploited in TRIP [39], to identify unreliable participants,
taking advantage of both data consistency and vehicle reputation, ensuring robustness against coordi-
nated attacks and maintaining reliable information exchange even in highly dynamic environments.
Clustering algorithms, often adopted to form groups in VANET scenarios increasing their stability, are
analyzed in [40]. In this area, trust-driven clustering approaches have gained attention; for example, [41]
introduces the Trust-based Stable Clustering (TSC) method, enhancing cluster stability, has been shown
to outperform alternative solutions in experimental evaluations.

An usual problem in teams or platoon® is the selection of a leader. In [42] a trust- and privacy-based
recommendation scheme, called TPPR, which is resistant to some sophisticated attacks, selects an
unmalicious platoon leader by adopting a truth discovery process based on the reputation of each CV.
Another reputation-based mechanism to elect the platoon head can be found in [43], which adopts two
subsystems, the former saves reputation values on a blockchain, and the second one adopts an incentive
mechanism to promote participation to the elections.

Reputation systems can be profitable applied in the traffic management scenario. In [44] they allow
only highly reputed CVs to spread traffic information for traffic congestion or accidents to mitigate the
diffusion of inaccurate data. Similarly, a reputation system is adopted to set the transmission frequency
of messages to rule overload on communication networks [45]. Also edge blockchain and computing
technologies are combined with TRS in CVs environments. In particular, trust can be calculated in
near real-time at the network edge, improving both latency and responsiveness [46], while the use of
blockchain allows for the immutable storage of reputation records over time, adding transparency and
resistance to tampering in the system, as in [43].

The issues of preserving privacy, integrity, confidentiality, security and accessibility of data and
services generated by an IoT ecosystem by meeting user demands and consuming the lowest amount of
resources are focused in [47, 48]. The study in [49] examines the interplay between MAC and IoT of a
wireless-powered mobile edge computing system operating in a dynamic setting, featuring multiple
Hybrid Access Points (HAPs). In this scenario, wireless devices harvest energy from the radio frequency
signals transmitted by HAPs and subsequently either process their tasks locally or offload them to
selected HAPs for edge execution.

In summary (see Table 1), the TRSs adopted in vehicular networks share several common traits.
Centralized approaches, easier to implement, are limited by scalability constraints and single points
of failure [16, 23], while decentralized ones, although more robust, often rely on weak or incomplete
reliability indicators [35, 36, 41]. Existing proposals typically focus on objective QS metrics (e.g., latency
and/or throughput) [39, 40] or on reputation and clustering mechanisms [44, 45, 40, 43], with limited
efforts to integrate both objective and subjective aspects. In contrast, our framework computes reliability,

*The temporary nature relies on the CVs’ behavior in entering or leaving a team mainly due to physical proximity, traffic
evolution, interests, and reputation [32].

$Connected Automated Vehicles (CAVs) often move in a platoon, where multiple vehicles form an involuntary temporary
group traveling in coordinated formation



based on QS and QR measures, combined with distributed reputation exploited in a decentralized team
formation process within MEC-enabled vehicular networks. Its novelty compared to existing approaches

and highlighted in Table 1.

models [16, 23]

Approach Key features Main limitations Main differences with
our work

Centralized Trust with a central | Poor scalability; sin- | Fully distributed, improv-

trust and | manager. gle point of failure; | ingrobustness and scalabil-

reputation limited flexibility. ity.

Decentralized
and clustering-

Distributed trust with
clustering support.

Static indicators; clus-
tering overhead.

Dynamic trust metric (QS,
QR, reputation) without

based mecha-
nisms [44, 45,

ings.

based solu- fixed clusters.

tions [35, 36,

41]

QS-centric Focus on performance | Disregarding the out- | QS with QR combined for
approaches [39, | metrics (e.g., latency, | comes quality; incom- | more reliable measures.
40] throughput). plete evaluation.

Reputation- Trust based on past | Slow adaptation; re- | Reputation integrated
or history- | interactions and rat- | quireslong-termdata. | with real-time reliability

for faster adaptation.

40, 43, 42]
Proposed Unified QS/QR relia- | - Provides a scalable and
framework bility with distributed adaptive multidimensional
reputation for team trust model.
formation.
Table 1

A comparison between some representative TRSs and the proposed framework in vehicular scenarios.

3. The proposed Scenario

We propose a scenario consisting of a fleet of autonomous CVs [50] operating within a transportation
network (e.g., in an urban setting) equipped with a series of edge servers. CVs are typically equipped
with multiple sensors and advanced communication units, which allows low-latency interactions in
offloading tasks processes at the level of edge servers [51]. These edge resources provide substantial
computational capacity, allowing faster processing, reduced response times, and improved overall
system performance.

Edge servers accept requests from autonomous CVs, for example, when a CV needs to calculate an
urban route. If this task is assigned to an edge server, the calculation can leverage on a large amount of
data and computational resources with minimal processing latency.

The outcome of offloading tasks is valuable in terms of “service quality” and “results quality”. In other
words, the former refers to processing delays, latency, and so on, while the second one depends on the
quality of the generated recommendations, which in turn are linked to data available at the edge server
generated them.

In such a scenario, a collaboration model, shown in Figure 1, assumes that CVs can cooperate by
recommending strategies computed by offloading tasks on edge servers. In fact, in some situations,
a vehicle may also handle a request on behalf of another, although this option can be constrained by
security and privacy issues.”

More formally, this collaborative process relies on two key metrics:

*This modality may be restricted due to security and privacy concerns.
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Figure 1: The proposed framework.

« Quality of Service (QS): it reflects the satisfaction of non-functional requirements, such as latency,
bandwidth usage, and processing time;

* Quality of Results (QR): it measures how effectively a vehicle satisfies functional requirements for
a given task category for its offloading strategy.

In a team, a CV has the opportunity to gain the trust of its peers and may interact to retrieve
information for a given category of interest. As we will see in the next section, this will involve a given
vehicle selecting the most appropriate suggestion in order to delegate a specific activity.

4. The Updated Trust Model

The trust model proposed in [9] is designed to represent in a single score the performance of a CV. The
CV provides, within a MEC environment, offloading tasks that fall into a category (i.e., f) for free in a
collaborative and benevolent perspective. In particular, qualitative measures, previously introduced,
are mapped into quantitative ones.

In our framework CVs can exploit offloading tasks made available by other CVs. Such offloading tasks
are denoted by both (i) a score representing the degree of satisfaction it meets with respect to latency
and/or processing delay, denoted as Quality of Service (QS), and (ii) a score representing the degree of
satisfaction it meets with respect to its quality in terms of results, denoted as Quality of Result (QR).

Moreover, let CV reliability (rel) be a performance score referring to the ability of a generic CV (i.e.,
x) to provide a given performance level in MEC offloading for a given category . To compute a measure
rel, we will consider that for the category t both QS and QR can be measured and combined linearly as
in Equation 1:

rell, = y;- QSk + (1 — ) - QR (1)

where the system parameter y,” is a system parameter belonging to [0, 1] C R that in computing rel,
on s weights the relevance of QS with respect to QR as perceived by a CV that is client of x. Besides,
note that (i) any CV agent can provide QS and QR measures, both ranging in [0, 1] C R -respectively,
referring to processing delay, latency, etc.—, and the quality of the result of the offloading tasks, and (ii)
for sake of simplicity we assume that rel is stateless measure, which does not directly consider the high
variability of the urban mobility.

Currently, y, is set in an empirical way making attention that Equation 1 balances the mutal relevance between objective
network performance and the subjective outcome quality measures. This does not preclude the possibility that other
adaptive mechanisms may be adopted in the future to calculate y, (i.e., infrastructure conditions, traffic conditions, or other
requirements).



The reputation measure (rep), belonging to [0, 1] C R, refers to the perception that the other members
of a team T have for a given CV x about its reliability in terms of performance in a given category .
More formally, for T and for a given time, the reputation of x is computed as in Equation 2:

N—1_ s
=, rel
repl. = 2Ly oy e T % x (2)
Nr—1
where Ny is the number of CVsin T.

Then we can compute the (stateless) measure of trust in the performance of x in the category t within

Tby combining reputation and reliability as in Equation 3:

trustt = e -rel. + (1 —¢€) - repl (3)

where € € [0, 1] C R is another parameter of the system, balancing the weight of rel with respect to rep.

Moreover, we have reasonably postulated that the increasing percentages of reliability rel and

. . . Atrust Atrust
reputation rep with respect to the measure of trust are the same (1.e., Aru; = Arus ) and set the
re rep

system parameters y and €, based on the specific domain, to optimize performance. Observe also that
the choice of using a linear approach allows us to make clear the mapping between the single measures
involved in Equations 1 and 3 and, at the same time, provides a linear complexity without compromising
their capability to express the mutual dependencies involved in our framework.

A potential drawback of our framework is that a newcomer CV will not be provided with a trust
score, and, therefore, it really risks to never be selected for temporary teams. To avoid this situation,
the new arrival CV will be provided with a first trust score set to 0.5 — an intermediate value suitable to
not penalize much the newcomer — until the first interaction, after which its trustworthiness will be
determined as described above.

In the scenario presented in [9], CVs are assumed to be benevolent; however, this represents an
idealized condition that rarely holds in real-world environments. Although malicious or improper
behaviors typically arise when tangible benefits —generally economic— are involved, they must be
considered also in our framework to limit the introduction of deceptive information in the system.
Other undesired malicious behaviors, like collusion and similar, represent improbable events and can
be ignored. Differently, note that in the case of real advantages, then further countermeasures should
be introduced into the framework.

To improve resilience against such behaviors, this paper revises the modality with which CVs compute
reliability measures. In detail, instead of adopting the stateless formulation used in [9], we introduce a
short interaction history to capture recent behavior. From a practical perspective, each CV is treated as
a long-lived entity, in line with the assumptions in [27]. Given the temporary nature of the groups, this
history is intentionally limited to a small horizon (e.g., 3-5 interactions).

Furthermore, in incentivizing correct behaviors, the more recent the observation, the more relevant
contribution in calculating the CV reliability measure. Formally, the reliability of each CV will be
computed as follows:

h t

Dik=10k el
h

Dik=10%k
where h is the maximum number of reliability measures rel’ ~having the form described in Equation 1-
considered in computing the updated reliability measure.

In other words, the horizon adopted to calculate the new reliability measures varies from 0, when
there are no previous interactions with a given CV, to h. The weight ¢ accounts for the freshness
of rel' and is defined as ¢ = 1/(1 + h — k), where k = h corresponds to the most recent observation
and k = 0 to the oldest of the observations considered h. Consider that when a CV has fewer than h

prior interactions (e.g., at initialization), in Equation 4 the value of k is set to the number of available
observations.

rell. =

(4)



Moreover, to penalize improper behavior and make it harder to restore reliability after misconduct,
when rel’ < 0.5 the parameter o is set to 1, thereby enforcing a stronger incentive toward correct
behavior.

4.1. Temporary teams formation algorithm

The updated trust model only marginally affects the original temporary teams formation algorithm,
which here is summarized.

The formation of teams allows to each CV of requiring to the other CV members of the same team
to support, at any CV, for assigning and executing a given offloading task at the edge. Note that the
original proposal for such a cooperation relies only on the benevolence of the other CVs, while the
updated trust model provides further support in the selection of the best performing CVs for a given
category of tasks.

This algorithm supports the building of CV teams by selecting the most trustworthy CV, based on
the computed trust scores, to perform a collaborative task. The main characteristics of this algorithm
can be summarized in: (i) a fully decentralized architecture; (ii) adaptive traffic conditions and CVs’
behaviors and capabilities; (iii) providing support less equipped CV.

In detail, at time t;, when a CV —denoted as ay— initiates the team formation process for a group
A, the selection procedure begins by identifying the most trustworthy vehicles based on their current
trust rating. Now suppose that within the communication range of g there are at least k candidate CVs,
from which n are selected to form the team, withn < k + 1 and A = {qy, a4, ..., a,}.

The team formation algorithm, shown in Figure 2, consists of five stages, namely:

1. Starting - g, decides to form a team to perform a task for the category . In the communication
range of g, there are at least k CVs that can receive its broadcast message, which consists of the
tupla (mx, mn, T, trusty,,;,), where: (i) mx is the maximum number of CV in A, with mx < k; (i)
mn is the minimum number of CV in A, with mn > 1; (iii) T is a time threshold that CVs have to
answer to ag; (iv) trusty;, the minimum trust score value required from g, to enter in A.

2. Request - the ay message is sent to the k CVs belonging to its communication range to collect: (i)
their availability to join with A, and (ii) the most recent reliability score (if any) for each CV j-one
agent of the k — 1 potential members of A-i.e., relt In other words, gy gathers the information
required to compute the reputation of each of the k candidate vehicles and, consequently, their
trust values (see Equations. 2, 3, and 4).

3. Answer - after that, a potential member of A received the g;’s request if: (i) it does not respond
to the a’s request, which means that it does not want to join with A; (ii) it computes the values of
rel}, Vj # 0, jand sent them to q,.

4. Select - once the time threshold T elapsed and g received at least z responses, with z < k, then
ay will compute the trust scores trustj, with j = 1,..., z based on the reliability values sent by the
other potential members of A. Agents and their respective trust scores greater than trust,,;,, will
be inserted in a list L of agents eligible for the temporary team A. Finally, L will be ordered in an
increasing way according to the trust values.

5. Forming - to form A, ay will select min(mx, length(L)) > mn CVs, having the highest trust scores,
from L and an acceptance message will be sent to them from q.

The formation of the temporary team, executed in a fully distributed manner, ends.

5. Experiments

In this section, we present the experiments that were performed to evaluate our approach. We have
simulated the cooperation of the connected vehicles, implementing the algorithm described in the
previous Section 4. Our goal is to verify if the updated trust model improves the performance of the
original algorithm in accurately identifying and excluding from the formation of temporary teams only
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Figure 2: Temporary Team formation

those CVs that are engaged in improper or malicious behaviors, without inadvertently penalizing honest
and well-behaved CVs as a side effect. This latter issue is similar to the one present in the well-known
EigenTrust model [52] and addressed in [53, 54].

Similarly to [9], simulations were performed using the same software —a script in the Octave lan-
guage [55] to guaranty a correct comparison between experiments—, and the same parameters and
setting previously adopted, while the horizon h, required in the calculation of the reliability in the
updated trust model, was set to 3 and the percentage of malicious CVs was set to 5%. The complete
simulation setting adopted in the experiments is reported in Table 2.

Parameter \ Value/range
Simulated time 60 hours
CVs 1000
No. of task category 5
Max no. of CVs per group 50
Horizon h 3
Malicious percentage 5%
Rel® 0.5
Rep® 0.5
% 0.5
€ 0.4
CV requests per hours Poisson distribution, A = 20
QS Normal Distribution
QR Normal Distribution
QS {(v,o?)} (v, a®) ={p; : (0.9,1.0), p, : (0.7,1.0), p5 : (0.5,2.0)}
QR {(v,0?)} (v,6®) ={p; : (0.9,1.0), p, : (0.7,1.0), p : (0.5,2.0)}
Ratio of p,/p,/p; CVs in the 1 / 1 / 1
. . 3 3 3
simulated scenario

Table 2
Simulation parameters

We recall that the experiments simulated a time period of 60 hours, involving 1000 CVs, for 5 task
categories ® —consistently with prior studies [56]-, a maximum of 50 CVs per group, and the parameters
y and ¢, after preliminary tests, were set respectively to 0.5 and 0.4 for assigning equal relevance to QR
with respect to QS in the calculation of the reliability measure and to weight reputation with respect
to reliability in the calculation of the trust measure —in line with common choices adopted in trust
modeling [18, 19, 20]. The value of 0.5 for both the initial reliability (rel®)) and the initial reputation
(rep((o)) for newcomers is a compromise that allows them operability and hinders whitewashing
strategies, as specified in Section 4.

Moreover, the simulated dataset is consistent with a metropolitan traffic scenario, the heterogeneous

SFor our purpose, since team formation is always related to a specific category of task, we have analyzed the experimental
results for a single category of task; indeed, as expected, the results for all categories of task were very similar.
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vehicle profiles ensure both variability in task demands and interaction opportunities, while the number
of CVs and the simulation time ensure that the dynamics of temporary team formation can be observed
for an adequate time. The average number of task requests per hour was modeled by adopting a
Poisson distribution with A set to 20, while the QS and QR distributions were parameterized by a normal
distribution, with v and o set as in Table 2, to form vehicle profiles p;, p, and ps, characterizing high,
medium and low performance and variability, respectively. This abstraction ensures that the trust model
clearly captures system heterogeneity: vehicles with stronger MEC capabilities consistently achieve
higher QS and QR scores, thereby attaining higher trust values and being preferentially selected during
team formation.

Let us now provide some considerations on the choice of the parameter h, which should be set
according to the complexity of the simulated scenario, balancing effectiveness and computational cost.
In this regard, the scenario under study is rather basic, does not involve tangible benefits (e.g., economic
interests), and is of limited scale (e.g., network size, number of CVs). These aspects do not currently
justify the adoption of more sophisticated trust models for CVs or the use of large values of h. It is
also worth noting that for values of h lower than 3 the effectiveness of the model decreases due to
the presence of many false positives, while larger values of A become appropriate in more complex
scenarios.

The urban transportation network that underlies the simulated mobility scenario is constructed using
a modular design derived from [57]. In detail, it consists of a 3 x 3 grid exploiting squared symmetric
“module” and simulating only two way roads, to avoid variability for road topologies or traffic traces.
The geographical positions of CVs were initially randomly distributed in the urban area, and their
positions were revalued minute-by-minute according to a bounded speed range and random direction
changes such as [9], while their mobility was simulated using the algorithm presented in [58]. Finally,
to simulate variability in task demands and interaction opportunities, vehicle profiles were assumed to
be heterogeneous and belonging to five typologies.

Figure 3 reports the evolution of the average trust values measured during the 60-hour simulation for
the three profiles p1, p2, and p3 and for both original (i.e., old) and updated (i.e., new) trust models. It is
possible to note that, in terms of variance, the results of the updated trust model are slightly improved
by —0.093 =+ 0.16 relative to the previous one. Differently, from a quantitative viewpoint, the average
trust values are slightly lower for the updated trust model with respect to the first one and over the
simulation hours the results of the two trust models tend to converge. This should depend on the higher
precision of the new trust model in recognizing malicious CVs, leading to their progressive exclusion
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from team formation processes more quickly than the other trust model. These results are in line with
our expectations.

We also examined the number of malicious CVs joined with groups adopting the two trust models.
Simulations considered both the high dynamicity of urban traffic with temporary teams having a short
time live. Results are reported in Figure 4. Their analysis shows that, on average, the number of teams
involving malicious CVs —after an initial phase, similar for both models and attributable to knowledge
spreading— is lower when using the updated trust model. Over time, the baseline model tends to
approach similar performance; however, the updated model reaches the target of identifying malicious
CVs more rapidly and consistently.

In summary, the experimental results confirm our expectations, demonstrating the greater effective-
ness of the updated trust model in mitigating the impact of CVs that exhibit malicious or incorrect
behavior, compared to the model presented in [9].

Moreover, consider that an appropriate horizon (see Eq. 4) in calculating reliability introduces only a
negligible overhead in terms of computational and memory requirements for CVs when managing the
updated trust model.

6. Conclusions

The collaborative framework presented in [9] is focused on supporting by offloading tasks required
by CVs, participating in temporary CV teams dynamically formed in a mobility scenario and executed
in a MEC environment. Such a framework is characterized from a trust model and a decentralized
algorithm, which is designed to form temporary team whose members are selected based on the CVs’
trust scores In particular, the trust model takes into account CVs’ reliability —calculated by evaluating
both Quality of Service and Quality of Results measures— and reputation scores.

In [9] a fundamental assumption is that CV are always benevolent, although this is justifiable from
both the absence of real individual benefits and the high dynamicity that usually characterizes the
considered scenario, which is also the reason underlying the temporary nature of teams. However,
improper or malicious behaviors are always possible in the scenario described above. To this aim, in this
paper an updating of the trust model devoted to provide the system with a greater capability to better
characterize not only low-performing vehicles but also those untrustworthy. This update introduces
only a slight and not negligible increase in both computational and memory complexity but offers better
performance compared to [9].



Experiments carried out adopting the same modalities and setting as in [9], have validated this
new version of the trust model only considering basic attacks, basic defense strategy, and no tangible
advantages for malicious. The future evolution of this framework will be addressed to introduce,
for instance, mobility patterns, energy availability, dynamic task priorities, and new forms of traffic
management make possible from the presence of CVs and MEC infrastructures. Moreover, such new
scenarios may require integration of security mechanisms and other countermeasures to protect the
trust framework against sophisticated malicious and manipulation behaviors.
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