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Abstract

The rapid development of quantum computing is reshaping the cybersecurity threat landscape by
undermining classical cryptographic assumptions and introducing new technical, operational, and
organizational vulnerabilities. Existing cybersecurity threat frameworks insufficiently address quantum-
enabled risks, particularly those related to post-quantum cryptography (PQC) migration, hybrid
infrastructures, and long-horizon threats such as store-now-decrypt-later attacks. This paper aims to develop
a unified classification model for quantum-enabled cyberattacks that integrates cryptanalytic, protocol-level,
operational, and human-factor dimensions into a structured analytical framework. The proposed model
formalizes attack characterization through multidimensional parameters including attack vector, required
quantum capability, exploited weakness, impact level, and temporal horizon, enabling systematic risk
assessment. Experimental evaluation using simulated network traffic datasets demonstrated the model’s
applicability for threat classification, risk scoring, and prioritization of PQC migration efforts. Results
indicate that cryptanalytic and data-harvesting attacks present the highest long-term risk, while operational
and human-factor vulnerabilities remain critical in the near term, highlighting the need for a comprehensive,
multilayered approach to quantum cybersecurity readiness.
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1. Introduction

The emergence of quantum computing is expected to fundamentally reshape the cybersecurity
threat landscape by weakening the computational assumptions underpinning widely deployed
cryptographic systems. In particular, quantum algorithms enable speedups for problem classes that
are infeasible for classical machines at scale, creating direct risks to public-key cryptography and
altering the effective security margin of symmetric primitives. Shor’s algorithm is widely recognized
as a disruptive factor for RSA, Diffie-Hellman, and elliptic-curve cryptography, as it enables
polynomial-time solutions to integer factorization and discrete logarithms, threatening the
confidentiality and authenticity guarantees of contemporary public-key infrastructures [1]. In
parallel, Grover’s algorithm reduces the effective security level of symmetric encryption and hashing
by offering a quadratic speedup for unstructured search, motivating revised key-length and system
design assumptions for long-term protection [2][3]. Simultaneously, organizations pursuing post-
quantum cryptography (PQC) must often adopt transitional architectures - such as hybrid key
exchange and mixed deployments across endpoints and services - where implementation complexity,
performance constraints, and negotiation logic can create new exploitable conditions [4][5][6]. These
factors collectively elevate the need to treat quantum cybersecurity not only as a cryptographic
problem, but as a multi-domain risk-management challenge that spans technical controls, operational
governance, and human-centered vulnerabilities.

Despite increasing attention to PQC adoption and quantum-era threat anticipation, many widely
used cybersecurity frameworks and practices remain oriented toward classical attacker models and
do not explicitly encode quantum capability assumptions or transition-state vulnerabilities. Similarly,
organizational cybersecurity governance frameworks emphasize risk management and resilience, yet
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they provide limited granularity for describing quantum-specific attack vectors and prioritizing
mitigations across cryptographic, protocol, operational, and human domains [7].

The central problem addressed in this paper is the absence of a unified and structured classification
approach capable of consistently describing quantum-enabled cyberattacks across cryptanalytic,
protocol (network), operational (systemic), and human (organizational) dimensions. This limitation
complicates threat modeling, weakens PQ readiness assessment, and reduces the effectiveness of
prioritization during PQC migration - especially in contexts where hybrid cryptography, partial
deployment, and long-term data confidentiality requirements coexist. The aim of this paper is to
propose a unified classification model for quantum-enabled cyberattacks that supports systematic
characterization of threats and enables consistent risk-oriented prioritization of PQ cybersecurity
activities, including PQC migration planning and governance. The contribution of the authors’ is as
follows:

e A unified classification model integrating cryptanalytic, protocol, operational, and human

quantum-enabled cyber threats into a single structured framework.

e A formal multidimensional representation that captures attack vector category, required

quantum capability, exploited weakness type, impact level, and temporal horizon.

e A practical demonstration of the model using generated network-observable datasets and a

composite risk scoring mechanism to rank quantum-enabled threats and inform prioritization

decisions.

The remainder of this paper is organized as follows. Section 1 summarizes quantum computing
foundations and the cybersecurity implications of quantum algorithms and transition-state risks.
Section 2 presents a taxonomy of quantum-enabled cyberattacks while Section 3 introduces the
proposed unified classification model and defines its dimensions and classification procedure. Section
4 presents the use case, including dataset generation and the classification workflow. Section 5 reports
experimental results, including classification matrices, risk scores, and prioritization rankings.
Section 6 concludes the paper and outlines directions for future work.

2. Taxonomy of Quantum-Enabled Cyberattacks
2.1. Cryptanalytic Attacks

We need to understand that by developing quantum technologies and capabilities, a multi-tiered
threat landscape emerges that challenges the fundamental assumptions of modern cryptography. [8]
When talking about a taxonomy of quantum-enabled cyberattacks, it can be categorized from
mathematical vulnerabilities to systemic and human-oriented weaknesses.

To begin with, it is necessary to discuss cryptanalytic attacks. These are the attacks in which Shor’s
and Grover’s algorithms take place. As discussed earlier, Shor’s algorithm represents an existential
threat to asymmetric cryptography by exponentially speeding up integer factorization and discrete
logarithms [9]. Although classical computers with well-known hardware would take trillions of years
to crack a 2048-bit RSA key, a sufficiently powered quantum computer would be able to derive the
private key from a public certificate in a matter of minutes or even seconds, rendering RSA, ECC, and
DSA obsolete [9][10].

Talking about Grover’s algorithm, furthermore, it can be said that it is not as destructive as Shor’s,
but Grover’s algorithm accelerates searches of unstructured databases with quadratic speedup and in
doing so reduces the effective bit security of symmetric keys [11][9]. It can be said that search of
unstructured database basically is the task of guessing a symmetric key or finding a hash collision.
[9] This algorithm can reduce AES-128 security level to 64 bits, and this would be vulnerable to future
quantum systems. [9] While talking about halving of key length, same goes with AES-256 where
Grover’s algorithm can reduce its security level to 128 bits. [12] It is worth mentioning that Grover’s
algorithm target the integrity of hash functions [9]. This algorithm effectively weakens standards
such as SHA-256 by halving their complexity from O(27) to O(2"?) where n - bits, for example: SHA-
256 search complexity would be decreased from 2% to 2'%. [9]

2.2. Protocol and Network Attacks



Until now, we have been talking only about breaking individual algorithms, although quantum
technologies go beyond that by undermining the protocols that ensure secure communication and
identity. It is well known that TLS, SSH, and IPsec, which are network security protocols, rely on
public-key exchanges to establish secure sessions which are known to be really vulnerable to
quantum computing abilities [13].

Additionally, advancements in quantum technologies will allow attackers to forge digital
signatures using Shor-based cryptanalysis - derive private keys from public certificates. This will
enable attackers to impersonate entities in real time and bypass Certificate Authorities (CAs). This
would collapse the Public Key Infrastructure (PKI) trust framework [13], and quantum-enhanced
Man-in-the-Middle (MITM) attacks will become more frequent occurrences.

In these days, post quantum security is quite a hot topic and everyone is trying to mitigate future
risks by implementing hybrid mechanisms or in this case they can be called - hybrid handshakes.
Hybrid mechanism is when both, classical and post-quantum algorithms are being used [5]. It is
implemented in such way, that information stays secure as long as one of the algorithms stays intact
and unbroken [5].

On the other hand, there is a great chance of downgrade attacks while using hybrid mechanisms.
This means that the complexity of transition phase can be exploited by forcing systems to use weaker
protocols. For example, attackers can force system to use legacy (TLS 1.2) protocols, by manipulating
negotiation process, instead of using post quantum secure version of the protocol (for example Kyber-
TLS) [13].

2.3.  Operational and Systemic Attacks

Transitioning to post-quantum cryptography is a very complex task, organizations should review
all of the used infrastructure, cryptographic algorithms, used protocols, and so on. They need to have
a clear vision and plan how they are going to move toward a more advanced and secure future. While
transitioning to quantum-safe architectures, “reality gaps” can arise and be exploited by attackers -
these are called operational and systemic attacks.

The PQC transition phase can be exploited by forcing systems to negotiate using classical
cryptographic protocols, which are weaker than post-quantum ones and which should not be used
[13]. Additionally, poor implementation of hybrid models may lead to inconsistencies. There is a
chance that some of the system components will not be secured correctly or remain using quantum
unsafe cryptography or protocols which would lead to single point of failure in the system, with an
open door to attackers. Also, it should not be forgotten, that it is impossible to update and upgrade
everything at once, so there is a big chance, that classical and quantum secure parts of the
infrastructure are going to coexist.

We should not forget about PQC supply chain risks. There is always a chance that attackers might
tamper with compilers, this states that intellectual property might be stolen or even circuit designs
might be at the risk of theft [14]. Also, there is a second part of this security flaw, where during
compilation process, when compromised compiler can tamper with hardware configuration files,
altering data encoding or other crucial parts of the codes [14].

2.4. Human and Organizational Vulnerabilities

It should not be forgotten that humans themselves might be the weakest link in the chain. As
technology advances, humans remain the main components that operate these innovations. During
PQC migration, a significant chance of human error persists. PQC migration and implementation may
be quite challenging, as a large amount of legacy software will need to be updated or re-coded. The
complexity of systems will grow as PQC algorithms require larger key sizes and greater
computational power. In mismanaged, misconfigured and poorly optimized environments and
infrastructures, this can lead to resource exhaustion, or, in other words, make it easier for attackers
to execute DoS attacks [13]. In addition, misconfigured PQC protocols such as TLS or IPsec can enable
numerous attacks: privilege escalation, downgraded communication paths [13].

It should not be forgotten that PQC migration does not prevent all threats. PQC might mitigate
the risks based on encryption, but organizations are still vulnerable to social engineering and phishing



attacks [15]. That is because these types of attacks do not depend on the infrastructure itself, but are
targeted at people working in a certain organization, the attackers try to trick those people and in
this way gather the required information for further exploitation [15]. One more of the problems that
arises with quantum acceleration and Al is that those two tools will be able to produce highly realistic
deepfakes which will make it even easier to fool people and gain information, which is much needed
for adversaries [13].

It might sound harsh, but the truth is that some of the companies are on the brink of survival. That
is because the transition to PQC is going to be time-consuming and resource consuming. Some of the
companies will not be able to hire professionals with sufficient knowledge required for PQC
integration, or might lack cybersecurity resources to maintain their products or services in as high
level of security as before PQC. [16]

3. Unified Classification Model
3.1. Model Dimensions and Quantum Capability Mapping

Let an attack instance a € A belong to the set of quantum-enabled cyberattacks. The unified
classification function is defined as:

C(a) = (V(a),Q(a),W(a),I(a),T(a)) (1)
where V(a) denotes the attack vector category, Q(a) the required quantum capability, W(a) the
exploited weakness, /(a) the impact level, and T(a) the temporal horizon.

Building upon the previously introduced taxonomy, the attack vector dimension V(a) is defined
over four principal categories:
e 7V, - Cryptanalytic attacks, including asymmetric cryptography attacks and symmetric
cryptography attacks;
e 7V - Protocol and network attacks, including insecure hybrid handshakes, downgrade paths
during PQC negotiation, and Harvest-Now-Decrypt-Later (HNDL) attacks;
e V., - Operational and systemic attacks, including migration weaknesses, partial PQC
deployment, and supply-chain risks;
e 7V; - Human and organizational vulnerabilities, including misconfiguration, social
engineering, and phishing.
The quantum capability dimension Q(a) expresses the level of quantum resources required for
successful execution:
e Qo - No quantum resources required;
e  Q: - Quantum-assisted or quantum-enhanced classical attacks;
e ;- Full quantum capability required (e.g., execution of Shor’s or Grover’s algorithms).
The exploited weakness dimension W(a) is defined as:
W, - Cryptographic;
W, - Protocol;
W, - Implementation;
W3 - Configuration;
W, - Human.
Impact level I(a) captures the severity of consequences:
e I, - Low (minimal information exposure);
e 7, - Moderate (service disruption or degradation);
e  J, - Critical (loss of confidentiality, integrity, or privilege escalation).

Temporal horizon T(a) reflects when the attack becomes feasible:

e T, - Short-term (feasible with existing technology);

e T, - Mid-term (feasible in the near future);

e T,-Long-term (feasible upon major quantum breakthroughs).

To ensure analytical consistency, a quantum capability mapping is introduced to relate concrete
quantum algorithms to the abstract capability scale. Execution of Shor’s algorithm, which enables



polynomial-time integer factorization and discrete logarithm computation, corresponds to 92, as it
requires a fault-tolerant quantum computer capable of breaking RSA, ECC, or DSA. Mitigation
requires migration to post-quantum cryptographic schemes based on quantum-resistant hardness
assumptions.

Grover’s algorithm modifies brute-force search complexity as:

We(n) = 2" = Wy(n) = 22, (2)
justifying increased key lengths as a compensatory strategy for symmetric cryptography. Attacks
leveraging Grover-based quadratic speedup are likewise classified under Q,, as they require
operational quantum computational capability.

3.2. Classification Procedure

Attacks are classified by identifying the dominant mechanism, assigning quantum capability
requirements, mapping exploited weaknesses, and evaluating confidentiality, integrity, availability,
and time horizon (Table 1).

Table 1
Cyberattacks classification matrix
Attack vector category Quantum  Exploited Impact Temporal
capability weakness level horizon
Vo - Asymmetric cryptography attacks Q> W 7, T,
Vo - Symmetric cryptography attacks 9, W, I, T,
Vi - Insecure hybrid handshakes Qo wW; Jo To
V: - Downgrade paths during PQC negotiation Qo W, Jo To
Vi - Harvest now, decrypt later attack 9, W, I, T,
V. - Migration weakness Qo w, I T
V. - Partial PQC deployment Qo w, I T
V> - Supply-chain risks Qo W, I To
Vs - Misconfiguration Qo Ws I, To
Vs - Social engineering and phishing O W, T, T,

The presented cyberattacks classification matrix makes it easier to understand and see how crucial
some of the attacks can be. As is known and accepted, the confidentiality and integrity are the most
important things in all systems. So it would be smart to look at those threats that poses the greatest
threat for that and try to prevent them in the beginning. Even though, for some of those attacks
quantum technologies are not as advanced yet as they need to be, it has to be the priority to prevent
them as soon as possible, because once the advancement will be made - it will be too late to solve
those problems. Having this matrix by hand at any time it will be easier to see and understand what
should be focused on in the first place and what should be secured and migrated to PQC as soon as
possible.

4. Use Case

Figure 1 presents the general architecture of the unified classification model for quantum-enabled
cyberattacks, where multidimensional attack attributes derived from synthetic network traffic
datasets are mapped into a structured classification function. The resulting parameterized
representation enables quantitative risk scoring and supports systematic evaluation and prioritization
of quantum-enabled cyber threats within the experimental use-case scenario.

4.1. Dataset Generation



For each of the 10 attack sub-categories defined in the taxonomy (see Section 2), synthetic pcap
traffic was generated capturing network-observable signatures. Table 2 summarizes the simulation
approach for each category.

Table 2
Dataset generation: simulation approach per attack category
Attack vector category Simulation Approach
V, - Asymmetric cryptography attacks TLS ClientHello bursts with RSA cipher suites;

anomalous certificate-request patterns
Vi - Symmetric cryptography attacks High-rate encrypted block probing (AES-128 block

size)
Vi - Insecure hybrid handshakes TLS 1.3 connections with mixed Kyber+classical
extensions
V: - Downgrade attacks Injected ServerHello forcing TLS 1.0 during PQC
negotiation
Vi, - SNDL attacks Bulk encrypted traffic mirrored to attacker collection
server
V> - Migration weakness Same client connecting to both PQC and legacy end-
points
V. - Partial PQC deployment Mix of PQC-protected and unprotected server
connections
V> - Supply-chain risks Tampered firmware update traffic with forged hash
signatures
Vs - Misconfiguration HTTP probes against exposed crypto-management
interfaces
Vs - Social engineering DNS+HTTP traffic to PQC-themed phishing
domains

4.2. General Schema of the Unified Classification Model

Quantum computing introduces threats that extend well beyond the direct cryptanalytic domain.
Vulnerabilities emerge not only from algorithmic breakthroughs such as Shor’s and Grover’s
algorithms, but also from the complex process of migrating to post-quantum cryptography — a
process that exposes protocol weaknesses, operational gaps, and human errors. Capturing this
breadth requires a classification framework that treats every relevant dimension on equal footing.

The unified model proposed in this work defines a classification function that maps each attack
instance a to a five-dimensional descriptor (Figure 1):
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Figure 1: General schema of the unified classification model for quantum-enabled cyberattacks. Five
dimensions feed the central classification function C(a), which outputs a composite risk score via the
weighted formula R(a) € [0, 10].

C(a) = (V(a),Q(a),W(a),I(a), T(a)) (3)

The dimensions feed the central classification function C(a), which outputs a composite risk score
via the weighted formula:

R(@) = 2 x [I(a) x 035 + W(a) x 0.25 + Q(a) X 0.20 + T(a) X 0.20] (4)

The resulting score R(a) € [0, 10] provides a single, comparable measure of urgency. Impact carries
the greatest weight because it reflects the immediate consequence of a successful attack. The exploited
weakness follows, as it determines the nature and effort of remediation. Quantum capability and
temporal horizon share the remaining weight, capturing the strategic question of when and under
what conditions the threat materializes.

5. Results

Table 3 presents the classification of all 10 attack sub-categories using the unified model
dimensions and their computed risk scores. The results show that cryptanalytic attacks and the
Harvest-Now-Decrypt-Later scenario achieve the highest risk score (8.0), reflecting their critical
impact, long-term temporal feasibility, and requirement for full quantum capability.

In contrast, protocol-level downgrade and insecure hybrid handshake attacks exhibit significantly
lower scores (2.6), primarily due to low impact classification and short-term feasibility. Operational
and systemic migration weaknesses produce moderate risk scores (4.0-4.5), while human-factor
attacks demonstrate comparatively elevated risk levels, particularly social engineering (6.7) and
misconfiguration (5.9), due to their critical impact classification.



Table 3
Cyberattack classification matrix with risk scores

Attack ID Pkts |4 Q w I T Risk
V0_asym 160 Vo Q, Wo 7, T, 3.0
V0_sym 60 Vo Q, W, 7, T, 8.0
V1_hybrid 50 v, 0 w, 9, T 2.6
V1_downgrade 45 Vi Qo w, Jo T 2.6
V1 _sndl 200 12 Q, Wo 7, T, 8.0
V2_migration 80 V, Qo W, I To 4.0
V2_partial 35 V, Qo W, T To 4.0
V2_supply 60 V, Qo W, VA T 4.5
V3_misconfig 40 Vs Qo W, Vp T 5.9
V3_social 100 Vs 0, w, N T4 6.7

Table 4 ranks all attack types in descending order based on their computed risk score. The highest-
priority threats are asymmetric cryptanalytic attacks, symmetric cryptanalytic attacks, and SNDL
attacks, all scoring 8.0. These results confirm that attacks combining high impact with long-term
quantum feasibility dominate strategic risk prioritization.

Table 4

Priority ranking of quantum-enabled cyberattacks by risk score
# Attack ID Description Risk [ T
1 V0_asym Cryptanalytic — Asymmetric crypto attacks 80 I, T,
2 VO0_sym Cryptanalytic - Symmetric crypto attacks 80 7, T,
3 V1_sndl Protocol & Network — SNDL 80 J, T,
4 V3_social Human & Org - Social engineering 6.7 I, T,
5  V3_misconfig Human & Org — Misconfiguration 59 9, T,
6 V2_supply Operational — Supply-chain risks 45 I T,
7  V2_migration Operational — Migration weakness 40 71 T
8 V2_partial Operational - Partial PQC deployment 40 3, T,
9 V1_hybrid Protocol & Network — Insecure hybrid handshakes 26 Iy T,
10 V1_downgrade Protocol & Network — Downgrade during PQC neg. 26 Jy, Ty

Human and organizational attacks occupy mid-to-high priority positions, with social engineering
ranking fourth. Operational migration-related weaknesses follow in the middle tier, while insecure
hybrid handshakes and downgrade attacks are positioned as lowest-priority threats in the current
model configuration.

This ranking validates the model’s ability to differentiate between mathematically catastrophic
but future-dependent threats and immediately feasible but lower-impact vulnerabilities.

6. Conclusions and Future Work
6.1. Conclusions

This paper introduced a unified classification model for quantum-enabled cyberattacks and
validated it through a synthetic experiment encompassing 830 network packets across ten attack sub-
categories. The model’s five-dimensional classification function C(a) = (V(a), Q(a), W(a), I(a), T(a))
and its accompanying risk score R(a) € [0, 10] provide a structured, reproducible basis for evaluating
threats that arise both from quantum algorithms and from the complex process of migrating to post-
quantum cryptography.

Cryptanalytic attacks (V) carry the highest individual risk scores, yet the majority of immediately
exploitable threats belong to the operational (V;) and human (Vs) categories, require no quantum



capability (Qo), and are feasible with current technology (7). Organizations cannot afford to defer
these near-term risks while preparing for longer-term quantum threats; both demand parallel and
coordinated attention.

Critical-impact attacks are not concentrated in a single vector category; they span all four
dimensions from V, to Vs. This distribution validates the central premise of the unified model — that
quantum-era threat assessment must be multi-dimensional rather than purely cryptographic. A
framework that addresses only algorithmic resilience will systematically underestimate the risks
introduced by protocol weaknesses, operational gaps, and human vulnerabilities.

6.2. Future Work

The unified model complements rather than replaces frameworks such as MITRE ATT&CK and
the NIST CSF. Future work should map the five classification dimensions to ATT&CK tactics, CSF
subcategories, ISO/IEC 27001 controls, and NIST SP 800-61 workflows, giving SOCs a cross-reference
for playbook selection and escalation. As manual classification does not scale, ML classifiers
predicting the five-dimensional tuple C(a) from network observables would support real-time threat
triage, and should be validated on large-scale, real-world traffic with benchmarking on accuracy,
latency, and false-positive rates.

Longitudinal studies of attack distributions, quantum capability requirements, and risk scores-
alongside the deployment of NIST-standardized algorithms (ML-KEM, ML-DSA, SLH-DSA) and
hybrid schemes - would guide phased post-quantum migration. Since real-world risk is context-
dependent, adaptive weighting by industry-specific vulnerabilities, infrastructure maturity,
regulatory exposure, and asset criticality would tune the model to organizational context.

Finally, human and organizational factors carry substantial near-term risk despite low quantum
requirements; investigation into social engineering, insider threats, governance gaps, and workforce
readiness would strengthen multi-layered resilience in the quantum era.
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