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Abstract

The transition from a seamless global internet to a fragmented “Splinternet” poses a fundamental challenge to
organizations operating under different legislations and on various markets. While ISO/IEC 27001 and NIST
Cyber Security Framework 2.0 provide robust frameworks for information security and governance within the
organization, they largely assume a uniform operating environment and lack of specific mechanics for navigating
contradictory geopolitical, technical and regulatory mandates. This paper proposes the adoption of R-A-I-T-M
(Regulatory Assessment, Align, Implement, Train, Monitor) framework as an overlay for inclusion of
fragmentation risks. By mapping RAITM’s five adaptive phases to the functions of already existing frameworks,
we demonstrate a modular governance model that enables transnational organizations to maintain global
interoperability while adhering to local sovereignty requirements. The paper concludes that RAITM provides the
necessary toolkit for “Sovereign Resilience”, transforming cybersecurity from a compliance exercise into a
dynamic response to the four main drivers of internet fragmentation.
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1. Introduction

The basic and foundational principle of the Internet has always been its openness and interoperability.
Consequently, cyber- and information security governance frameworks have always assumed a flat,
borderless network at the core of their operations. Internationally acknowledged and applied standards,
such as ISO/IEC 27001 and NIST CSF 2.0, were designed with the assumption that standards and
frameworks designed in one corner of the world would be applicable anywhere else. LE., the system and
security control developed and implemented in Berlin would identically function in Washington or
Sydney.

While ISO/IEC 27001 and NIST CSF 2.0 provide robust foundations for internal security governance,
they operate under an implicit assumption of a unified global digital environment. This paper identifies
a critical gap: these frameworks lack structured mechanisms to address the geopolitical and regulatory
fragmentation increasingly defining today’s digital landscape. The proposed RAITM framework is
designed to fill this gap by providing a cyclical, adaptive overlay that integrates external fragmentation
risks into core governance processes.
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Yet, during the past decade, the internet has been exposed to processes that threaten its universality
and interoperability. The research has identified four main drivers for internet fragmentation:

1. Geopolitical Driver (i.e. State sovereignty and national security);

2. Regulatory Driver (legislative divergence);

3. Economic/commercial Driver (private corporations creating closed ecosystems, “Walled Garden”

effect);

4.  Technical Driver (splintering of the underlying logical infrastructure of the internet) [1].

Due to varying causes of fragmentation, as well as complex regulatory environments, companies
operating or aspiring to operate in various markets face difficulty in developing a coherent aUSnd
comprehensive IS governance framework, which would enable overall management of information
systems, without creating the so-called “Walled Gardens” and isolating them from the internet.
Transnational organizations must adhere to global standards (ISO/NIST) to maintain trust and a high
level of security, yet strict adherence to a single global policy and approach often violates local
sovereignty and data processing laws (such as GDPR, CSL in China, etc.). Conversely, hyper-localization
creates smaller parts and fragments within the organization and leaves it vulnerable to regional threats.

Within the present research, we propose the implementation of the RAITM Framework comprising of
five components:

1. Regulatory Assessment;

Alignment;

Implementation;

Training’

Monitoring. The framework will serve as a “middleware” between strict requirements of
ISO/NIST frameworks and turbulent reality of fragmented internet.
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2. Writing Policies in Fragmented Environment

National governments and regional institutions are increasingly attempting to assert control over
their “national cyberspace”. For decades now, cyberspace has been considered a fifth domain for national
security, alongside land, sea, air, and space. Consequently, ensuring security and asserting power over
cyberspace has become a cornerstone for many nation-states and international organizations. Internet
fragmentation on any level can be divided into four main categories: governmental fragmentation,
commercial fragmentation, technical fragmentation, and legal fragmentation. All these types of
fragmentation are often intertwined in the process of the establishment of national sovereignty.

For example, the US-based companies face immense difficulties in adapting their operational
philosophy to the EU’s legislation. The US philosophy towards the practices of how to retain, transfer,
and collect data is more global, free-flowing. At the same time, the European Union under GDPR has a
more rights-based, strict approach towards data protection. Consequently, the US and EU systems were
designed with conflicting priorities for data. This renders US systems inherently incompatible with the
GDPR's demands without significant re-engineering of their data protection and data-processing
practices, as well as policies thereof [2].

Historically, the US regulatory environment prioritizes data liquidity and open innovation, and it is
primarily viewed as a commercial asset or commodity, i.e., under the company’s ownership and disposal.
Consequently, the companies are able to train algorithms, monetize on the data analysis, etc. In addition,
companies are able to retain and collect more data than is immediately necessary. In this regard, the
approach is to have data in case of necessity and its future value.

Contrary to this, GDPR requires personal data to be treated as a human right and the architecture of
any data-processing system to be based on the principle of privacy by design and data minimization.
Privacy by design requires companies to build their systems from the ground up with data protection
principles embedded in them. Data minimization ensures that companies retain only the data that is
necessary for their operation, and the purposes for any process should be clearly identified.



3. Writing Policies in Fragmented Environments

As mentioned above, increasing fragmentation significantly affects the adaptability of internal
governance frameworks and companies' ability to enter new markets and leverage the global reach of the
internet. In this regard, the development of internal policies and system management networks becomes
more than an issue of compliance; it becomes a strategic instrument that allows companies to ensure
alignment with regulatory obligations, operational resilience, and organizational values. The process of
writing, adopting, and implementing information policies must be able to anticipate multiple, often
conflicting, regulatory regimes and technical standards. Such environments demand that organizations
design policies capable of withstanding disruption, supporting cross-border operations, and preserving
the principles of openness and interoperability. Consequently, fragmentation generates a
multidimensional policy challenge [3]. On one side, organizations must comply with local regulations
governing data storage, transfer, and encryption, while at the same time, they must safeguard their
operational continuity across various regions, even when access to the platform or services is suddenly
restricted. In this regard, the rapid emergence of digital sovereignty agendas, localization rules, and
regional data protection frameworks underscores the urgency of coherent, consistent policies. In a world
where the legal and technical foundations of connectivity are increasingly jurisdiction-bound, the policies
guiding digital operations must remain dynamic, layered, and contextually adaptable [3].

In modern multinational corporations, policy design has evolved from a documentation exercise to a
complex governance process involving cross-functional teams of legal experts, technologists, information
security specialists, and risk managers. Policy writing in fragmented environments can therefore be
described as “policy engineering” — a deliberate and systematic act of designing adaptable governance
mechanisms that integrate various technical standards, legislative requirements, and ethical norms. This
approach requires the organization to think beyond compliance toward a strategic synthesis of resilience,
interoperability, and trust. Emerging practices such as compliance-as-code and automated monitoring of
regulatory changes further redefine how governance operates across jurisdictions [4].

4. Policy Design Principles

Effective policy developments in fragmented environments rest on three interdependent principles:
(1) resilience; (2) compliance; (3) adaptability. These principles cannot be applied and analyzed separately
from each other; rather, they create a unified system that allows organizations to respond proportionally
to shifting risks and ever-changing regulatory demands [5].

Resilience refers to an organization's ability to maintain essential operations despite disruption, which
requires: (1) more than redundant technical systems; (2) governance mechanisms that integrate business
continuity plans (BCP), crisis communication; (3) multi-jurisdictional risk assessment. For example,
global service providers need to plan for restrictions on access to regional cloud systems or disruption of
content delivery networks due to geopolitical disputes. Consequently, policies must include fallback
communication mechanisms, mirrored infrastructure strategies, and pre-defined decision pathways for
rerouting data or services.

Resilience should also extend to information and human resources management. In this regard, regular
“resilience drills”, where communication and operational continuity are tested under simulated isolation
scenarios, can help ensure that policies are not only written but they are operational and executable. This
anticipatory posture allows organizations to respond effectively to unpredictable fragmentation events
such as sanctions, censorship, or technical shutdowns.

Compliance should be conceptualized as a form of strategic alignment rather than a restrictive
instrument for transnational companies. Compliance frameworks that are transparent and proactive not
only mitigate legal exposure but also enhance institutional legitimacy and stakeholder trust. It is vital for
the compliance framework to extend beyond traditional audit procedures and encompass ethical data



handling, cross-border accountability, and human rights considerations across the complete platform and
representations.

In this sense, compliance becomes a multidimensional value — connecting legality, ethics, and
corporate reputation with each other. The organizations that demonstrate visible commitment to privacy,
transparency, and user autonomy are more likely to gain the trust of both users and regulators. A
proactive compliance posture can thus serve as a competitive differentiator rather than a mere defensive
measure.

This approach to compliance allows companies to balance national obligations with universal values
such as privacy and freedom of expression. Adaptability ensures that policies remain relevant amid
changing legislative and regulatory requirements and technological developments. Static or overly strict
documentation will not allow for the necessary flexibility towards increasing fragmentation and
emerging isolation processes. Adaptive policy models incorporate modularity, allowing organizations to
update individual clauses or appendices without reauthoring entire documents. Moreover, adaptability
depends on strong feedback mechanisms between policy writers, legal experts, and operational staff,
ensuring that lessons learned from practice directly inform periodic revisions.

In practice, the three principles — Resilience, Compliance, and Adaptability — form a continuous
improvement cycle, referred to here as the RCA model. Similar to quality management systems or
information security management frameworks, the RCA model ensures that every iteration of policy
design builds on the insights and failures of previous implementations. This cyclical approach transforms
policy from a static artifact into a living governance instrument.

Together, these principles enable organizations to construct a policy architecture that is resilient,
responsive, and rooted in shared ethical and legal commitments (see Figure 1).

Resilience

Compliance

Adaptability

Figure 1: The RCA Model (Resilience-Compliance-Adaptability) — a continuous governance loop for
managing fragmentation across jurisdictions.

The exact structure of policy development and framework will vary depending on the type, scale, and
field of operation of the organization. Yet, there are four core domains that should be taken into
consideration for the management of the fragmentation and overcoming the consequent challenges:



communication continuity, data governance, security controls, and compliance monitoring. In addition,
data governance remains an “Achilles heel” of digital policy in a fragmented environment [3]. As
mentioned above, changing localization rules and data management regulations creates tension between
operational efficiency and legal compliance. Policies should provide a detailed framework for categorizing
data by sensitivity and geographic relevance, ensuring that localization requirements are met without
compromising global analytics or Al-driven insights.

Furthermore, governance policies should extend beyond compliance to include principles of data
ethics, algorithmic transparency, and fairness. In fragmented environments, Al models trained on region-
specific data may inherit localized biases. Therefore, organizations must implement ethical review
procedures and fairness audits to ensure responsible data processing in line with regional laws. This
integration of ethics into governance creates a foundation for trust and social legitimacy in an
increasingly divided internet landscape [2].

Policies should outline clear responsibilities for identifying and reporting non-compliance, as well as
escalation procedures that connect local compliance teams with corporate governance boards. Regular
reporting cycles, supported by data-driven dashboards, help organizations anticipate regulatory changes
rather than merely react to them. In addition, transparency reports can serve as an external instrument
of accountability, demonstrating good faith compliance even in contested environments.

5. Practical Framework for Organizations

To translate these principles into operational practice, organizations require a structured methodology
that links strategic foresight, governance mechanisms, and technical execution. The framework we
propose in this paper is a R-A-I-T-M framework - comprising the phases Regulatory Assessment (Risk),
Align, Implement, Train, and Monitor (see Figure 2). Rather than a linear model, R-A-I-T-M is designed
as a continuous governance cycle that facilitates iterative adaptation to regulatory and geopolitical
change. It functions as both a diagnostic and developmental mechanism through which organizations can
transform regulatory uncertainty into structured adaptability. Each phase is analytically distinct yet
operationally interdependent, creating an iterative loop of evaluation, execution, and refinement.

Assess
ment

Identify risk, map
exposure

Monitor Align

Aud}it, measure, integrate with
refine policies business goals

R-A-I-T-M
Framework

Train Implement

Operationalize

build literacy governance and
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Figure 2: R-A-I-T-M conceptual model for policy development in fragmented digital environments.

For example, a multinational cloud provider might apply RAITM to navigate conflicting data residency
laws between the EU (GDPR) and China (CSL). In the Assessment phase, it would map data flows and
legal obligations in each region. Alignment would involve developing a dual-architecture strategy,
separating EU and China data processing modules. Implementation would see the deployment of region-
specific encryption and access controls. Training would ensure local and global teams understand
sovereignty-sensitive workflows, and Monitoring would use compliance dashboards to track adherence
to both regimes in real-time, triggering adjustments as laws evolve.

The RAITM framework operates not as a linear checklist but as a dynamic governance cycle, where each
phase informs and reinforces the next. This can be conceptually expressed as:

Sovereign Resilience = [(Assessment @ Alignment)] — [(Implementation @ Training)]
— Monitoring”

e  Where:

e (D denotes integration of risk insight with strategic goals,

e @ represents embedding of governance into both technology and culture,
e — indicates sequential yet iterative progression,

e Monitoring” reflects continuous feedback that renews the cycle.

This formulation underscores that resilience in fragmented environments emerges from the interaction
of structured analysis, aligned execution, and perpetual adaptation — not from static compliance alone.

The assessment phase is the foundation of the governance process, as it allows to depict the full risk and
regulatory environment of the organization. Before any policy intervention can be launched,
organizations must first develop an accurate understanding of the multidimensional risk landscape in
which they operate. Following the assessment, the alignment phase translated empirical knowledge into
organizational purpose. Alignment is where compliance ceases to be reactive and becomes strategic. The
primary aim is to ensure that digital governance objectives align with business goals, ethical
commitments, and stakeholder expectations. To achieve alignment, organizations must embed
governance considerations directly in their corporate strategy. Instead of treating regulatory conformity
as an external imposition, alignment reframes it as an internal value-creation process. The
implementation phase entails the transition from mere policy formulation to material practice. It is a
stage where governance ceases to be an abstract concept and is translated into infrastructural solutions.
Implementation requires the institutionalization of accountability and the technological embedding of
compliance within organizational systems. An essential component of implementation is the creation of
governance architecture, which will be a coherent structure of roles, responsibilities, and workflows that
ensures the consistent execution of policies. Technically, implementation benefits from modularization,
ie., decomposition of IT systems into discrete components that can be independently adapted to
jurisdictional requirements. For example, encryption modules may be swapped out to meet national



certification standards without altering the organization's entire infrastructure. This modular approach
not only enhances compliance agility but also reduces systemic risk by localizing potential points of
failure. The training phase is essential to the internalization of policies and procedures by the individuals
who enact them. Training must move beyond mere procedural instruction. Effective capacity-building
programs address the reasoning behind compliance. Employees need to understand how their specific
actions, such as data handling, configuration systems, and communication across jurisdictions, contribute
to the organization’s overall governance posture. This requires teaching strategies that combine
conceptual instruction with experimental learning. Simulation exercises, tabletop scenarios, and
interactive workshops will play a vital role in allowing employees to experience the practical
consequences of policy breaches or regulatory changes. Such methods will foster the ability to anticipate
and interpret governance challenges as part of daily decision-making. The monitoring phase represents
the dynamic conclusion of the R-A-I-T-M cycle and its immediate renewal. In fragmented digital
ecosystems, where regulatory conditions evolve rapidly, static compliance is functionally obsolete.
Effective and continuous monitoring entails technical oversight and regulatory intelligence. On the
technical side, organizations must deploy continuous auditing mechanisms, such as log analytics,
anomaly detection, and configuration drift monitoring. Integration of Security Information and Event
Management Systems (SIEM), governance dashboards, and data-loss-prevention (DLP) tools allows for
comprehensive visibility across various platforms, integrations, and the organization in general. These
instruments transform compliance data into actionable intelligence.

The R-A-I-T-M framework complements existing frameworks for information security governance and
serves as a go-between between ISO/IEC 27001, NIST CSF 2.0 requirements and the need to comply with
a fragmented framework.

Namely, ISO/IEC 27001 remains a “gold standard” for information security management systems.
However, its strength - standardization is its weakness in a fragmented world. Clause 4 (Context of the
Organization) requires understanding external issues, but traditional interpretations rarely account for
geopolitical fragmentation as a technical constraint. At the same time, the newer version of the NIST
Cybersecurity Framework, in addition to traditional domains (Identify, Protect, Detect, Respond,
Recover), creates a “strategic” umbrella that mandates cybersecurity be integrated into the broader risk
management process. However, similarly to ISO, NIST lacks a “geopolitical approach”. These are where
the R-A-I-T-M framework complements the process [6-8]. The correlation between components of
ISO/IEC 27001, NIST Cyber Security Framework 2.0, and R-A-I-T-M framework in connection to RCA
logic is outlined in Table 1.

Table 1
Correlation of NIST CSF 2.0, ISO/IEC 27001 and R-A-I-T-M Framework in connection with RCA logic.

RCA NIST CSF 2.0 ISO/IEC 27001 R-A-I-T-M
Logic/Framework Framework
Resilience Protect, Detect, Recover Clause 8, Annex A, BC & Implement/Monitor
Availability Controls
Compliance Govern Clauses 4-6 (Context, Assess/Align/Train
Leadership, Planning)
Adaptability Respond, Recover Clause 9-10 (Evaluation Monitor -> Adjust

& Improvement)




In summary, the R-A-I-T-M framework provides a holistic framework for organizations to navigate the
complex interplay among regulatory fragmentation, technical uncertainty, and ethical responsibility. Its
strength lies not in a prescriptive rigidity but in procedural dynamism: assessment generates knowledge,
alignment contextualizes it, implementation operationalizes it, training socializes it, and monitoring
revitalizes it. Together, these stages form a continuous governance ecology, one that transforms
uncertainty into structured resilience [9,10]. By implementing this cyclical model into their
organizational structures, institutions can ensure reactive compliance and move toward a principle-
driven approach to digital sovereignty [4].

6. Conclusion

Global digital fragmentation presents a structural challenge to the stability and security of the internet.
As states assert digital sovereignty through data localization laws, platform regulation, and various
security standards, rigid, organization-centric policies can not be considered an effective instrument for
adaptation. Transnational organizations face a paradox: on the one hand, they must comply with
divergent legal systems, while on the other hand, they must maintain interoperability and coherence
across the company. This tension redefines governance from a static exercise in compliance into a
dynamic process of negotiation among technical, political, and ethical domains.

The analysis presented in the article demonstrates that an effective organizational governance structure
in such an environment cannot rely on traditional policy development and implementation paradigms
rooted in centralized authority. Organizations must adopt an adaptive architecture that is capable of
maintaining operational continuity despite constant disruptions. The proposed R-A-I-T-M framework
(Regulatory Assessment (Risks), Align, Implement, Train, Monitor) offers a structured, yet flexible
methodology for achieving this balance. By combining empirical assessment, strategic integration,
infrastructural execution, cultural reinforcement, and continuous feedback, the model translates abstract
principles of resilience and openness into repeatable operational practice.

The framework also challenges the dominant reflex in corporations to build closed, self-contained
ecosystems or “walled gardens”. While such enclosures may appear to offer immediate control and
simplified compliance, they erode the foundation of the global internet by restricting interoperability,
diminishing user agency, and concentrating informational power. Openness and adherence to shared
standards foster trust, transparency, and cross-jurisdictional collaboration. They transform governance
from unilateral control to multilateral coordination. Organizations that embrace openness are more likely
to maintain regulatory goodwill, attract cooperative partners, and sustain innovation capacity in volatile
geopolitical conditions. Furthermore, the discussion underscores that policy resilience is not solely a
technical or legal undertaking, but an ethical one. Policies that integrate inclusivity, transparency, and
accountability do not merely satisfy regulatory requirements — they reinforce the organization's
legitimacy in the digital public sphere. The balance between sovereignty and universality, control and
openness, must therefore be pursued not as a compromise but as an operational principle guiding every
layer of governance. The RAITM framework's primary limitation lies in its requirement
for organizational maturity—including cross-functional collaboration, executive buy-in, and investment
in adaptive technologies—which may pose challenges for smaller enterprises or those in early stages of
digital governance. Future research should focus on empirical validation of RAITM through sector-



specific case studies (e.g., finance, healthcare) and the development of lightweight implementations for
resource-constrained organizations

In conclusion, the future of digital governance will not be determined by any single regulatory order or
technological platform, but a comprehensive, collective ability to write policies that are resilient,
interoperable, and principled [1,4]. In this regard, the capacity of the proposed R-A-I-T-M framework
positions policy as a living process comprised of continuous informed assessment, enacted through
technology, sustained by human understanding and reformed through monitoring.
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