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Abstract
In recent years, deep clustering has earned significant attention, while it offers feature learning that is optimized
for the clustering task. However, little focus was put on utilizing deep clustering in the malware domain. This puts
new requirements on deep clustering models - since malware domain contains larger datasets and involves tasks
where utilizing thousands of clusters is appropriate, like malware family identification. So far, deep clustering with
larger amounts of clusters remains relatively unexplored. To this end, the main goal of our study is to investigate
Deep Embedded Clustering (DEC) and Improved Deep Embedded Clustering (IDEC) in terms of clustering quality
in the malware domain - on tabular data, in situations where the data is large and the amount of clusters is large
as well. Our study is conducted on public datasets BODMAS and EMBER from the malware domain as well as a
private dataset from an industry partner. The results of our work reveal new insights into the clustering settings
that need to be met in order for the deep clustering methods to be useful for malware clustering. Most importantly,
the results show that improvements with DEC and IDEC can be made in the low-number-of-clusters regime,
while the high-number-of-clusters regime showed significant performance degradation after close inspection of
the experiment results.
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1. Introduction

In 2025, the amount of newly created malware and Potentially Unwanted Applications (PUA) for the
Windows platform reached almost 80 million samples [1]. While annual totals fluctuate, the daily
velocity of threats remains overwhelming; current metrics show that the AV-TEST Institute logs upwards
of 450,000 new malware and PUA samples every single day [2], forcing automated defensive systems
to process hundreds of millions of unique variations annually. Malware experts, however, still need
effective solutions to identify the biggest new threats that are yet undetected as the numbers are still
massive. One of the ways to identify new malware is through clustering. By assigning new unseen
programs into a cluster, we can make statements about their malignancy. This is mainly based on the
“purity” of the cluster.

For clusters to be pure, they also need to be relatively specialized - only programs that are really
similar should end up in the same clusters. This almost automatically creates higher demand on the
amount of clusters that need to be created. The bare minimum for the amount of clusters (in the
malware domain) nowadays therefore becomes at least a few thousand clusters, possibly more.

Deep clustering has throughout the years risen in popularity and achieved state of the art results,
predominantly in the task of image clustering. However, the malware domain has so far remained
largely overlooked when it comes to the utilization of deep clustering techniques. Deep Embedded
Clustering (DEC) [3] is one of the most established methods in this area. One of the main reasons one
may consider using DEC for clustering is that it is relatively easily modifiable. Since it is an end-to-end
clustering framework built purely on neural network concepts, there are multiple parts of the method
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(blocks) which are easily replaceable. Even more important is the fact that by utilizing DEC, the learned
features get additionally optimized for the sole task of unsupervised clustering - in our case, malware
clustering. Up until now, there have been some works published that utilize both deep clustering and
data from the security domain (more details in Section 2.4). However, a research work properly studying
the suitability of deep clustering techniques in the malware domain is still missing (covered in Section
2).

Previous studies of deep clustering (which were performed on datasets from other domains) were
usually evaluated on datasets with a small number of natural clusters. To our best knowledge, the
largest number of natural clusters a deep clustering study dealt with was 1,000 [4]. The studies typically
use data that is also labeled, where the evaluation of the performance is made easier by assuming that
the number of clusters should be equal to the number of classes. However, the data landscape is much
more varied and there are reasons why it can be beneficial to use an even larger amount of clusters -
for example to generate clusters that are much more pure. Furthermore, usually when performing the
task of clustering, the clusters in the dataset are still unknown (or at least, there is an assumption that
new clusters could have been formed). This is the main motivation for our study that involves larger
amount of clusters and utilizing other metrics of evaluation of clustering quality.

In our study, we utilize the DEC method according to the 2016 paper by Xie et al. [3] as well as the
Improved Deep Embedded Clustering (IDEC) method according to the 2017 paper by Guo et al. [5]. We
define one main research question that deals with an investigation of how the usage of a large number
of clusters affects the clustering quality of DEC and IDEC. For the purposes of this paper, when we talk
about a large number of clusters we mean a ratio 𝑛𝑢𝑚_𝑜𝑓_𝑠𝑎𝑚𝑝𝑙𝑒𝑠/𝑛𝑢𝑚_𝑜𝑓_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 𝑠 of 10,000 and less.
Based on the results, the usability of these deep clustering methods for malware clustering is assessed.
We investigate the deep clustering methods in the regime of both low amount of clusters and high
amount of clusters. Evaluation is done by utilizing external clustering measures.

The contribution of this work is the following:
• we investigate the behavior of deep clustering methods in terms of DEC and IDEC in the malware
domain with respect to the number of clusters

• we evaluate the respective deep clustering methods on large public benchmark malware datasets
(BODMAS, EMBER) and a private industry dataset (SECURITY)

• we include lessons learned from our experiments and provide recommendations to the research
community on how to approach deep clustering methods in the malware domain

In Section 2, we introduce the concept of deep clustering and describe the DEC method together
with its extensions - IDEC and SDEC, as well as some more recent deep clustering approaches. Section
3 describes the setup of our experiments involving the utilization of deep clustering methods in the
malware domain (with focus on larger amounts of clusters). In Section 4, we evaluate our achieved
results for the performed experiments and provide lessons learned. Section 5 concludes the work with
a summary of our contributions.

2. Related Work

In this Section, we further examinemultiple deep clusteringmethods. For our study and experimentation,
we chose DEC and IDEC. This choice is explained in more detail in Section 3.1.

2.1. Deep Embedded Clustering (DEC)

Deep Embedded Clustering, created by Xie et al [3], is arguably the most well-known method out of all
deep clustering methods. It is an end-to-end neural network framework solution to the clustering task.
The method operates with an independent feature learner, which a clustering optimization process
can later influence. Moreover, based on the authors’ experiments, an essential aspect of this method is
its potential to scale to larger datasets as well (e.g., the inclusion of the Reuters text dataset in their
experiments). However, this potential was not investigated further than for 800,000 samples and 10
clusters, which are relatively low numbers in the face of current standards for large datasets.



A high-level view of the DEC method allows us to describe it in the following two steps: 1.) feature
learner (pre-)training and 2.) clustering assignments learning. From an architectural viewpoint, DEC
uses a Stacked Denoising Autoencoder (SDAE) for feature representation (pre-training). Then, only the
encoder part of the Autoencoder is used for training and fine-tuning the DEC method itself.

In formal terms, a simple Autoencoder can be defined as a 2-layer neural network that tries to learn
the mapping 𝜔 ∶ 𝑋 → 𝑋, 𝑋 being the set of 𝑛 data samples {𝑥𝑖 ∈ 𝑋}𝑛𝑖=1. It tries to learn how to
reconstruct the input on its output. The encoder part of the SDAE can be denoted as 𝜙 ∶ 𝑋 → 𝑍, 𝑍 is
the set of points that have been transformed into the latent space (the “code”), {𝑧𝑖 = 𝜙(𝑥𝑖) ∈ 𝑍}𝑛𝑖=1. The
decoder part can be defined as 𝜓 ∶ 𝑍 → 𝑋.

When the SDAE is fully trained, a traditional k-Means clustering algorithm is trained on the set of
latent inputs, 𝑍, to create an initialization of cluster centroids for DEC, 𝜇𝑗, 𝑗 = 1, ..., 𝑘. These cluster
centroids can be considered another layer following the feature layer of the encoder. However, it
does not compute its output using the typical formula of 𝑦 = 𝑓 (𝑊𝑥). Instead, the weights can be
considered the cluster centers, and the activation function can be the Student’s t-Distribution used
to compute the Q distribution. It defines the similarity between an embedded point 𝑧𝑖 and a cluster

center 𝜇𝑗 [6]: 𝑞𝑖𝑗 =
(1+||𝑧𝑖−𝜇𝑗||2)−1

∑𝑗′(1+||𝑧𝑖−𝜇𝑗′ ||2)−1
, where ||.|| denotes the L2-norm and 𝜇𝑗 denotes the center of the

𝑗-th cluster. 𝑞𝑖𝑗 = [𝑞𝑖1, 𝑞𝑖2, ..., 𝑞𝑖𝑘] denotes a soft assignment of sample 𝑖 to the 𝑗-th cluster. Once the soft
assignments are computed, DEC iteratively optimizes them by computing a KL-divergence between

the soft assignments 𝑄 and an auxiliary target distribution 𝑃, which is computed as [6]: 𝑝𝑖𝑗 =
𝑞2𝑖𝑗/𝑓𝑗

∑𝑗′ 𝑞
2
𝑖𝑗′/𝑓𝑗′

.

Figure 1 illustrates the DEC method and its components.

Figure 1: The architecture of Deep Embedded Clustering as described in Xie et al [3]. A typical Stacked
Denoising Autoencoder architecture is depicted in the top half of the figure. It is trained to reconstruct its inputs.
For training DEC, only the encoder portion of the SDAE is used. We extend the image with a note indicating the
initialization of clusters using k-Means, which happens before training DEC.

2.2. Extensions of DEC

Multiple extensions of DEC have been proposed over the last few years. IDEC (Improved Deep Embedded
Clustering) [5] identifies the sole optimization of clustering loss for DEC training as a potential source
of bad corruption of the learned features, which could result in an under-performance of the overall
clustering performance. IDEC tries to improve the learned clustering assignments of DEC by optimizing
the reconstruction loss and the clustering loss jointly during training: 𝐿 = 𝐿𝑟 + 𝛾𝐿𝑐. The gamma term
specifies how much the clustering loss should impact the individual updates. In order to achieve the
best results, the authors claim that a gamma of less than 1 should be used. While conducting their
experiments, a gamma of 0.1 is the best value for achieving the most accuracy, with a learning rate of
0.1. They report that gamma and learning rate are coupling; therefore, when one is changed, we should
adjust the other appropriately. The results seem to point to an improvement in unsupervised clustering
accuracy on the tested datasets of about 2% compared to the original DEC method.

Semi-supervised Deep Embedded Clustering (SDEC) [6], proposed in 2019, identifies a way that the



learned features can be improved further. It does so by incorporating additional prior information
about the data that researchers, in many cases, possess. Often, one can identify a subset of samples
that should be kept close together (ideally in a single cluster), also called “must-link constraints”. One
can also often identify a subset of samples where the samples should definitely not belong in a single
cluster (ideally, they will be kept far apart from each other), also called “cannot-link constraints”. These
are often used in techniques implementing semi-supervision.

The information about constraints can be represented by constructing an 𝑛 ∗ 𝑛 sparse matrix, 𝑛 being
the number of samples. The model can receive this information during training by incorporating an
additional term in the overall loss function. Recall that traditional DEC uses KL divergence on the
𝑃 and 𝑄 as its loss function. The proposed changes in SDEC add an additional term in the following
way: 𝐿 = 𝐾𝐿(𝑃||𝑄) + 𝜆1𝑛 ∑

𝑛
𝑖=1∑

𝑛
𝑘=1 𝑎𝑖𝑘||𝑧𝑖 − 𝑧𝑘||2. The experimental evaluation seems to suggest an

improvement in accuracy of under 2%, a little less than IDEC. However, on one sole dataset - 20NG,
the accuracy seemed to jump by more than 20%, which, from our perspective, might indicate some
underlying problem with the dataset or its processing. The authors also conducted a sensitivity analysis
on the number of constraints required to make a noticeable impact on the result. It seems that for
datasets where the self-supervision does help, the number of required constraints (pairs) is below 𝑛.

2.3. Recent Deep Clustering Works

Since the inception of deep clustering, a plethora of methods have been proposed1. However, a lot of
them were proposed for usage on image datasets. They often utilize various manipulations of images -
operations, which are not transferable to data from other domains. In the case of executable programs,
the data is often tabular. On such data, utilizing image manipulations would not make any sense.
Nevertheless, we provide examples of some of the more recent deep clustering works below.

DEC-DA [7] is another extension of DEC that proposes incorporating data augmentations (DA) into
the learning process. It does so by utilizing random shifts and random rotations of the original images
while training the Autoencoder. Superior clustering performance is observed on all of the evaluated
image datasets.

Another deep clustering image-based technique is DeepCluster [8]. It utilizes an AlexNet architecture,
which has randomly initialized weights. K-Means clustering is trained on embeddings from this network,
and the network is then trained in a supervised manner to predict the K-Means pseudo-labels. The
approach works well for image data thanks to the incorporation of the convolutional architecture.

SPICE [9] is a framework that divides the clustering process into a) a feature model for measuring
the instance-level similarity and b) a clustering head for identifying clustering-level discrepancy. The
feature model is trained via a contrastive learning approach, so the model is a hybrid. The cluster-level
training is conducted to utilize semantic inconsistencies between clusters. The method heavily utilizes
image transformations - they even employ two types - weak and strong transformations.

RUC tries to incorporate robust learning into the deep clustering process to revise misaligned
knowledge and alleviate the overconfidence problem in predictions [10]. Its flexible structure allows it
to be used in conjunction with already-existing deep clustering models. Co-training and label smoothing
is utilized as two prominent robust learning techniques. The model is implemented in conjunction with
the SCAN model [11].

2.4. Deep Clustering in the Malware Field

To the best of our knowledge, a proper research publication studying the suitability of deep clustering
in the malware domain has not been published. However, some works utilize both deep clustering and
some type of security (sometimes malware) data. Moreover, the problem of malware clustering had
a lack of publications on full public malware benchmark datasets for a long time. However, recently
in 2025 a work was published [12] where standard clustering approaches were tested on Ember and
Bodmas, thereby setting the baselines (and state-of-the-art results at the time) for malware clustering on

1https://github.com/zhoushengisnoob/DeepClustering
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the aforementioned datasets. Even more recently, another work [13] exploring modern representation
learning methods like self-supervised and tabular representation learning was published, improving
the results on both Ember and Bodmas, thus establishing new state-of-the-art.

Zhang et al [14] proposed a method that utilizes Adversarial Autoencoders and deep clustering. They
aimed to detect malware in network traffic; therefore, the dataset utilized was USTC-TFC2016. This
dataset has around 120k training samples. Although not explicitly stated in the paper, we suppose that
the number of clusters utilized for their method was probably in the very low range (i.e., between 2
and 20). The deep clustering method is also not precisely specified. However, based on the method
description, our best guess is that the method utilized is IDEC, which we will also utilize in our
experiments. The number of epochs on which the deep clustering model was trained was 10. Therefore,
the authors could have had a reason to assume that running the method for more epochs does not have
the potential to improve results any further. Our experiments will help shed light on the ambiguous
areas of this work. However, our main point of criticism of this research work is that this work did
not find out whether this approach is suitable for malware clustering (or PE file clustering) because
malware has many characteristics that are not detectable via network traffic and is usually represented
using a very different feature set.

Another research work connecting malware datasets with deep clustering is by Katebi et al [15]. They
utilize Android datasets (Drebin - 5.5k samples, Contagio - 28k samples, and Genome - 1.2k samples)
which cover mainly the following features: API calls, Permissions, and Intents. They create only two
clusters - malware and benign. The study’s main aim is not to make any statements about the suitability
of deep clustering in the malware domain. Instead, the aim is to utilize deep clustering in order to be
able to create adversarial samples effectively. Regarding the deep clustering method, they are using a
modified version of DEC. Instead of employing the standard Student’s t-Distribution for cluster-sample
similarity, they employ the Pearson correlation coefficient.

3. (I)DEC for a Larger Amount of Clusters

As previously indicated, we identify a strong need in the malware domain to utilize at least hundreds of
clusters, if not thousands. This need stems from the vast amount of malware families that exist in the
wild. Therefore, for a deep clustering method to be the most useful for malware clustering, it should be
able to handle high amounts of clusters and do it successfully without sacrificing clustering quality. We
evaluate clustering quality mainly through the metrics of Homogeneity and V-measure. Therefore, our
main research question is defined as follows:
Can DEC or IDEC be used in scenarios with large datasets where the number of clusters is also large while
maintaining a reasonable clustering quality?

The research question was motivated by a lack of malware deep clustering studies in general, but
also the lack of studies that would evaluate the scenario of big datasets, high dimensionality and the
need for using a high number of clusters. As far as we are aware, most deep clustering studies are
conducted on datasets with sizes up to 100,000 samples [5, 6, 16, 17], but usually not higher. The largest
dataset in deep clustering studies we have come across is the ImageNet dataset [4]. Even ImageNet
contains only around 1.4 million total samples and only 1, 000 classes.

In contrast, almost 80 million new malware samples created in 2025 alone [1] (over 210,000 samples
daily average) make the need for scalable solutions obvious. Besides the massive number of samples,
the natural number of clusters in the malware domain can be much larger than the perceived number
of classes (usually three - Benign, Malware, and Potentially Unwanted Applications (PUA)). When new
samples are created, they may target new, previously unseen vulnerabilities in the system or exploit
previously non-existent attack vectors. Similar samples among these then form new malware families.
It naturally follows that for any clustering method to be useful in the malware domain, it has to handle
at least millions of samples at the minimum and also the vast and diverse space of executable programs.



3.1. Method Choice

Based on our analysis of research works in the deep clustering space, we selected two representative
methods that can be fully utilized for tabular datasets without too many changes or adding additional
data. First, we selected DEC as a base representative of a whole class of deep clustering methods. Since
IDEC is similar to DEC, reportedly should be able to achieve better performance, and does not require
any additional data or transformations, we also chose to utilize it for our deep clustering experiments.
Even a recent study of deep clustering methods (on arguably small tabular datasets) showed that IDEC
tends to perform better than DEC [18]. As for the implementation of DEC and IDEC, we utilized the
Keras implementation by Guo et al. available on GitHub2. Adjustments were needed to be made in
order to be able to run experiments on datasets that have their total number of samples in the millions.

We also considered using various more recently proposed deep clustering methods (some of which
are covered in Section 2). However, most are proposed for image clustering and often utilize image
transformations as a vital factor in the learning process. Such transformations cannot be 1-to-1 mapped
into the malware domain. Moreover, creating our own set of (possibly) advanced manipulations of
executable programs would require a non-trivial amount of work, possibly worthy of a standalone pub-
lication of its own. Therefore, SPICE, RUC, DEC-DA, and DeepCluster were considered but disqualified
from the list of potential deep clustering candidate methods for our experiments.

3.2. Datasets and Preprocessing

We experimented on three datasets from the malware domain. The first dataset, SECURITY, is a private
dataset provided by a leading cybersecurity company. We used 135 features from this dataset, all
describing aspects of the Portable Executable (PE) file, either static or dynamic. These binary files
were all compiled in C or C++ languages. The three class labels are Benign, Malware, and Potentially
Unwanted Applications (PUA). It consists of approximately 9, 600, 000 train samples and 34, 000 test
samples. The dataset has a strict train-test split because the data for the test set were gathered after
creating the train set, which should ensure more generalizability. Summarized information about the
datasets can be found in Table 1.

EMBER [19] is a dataset of PE file features publicly available on GitHub . It consists of 800,000 train
samples and 200,000 test samples. It contains three labels: Benign, Malware, and “No-label” - a label
for samples with a purposely unidentified class. It exists with multiple versions of features. In our
experiments, we use the 2nd feature version from 2018 (2,381 features), which is also the latest version
at the time of writing this paper.

BODMAS [20] is a dataset from the malware domain, reportedly created with the help of domain
experts. It includes timestamps, a binary class label, and carefully curated malware family labels. It
consists of 134,435 total samples. Its feature set is generated using the publicly available EMBER feature
extraction scripts.

By including publicly available datasets, we can compare whether the clustering performance on
private and public datasets is similar. We can then encourage the research community to use these
datasets in the future. The sizes of these datasets, being at least an order of magnitude greater than
the usual dataset sizes of up to 100, 000, help us investigate deep clustering methods in more realistic
scenarios (at least in the malware domain).

The minimum preprocessing necessary to implement was scaling the features into a [0; 1] range
since we are dealing with an unsupervised learning problem. However, malware datasets often tend to
have more outlier values than other datasets. Therefore, we dealt with them in two ways - employing a
RobustScaler from scikit-learn and standardizing the features. We identified columns with the most
anomalous values (4) and excluded them from our feature set. The final preprocessing was therefore
done in four steps: 1. leave out columns with the most outlier values, 2. transform the data with
RobustScaler, 3. standardize the features, and 4. scale the features to a [0; 1] range.

2https://github.com/XifengGuo/IDEC
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Table 1
Comparison of datasets used in our experiments. SECURITY, EMBER, and BODMAS are datasets from the
malware domain - the latter two being also publicly available. MNIST is a dataset from the original DEC study.

Dataset # samples # classes # features # families
SECURITY 9,600,000 3 141 7.1k
EMBER 1,000,000 3 2,381 N/A
BODMAS 134,435 2 2,381 581
MNIST 70,000 10 784 10

The EMBER dataset suffered from the same problems as the SECURITY dataset. We could not avoid
the gradient exploding problem without leaving out certain columns with a high number of outliers.
We identified 146 columns that were the biggest culprits and removed them from the feature set, leaving
us with 2235 features. Feature scaling and normalizing steps followed the same steps from 2. to 4. as for
the SECURITY dataset. Since BODMAS uses the same feature set as EMBER, the same preprocessing
was used as for EMBER.

3.3. Experiment Settings

We trained DEC and IDEC models on all datasets mentioned above with most of the hyperparameters
fixed. The main hyperparameter we changed was the number of clusters. Our goal was to investigate
the behavior of these deep clustering models in the low and high number of clusters regime, as well as
the suitability of (I)DEC for malware clustering. Since the sizes of the datasets differ in the total number
of samples, it is not reasonable to test them all with the same numbers of clusters. Therefore, different
number-of-clusters settings were used for BODMAS because it is the smallest dataset among the utilized
malware datasets. We include the “Clustering ratio” column in the results table. The clustering ratio
will give the reader an understanding of the theorized average number of samples per cluster for various
experiment settings.

Both DEC and IDEC rely on initializing their cluster centers via K-Means. Therefore, we decided
to use only one initialization of K-Means instead of the default value of 20. This decision sped up the
computation of the whole method since when dealing with scenarios with large numbers of clusters,
most of the training time is spent on fitting the k-Means clustering to the data. We ran k-Means on a
GPU to speed up the computations. The gamma hyperparameter for IDEC was set to 1 as the learning
rate of Adam was left at the 0.001 default.

3.4. Evaluation metrics

Evaluating the clustering performance on malware datasets is a challenging task. Most deep clustering
papers (that experiment on datasets from other domains) evaluate datasets where they consider the
dataset to be already labeled in terms of clusters - e.g., the number of clusters equals the number of
distinct labels. This is also why almost no publications include experiments with the number of clusters,
k, higher than the assumed number of actual classes.

In a real-world scenario, especially in the malware domain, the true number of clusters is often
unknown. It is usually much higher than the number of class labels (usually three - Malware, Benign,
PUA). This is due to the malware families that exist in the malware domain. From previous domain
experience, we know that we are looking for a minimum of a few thousand clusters. In reality, the
number of clusters could be even in tens or hundreds of thousands, assuming that the goal of clustering
files is to group only samples that share a similar behavior specific to a unique family.

Our main metrics for evaluating clustering performance in the malware domain were chosen as
Homogeneity and V-Measure [21], computed on both train and test datasets. For the record, to evaluate
test datasets, we do not re-train the clustering methods; instead, we take the already trained methods
and predict which clusters they belong to from the train set. Homogeneity will give us an idea of the
“purity” of the learned cluster assignments. We consider Homogeneity measured on the test set the most



important metric. Domain experts prefer clusters with high Homogeneity, as the clusters should not
mix dissimilar samples together. Given that 𝐻 represents the Shannon Entropy, we define Homogeneity
ℎ as:

ℎ = {
1, if 𝐻(𝐶, 𝐾) = 0
1 − 𝐻(𝐶|𝐾)

𝐻(𝐶) , otherwise
(1)

where 𝐻(𝐶) represents class entropy of the true class labels and 𝐻(𝐶|𝐾) represents Conditional
Entropy of the true class labels, 𝐶, given the cluster assignments, 𝐾.

However, Homogeneity can suffer from a similar problem that Purity and Entropy measures do,
which is that they are likely to improve monotonically with the number of clusters in the result, up
to a degenerate maximum where there are as many clusters as data points [21]. Therefore, with this
drawback in mind, we also employ V-Measure as our second-best option for evaluating the quality of
the cluster assignments. We use the computation formula for Homogeneity and V-Measure defined by
Rosenberg et al. [21].

Deep clustering papers often employ Unsupervised Clustering Accuracy (UCA) as one of the main
evaluation metrics [3, 5]. The three labels we generally have at our disposal for the malware datasets
will not tell the whole picture. Therefore, we should rely on something other than UCA. It does not
work well when there is a high imbalance between predicted clusters and “known clusters” (class
labels). Worse yet, the computation of UCA requires large amounts of memory when dealing with large
numbers of clusters (e.g., in the thousands or more).

Since both DEC and IDEC need to be initialized via another clustering method, we divide the
evaluation into two parts. The first part covers the best-achieved results for the two methods. This
includes the results achieved right after initialization. In the second part, we dive deeper into the
performance of the models during their training and report training curves.

4. Evaluation

4.1. Best-Achieved Results

The following paragraphs summarize the information about the best-achieved results during our
experiments. Since the methods themselves include initialization through (K-Means) clustering, the
best reported results could in fact have been measured during model initialization (and often this
was the case). The concise version of the results for our experiments can be found in Table 2. We
trained the deep clustering models on more numbers of clusters than shown in the table; we show only
selected numbers for brevity purposes. For all datasets included in the experiments, Homogeneity and
V-Measure are reported on both the train and test sets of the respective datasets, except for DEC on
BODMAS.

For SECURITY and EMBER, the maximum number of clusters we settled on experimenting with was
50, 000. For EMBER, this was done to avoid scenarios where DEC would necessarily have to create
clusters with a very small average number of samples per cluster. In the case of SECURITY, the highest
value for the number of clusters was decided based on computational requirements. To stress that the
ratio of the number of samples to the number of clusters is important to keep in mind, we indicate this
value in the “C.Ratio” column. It indicates the average theorized number of samples per cluster.

The results are best interpreted in terms of Homogeneity measured on test data. Table 2 clearly
shows that both the DEC and IDEC methods achieved relatively good results in terms of Homogeneity
(indicated by “H-test”) on the SECURITY dataset. When we increased the number of clusters, we saw a
substantial rise in Homogeneity every time up until 50, 000 clusters, peaking at 79.05% for DEC and
79.48% for IDEC. For 50, 000 clusters, we can observe a relatively significant difference in Homogeneity
on the train set between DEC and IDEC - by more than 8%. The increase in Homogeneity when the
number of clusters is also increased is expected to some degree - as we already alluded to in Section 3.4.
Therefore, the V-Measure metric (which includes Completeness) is reported to counteract these effects.



As can be seen, the best results in V-Measure on the test data for the SECURITY dataset can also be
observed when we utilize the largest number of clusters.

We also report metrics other than Homogeneity on the test set for this experiment. The most
interesting observations are whether the other metrics are also the highest in cases where Homogeneity
was the highest. For the SECURITY dataset, we observe Homogeneity measured on the train set as the
highest for 50, 000 clusters for both DEC and IDEC. For V-Measure, the best achieved value on the test
set agrees on 50, 000 clusters. However, the best result on the train set is for 10 clusters. The reason
why is that Completeness reaches much greater values in the lower-number-of-clusters settings since
we use only three classes (Benign, Malware, and PUA) as external (true) labels.

We observe a similar situation for EMBER. We can see an increase in Homogeneity every time we
increase the number of clusters. However, the increase is not as rapid as for the SECURITY dataset. We
can observe amuch better Homogeneity score for higher numbers of clusters for IDEC (87.62% vs 56.75%).
This could indicate the superiority of IDEC for some datasets. However, for the train data, Homogeneity
is still not great, even for the best result on EMBER (43.76%). Therefore, we encourage other researchers
to use EMBER or similar publicly available datasets for deep clustering experimentation. Regarding
V-Measure, for IDEC, the best results were achieved for 50, 000 clusters; however, for DEC, it was for
1, 000 clusters.

For BODMAS, the DEC experiments did not track V-Measure, so these values are missing. However,
we can see that the results regarding Homogeneity on both the train and test sets are relatively similar.
DEC and IDEC achieve results that are very close to each other, showing no significant differences. An
increase in Homogeneity is observed for higher numbers of clusters - the same as for SECURITY and
BODMAS.

Overall, the behavior of DEC and IDEC seems similar, except for how the methods behaved on
EMBER. The deep clustering methods achieved relatively high Homogeneity values when they utilized
a larger amount of clusters, suggesting that in order to have pure clusters, a larger number of clusters
is the way forward. We can see a dip in clustering quality for EMBER, suggesting that the dataset
contains samples that are hard to cluster with the provided feature set. We can see that two public
datasets, EMBER and BODMAS, which have the same feature set but different samples can perform
wildly differently in the clustering task.

4.2. Contribution of Deep Clustering Methods

The reported results in Table 2, however, only show the best achieved results for the methods on the
datasets. So far, we have not looked more closely at how the evaluation metrics change during the
training of DEC and IDEC. It turns out that assessment of the contribution of the deep clustering
methods to the end clustering result is crucial for proper evaluation. Recall that in order to be able to
use the DEC and IDEC methods, a K-Means initialization step is required. Therefore, when we show
performance plots during (I)DEC iterations, the starting (leftmost) point is simply the performance
measured for K-Means trained on the Autoencoder embeddings (although it is, in fact, (I)DEC right after
its initialization and before the start of training). Only the following points show the contribution of
DEC and IDEC - i.e., whether they actually improved the end clustering result. The performance plots
show an interesting aspect of the tested deep clustering methods that could otherwise go unnoticed.

Figures 2 and 3 show the performance plots for IDEC on BODMAS to illustrate the behavior of
the utilized deep clustering methods. Very similar performance plots can be shown for EMBER and
SECURITY; however, we show only IDEC performance on BODMAS for conciseness. Figure 2 shows
the performance in the low-number-of-clusters regime, while Figure 3 shows the performance in the
high-number-of-clusters regime.

Together, these figures show a different view of the deep clustering methods. In the low-number-
of-clusters regime, the performance at the start of training (I)DEC is not always maximal, and in
these situations, utilizing DEC and IDEC may help improve the results. The performance improved
for BODMAS when we set 𝑘 to equal 10, 20, and 25 clusters. Interestingly, for 𝑘 = 5, the clustering
performance did not improve. These results can be contrasted with the results in the original (I)DEC



Table 2
Results showing the best achieved results on utilized datasets for DEC and IDEC. Due to space constraints, we
needed to use abbreviations for measured variables. “# Clust.” stands for the number of clusters, “C.Ratio” for
the clustering ratio (number of training samples divided by the number of clusters), “H-test” for Homogeneity
measured on test data, “H-train” for Homogeneity measured on train data, “VM-train” for V-Measure on train
data, and “VM-test.” for V-Measure on test data.

Dataset DC method # Clust. C.Ratio H-test H-train VM-test VM-train

SECURITY

DEC

10 960,000 15.17% 29.23% 6.37% 13.89%
100 96,000 32.66% 39.30% 8.03% 10.86%

1,000 9,600 56.54% 53.55% 10.33% 10.78%
10,000 960 73.68% 63.56% 11.79% 10.63%
50,000 192 79.05% 65.25% 12.04% 10.44%

IDEC

10 960,000 15.92% 23.56% 6.50% 11.01%
100 96,000 34.62% 36.44% 8.31% 9.80%

1,000 9,600 55.27% 49.48% 9.95% 9.81%
10,000 960 75.63% 67.80% 11.63% 10.25%
50,000 192 79.48% 73.46% 12.27% 10.13%

EMBER

DEC

10 80,000 17.08% 7.92% 8.72% 5.26%
1,000 800 46.70% 22.50% 11.41% 7.60%
10,000 80 43.88% 21.41% 11.12% 7.44%
50,000 16 56.75% 26.44% 11.30% 7.38%

IDEC

10 80,000 19.56% 9.76% 10.23% 6.47%
1,000 800 56.14% 26.88% 11.99% 8.02%
10,000 80 75.85% 35.44% 13.18% 8.54%
50,000 16 87.62% 43.76% 13.50% 9.12%

BODMAS

DEC

10 13500 44.59% 45.04% - -
100 1350 72.37% 72.46% - -
581 232 86.18% 85.57% - -
1000 135 90.04% 88.72% - -

IDEC

10 13500 37.20% 38.60% 17.46% 18.15%
100 1350 70.12% 70.42% 18.96% 19.04%
581 232 86.76% 85.85% 18.51% 18.26%
1000 135 89.40% 88.12% 17.99% 17.63%

papers. The datasets used for evaluation contained a low number of real, natural clusters. Therefore,
the number of clusters k (the parameter of k-Means) was also set to equal the real number of natural
clusters. Experimentation with datasets containing much larger numbers of naturally ocurring clusters
were not performed. This may be one of the contributing factors to explain why we observe different
results in our examined research scenario.

However, in the high-number-of-clusters regime, both DEC and IDEC degrade the results in terms of
Homogeneity significantly. We can see a decrease from values as high as 90% Homogeneity to around
50%. If we were to run the methods for even more iteration points, the clustering performance would
likely degrade even further. By saving checkpoints of the method at respective iteration points, one
could avoid this problem and choose the best-performing model. However, if the clustering performance
is sure to degrade, it makes little sense to keep training these models.

To show the performance of the utilized deep clustering methods on a dataset where the number of
real clusters is much lower, we also utilized the MNIST dataset. We trained IDEC for the low-number-
of-clusters regime on MNIST. The results can be found in Figure 4. The deep clustering methods show
the best improvements on MNIST in the low-number-of-clusters regime, even better than on BODMAS.
It can be seen that both the Homogeneity and V-Measure improve with IDEC iterations, although the
best results are arguably reached relatively soon in the first few iterations.

The main lessons learned from our performed experiments for DEC and IDEC on the respective
datasets can be summarized with the following new observations:

1. DEC and IDEC can be run with a large number of clusters and can be utilized for malware
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Figure 2: IDEC trained on BODMAS in the low-number-of-clusters regime
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Figure 3: IDEC trained on BODMAS in the high-number-of-clusters regime
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Figure 4: IDEC trained on MNIST in the low-number-of-clusters regime

clustering.

2. DEC and IDEC can be run with a much larger sample size than what previous research was
conducted on.

3. In certain situations - particularly when we want to utilize a high number of clusters - the
utilization of DEC and IDEC does not seem to bring additional benefit when compared with K-
Means trained on Autoencoder embeddings (which one needs to train to initialize these methods).

4. Publicly available malware datasets, such as EMBER and BODMAS, can exhibit similar clustering
behavior to real-world private malware datasets.



5. IDEC seems to perform better overall than DEC - however, the effect size is not too big (barring
the results on EMBER).

Therefore, we recommend utilizing deep clustering models for scenarios when we know we will work
with relatively few clusters. Also, the results achieved on MNIST indicate that a dataset containing
only a lower number of real, natural clusters benefits DEC and IDEC even further. The size of the total
samples in the dataset could also be a factor that influences the overall quality of the clustering results
achieved.

5. Conclusion

This study investigated DEC and IDEC, two well-established deep clustering methods, in the malware
domain, a setting that is both highly demanding in scale and largely unexplored from a deep clustering
perspective. While deep clustering has gained considerable popularity in computer vision, its applicabil-
ity to tabular malware data required rethinking both architecture and evaluation approach. Notably, we
focused on the settings of a larger number of samples and scenarios where a larger number of clusters
is required since the malware domain contains a large number of natural clusters. We selected two
public datasets and one private dataset from the malware domain for our experiments. We achieved
seemingly strong Homogeneity values of 79.48%, 87.62%, and 90.04% as the best results on SECURITY,
EMBER, and BODMAS datasets.

The seemingly good results were inspected further via analysis using performance plots. The actual
contribution of DEC and IDEC methods was assessed. In the high-number-of-clusters regime, the
contribution of DEC and IDEC methods was almost none. The methods managed to degrade the
clustering performance in terms of Homogeneity from 90% to as low as 50% in some instances. In the
low-number-of-clusters regime, DEC and IDEC perform better and, in many cases, can improve the
clustering performance. Our further analysis on MNIST indicates that the best performance can be
achieved when the number of real natural clusters is relatively low.

To directly answer our stated research question: DEC and IDEC cannot reliably be used in the high-
cluster regime while maintaining reasonable clustering quality. While both methods can technically
run at scale, they fail to improve upon K-Means initialization and actively degrade Homogeneity in
such settings. Given the operational scale of the malware domain — where hundreds of thousands of
new samples appear daily — these findings suggest that practitioners should carefully weigh whether
DEC or IDEC justify the computational overhead over simpler K-Means baselines. DEC and IDEC as
deep clustering methods for malware clustering or clustering of other similar kinds of data are the most
viable when we have: a) millions of samples, b) relatively high dimensionality (more than 100 features),
and c) do not require a large number of clusters.

Since the number of deep clustering methods is relatively large, but many of the methods are based in
the image domain, further work could involve utilizing deep clustering methods that require the usage
of transformations of inputs. In the malware domain, attackers utilize transformations of executable
programs to fool the detection methods that try to detect malicious programs. Such transformations
could serve as an excellent basis to replace the image transformations that are right now utilized in the
deep clustering methods.
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