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Abstract

Runtime Monitoring (RM) enables the automated and objective evaluation of a system w.r.t its system specification.
In the automotive domain, RM allows for the evaluation of whether a vehicle’s actual behaviour corresponds to an
abstract specification of its expected behaviour while interacting inside a traffic scenario. Such runtime monitors,
in the automotive domain, must not only consider spatial aspects such as distances, positions, velocities, etc.,
but also temporal aspects such as the order in which particular traffic situations (or scenarios) occur. Existing
runtime monitors provide verdicts on whether the actual vehicle behaviour corresponds to the abstract scenario
specification, with possible outcomes being satisfied, violated, or inconclusive. Undesired behaviour is detected
whenever there is a discrepancy between the monitor’s verdict and the expected outcome defined by the scenario
specification. Tracing the cause for the undesired behaviour requires knowledge of prior system behaviour.
This information can be derived from exact knowledge of the intermediate verdicts of the runtime monitor, the
so called monitor progression. This is not trivial to determine because the current satisfied constraints may
simultaneously correspond to multiple (traffic) situations. Additionally, the satisfaction of temporal properties
also depends on prior spatial and temporal properties.

To improve the analysis of unexpected system behaviours, we propose progress-aware RM of abstract scenario
specifications. Specifically, we introduce hypercuts to describe all non-violating past and future system behaviours,
simplifying the analysis of unexpected verdicts. Each monitor verdict is annotated with a hypercut, which allows
the samples to be related back to the abstract scenario specification structure. In this work, we provide a well-
defined hypercut using Duration Calculus and describe the construction of a progress-aware runtime monitor,
based on Traffic Sequence Chart (TSC) monitoring. Finally, we demonstrate how hypercuts improve the analysis
of unexpected verdicts through an application example and present a visualization method.
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1. Introduction

Runtime monitoring (RM) enables the automatic and objective assessment of behaviours. In the auto-
motive context, a behaviour may be the execution of a manoeuvre, such as passing an obstacle. These
manoeuvres are differentiated by specific attributes defined in a specification. A manoeuvre is consid-
ered an instance of an abstract scenario specification if it satisfies both the spatial properties associated
with traffic situations and the temporal properties associated with traffic scenarios. Runtime monitors
perform this assessment and return a verdict indicating whether the specification is satisfied, violated,
or currently inconclusive. While satisfied and violated verdicts are definitive (every continuation of the
behaviour satisfies/violates the specification), the inconclusive verdict may change as the behaviour
prefix continues. RM can be applied in a variety of contexts, since the specifications are not bound
to only one specific application. For example, one can define a specification to validate autonomous
driving functions that employ artificial intelligence. In this instance but also in general, the specification
defines both the car’s behaviour and the expected verdict. A monitor synthesized from this specification
then evaluates whether the behaviour generated by artificial intelligence satisfies the requirements,
violates them, or results in an inconclusive verdict. Whenever the monitor’s verdict differs from the
expected verdict, an undesired manoeuvre is detected. Identifying the specific violated properties
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is necessary for determining the changes required to achieve the expected verdict, as such details
are not captured by the monitor’s verdict. The verdicts of current runtime monitors (such as [1, 2])
only indicate whether the behaviour has satisfied or violated a specification, but they fail to specify
which spatial or temporal properties were violated. This challenge can be addressed by analysing the
spatial violations of the specific behaviour sample that triggered the unexpected verdict. However,
this requires knowledge of the monitors progress of the specification, as it is unclear which temporal
properties are satisfied at the moment of unexpected verdict occurrence. Therefore, it is necessary
to analyse all previous monitor samples leading up to the unexpected verdict. This ensures that the
temporal properties are fully understood before drawing a conclusion based on the spatial violations.
Moreover, tracking progressions becomes significantly more complex whenever a single behaviour
satisfies multiple temporal properties simultaneously.

In this work, we will describe the "hypercut’ property, which reflects the monitor’s current progress
with respect to a specification. A novel progress-aware monitor provides hypercuts alongside a moni-
tor’s verdict, to improve the analysis of traces with unexpected behaviour. We apply progress-aware
monitoring to an automotive domain application example. For this, we use Traffic Sequence Charts
(TSC) as a specification language and extend the monitoring concept with hypercuts. TSC have been
demonstrated to be suitable for specifying and monitoring automotive traffic situations [3, 4, 1, 5] but
also maritime [6] and railway [7, 8] domain situations.

A closely related work [9] employs LTL-based specifications for runtime monitoring. The authors
provide an analysis of potential monitoring failures and offer guidance on how to identify and address
them. While their approach focuses on providing general guidance for failure analysis, our approach
utilizes hypercuts to directly represent the monitor’s progress, thereby performing a portion of the
analysis by helping to identify specific temporal property violations. Furthermore, our method provides
the means to trace temporal property satisfactions and violations for every monitored behaviour.

2. Representing progress of monitors

This section formally introduces hypercuts as a representation of progress for Monitors. First, we pro-
vide some basics on TSC-Monitoring, with a particular focus on the temporal aspects of the Monitoring.
For details on the underlying object model and the recognition of spatial views, see [1], [10] and [11].
Finally, we present hypercuts as a progress representation for runtime monitors.

Formally, a TSC is defined as a tuple SV = (svy,. .., sv,) of spatial views, where each sv; defines the
spatial properties of a specific traffic situation. Temporal components, such as sequence, concurrency,
and choice operators, specify the expected ordering of these situations to construct an abstract traffic
scenario specification. This work focuses on temporal sequences, which represent an ordered progres-
sion of traffic situations. In a TSC, such a sequence is denoted by arrows that connect consecutive
spatial views, where sv; refers to the i element of the TSC tuple. Informally, a concrete behaviour (or
driving manoeuvre) satisfies a TSC specification if the final spatial view is reached, thereby satisfying all
previous spatial views in sequence in succession. In the Spatial View Recognition (SVR) component, the
TSC Monitor determines the satisfaction of all spatial views for the set of sampled input data. A spatial
view is satisfied if all spatial properties hold for the given time point. In other words, the SVR output over
time is an interpretation function 7 : R>¢ — {true, false}", where Z(¢)(sv) € {true, false} represents
the truth value of variable sv at time ¢. The Temporal Evolution Recognition (TER), evaluates whether
each spatial view has been satisfied in succession and generates the monitor’s verdict. Specifically, for a
time interval [b, ] with b, e € R>( and an interpretation Z that assigns to every timepoint ¢ € [b, €]
which spatial views are satisfied. The TER determines at runtime whether an interpretation satisfies
the TSC specification on the interval (Z, [b, €]) and returns a verdict.

To describe sequences of spatial view satisfactions over time intervals, we use Duration Calculus
(DC) [12]. A phase P; is a time period of an interpretation during which a specific spatial view is
satisfied without interruption. This is expressed in Duration Calculus as P; = [sv;|. A phase sequence
of length n describes an uninterrupted succession of phases, where spatial views are satisfied one after
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Figure 1: A TSC formalising the manoeuvre: passing by a construction site with oncoming traffic while
maintaining distance from both the construction site and the oncoming vehicle.

another until the n'? element is satisfied. This is expressed by the DC formula F; = [sv1];...; [sv;].

The ’;’ chop operator is used to separate two neighbouring phases. It is satisfied if the time interval
is split such that the left operand is satisfied on the first sub-interval, followed by the right operand on
the second. Specifically, the satisfaction of these Duration Calculus primitives is defined as (Z, [b, €]) =
[sv;] iff for any ¢t € [b,e] and b < e, Z(t) = true, and (Z, [b, €]) = sv;; sv; if there isan m € [b, €] s.t.
(Z,[b,m]) k= sv; and (Z, [m, €]) = svj.

Intuitively, a hypercut encodes the current progress of the monitor. For a TSC with n spatial views,
Fn, must be satisfied by the behaviour to satisfy the full chart. Hypercuts represent every partial
phase sequence F,,, (where m < n) to track progress through the satisfied substructures of the TSC.
Specifically, these phase sequences indicate which previous spatial views in the TSC sequence have
been satisfied and identify the monitor’s current spatial view phase. A hypercut thus distinguishes
past and current satisfied spatial views from those that have not yet been satisfied. For example, if
a behaviour satisfies JF», then P; must be satisfied before P,. Furthermore, hypercuts account for
behaviours that satisfy multiple phase sequences simultaneously, as spatial view phases may overlap.
This case is demonstrated in the provided example in section 3. Multiple overlapping spatial views
require a hypercut to have non-contiguous phase sequences. For instance, if three spatial view phases
overlap and the second view ceases to be satisfied while the others remain active, the monitor must
track multiple distinct progressions for the same behaviour. None of the phase sequences can be omitted.
If one phase sequence cannot remain or progress to the next phase, another may still provide a future
phase sequence that satisfies the TSC. Formally, a hypercut is a Duration Calculus formula consisting
of a concatenation of phase sequences. The function f : Z x Intv — DC generates the hypercut as
Duration Calculus formula from an interpretation and interval:

f(Z,[b,e]) := /\{]-"i | Z,[b,e] = Fi, for1 <i < n} (1)

A hypercut is a conjunction of the satisfied phase sequences of an interval and interpretation. Such
a hypercut can also be represented by a power set in a bit pattern, where each bit represents a phase
sequence and the i*" position of the bit corresponds to the F; phase sequence and the conjunction of
the bits set to one represents the hypercut. For example, the pattern 101 corresponds to F; A F3. With
these bit patterns we can extend the TER automata construction described in [1]. In that work, a TER
is generated using a powerset construction, where each element of the set represents a location. To
extend the automaton’s verdict with a hypercut annotation, we include the current powerset element in
the automaton’s location during construction. The automaton then outputs this annotation alongside
the verdict. This results in a bit pattern that represents a correct hypercut.

3. Example application

For the example application we use a traffic scenario, where a car has to safely and conveniently pass by
a construction site with oncoming traffic. Figure 1 shows a possible formalisation of this traffic scenario.
The ego vehicle (green) approaches a construction site, changes lane, passes the construction site, and
then changes lane again. Throughout the entire manoeuvre it must maintain a safe distance from both
the construction site and the oncoming vehicle. Note that the car’s behaviour for a given time point
may satisfy two spatial views for a period of time. The green boxes in the spatial views express that
the car has to be somewhere within the box. When the car changes its lane, the behaviour satisfies
two spatial views because for a time period, because one spatial view allows the car to be in both lanes,



Table 1
Visualisation of hypercuts for a car’s concrete manoeuvre with a row for each change of the phase sequences.
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while another spatial view requires the car to be in a specific lane. This way of formalising lane changes
ensures that the following spatial view is reachable from the previous spatial view. Table 1 visualises the
hypercuts of a concrete manoeuvre. For conciseness, only the first hypercut after a change of hypercut
is shown in a row. The TSC acts as reference anchor for the lines below. A solid horizontal line under a
spatial view represents that the manoeuvre is in the phase of the spatial view above. The solid line can
be under multiple spatial views, as a behaviour can satisfy multiple phase sequences at once. A dashed
line indicates passed phases. The behaviour has been in the corresponding phase, but is currently not in
the given phase. Finally, vertical lines on the left side of a spatial view indicate possible continuations
for the next behaviour sample. The set of possible next phases is determined by the union of the current
active phases and the possible next phases of active phases. Once the chart becomes satisfied, the lines
turn green and if the chart is violated, the lines become red. In this example behaviour the line becomes
red in the last row, indicating a violation and in our case an unexpected behaviour. Because the previous
hypercut contained only [sv3] before the violation, we can conclude that the car violated the spatial
constraints of the third and fourth spatial views, indicating that the behaviour can neither remain in
the current phase nor progress to the next one. The violated properties of the third and fourth spatial
view now indicate the reason for the violation. In this example the distance to the red car is not large
enough, indicating an earlier lane change would enable the car to drive a satisfying manoeuvre.

4. Conclusion and future work

In this work, we introduced hypercuts as a novel representation of progress for runtime monitors.
Specifically, a hypercut encodes the temporal substructures of a specification that have been satisfied at
each monitoring step. This representation enhances the analysis of unexpected behaviours by improving
the tracing of violations without the need to analyse the entire execution trace. We presented how
hypercuts can be applied to monitoring Traffic Sequence Charts, and demonstrated the improved
analysis procedure for automotive traffic situations.

While the current hypercut focuses on progress tracking, future work will explore the integration of
hypercuts with other logical constructs, such as disjunction and concurrency.
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