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Abstract

Information Security Management (ISM) remains dominated by a tech-centric paradigm that treats
cybersecurity as a hard engineering problem solved through technical artefacts and rigid
compliance patching. This view overlooks the reality that organisations operate as complex Human
Activity Systems. This paper evaluates the systemic misfits between formal security controls and
real-world work practices. Synthesising data from multi-year insights including the UK Cyber
Security Breaches Survey, Verizon Data Breach Investigations Report (DBIR), ENISA Threat
Landscape, and the World Economic Forum Global Cybersecurity Outlook, the paper illustrates a
compounding accumulation of technical vulnerability debt alongside widespread failures in asset
management. This structural friction triggers a behavioural backlash: when top-down, rigid
security policies restrict operational workflows, well-meaning employees actively deploy
workarounds, including unmanaged "Shadow AI" systems, to preserve business productivity. We
argue that effective security cannot be achieved by enforcing compliance with sterile, off-the-shelf
templates. Instead, we propose a holistic framework that positions front-line users and local
operational context as core elements of system design and implementation, ensuring that security
controls support, rather than sabotage, everyday legitimate work.
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1. Introduction: The Socio-Technical Reality of Cybersecurity

Cybersecurity in organisational practice is frequently mischaracterised as a purely technical
issue. This narrow view prioritises the deployment of hardware, software, and
telecommunication components while neglecting the human and procedural elements that
animate these systems. Exceptionally rigid engineering perspectives overlook the core reality
that an Information System (IS) relies fundamentally on interrelated components supported by
human actors and operational procedures [33, 38]. Managing security risks through a strict
technical lens creates severe operational difficulties because risks do not exist in a vacuum; they
manifest within complex organisational systems across fluid functional domains like sales,
manufacturing, finance, and human resources. Confronting this complexity requires reclaiming
and asserting that a system's social and technical dimensions are inextricably intertwined and

STPIS2026: Proceedings of the 12" International Conference on Socio-Technical Perspectives in IS, September 16-17"
L’Aquila, Italy

* Corresponding author.

Q moufida.sadok@port.ac.uk (Moufida Sadok)

@ 0000-0003-2981-6516 (Moufida Sadok)

@ ® © 2026 Copyright for this paper by its authors. Use permitted under Creative Commons License Attribution 4.0 International (CC BY 4.0).

260



must be optimised jointly rather than in isolation [45]. Managing risks across this complex
landscape requires a dedicated socio-technical approach. Without it, a critical user-designer
communication gap emerges, leading to a profound misfit between rigid technical security
controls and the real-world working practices of the people who use them.

This friction underscores a long-standing structural reality in information systems: solving
the 'human factor' in security cannot be achieved by forcing compliance with rigid technical
architectures, but instead requires frameworks that treat human behaviour and local
operational context as core components of system design [12]. This highlights the necessity of
treating an information system as inherently social, where security architectures must support
complex, intra-individual sense-making dimensions of localised actors [10]. As Henshaw and
Mhajne [27] point out, cybersecurity as a concept is inherently fluid, yet institutional definitions
remain constrained by a narrow focus on securing the structural infrastructure of systems,
networks, and data. By defining security strictly through this technical lens, organisations
systematically separate technological defences from everyday work practices, generating severe
difficulties when attempting to assess or mitigate authentic organisational risks on the ground.
This structural mismatch has reached a flashpoint in modern enterprises. As organisations
rapidly scale cutting-edge technologies, the failure to integrate human governance has resulted
in a massive, systemic Al oversight gap. The contemporary race for immediate corporate utility
outpaces structural security architecture, transforming a long-standing communication
mismatch into an enterprise-wide governance crisis. This shift confirms that when designing
and securing systems at an industrial scale, the primary challenges cease to be technical
artefacts and instead become entirely about human configuration and organisational behaviour
[49].

To address this governance crisis, the primary aim of this paper is to evaluate the systemic,
structural misfits between rigid, hard-systems information security management (ISM)
standards and the fluid operational realities of real-world Human Activity Systems. Rather than
treating non-compliance as a baseline human failure, our purpose is to demonstrate how top-
down, non-contextual technical controls actively induce a behavioural backlash, such as the
rapid proliferation of unmanaged ‘Shadow AI' workarounds. By synthesising multi-year
empirical data with interpretive information systems theory, this study aims to dismantle the
illusion of check-box compliance. Ultimately, we propose a holistic, socio-technical framework
designed to reconcile information security with daily workflows, transforming front-line users
from vulnerabilities into active co-designers of organisational resilience.

The remainder of this paper is structured as follows. Section 2 outlines the theoretical
framework, contrasting the data processing paradigm with human activity systems. Sections 3
through 6 analyse industry standards, data classification failures, patching deficiencies, and the
commercialisation of vulnerabilities. Section 7 presents empirical evidence of the policy-
practice disconnect, while Section 8 discusses the resulting behavioural backlash and user
workarounds. Finally, Section 9 proposes a holistic, socio-technical framework to reconcile
security controls with legitimate human workflows.
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2. Theoretical Framework: Shifting Paradigms from Data
Processing to Human Activity Systems

To understand why purely technical cybersecurity interventions fail, we must examine the
underlying information systems paradigms that guide design choices. Historically, the IS
discipline has been influenced by two competing paradigms:

e The Data Processing Paradigm (Hard Systems Thinking): This approach
focuses primarily on engineering effective IT artefacts. Rooted in hard systems
thinking, it assumes that systems exist objectively in the real world and can be fully
modelled, optimised, and engineered toward static, predefined objectives. Under this
paradigm, end-users are rarely integrated into the design or development process.
Instead, implementation forces the organisation to adapt through top-down
mandates, rigid procedures, and compliance training. When technical security
controls are engineered using this hard systems ethos, a severe misfit occurs
between system design and actual working practices, driving the high failure rate of
traditional security initiatives.

e The Human Activity Systems Paradigm (Socio-Technical Thinking): Conversely,
viewing an IS as a Human Activity System shifts the focus to the intricate
interdependencies among human actors, cultural structures, and technical
components within an evolving organisational environment. This perspective
requires moving from rigid management or engineering practices towards a holistic
socio-technical systems approach, ensuring that technical defences are
systematically co-designed with the organisational processes and human cultures
they are meant to safeguard [9, 36, 37]. As Alter [3] notes, "the fact that
transportation systems use vehicles does not necessarily imply that vehicles are the
core subject matter for the field of transportation studies; similarly, voting
procedures are not required to be the core subject matter of studies of democracy."
By extension, computers and software are not the core subject matter of information
systems or cybersecurity. Instead, an information system must be understood as a
social process in which data is conceptualised, interpreted, and utilised by human
actors engaged in purposeful real-world action [10, 19]. When conceptualised as a
human-organised activity via Soft Systems approaches, security development ceases
to be a mere engineering task. Instead, it becomes an emergent learning process
rooted in exploring, understanding, and adapting to contextual human
dependencies.

This paradigm shift highlights a fundamental ontological critique within information systems
theory, which warns that traditional frameworks fail because they treat data and knowledge as
static objects (‘nouns’) to be controlled, rather than recognising them as human processes
(‘'verbs') executed by organisational actors [10, 13, 37]. This conceptual shift directly parallels
the transition in safety science from a 'Safety-I' orientation, which focuses on enforcing rigid
compliance to eliminate human error, toward a resilient 'Safety-II' paradigm, which recognises
that system security is dynamically maintained by the ability of human actors to adapt to
variable operational realities [28]. Work System Theory (WST) offers a vital analytical lens to
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bridge this paradigm gap. As Sadok, Alter, and Bednar [42] demonstrate through WST,
corporate security policies are frequently disconnected from actual work practices because
security is treated as an isolated technological overlay rather than an active component of daily
workplace routines.

When technical infrastructure is designed in a functional vacuum, security mechanisms lose
operational relevance to the human actors executing the system. Ignoring these localised
realities of human activity forces users to adopt volitional workarounds to accomplish their
core duties. Consequently, the system falls victim to a fundamental socio-technical irony where
the implementation of security mechanisms directly creates organisational insecurity by
rendering standard workflows unworkable [3, 6]. This behavioural friction highlights the
enduring relevance of foundational socio-technical theory, which asserts that managing
complex and volatile organisational situations requires a continuous restructuring of work
systems to align technical rules with human problem-solving capacity [35, 36, 42]. In the
contemporary digital workplace, this behavioural friction manifests acutely as the "Shadow AI"
phenomenon, where employees deliberately adopt unmanaged generative AI tools as an
adaptive work-system bypass to maintain productivity in the face of restrictive technical
controls.

3. Industry Standards and the Traditional Security Management
Process

To operationalise information security within organisational structures, industry practice relies
heavily on formalised frameworks, most notably the ISO/IEC 27000 family [30]. Originating
from the British Standard BS7799, this international suite of standards provides a structural
benchmark for organisational security. At its core is ISO/IEC 27001, the international
Information Security Management System (ISMS) standard, originally published in 2005 and
subsequently updated in 2013 and 2022 (ISO/IEC, 2022) [30].

ISO/IEC 27001 offers best-practice recommendations for initiating, implementing, and
maintaining an ISMS. Crucially, the standard dictates that an ISMS must be tailored to meet the
specific needs of the organisation. Rather than a purely technical deployment, an ISMS is
formally defined as a core component of the overall management system, leveraging a business
risk approach to establish, execute, monitor, and improve information security through
organisational structures, policies, practices, and resources. The fundamental objective of an
ISMS is the preservation of three core principles:

+  Confidentiality: Ensuring information is not disclosed to unauthorised individuals,
entities, or processes.

+  Integrity: Protecting the accuracy and completeness of information assets.

«  Availability: Ensuring information is accessible and usable upon demand by an
authorised entity.

In practice, a significant socio-technical difficulty arises here: achieving an optimal balance
between these core principles is notoriously difficult. Enforcing extreme confidentiality through
aggressive encryption and multi-factor authentication often restricts availability, disrupting the
daily workflow of human operators. To navigate these tensions, traditional security
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management relies on a structured, mathematical risk analysis process. This workflow acts as
the key input for security policy development and follows a linear trajectory: identification of
vulnerabilities and threats, risk estimation (Risk = Vulnerabilities x Threats), cost-benefit
analysis, and risk treatment (avoid, transfer, mitigate, accept or increase).

However, treating risk as a purely calculable, static math equation is a fundamental error;
true security and crisis management must instead be understood through organisational
culture, simulation, and the human perception of threat environments [7, 13, 17]. This limitation
highlights a foundational critique in information systems research, which establishes that
mathematical risk analysis should not be treated as an objective engineering truth, but rather
as an interpretive feasibility tool to understand organisational dynamics and human constraints
[7, 42, 61].

As Siponen and Willison [47] demonstrate, mainstream information security management
standards suffer from deep-seated conceptual and practical problems. They present ambiguous,
overly rigid directives that treat risk as a static, calculable metric. They assume that human
behaviour, organisational culture, and technical infrastructure can be fully mapped into a
predictable equation, ignoring the emergent, unpredictable dynamics of Human Activity
Systems [36, 37].

This critical limitation is increasingly recognised by international regulatory bodies. The
legislative implementation of the NIS2 Directive has triggered a massive regional push for
structural auditing, yet it reveals deep disparities in organisational maturity and a systemic
struggle to translate top-down legal requirements into functional workplace capabilities
(ENISA, 2024) [23]. As documented in the ENISA Threat Landscape 2025 report [24], mapping
modern enterprise risk effectively demands a distinct departure from rigid, checklist-driven
compliance, advocating instead for a “threat-centric approach” and deeper “contextual analysis”.
Evaluating real-world cyber incidents across Europe establishes that threats cannot be treated
as isolated mathematical components; they are dynamic, variable phenomena that can only be
understood when evaluated against the unique operational and organisational context of the
target entity.

This operational disconnect is compounded by systemic flaws in how organisational
compliance is studied at an academic level. A comprehensive systematic literature review
conducted by Gerdin, Gronlund, and Kolkowska [26] reveals conceptual inconsistencies in
variable definitions and measurement items within Information Security Policy (ISP)
compliance research. The study highlights that mainstream security research routinely relies
on fragmented, poorly defined metrics that fail to capture the multi-dimensional reality of
human behaviour in the workplace. This lack of conceptual standardisation means that the
industry's baseline understandings of compliance and non-compliance are often built on
superficial indicators. It explains why organisations remain trapped in an illusion of
compliance: the metrics used to evaluate security adherence focus heavily on static, self-
reported checkboxes while completely ignoring the fluid, fast-paced work system dynamics
where actual security violations occur [42].

This omission of the human element is empirically validated by Ewoh, Vartiainen, and
Mantere [25]. In a comprehensive scoping review evaluating cybersecurity frameworks within
highly complex healthcare environments, the authors highlight a profound structural deficit:
prominent industry-standard frameworks (such as NIST, ISO/IEC, COBIT, and IT-CMF) fail to
tully satisfy the security requirements of a socio-technical system’s social dimension. By leaving

264



the social layer fundamentally incomplete, these standards encourage an engineering-focused
vacuum that separates a system's technical rules from its real-world human environment [25,
35, 36]. This critical deficit is further illuminated when evaluating state-sponsored hybrid
warfare, where traditional compliance benchmarks fail to anticipate multi-vector operational
disruptions, necessitating threat modelling to quantify and systematically mitigate elevated risk
vectors across digital governance infrastructure [53].

4. The Critical Failure Point: Data Classification and the Growth of
Dark Data

A foundational component of any Information Security Management System (ISMS) is data
classification. In theory, classification categorises information assets based on their sensitivity
and business value to ensure proportional protection. Traditional frameworks and modern
automated labelling tools typically enforce a rigid taxonomy ranging from highly restricted to
public tiers. To operationalise these schemas, organisations must maintain an exhaustive
inventory of data assets and assign explicit structural responsibilities for data ownership [7].

While straightforward in theory, data classification remains a profoundly overlooked
activity among security professionals. Organisations struggle with execution because standard
frameworks provide ambiguous, non-user-friendly methods for everyday context. This
operational stagnation occurs because traditional compliance frameworks treat data assets as
passive commodities to be catalogued in an administrative vacuum, ignoring the reality that
information value and sensitivity are continuously constructed through the daily actions and
routines of human operators [37]. This systemic deficit was highlighted a decade ago when the
Global Databerg Report revealed that a mere 48% of organisational information was actively
classified, leaving 52% as "dark data", unstructured information whose risk profile remains
completely invisible [55]. As Bergstrom, Karlsson, and Ahlfeldt [14] and Mumford [36]
emphasise, unclassified data creates operational chaos: employees are routinely denied access
to data required for daily tasks or, conversely, inadvertently inherit permissions to highly
sensitive assets.

In the contemporary computing landscape, this legacy governance failure has mutated into
an unprecedented socio-technical crisis. The structural inability to catalogue enterprise data has
directly fueled the rapid proliferation of unmanaged artificial intelligence tools. According to
the IBM Cost of a Data Breach Report 2025 [29], a staggering 63% of organisations lack any
formalised Al governance policies to track or restrict the explosive growth of "Shadow AI", the
unauthorised operational use of public Al tools by employees to fulfil daily duties. Furthermore,
97% of organisations experiencing an Al-related security incident actively lacked proper Al
access controls.

This macro-level vulnerability has fundamentally reoriented executive anxiety. Corporate
leaders' primary concerns have inverted from external adversarial capabilities to internal,
inadvertent data exposure [58]. The WEF data demonstrates that data leaks associated with
commercial generative Al use (34%) now heavily outweigh executive fears regarding advanced
offensive AI exploits (29%) [58]. This empirical shift validates the Human Activity Systems
paradigm: the dominant modern risk vector is not a malicious external code exploit, but the
fluid, daily routines of well-meaning human users pumping unclassified enterprise data into
public LLM models to maintain operational velocity [3, 10, 42]. This behavioural dynamic
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perfectly illustrates Mumford’s [36] critique of 'dangerous decisions, wherein executives
implement restrictive technical boundaries under the assumption that human workflows will
naturally conform to digital cages. A classic manifestation of this friction is observed when an
enterprise locks down file-sharing capabilities to protect IP; rather than ceasing collaboration,
well-meaning employees simply migrate corporate data to personal cloud systems or
unmanaged Shadow Al tools to bypass the administrative lag, creating an unmonitored risk
environment that completely breaks corporate perimeter vision. Confronting this shift requires
discarding traditional static filters in favour of threat-informed defensive models that map
emergent generative Al vulnerabilities and system behaviours into collaborative mitigation
frameworks [18, 31].

5. The Industrial Scale of Code Complexity and the Myth of
Patching

The traditional engineering calculation of risk assumes that vulnerabilities can be isolated and
comprehensively patched. However, a socio-technical analysis reveals that modern information
systems suffer from an industrial-scale accumulation of flaws driven by software complexity.
In the software development industry, code contains bugs, with averages ranging between 15
and 50 errors per 1,000 lines of code. This defect rate scales exponentially as technical artefacts
are embedded into cyber-physical infrastructure. For example, a modern commercial aeroplane
(like the Boeing 737) relies on millions of lines of code, while a consumer vehicle such as the
Ford F-150 truck contains an astonishing 150 million lines of code. Within such hyper-complex
systems, vulnerabilities are not anomalies; they are statistical inevitabilities. This exposure is
compounded as critical infrastructure environments become increasingly digitised and
interconnected, turning legacy systems into highly vulnerable attack surfaces that resist
traditional perimeter security controls [50].

This upward trajectory of systemic exposure is a permanent, structural reality of the
enterprise software landscape. Looking at continuous long-term tracking by the annual
BeyondTrust Microsoft Vulnerabilities Report series [15], total documented vulnerabilities
consistently hold near record highs, with critical flaws frequently doubling year-over-year. This
staggering volume creates an insurmountable "vulnerability debt" for organisations, weaponised
by a booming dark web marketplace where nearly 50 new Common Vulnerabilities and
Exposures (CVEs) are published daily.

The empirical reality of this debt is laid bare by Positive Technologies' [39] large-scale
automated network perimeter assessments across 3,514 corporate hosts. Their findings revealed
that high-risk vulnerabilities are present on the external network resources of 84% of
companies, and 50% of these flaws could be eliminated simply by installing software updates.
Yet, organisations globally fail to maintain basic patch currency, a failure driven by a severe
socio-technical paradox: deploying a patch requires taking critical systems offline, which
directly threatens system availability and disrupts legitimate human work [8, 9, 28].

The operational reality of this technical debt has reached a structural turning point. While
legacy data traditionally blamed human negligence or stolen passwords as the primary vector
for system intrusion, the Verizon 2026 Data Breach Investigations Report (DBIR) [56] reveals
that 31% of breaches now start by exploiting software vulnerabilities. Systemic software flaws
have officially surpassed stolen credentials as the leading initial entry point for threat actors.

266



The failure of this endless technical patching race highlights the need for a shift in strategy.
Telemetry indices reveal that “Elevation of Privilege” (EoP) remains the number 1 vulnerability
category, accounting for roughly 40% of all reported flaws [15]. Strikingly, the data proves that
simply removing local administrative rights from users successfully mitigates up to 75% of all
critical vulnerabilities [15]. This single procedural modification of user privileges delivers a
higher security return than hundreds of complex technical software patches, proving that the
solution to technical vulnerability accumulation lies within the social and organisational
domain [36, 37].

6. The Commercialisation of Vulnerabilities and Ontological
Reality of Risk

As organisations realise that technical patching cycles cannot keep pace with software
complexity, they are increasingly turning to crowdsourced human intelligence through Security
Bug Bounty Programs to identify these vulnerabilities before adversaries do. Platforms like
HackerOne connect organisations with a global ecosystem of over 830,000 registered security
researchers, converting external human capital into a critical defensive resource [60]. This
crowd-powered model has transformed threat discovery into a highly commercialised industry,
with hackers earning over USD 230 million on the platform [60]. Microsoft awarded USD 13.7
million in bounties over a single year, while Google paid out USD 3.1 million for Chrome
vulnerability reports. In response to rapid infrastructure changes, this human threat landscape
has accelerated: the HackerOne platform recorded a 210% increase in Al-specific vulnerability
reports in a single year [60], proving that human adversaries adapt to new technological
surfaces far faster than traditional defence models predict.

While the bug bounty economy highlights a highly sophisticated, financially motivated
ecosystem of human actors, traditional information security management defines a threat
broadly as a ‘'potential cause of an unwanted incident, neatly divided into Natural,
Environmental, or Human sources. A socio-technical lens reveals that modern security risks
possess ontological characteristics that resist these rigid, static engineering categorisations.
Confronting this hyper-complex ecosystem requires adopting critical systemic thinking as an
interpretive foundation, recognising that threat environments are not objective external
constants but are fluid phenomena continuously shaped by the shifting contexts and bounded
observations of the human actors investigating them [10, 13]. This structural uncertainty
manifests across several core socio-technical dimensions:

+  Uncertainty and Invisible Latency: Attacks are highly stealthy; full visibility is
frequently achieved only after an exploit chain has reached completion. This systemic
blindness is underscored by recent industry data showing that companies require an
average lifecycle of 245 days to identify and contain a single data breach [29].

+  Socio-Technical Complexity: Heterogeneous, geographically distributed
information systems allow remote adversaries to execute attacks from immense
distances, making definitive hacker attribution exceptionally difficult. Human
adversaries are inherently creative, bypassing technical perimeters through social
engineering and business-logic exploitation. The ENISA Threat Landscape 2025 [24]
report reveals that threat groups no longer operate in isolated silos; instead, diverse
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adversary collectives collaborate, reuse malicious tools, and introduce hybrid,
convergent attack models. This evolution underscores a broader shift where cyber
exploits are no longer mere localised technical breaches but are actively deployed as
strategic instruments of modern conflict targeting vital civilian infrastructure to
achieve macro-political objectives [2].

+  Unpredictability and Reactive Defences: Traditional security technologies, such as
signature-based antivirus software, firewalls, and basic intrusion detection systems
(IDS), are inherently reactive, engineered to detect only known attack vectors.
Consequently, they offer minimal protection against zero-day exploits or novel threat
mutations. Threat actors leverage generative Al to bolster 15 distinct attack techniques
[56]. Furthermore, the threat landscape shifts across organisational surfaces: the 2026
Verizon report captures an aggressive expansion into mobile spaces, revealing that
mobile devices suffer from a 40% higher phishing click rate than traditional email
communication [56]. This rapid exploitation of mobile channels relies on highly agile
adversarial patterns, where cybercriminals deliberately bypass detection by purchasing
short-lived, newly registered domains that impersonate trusted brands to host
malicious infrastructure, surviving for an average of only 8.6 days before abandonment
[4]. This constant cat-and-mouse dynamic proves that security risks are socio-technical
anomalies that cannot be engineered out of existence via static tools. As Mumford [36]
asserts, treating volatile risk environments as static data-processing problems ensures
defences remain purely reactive. True security choices are inherently socio-technical
decisions; if a tool diminishes an operator's capability to react fluidly to customer or
operational demand, the social system will naturally subvert the defence model to
stabilise its immediate environment [35, 36, 45].

This mutation of threat surfaces underscores how the integration of machine learning-based
artificial intelligence fundamentally introduces parallel channels of vulnerability, complicating
system defences across malware and phishing detection vectors [21]. The WEF Global
Cybersecurity Outlook 2026 survey [58] corroborates this reality, revealing that 87% of global
cybersecurity and business leaders identify Al-related vulnerabilities as the fastest-growing
cyber risk facing modern enterprises. Threats operate within a socio-technical ecosystem where
the line between defensive security researchers and malicious actors is mediated by financial
incentives, market economics, and organisational accessibility. This means that technology
itself possesses a limited scope when countering complex behaviours like cyber-enabled
industrial espionage and insider threats, which can only be mitigated by bridging the design of
security solutions with the active integration of an organisational culture [44]. Ultimately,
confronting this hyper-complex reality requires moving away from reductionist engineering
templates toward holistic problem-solving models that recognise technical risk choices as
inherently dangerous organisational decisions affecting human systems [36, 37].

7. Empirical Evidence of the Governance and Policy-Practice
Disconnect

The theoretical misfits of the hard systems paradigm and the structural friction of traditional
risk models are reflected in enterprise governance data. Historically, the Cyber Security
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Breaches Survey 2021 [54] exposed a profound failure to operationalise socio-technical risk
management, noting that only 34% of UK businesses carried out formal risk assessments, and a
mere 33% maintained documented cybersecurity policies [54]. Furthermore, responsibility was
highly fractured and de-professionalised: in micro and small businesses, security was typically
assumed by general business owners (16%) or directors outside of IT (29%), with just 10%
employing a dedicated IT professional in a security role.

Contemporary empirical telemetry reveals that this policy-to-practice disconnect remains
stalled. According to the official Cyber Security Breaches Survey 2026, despite years of
escalating technical threats, only 25% of UK businesses and 19% of charities maintain a formal,
documented incident response plan [51]. This governance stagnation (e.g., only 25% having
incident plans) is precisely why organisations are entirely unequipped to handle the swift
adoption of emergent technologies like Shadow Al The massive gap between casual assignment
and structured, documented processes remains unchanged year-on-year, illustrating that
companies treat incident readiness as an ad hoc, reactive human burden rather than a core
system capability [7]. This stagnation occurs because traditional enterprise training models
separate manual exercise compilation from dynamic threat developments, highlighting a
requirement to integrate automated threat forecasting directly into the cybersecurity exercise
generation lifecycle [59]. This structural stagnation directly contradicts the strategic
requirements of modern risk environments, where true resilience demands an 'incident-centred'
security model that balances technical prevention with formalised organisational response
capabilities [8]. This governance failure is compounded by acute supply-chain blindness: just
15% of UK businesses review the cybersecurity risks posed by their immediate suppliers, a
metric that drops to 12% among micro-businesses.

This localised structural exclusion is thoroughly detailed in empirical research. Sadok, Alter,
and Bednar [42] conducted a firm-level study across 39 UK firms, analysing 187 employees
handling sensitive data. Their findings revealed that front-line operational staff are rarely
involved in security risk assessments or policy development. This deliberate exclusion reduces
policy legitimacy, causing employees to view corporate security as a detached, “illusory activity”
that is unaligned with their actual workplace realities [35, 36, 42, 62].

This baseline disconnect cannot be addressed with a generic, one-size-fits-all framework, as
doing so fuels a dangerous macroeconomic condition that the WEF Global Cybersecurity
Outlook 2026 defines as "cyber inequity" [58]. The report warns of a rapidly widening capability
gap separating highly resilient, heavily resourced global organisations from smaller,
underfunded enterprises that lack structural cybersecurity maturity. While 64% of mature
organisations successfully scale their security postures to assess Al tools before deployment,
smaller entities remain left behind. This macroeconomic imbalance reinforces Renaud’s [40]
assertion that smaller businesses find mainstream, rigid security advice unworkable. Because
standard security guidelines are heavily optimised for large enterprises with mature IT budgets,
small business owners find the advice overly technical, complex, and resource-heavy.
Consequently, they reject formal frameworks and absorb the security function into non-
technical roles, generating deep procedural vulnerabilities that trigger an inevitable behavioural
backlash. This vulnerability is heavily exacerbated by regional isolation; large-scale cross-
border data proves that localised, bilateral security formats are structurally outpaced by modern
threat surfaces [34].
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8. Discussion: The lllusion of Compliance and the Behavioural
Backlash

The mere existence of a security policy does not guarantee its effective implementation or its
relevance from an operational perspective. Writing a policy on paper satisfies a compliance
checkbox, but it frequently introduces friction within real-world human activity systems. When
organisations rely on top-down, hard-systems engineering to impose rigid security controls,
they disrupt daily human workflows. Rather than securing the organisation, this systemic
mismatch triggers a behavioural backlash where users intentionally bypass policies to maintain
operational efficiency.

When security architecture fails to match the real-world velocity of business transactions,
employees prioritise productivity over compliance. A field study captured this from an
organisational perspective [31]:

"The new access rules mean that we have to wait for approvals through the chain of command.
Unfortunately, when one is with a client, they have to take decisions instantaneously. In such
instances, we simply do not use the system.... now I know that this can have possible security and
compliance ramifications, but at the same time I have a job to do and services to render."

This conflict between rigid technical protocols and urgent real-world duties manifests
acutely in high-stakes environments [36, 37]. This tension has been documented in clinical
settings, demonstrating that when technical access controls block a practitioner from treating
an acute patient, the human actor will subvert security boundaries to preserve human life [32].
This operational friction is equally pronounced in frontline public safety domains, where
enforcing rigid, non-contextual security controls during high-velocity field tasks, such as digital
device triage, forces personnel to bypass technical protocols to achieve immediate operational
outcomes, proving that ignoring usability principles directly compromises security integrity
[57].

Henshaw and Mhajne (2025) [27] observe that top-down security architectures introduce
institutional discipline that prompts employee resistance and subversion in online spaces. This
operational friction triggers a classic socio-technical paradox where the security menace itself
actively creates insecurity; when technical controls block an operator's primary job function,
the human activity system generates adaptive workarounds to preserve productivity [6]. This
proves that security models designed solely to police behaviour rather than support operational
workflows trigger non-malicious compliance failures. When technical controls block an
operator's primary job function, the human activity system generates adaptive workarounds,
proving that security models designed solely to police behaviour rather than support
operational workflows trigger non-malicious compliance failures. This compliance failure is
heavily mediated by the level of psychological safety within work teams; when punitive
controls eliminate the safety required to admit operational friction or technical limitations, well-
meaning employees choose to obscure their routines, deploying unmanaged workarounds in an
environment of hidden risk rather than engaging in open learning behaviours [22]. This tension
is exacerbated by the broader datafication of the contemporary workplace, where invasive Al-
driven monitoring and data collection fuel deep-seated privacy concerns and work-life conflict
among personnel, directly undermining employee engagement and structural organisational [4,
52, 54].
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This resistance is driven by a documented psychological threshold in policy legitimacy;
empirical data confirms that while heightened threat awareness increases an individual’s desire
for structural security, the enforcement of overly intrusive or rigid policies actively erodes user
support and destroys compliance motivations [6, 31, 48]. This widespread rejection of generic
compliance programs points to a structural flaw in traditional education models: the
information security domain routinely treats the workforce as a homogeneous entity. Security
awareness methods are often applied without considering the specific psychological traits of
the targeted audience.

This instructional failure is compounded by the core limitation of corporate knowledge
transfer frameworks, which routinely mistake simple information delivery for authentic human
understanding, failing to recognise that managing volatile threat environments requires
complex methods of inquiry rather than standardised, top-down instruction [11, 12]. By
returning to Nissen’s (2012) [37] ontological critique, we can see that this failure occurs because
static compliance policies treat security as a rigid 'noun’, a frozen set of rules to be distributed
and checked off. In doing so, they fail to protect a dynamic workplace where actual risk is an
evolving, fast-paced 'verb' executed during daily operations. When an organisation forces a
'noun-based' compliance template onto ‘verb-based’ human activity, it creates an operational
vacuum. Well-meaning employees are left with no choice but to deploy volitional workarounds
[3, 6], transforming security from a protective shield into an administrative barrier that must
be bypassed to keep the business running.

This instructional failure is compounded by the core limitation of corporate knowledge
transfer frameworks, which routinely rely on conceptually inconsistent theories that mistake
simple information delivery for authentic human understanding. To bridge this user-designer
gap, modern information security management must incorporate individual behavioural and
cognitive differences into system defence. It is possible to address this deficit by systematically
mapping distinct personality types using the DISC model, adapting to specific learning styles
and social engineering vulnerabilities [16]. Findings demonstrate that a uniform training
approach is structurally non-viable [16]; instead, optimal information security awareness
requires matching an individual's dominant psychological profile (dominant, influencing,
steady, or compliant) with tailored delivery methods and message framing. By aligning training
with the diverse learning preferences and psychological baselines of the workforce,
organisations can transition away from coercive mandates toward a participatory learning
architecture where secure behaviours are sustainable.

The structural cost of this paradigm failure is laid bare by contemporary national statistics.
The Cyber Security Breaches Survey 2026 reveals that 43% of UK businesses experienced an
active cyber breach or attack over the prior 12 months (DSIT, 2026) [51]. Furthermore,
ransomware is now involved in 48% of all analysed global data breaches [56]. Following a
security incident, the vast majority of organisations (61%) react by introducing even more
restrictive internal policies or generic awareness training [9, 51]. However, empirical evaluation
confirms that standard, passive Security Education, Training, and Awareness (SETA) solutions
remain fundamentally ineffective at altering long-term human risk baselines, highlighting a
critical requirement for a shift toward interactive, experiential learning modalities [41]. Real
professional as well as organisational learning is a continuous sense-making process [19]. By
shifting security training from a passive compliance broadcast into an open arena for collective
reflection, organisations allow users to explicitly negotiate the boundaries between technical
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rules and operational demands. This converts security from an externalised technical overlay
into an intrinsic, shared understanding of work system resilience. This counterproductive
practice represents a classic failure of 'single-loop learning,' where an enterprise attempts to fix
an anomaly by amplifying the exact defensive rules that caused the friction in the first place,
rather than engaging in 'double-loop learning' to fundamentally interrogate the underlying
assumptions of their security design [5, 10].

Contemporary risk management maintains an excessive focus on data system security while
ignoring the operational organisational context [43]. Ineffective operational and
communication design does not stop human work [25]; instead, it strips front-line staff of their
ability to maintain agile workflows, rendering the organisation fragile to threat exploits.
Because these educational and technical measures remain detached from the contextual
pressures of daily employee workloads, they result in operational friction rather than genuine
security, failing to halt the cycle of human-related security incidents.

9. Conclusion: Putting It All Together via a Holistic Socio-
Technical Approach

To resolve the compounding crises of dark data, shadow Al, unworkable security policies, and
human workarounds, the cybersecurity domain must move away from its narrow, technology-
centred view. An exclusive emphasis on technical infrastructure introduces fundamental flaws
into both the design and implementation of protective solutions. Security procedures imposed
through a strictly top-down lens are not only highly vulnerable to systemic misuse, but they
actively operate as structural barriers to legitimate daily work.

To mitigate these non-malicious compliance failures, organisations must target the
underlying "it is not my job" mindset [42]. Security can no longer be handled as a detached,
external administrative mandate; it must become a co-designed, participatory, and embedded
workplace value that recognises the reciprocal relationships between human actors and
technical components.

Bridging this communications and sense-making gap requires a holistic, socio-technical
approach to information security management organised around three fundamental operational
pillars:

+  Participatory Co-Design over Top-Down Dictates: Front-line professionals
possessing rich operational knowledge must be integrated directly into risk analysis
and policy formulation [46]. This collaborative approach operationalises a 'Safety-II'
philosophy, transforming security controls from restrictive policies designed to
constrain employees into adaptive mechanisms that support everyday legitimate work
[28]. Security policies co-authored with the users who execute them ensure controls
support, rather than sabotage, daily business productivity. This inclusive methodology
operationalises Cherns’ [20, 35, 36] design principles, which dictate that those who
populate and execute a system must be the central actors in its organic architectural
formulation. This co-design phase explicitly targets two critical areas: technical security
requirements and human job satisfaction [36]. If front-line operators are empowered to
actively co-author security exceptions and protocol pathways, the technical rules
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become extensions of their workflow rather than external barriers, eliminating the very
operational friction that triggers the deployment of unmanaged workarounds

+ Dialogue and Collective Reflection: Security training must evolve from a passive
checklist exercise into an active engagement space. Engaging users through small-
group workshops focused on local dialogue, peer participation, and collective reflection
improves real-world security behaviours far more effectively than expert-led, passive
awareness campaigns [1]. To operationalise this conversational layer, organisations
must intentionally cultivate a team climate of psychological safety, ensuring that front-
line workers feel secure taking interpersonal risks, voicing systemic vulnerabilities, and
participating in collective reflection without fear of administrative penalties [10, 22, 35].
This requires actively facilitating constructive dialogue to unlock hidden operational
competencies and dismantling organisational defence mechanisms that traditionally
isolate technical design from human realities [10]. This shift can be operationalised by
abandoning flat text templates in favour of immersive, multiuser simulations and
virtual environments that force active human coping and collaborative threat
mitigation [41].

+  Contextual Analysis and Organisational Resilience: All protective measures must
be explicitly tied to local operational context and business needs [3]. Organisations
must transition away from purely preventative, artefact-heavy paradigms toward an
incident-centred security strategy that prioritises cross-functional response readiness
alongside technical defences [8]. Industry data confirms that while technical
automation can yield up to USD 1.9 million in data breach cost savings, these
technologies are only optimised when anchored by broader organisational resilience
[29]. This requires regular cross-functional crisis simulations and the continuous
human testing of incident response plans.

Ultimately, genuine security cannot be achieved by enforcing compliance with sterile, off-the-
shelf templates. Only by designing security systems with and for the human activity systems
they protect can modern enterprises eliminate the friction that drives unmanaged workarounds
like Shadow Al achieving a sustainable, resilient, and authentic security posture.
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