
AI for Resilient Health Systems: An Information
Infrastructure Perspective⋆

Paolo Spagnoletti1, Aysel Alizada1*, Francesco Nesta2

1Department of Business and Management, LUISS Guido Carli University, Rome, Italy
2Department of Computer, Control, and Management Engineering Antonio Ruberti (DIAG),
Sapienza University, Rome, Italy

Abstract
National health systems increasingly rely on digital infrastructures to ensure
continuity of care, support public health decisions, and coordinate clinical
activities across organisational boundaries. As artificial intelligence becomes
embedded in these infrastructures, resilience can no longer be understood solely
as the outcome of human work. Rather, AI introduces new resilience capacities
while simultaneously creating novel governance, interoperability, and regulatory
challenges. This paper asks: How does AI reshape resilience in national health
information infrastructures? Drawing on the information infrastructure literature,
we conceptualise resilience as a multi-level capacity of the health system,
generated in part through the evolution of its digital infrastructures, at three
complementary levels: (1) epidemiological resilience through population-level
analytics, (2) operational resilience through interoperability and continuity of
information flows, and (3) clinical resilience through AI-assisted decision support
for healthcare professionals during clinical care.
We investigate these dynamics through an interpretive case study of the evolution
of Italy’s national electronic health record (Fascicolo Sanitario Elettronico, FSE 2.0)
and Health Data Ecosystem (Ecosistema Dati Sanitari, EDS) between 2022 and
2026. The study follows two distinct regulatory trajectories of artificial intelligence:
the first, proposed in the 2022 EDS scheme, was not permitted within that legal
and architectural context and was subsequently removed from the 2024 decree
following the opinion of the Italian Data Protection Authority; the second is
represented by MIA, a clinician-focused AI assistant designed to support Italian
general practitioners and other healthcare professionals, which aligns with the
subsequent legislative framework that provides specific safeguards and
implementing measures. Rather than treating these episodes as isolated
implementation successes or failures, we analyse how they reveal the institutional,
technical, and organisational conditions under which AI successfully supports, or
is actively constrained from supporting, the resilience of national health systems.
The paper contributes to information infrastructure research by extending existing
accounts of resilience beyond human practices and by demonstrating that
resilience increasingly depends on the governance of AI capabilities embedded in
evolving digital infrastructures. In practice, the study offers design implications for
implementing the European Health Data Space and for other national initiatives
seeking to integrate AI into large-scale health information infrastructures.
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1. Introduction
Safety has traditionally been defined as a condition in which nothing goes wrong. Since it is
impossible to guarantee that nothing will ever go wrong, safety is often described as a condition
in which the number of adverse events remains acceptably low, although the term 'acceptably'
is itself ambiguous. The term ‘resilience’ was introduced to represent a new perspective on
safety and was rapidly recognised as a valuable complement to established approaches in both
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industrial and patient safety. Scholars and practitioners in industry and academia acknowledged
that resilience offered a structured framework for addressing challenges related to complexity,
interconnectedness, ‘system of systems’, and ultra-high reliability environments. Over time, it
has become recognised that resilience extends beyond only managing threats and disturbances
or addressing situations where failures may occur. Currently, resilience is more broadly defined
as a system’s intrinsic capacity to adjust its functioning before, during, or after changes and
disturbances, thereby sustaining essential operations under both expected and unexpected
conditions. This perspective highlights not only the capacity to maintain operations, rather than
solely react to and recover from disruptions, but also the continuous capacity to adapt to
changing conditions and, where possible, sustain and improve system performance [53].
This conceptualisation of resilience raises an important question about how systems operate
and adapt over time. In information systems research, this issue has traditionally been addressed
through the concept of maintenance, which is understood as an ongoing activity involving the
correction, adaptation, and improvement of operating systems. Building on Swanson’s
differentiation among corrective, adaptive, and perfective maintenance [98], Edwards [51]
expanded the scope from software maintenance to systems maintenance, defining it as
modifications to system elements necessary to eliminate faults, adapt to changes within the
system or its components, or enhance performance. Additionally, Edwards distinguishes
between reactive maintenance, which addresses identified changes, and proactive maintenance,
which involves monitoring changes and assessing their effects across system elements [51].
This distinction matters for resilience, as a system’s ability to adjust its functioning depends not
only on its capacity to recover after disruptions but also on its ability to detect and accommodate
changes before they compromise essential operations.
Introducing IS in healthcare is complex because healthcare providers (with diverse professional
roles, training, and experience), patients (with diverse conditions, personal characteristics, and
medical trajectories), and medical treatments (with diverse procedures and approaches) have
different needs. A system that works well in one setting may fail in another or require different
reorganisations [61]. National health information infrastructures play a key role in making
healthcare more connected and efficient. The national health information infrastructure is
defined as a set of technologies, standards, applications, systems, values, and laws that support
all facets of individual health, health care, and public health [48]. It includes an information
network that allows data to flow in three areas: (1) personal health, to help people manage their
own wellness and health care choices; (2) health care providers, to give them access to complete
and accurate patient information at any time and to tools that help with clinical decisions; and
(3) public health, to handle and monitor public health issues and health education programs
[48]. Electronic health records (EHRs) are a central component of this infrastructure, as they
collect and make available patients’ health data over time and across different care settings [49,
50]. Together with other technical components and governance arrangements, EHRs help
develop a national health information infrastructure that improves the effectiveness and
efficiency of healthcare delivery [49]. National health information infrastructures should
therefore be understood as evolving sociotechnical arrangements rather than finalised
technological systems.
Artificial intelligence adds additional complexity, as AI components are integrated into existing
infrastructures rather than functioning independently. These components rely on data,
standards, interfaces, organisational processes, professional practices, and regulatory
frameworks. As a result, implementing AI can change both the AI component and the broader
infrastructure.
The Italian electronic health record (Fascicolo Sanitario Elettronico, FSE 2.0) and the new
national data platform (Ecosistema Dati Sanitari, EDS) were both designed to include automatic
data analysis features. Two distinct regulatory encounters with AI characterise the evolution of
Italy’s national health information infrastructure. First case: the 2022 draft scheme for the EDS
decree proposed automatically processing FSE data for the entire population and explicitly
relied on artificial intelligence systems [3, 35]. The national data protection authority (Garante)
issued a negative opinion on 22 August 2022 [35], noting that the scheme failed to regulate the
conditions for lawful processing and did not specify the security measures required to mitigate
risks of re-identification, profiling, and automated decisions affecting individuals. The
authority's favourable opinion of 26 September 2024 pertained to a substantially revised EDS,
in which it declared the automatic processing of FSE 2.0 data inadmissible and removed all
references to AI systems from the immediate deployment mandate [3, 30, 4]. The use of AI
within the EDS was not prohibited but postponed to a subsequent regulatory reform that would
specify purposes, legal bases, controllership roles, data subjects' rights, and adequate technical
and organisational measures, in accordance with the GDPR, the AI Act, and European guidance333



on the automated processing of health data. Second case: in January 2026, MIA (“Medicina e
Intelligenza Artificiale”), a clinician-focused AI assistant developed by AGENAS, the National
Agency for Regional Health Services, launched a twelve-month national pilot involving 1,500
general practitioners. The platform provides optional, guideline-based clinical support, with one
clear restriction: during the pilot phase, it does not access patients' personal data [6, 33, 97]. Its
design follows the framework established by Articles 7 to 10 of Law 132/2025. According to
Article 7, artificial intelligence in healthcare may be used only to support prevention, diagnosis,
care, and therapeutic decision-making; the physician remains responsible for the final decision,
and the patient must be informed of its use. Articles 8 and 9 regulate the processing of health
data for research, experimentation, and secondary purposes. Furthermore, Article 12-bis,
introduced into Decree-Law 179/2012 by Article 10, establishes the AGENAS platform, with
data types, operations, and technical and organisational measures to be determined following
consultation with the Ministry of Health, the Garante, and the National Cybersecurity Agency
[39, 97]. This platform is being deployed in three phases: analysis and design; testing of the
primary care role by designated physicians; and long-term platform management and
maintenance [5].
Beyond these two specific initiatives lies a broader, equally critical dimension of resilience:
operational continuity. National health information infrastructures depend not only on
population-level analytics and AI-assisted clinical decision-making, but also on the continuity
and interoperability of information flows across regional healthcare organisations. In Italy,
where healthcare is organised at the regional level, the FSE relies on a heterogeneous installed
base that varies in digital maturity, organisational practices, and adoption patterns. Resilience
therefore depends not only on whether AI can support population-level analytics or clinical
decision-making, but also on whether the wider infrastructure can sustain and adapt the
information flows on which healthcare operations depend.
Against this background, this research-in-progress paper asks: how does AI reshape resilience
in national health information infrastructures? To address this question, the study combines an
interpretive, longitudinal single-case study of the evolution of Italy’s FSE 2.0/EDS from 2022 to
2026 [40, 41, 42] with the problematisation strategy proposed by Alvesson and Sandberg [47].
This question guides the analysis of resilience in three connected ways: epidemiological
resilience through population-level analytics; operational resilience through interoperability
and continuity of information flows across regions; and clinical resilience through AI-assisted
decision support for healthcare professionals during clinical care. The non-admitted analytics
layer and the conditional admission of MIA offer two real-world examples for studying
epidemiological and clinical resilience. Operational resilience is studied by examining how well
healthcare systems share information and collaborate across regions.
This research is timely because Regulation (EU) 2025/327 on the European Health Data Space
(EHDS) requires all Member States to enable the secondary use of electronic health data, with
key provisions applying from March 2029 [7, 8]. The EHDS also arrives alongside the NIS2
Directive, the AI Act, and the Cyber Resilience Act, so the admission of AI into health
infrastructures is increasingly shaped by a convergent regulatory architecture rather than by
data-protection law alone [78, 79, 80]. The Italian case therefore offers an opportunity to
examine the organisational and governance challenges that other national health information
infrastructures are likely to face as AI components become progressively integrated into health
data ecosystems. The study aims to contribute both theoretically and practically. Theoretically,
it examines how AI reshapes resilience across epidemiological, operational, and clinical levels
within national health information infrastructures. In practice, it seeks to derive design
implications for implementing AI-enabled health information infrastructures within the
emerging European regulatory framework.
The paper is structured as follows. Section 2 provides the theoretical background, examining
information infrastructures and resilience, the role of the installed base, standardisation,
generativity in sustaining resilience, and the implications of delegating aspects of infrastructure
maintenance to artificial intelligence. Section 3 outlines the research design and methodology.
Section 4 presents a case study of Italy's FSE 2.0 and EDS, detailing infrastructure functionality,
the integration of AI components, regulatory convergence influencing compliance, operational
challenges highlighted by a significant cyber incident, the progression from design to non-
admission and conditional enablement, a comparative analysis of the MIA platform, and the
conditional pathway for AI-enabled secondary use under the EHDS. Section 5 discusses the
study's theoretical and practical contributions, and Section 6 concludes.
.
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2. Theoretical background
2.1.  Information infrastructure and resilience
Previous studies have examined electronic health record systems as information infrastructures,
showing how they evolve through installed bases, standardisation efforts, local adaptations, and
distributed forms of governance [1, 9, 10, 2]. These studies have helped explain how national
health infrastructures remain resilient despite heterogeneity and fragmentation. Within this
literature, information infrastructure has three main dimensions: an installed base of users and
practices [11], standards that enable interoperability [12], and generativity, which allows users
to adapt the system locally [13]. The first two dimensions help an infrastructure last and stay
stable, while the third supports innovation and new uses [14].
Hanseth and Lyytinen proposed a design theory to explain the complex evolution of
Information Infrastructures (IIs). These are shared, open, heterogeneous, and evolving socio-
technical systems built on Information Technology (IT) capabilities. This definition highlights
both the structural and emergent properties that make IIs different from their individual parts
(see Table 1). There are four main emergent properties: Shared, meaning an II is used by many
different communities in ways the original designers did not expect. Open, which means there
are no fixed boundaries, so new components, users, and designers can join at any time. Because
of this, designs must assume that form, content, and access will always stay open. Heterogeneous
— as IIs become more diverse over time, not just in technical parts but also in the types of people
and groups involved, such as user communities, operators, standardisation and governance
bodies, and design teams. Evolving — since IIs are open, they keep changing and never reach a
final state. They are not built from scratch and do not end; instead, they grow through ongoing
experimentation and by involving new communities, changing gradually rather than all at once
[60].
Distributed control is typically the most effective approach to managing changes in information
infrastructures (IIs), since a single authority cannot direct their evolution solely from the top
down. Instead, it depends on the existing system, requiring each new component to integrate
with established infrastructures, capabilities, learning processes, and shared conceptual
frameworks [60].

Property Application Platform Information infrastructure
1) Emergent
Shared Yes — locally,

through specified
functions

Yes — across the user
communities involved
and a set of IT
capabilities

Yes — universally, across
multiple IT capabilities [1, 67]

Open No — closed by user
group and
functionality

Partially — depends on
design choices and
managerial policies

Yes — universally, allowing
unlimited connections to new
user communities and IT
capabilities [68, 69, 70]

Heterogeneous Partly, mainly through
the social groups
involved

Partly — mainly via
social groups, but also
technical connections

Yes — increasingly
heterogeneous both
technically and socially [59,
66, 71, 72]

Evolving Yes, but bounded by
time horizon and user
community; linear
growth; evolution
bounded and context-
free

Yes, but limited by
architectural choices
and functional closure;
mostly linear growth;
path-dependent
evolution

Yes — unlimited by time or
user community [1, 70, 73];
both linear and nonlinear
growth [66]; path-dependent
evolution [1, 59, 67]

2) Structural
Organising
principle

Direct composition of
IT capabilities within
one homogeneous
platform

Direct composition of a
set of horizontal IT
capabilities within a set
of homogeneous
platforms

Recursive composition of IT
capabilities, platforms and
infrastructures over time [1,
59]

Control Centralised Centralised Distributed and dynamically
negotiated [68]; can rely only
on basic organising principles
(standards) and installed-base
inertia [1, 59]
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Table 1: Applications, platforms and information infrastructures. 1

Hanseth and Lyytinen’s design theory explains the structural properties [60]. Technically, an II
is made up of other infrastructures, platforms, applications, and IT capabilities in a repeating
pattern; socially, it also repeats, serving as both the result and the basis of design action. Control
is shared and happens in stages, through negotiation and agreements that decide which groups
manage which parts, what is connected, and who can access it [60].
This paper draws on resilience engineering, in particular the work of Hollnagel and his
colleagues, who applied the concept to health care. They argued that adverse events often result
from a combination of conditions, not just failures of single parts or human error. They also
argued that failures are simply the opposite side of successes, so there is no need to look for
special failure mechanisms. To build resilience in health care, we need to study how health
systems actually work, rather than focusing only on how they fail [53]. From this perspective,
resilience is based on four key abilities: responding to events, monitoring ongoing situations,
learning from past experiences, and anticipating potential developments [99].
Health system resilience is the ability to prepare for and respond to crises, maintain essential
functions during emergencies, and adapt based on lessons learned. Building resilience depends
on the situation and is a continuous process. It involves assessing system strengths and
weaknesses in advance, investing in vulnerable areas before a crisis, reinforcing the system
during emergencies, and reviewing performance afterwards. For instance, how quickly a system
recovers from a crisis is an important sign of success [52]. Recovery represents only one of
several meanings that the term resilience has acquired. Woods identifies four concepts for
resilience in the literature: resilience as rebound, defined as the return to previous functioning
after a disruption; as robustness — the ability to absorb a known range of disturbances; as
graceful extensibility — the capacity to stretch when unexpected events challenge a system's
boundaries, which contrasts with brittleness; and as sustained adaptability — the ability of
layered networks to continue adapting to future surprises as conditions evolve [100]. Woods
contends that the first two concepts offer limited value. Rebound focuses on reactive phases,
and recovery depends on pre-existing capacities before a surprise occurs. Robustness applies
only to well-modelled disturbances, and expanding a system's ability to handle certain
perturbations can increase its vulnerability to others. Two additional points are directly relevant
to this analysis. First, organisations may inadvertently undermine their own sources of
resilience by overlooking how individuals compensate for adaptive shortfalls, a risk that
emerges when such responsibilities are delegated to AI. Second, sustained adaptability relies on
governance that functions across layered networks over extended time scales, aligning with the
layered and distributed nature of information infrastructures. Accordingly, this study
understands resilience in the senses of graceful extensibility and sustained adaptability, rather
than as rebound or robustness [100]. In national health information infrastructures, AI
components built on standardised data encounter an installed base characterised by regional
variation that is difficult to model. The central question is therefore not only how quickly the
system recovers, but whether it maintains the capacity to stretch when variation exceeds its
components' design parameters.
From an information-infrastructure perspective, much of this capacity depends on the health
system's digital systems. Drawing on information infrastructure research, this study
conceptualises resilience as a multi-level capacity of the health system, shaped in part by how
its digital systems evolve [52, 53]. It distinguishes three levels: (1) epidemiological resilience,
through population-level analytics; (2) operational resilience, through interoperability and
continuity of information flows across regions; and (3) clinical resilience, through AI-assisted
decision support for healthcare professionals during clinical care. These levels focus on what
the health system can do, not only on the features of its technology. Together, these accounts
complement each other: the four abilities and the concepts of graceful extensibility and
sustained adaptability define resilience as a capacity, while the three levels indicate where
within the health system this capacity is generated and observed. Section 3 examines the
research questions at these levels.

2.2. Resilience through the installed base
Monteiro and Hanseth describe II as an open, shared, evolving, standardised, and heterogeneous
installed base [14]. A key idea in this literature is that information infrastructures are never
designed from scratch: they develop through the evolution of an installed base [2]. The installed

1 Adapted from Hanseth and Lyytinen [60]. 336



base, or “what is already there”, covers current work practices, tools, the division of labour, and
legal and professional rules; it both helps and limits how infrastructures can change [2, 15].
Infrastructure does not grow de novo; it wrestles with the “inertia of the installed base” and
inherits its strengths and limitations [1]. Infrastructures change gradually rather than all at once
[16], which helps explain why parts of a national infrastructure can develop at different rates
across regions. Because of this, the literature recommends shifting from a top-down control
approach and instead focusing on cultivating the installed base [2]. A cultivation approach
recognises the installed base and aims to make changes incrementally. Growth happens
naturally in a changing environment through repeated changes, as infrastructure adapts to,
changes, or includes parts of that environment [59]. A cultivation strategy has the following
features: a) process-orientation means working step by step with technology and established
practices, making gradual changes to the infrastructure over time; b) user mobilisation refers to
how control is shared in a cultivation strategy; c) learning is about the choices made during the
cultivation process. Cultivation is a learning-based strategy in which designers decide which
parts work well and which do not [61]. The installed base includes the politics, standards,
ontologies, timing, and ways people interact within the infrastructure [17]. Infrastructure
stability relies on the decentralised actions of its base, which reveal how social and
technological components connect over time and across places [16, 1, 18].
From a resilience perspective, the installed base serves a dual role: its established arrangements
provide continuity, while its interdependencies and path dependencies can constrain
adaptation. Inertia should not be equated with resilience. Instead, resilience refers to the
installed base’s capacity to accommodate change while maintaining essential infrastructural
functions. Heterogeneity, local adaptations, and decentralised arrangements may facilitate
incremental adaptation, while increasing interdependencies can create lock-in effects that
hinder future change. Cultivation may therefore support resilience by enabling incremental
changes to the installed base, preserving operational continuity, and reducing the risk that
accumulated dependencies become rigid forms of lock-in.
Large infrastructure systems show that managing them involves more than just centralised,
top-down control. Unlike 'systems,' which are usually part of an organisation, infrastructure is
a shared resource for a wider community. As a result, they cannot be designed or managed like
isolated information systems. This requirement limits how new elements can be designed,
which means the existing infrastructure, or installed base, strongly affects how the
infrastructure will develop in the future [74, 75]. Hanseth and Braa describe the shift from a
system to an emergent infrastructure as a four-step process. First, the application takes on an
infrastructural role simply because of its scale. This includes the solution's size, the variety of
units and functions it supports, and the number of users, managers, and developers involved.
Second, the idea of a single universal system often fails. When organisations validate and
implement the system, they usually customise it to fit local needs. This process turns the
original application into different versions for each unit, resulting in many overlapping and
connected applications that together form a complex and heterogeneous infrastructure. Third,
this web connects to the main corporate infrastructure, and, through this connection, links to
the Internet. Finally, over time, the installation becomes increasingly connected to nearby
installations, so the parts can only develop together [15].
Unlike other design theories and methods that “design from scratch”, Hanseth and Lyytinen’s
design theory focuses on the installed base: II development involves building a self-reinforcing
installed base by using existing ones and avoiding the risks that come with them [60].

2.3. Resilience through standardisation
Experts agree that as standards and standardisation become more complex, old models no
longer fit today’s challenges. Because the world is changing rapidly, standards must be more
flexible to adapt [19]. Hanseth discusses two kinds of flexibility — use and change flexibility —
and argues that standards need both [14]. A standard's total flexibility is the sum of these two.
Use flexibility means being able to apply a standard in several different environments, or for
several different purposes. The "need to know" principle, which focuses on gathering only
essential information rather than "nice to know" information, shows how use flexibility can
help to get the most information from the least data. Change flexibility comes from the classic
principle of modularisation: instead of creating one complex standard for everything, it is better
to create several small, simple standards and set up clear interfaces, or gateways, between them
[19].
This stable situation is only part of what researchers have found. Monteiro and Hanseth showed
in their study that information infrastructures need standards to exist. For communication to
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happen, partners must use a common standard, which acts as a "language" or, more technically,
a protocol. Standardised protocols allow computers from different vendors to communicate.
This is a key part of a general-purpose, open information infrastructure [14]. David and
Greenstein identify three types of standards: reference, minimum quality, and compatibility
standards. II standards are compatibility standards that ensure a component can fit into a larger
system by following interface rules. The compatibility standards for II create a complex
network. Sometimes, standards are replaced, in whole or in part, by new ones, leading to a
"genealogy of standards." The heterogeneity of II standards, how one standard includes or is
connected to several others, is an important part of II [76].
Standards support infrastructure resilience by enabling interoperability and mitigating the
negative effects of heterogeneity through compatibility expectations enforced by the installed
base [19, 20]. Standards connect heterogeneous systems and help define the installed base's
power, scope, and quality [21]. Once a standard diffuses, modifying it becomes difficult because
diffusion creates lock-ins and self-reinforcing effects called technological momentum [22]. Like
the installed base, standards thus contribute to the stable and efficient operation of an
information infrastructure.

2.4. Resilience through generativity
Zittrain describes generativity as a technology ecosystem's ability to create new output,
structure, or behaviour without input from its original creator. In other words, generativity
reflects a technology's capacity for leverage across a range of tasks, adaptability to different
tasks, ease of mastery, and accessibility [25]. Generativity provides an infrastructure that can
adapt to new environments, incorporate elements from its surroundings [21], and operate in
different places [23]. Infrastructures are never truly finished and can be used in ways not yet
imagined [24]. Unlike highways or sewer systems, infrastructure shows generativity by
enabling new outcomes without additional input from its designers. This is described as the
“capacity to produce unprompted change driven by large, varied, and uncoordinated audiences”
[25]. In health infrastructures, generativity comes from the system's data practices and services.
It is created by the distributed installed base, including regional authorities, clinicians, local IT
staff, and vendors, through practices like workarounds, local repairs, and interpretive data work
[26, 23, 17]. These same practices also support resilience, as practitioners notice missing,
uneven, or incorrect data and make adjustments.
Recent research finds that this generative capacity comes from architecture. Yoo, Henfridsson,
and Lyytinen explain that digital innovation uses a layered modular architecture. Generativity
occurs because the layers are loosely connected, allowing innovations to start in any layer and
spread to others. Unlike a purely modular product, in which components fit into a single design
hierarchy, a layered modular architecture allows components to belong to multiple hierarchies
[62]. This idea draws on Simon’s design theory, which argues that breaking a system into
loosely connected parts with defined interfaces makes it less complex and more flexible [77].
II’s resilience is the product of three different forms of innovation [61]. While innovation of
infrastructures corresponds to conceptualising and implementing a new infrastructure,
including reconceptualising and re-engineering existing infrastructures, innovation in
infrastructures denotes replacing or modifying existing components of an infrastructure
without changing its constituting architecture. Finally, innovation on infrastructures means
extending existing infrastructures by adding new modules on top of (or in addition to) what
exists. Infrastructure resilience then refers to adding new features or services to existing
infrastructure, a process known as generativity. The three types of infrastructure are
interconnected, and effective infrastructure strategies need to consider all three [61]. Hospital
evidence confirms the architectural condition: Bygstad and Øvrelid show that process
innovation succeeded when lightweight solutions at the clinical edge aligned with, yet remained
architecturally distinct from, the heavyweight core through explicit governance and
architecture-alignment mechanisms [64]. Generativity does not happen on its own; instead,
platform owners regularly adjust the boundary resources others use to build [63], and
ecosystems must remain both stable and capable of evolving [65].

2.5. Infrastructure maintenance and the AI delegation of adaptive work
Integrating AI-based components introduces distinct disruptions to this socio-technical
equilibrium. Classic socio-technical design frameworks — most notably Mumford's
ETHICS approach — assume that stabilising an information system requires ongoing,
participative human intervention to balance technical capacity with social and
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organisational needs [85, 86]. However, when an AI layer introduces autonomic self-
healing features, this balance shifts.
From the infrastructure perspective, resilience relies on people recognising where the existing
system is weak or uneven and finding ways to adjust. An AI component works differently: the
missing data and small errors that humans used to manage carefully may instead now be
absorbed and spread by its automated results, silently and at a national scale. Infrastructure
theory was built for systems in which people performed this work; the introduction of AI,
therefore, compels a re-evaluation of core infrastructure concepts when the human-centric
assumption no longer holds.
Three assumptions remain unclear, each linked to one of the problematisation questions above,
and each creating a researchable tension. First, maintenance: working infrastructure usually
goes unnoticed until it breaks down [1]. Infrastructure studies describe its repair as ongoing
human work [16, 26, 17]. An AI layer, however, can provide continuous and silent correction,
fulfilling autonomic computing's goal of self-healing systems that automatically detect,
diagnose, and repair their own problems, which is one of its four self-management properties
[58] — maintenance without maintainers — so the moment at which the system recognises
its own gaps may disappear. Second, the locus of judgment — that is, where and by whom
decision-making is exercised: cultivation — design seen as stepping into ongoing processes
(Section 2.2) — assumes flexible decision-makers who know when a rule should be adjusted [2];
automated parts replace flexibility with fixed limits, moving judgment from the edge of practice
to the design phase. Third, trust: in established systems, trust in components builds up over
time as they are used.
These tensions, rather than a lack of research, drive the research question. The first tension
concerns repair-and-maintenance research, in which maintenance is ongoing, local, and mostly
invisible human work that creates order rather than merely supporting it [54, 55]. When AI is
added, it does not just automate this work, it changes how people understand it. The second
and third tensions resemble findings from studies of AI in the workplace, which show that using
AI changes, rather than replaces, expert work and shifts judgment and uncertainty between
people and machines [56, 57]. In the Italian case, the three tensions appear at the three resilience
levels introduced in Section 1. The maintenance tension applies at the operational level:
automated controls and transformations in information flows currently make standardisation
visible rather than invisible. The judgment tension appears at the epidemiological level, in the
fixed-limit decision-making envisaged in the not-admitted analytics layer and the trust tension
appears at the clinical level.
This delegation of human adaptive practices to automated layers redefines the core
infrastructure. Bednar and Welch, writing in the same ETHICS tradition as Mumford, observe
that introducing cognitive computing and advanced automation requires a shift from passive
technical alignment to active, continuous co-evolution of social and technical elements,
ensuring that systemic resilience is not compromised by opaque algorithmic controls [92].
AI-based components are assumed to include both back-end analytical systems that process
aggregated data from national health infrastructures to produce population-level insights and
front-end clinical decision-support tools deployed at the point of care. These components
represent distinct modes of AI integration within health information infrastructures. The back-
end systems generate automated outputs for population-level health planning, quality
assessment, and care evaluation, while the front-end tools support clinical decision-making for
individual patients. In both contexts, the analysis examines how AI interacts with the
underlying information infrastructure, considering variations in data completeness,
interoperability, and governance across regions.

3. Research design and method
Building on the theoretical tensions identified in the previous section and following the
problematisation approach of Alvesson and Sandberg [47], this study investigates the central
and related research questions:
RQ: How does AI reshape resilience in national health information infrastructures?
Rather than assuming AI adds new capabilities to existing infrastructures, the study examines
how introducing AI interacts with the ongoing maintenance and adaptive work that sustain
infrastructural functioning. In particular, it investigates three related questions:
RQ1: How does introducing AI reshape infrastructure maintenance?
RQ2: What happens to the resilience of an information infrastructure when part of the aaptive
work traditionally carried out by humans is delegated to or automated by AI components?
RQ3: What new theoretical tensions emerge from this shift?
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Figure 1 provides a visual summary of the interpretive, longitudinal single-case process study
[40, 41, 42] of the evolution of the FSE 2.0/EDS between 2022 and 2026. The study examines AI-
enabled resilience across three conceptual levels — epidemiological, operational, and clinical —
that correspond analytically to the macro, meso, and micro levels, respectively.
Epidemiological resilience at the macro level, which involves population-level analytics for
public health and highlights the socio-technical tension between data-driven public health
utility and data privacy protection, is examined through the non-admission of analytics
capabilities for the secondary use of health data. Operational resilience at the meso level,
which focuses on maintaining information flow and interoperability across facilities and
highlights the tension between centrally mandated standards and locally established working
practices, is examined through selected regional implementations and how AI may contribute
to the continuity and interoperability of regional health information infrastructures. Clinical
resilience at the micro level, which uses AI tools to support healthcare professionals during
clinical care and highlights the tension between guideline-based automation and professional
discretion, is examined through the conditional introduction of MIA as an AI assistant
supporting primary care physicians.
Because the AI components under investigation are not yet fully embedded as operational
components of the health information infrastructure, the study cannot study their
organisational implications through direct observation. To explore how AI-enabled resilience
is understood across different contexts, the planned interviews will combine a discussion of
documentary evidence with three short scenarios corresponding to the macro, meso, and micro
levels. These scenarios are not intended to predict future behaviour but to elicit participants'
interpretations of how adaptive work is currently performed and how it might change when AI
components become embedded within health information infrastructures.
Data analysis will proceed iteratively by combining the completed documentary analysis with
the planned interview material. First, the documented sequence (design → non-admission →
substitution → conditional admission) provides the initial process narrative and will inform the
interview protocol. Second, interview transcripts will be analysed interpretively to identify how

participants understand AI's role in
shaping resilience across the macro,
meso, and micro levels of the health
information infrastructure. We will
then interpret emerging themes
through the theoretical lens of
information infrastructure, with
particular attention to concepts
such as the installed base, standards,
and generativity. This iterative
evaluation of system changes and
user feedback treats infrastructure
evolution as a double-helix
relationship between design
architecture and organisational
reflection-upon-use [94].
Finally, we will compare and refine
insights from the interviews and
documentary sources through
iterative interpretation, including
participant feedback on preliminary
findings where appropriate.
Throughout the analysis, we will
follow Klein and Myers' principles
for interpretive field research [84]
and seek analytic rather than
statistical generalisation [40, 42].

                       Figure 1: Research
methodology overview

This qualitative approach allows us
to unpack the nuanced institutional

power relations and shifting patterns of human-machine trust that characterise large-scale
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digital infrastructures, aligning with contemporary frameworks for critical, interpretive
information systems research [90]. The study will involve expert interviews concerning policy
and organisational practices and will not involve patient data or access to clinical records. All
participants will provide informed consent, interview transcripts will be pseudonymised, and
research data will be stored and managed in accordance with applicable GDPR requirements.

4. Case study: Italy’s FSE 2.0 and the EDS
4.1. How the infrastructure functions
Within the Italian National Recovery and Resilience Plan (PNRR), M6C1 and M6C2 are the two
primary components of Mission 6, which focuses on Health. While M6C2 is most closely linked
to innovation, research, and digitalisation, [43] notes that M6C1 also supports "e-Health"
through its focus on proximity networks, local structures (such as Community Houses), and
telemedicine. Mission 6 Component 2 (M6C2) specifically funds the technological evolution of
the Electronic Health Record (FSE) and strengthens national digital health infrastructure [43].
The FSE is defined as the "cornerstone" (pietra angolare) for delivering digital health services and
enhancing national clinical data. It is a primary focus of Mission 6 of the National Recovery and
Resilience Plan (PNRR), which allocates billions to modernise and digitalise the National Health
Service (SSN) [43].
The FSE 2.0 reform (Ministerial Decree of 7 September 2023) changes the national electronic
health record system from document sharing to structured, standardised data sharing [27, 28,
29]. Each time a patient receives care, the provider sends the clinical documents and data to the
regional record. There is one FSE for each region and autonomous province. Standardised
information models make the data interoperable and easy to interpret [4, 29].
The EDS (Ecosistema Dati Sanitari) was created as part of Mission 6 of the national recovery
plan (PNRR) by the Ministerial Decree of 31 December 2024. It is a national platform that uses
data already collected in the FSE 2.0 for care, prevention, scientific research, and governance,
including health planning, quality-of-care assessment, and healthcare evaluation [30, 4, 31]. The
EDS is a single infrastructure that keeps the same health data in three different forms, each
managed by specific groups, for different purposes and under different rules. These are not just
steps in a process but three separate parts, each with its own data flow. Data are created when
a healthcare facility produces a clinical document during a medical service and then sends it to
the Electronic Health Record (FSE). A regional Gateway converts it to the standard FHIR format,
extracts key data, and verifies compliance with standards before the data moves on [4, 29, 32].
These operations run through software procedures and algorithmic rules, which alone do not
qualify the Gateway as an artificial intelligence (AI) system; a functional description of a
component's actions is insufficient to associate an algorithm with AI. The Gateway operates
within a broader layer of enabling services, including master patient index, terminology
services, identity and access management, and application programming interface (API)
gateways. The transition from document to data involves a structured sequence of validation,
indexing, semantic mapping, and persistence, with each transformation requiring versioning
and traceability to its source. Without such semantic governance, data may be technically
accessible but not reliable, comparable, or reusable. Transparency at this layer therefore
includes validation rules, schema versions, terminology catalogues, transformations, error
codes, provenance, and logs. From there, the data take two paths: one goes to the cleartext
regional units, and the other, after pseudonymisation, goes to the single national
pseudonymised unit [30, 3]. A Broker manages requests between these units but does not store
any data itself [30, 3, 4]. Figure 2 shows the three-level architecture of the EDS:

 Level 1 — Clear Data: contains clear-text identifiable personal health data (e.g., names
and clinical reports). It is stored in twenty-two physically separate archives: twenty-
one regional units (UA-R) and one for seafaring personnel. A patient's data resides in
the regional unit where they are assisted, and a Broker facilitates communication
between these archives without storing any data itself. Access is restricted to healthcare
professionals for treatment purposes and requires explicit consent.

 Level 2 — Pseudonymised Data: direct identifiers are replaced by unique tokens,
remaining classified as personal data since identity can be reconstructed using a
decryption key. Unlike Level 1, these data are stored in a single archive (UD-P) with
logical partitions for each Region. The Ministry of Health, Agenas, and Regions have
access for planning and quality assessment. Given the public interest, explicit consent
is not required; however, cross-referencing data to re-identify individuals is strictly
prohibited.
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 Level 3 — Anonymised Data: this data is no longer personal, and identity cannot be
reconstructed. The UD-A unit is not a permanent archive; instead, it provides
"anonymisation on demand," creating temporary "views" for specific research queries.
Agenas manages access and evaluates projects from public and private researchers. No
consent is required.

Figure 2: The three-level architecture of the EDS. Source: own elaboration.

Figure 3 illustrates the data flow of the Italian National Telemedicine Platform (PNT),
comprising 21 Regional Telemedicine Infrastructures (IRT) and one National Telemedicine
Infrastructure (INT), in which clinical information generated at the regional level is
progressively de-identified before reaching the national layer. The flow begins when the
producing system sends the telemedicine document to the regional technological solution for
validation, which forwards it in clear form to the regional Electronic Health Record (FSE) and,
in parallel, extracts its structured data for transmission to the Health Data Ecosystem (EDS).
The EDS pseudonymises these data in accordance with the EDS decree, and Agenas then
accesses its services without data persistence to process the pseudonymised records through
the INT, whose internal modules compute anonymous indicators published on monitoring
dashboards. The INT also exposes enabling services, such as the business glossary and the
telemedicine solutions manager, that do not process personal data. In this architecture,
identifiable documents and data remain confined to the regional layer, while the national layer
operated by Agenas works exclusively on pseudonymised inputs transformed into non-
reidentifiable indicators used for telemedicine tariff setting, health governance and
programming, quality-of-care monitoring, and Health Technology Assessment, thereby
reconciling national oversight with the GDPR principle of data minimisation.
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Figure 3: Telemedicine data flow through the FSE 2.0/EDS architecture [83].Source: Ministry of Health2

In Italy, the FSE relies on a heterogeneous installed base that varies in digital maturity and local
organisational practices. This reflects what Bednar and Welch [93] characterise as inescapable
contextual dependencies, where large-scale systemic mandates must contend with unique,
locally historically shaped operational realities.

                Figure 4: Regional distribution of three FSE 2.0 indicators from the national monitoring portal. Source:
Ministry of Health3

Recent monitoring data provide a clearer view, showing that the installed base operates at two
speeds, with regional differences that go beyond a simple North-South split. Figure 4 shows
the regional distribution of three FSE 2.0 indicators from the official monitoring portal [82]: a)
the percentage of citizens who used their FSE in the previous 90 days (March to May 2026)
ranges from 64.1% in Veneto to 1.2% in Basilicata, with a national average of 26.5%; b) citizens
who gave consent for their documents to be consulted (as of 30 June 2026) varies from 90.0% in
the Autonomous Province of Trento to 3.1% in Calabria, with a national average of 42.8%; (c)
specialist physicians in public health authorities enabled to use the FSE (as of 31 May 2026)
shows that supply-side enablement is almost complete – 11 regions have reached 100%, and the
national average is 89.7%, but Calabria is again the lowest at 44.2%.
Two points are important to understand. First, the three measures do not rank regions the same
way: Tuscany has high use (51.4%) but low recorded consent (20.8%), Campania has high use
(45.5%) with the second-lowest consent (5.0%), while Apulia is the opposite (73.9% consent, 7.3%
use). This shows that differences in the installed base are complex, not just a simple North–
South divide. Second, the 2021 pattern continues in a new way: the infrastructure is mostly
ready, but people’s use is much slower, so any AI system using FSE data would still face very
uneven data feeding and use [82].

4.2. AI components in and around the infrastructure: types, functions, status
The integration of AI within the infrastructure can be classified into three distinct categories
rather than a single class of components (Figure 5): two documented AI initiatives, one
algorithmic component supporting interoperability, and potential future scenarios for the
secondary use of health data. (i) The EDS analytics layer, the first documented AI initiative, was
introduced by a 2022 decree to enable automated processing of FSE data and AI-based insights
for governance, but was subsequently debated and removed (Section 4.4) [3, 35, 4]. (ii) Gateway
functions serve as an algorithmic interoperability component rather than an AI system. The
Gateway ensures the correct and homogeneous formation of documents and data feeding the
EDS by applying formal and semantic controls to documents and corresponding data produced
by health and social-health facilities for the FSE, and by extracting that information into
structured data in established standard formats [4, 29]. Although the state audit institution
reported experimenting with AI algorithms as part of the Gateway’s milestone releases, it did
not make public any technical details about these algorithms or their operational functions [32].

2 Ministero della Salute, Gazzetta Ufficiale della Repubblica Italiana, Serie Generale No. 301, 30 December 2025,
https://www.gazzettaufficiale.it/eli/gu/2025/12/30/301/sg (accessed 2 October 2026)
3 Ministero della Salute, “Fascicolo Sanitario Elettronico 2.0 – Utilizzo del Fascicolo Sanitario Elettronico,”
https://monitopen.fse.salute.gov.it/usage (accessed 2 October 2026).343



Based on the available technical documentation, these functions cannot be classified as AI
applications without additional technical evidence: the Gateway automates controls and
transformations, making part of the infrastructural work of standardisation visible, but does not
demonstrate the adaptive or inferential capabilities that characterise AI. (iii) MIA, the AGENAS
point-of-care platform and the second documented AI initiative, is a decision-support tool that
supports general practitioners by answering clinical questions and suggesting tests,
prescriptions, and preventive measures based on certified clinical guidelines; during its trial
phase, it does not access patients’ personal data (Section 4.5) [5, 33, 34]. (iv) Future secondary-
use AI, a prospective scenario rather than a deployed component: these are models that will be
trained on pseudonymised and anonymised EDS data as part of the European Health Data
Space, starting in 2029 (Section 4.6) [7, 8].
Among these, types (i) and (iii) are the two documented AI initiatives and the main focus of this
study. Type (ii) is included as infrastructural context and type (iv) as a prospective horizon.

Figure 5: The location of AI components. Solid elements are in force; the red mark is the analytics layer removed in
2024; dashed elements are experimental or scheduled. Source: own elaboration.

Viewing through a multilevel lens, each component occupies a different level of the
infrastructure: the analytics layer (i) and future secondary-use models (iv) sit at the
epidemiological level, the Gateway functions (ii) at the operational level, and MIA (iii) at the
clinical level. Figure 5 shows where these components sit within the architecture, while Figure
6 places the three documented trajectories on a single timeline, highlighting the study's main
objects.

Figure 6: Regulatory trajectories of AI and the algorithmic role of the Gateway in the Italian healthcare information
infrastructure (2022-2031). Source: own elaboration.
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Operational-level resilience is a real concern. On 3 May 2023, a ransomware attack by the Monti
group hit the local health authority ASL 1 Abruzzo: booking systems stopped working, staff
returned to pen and paper, and about 500 gigabytes of health data — including records of HIV-
positive and cancer patients — were stolen and later published. The national cybersecurity
agency called this one of the most serious recent cybercrimes [45]. This event shows what
happens when multi-organisational digital workflows collapse, reinforcing McEvoy and
Kowalski's [95] socio-technical warning that cyber risks are fundamentally socio-technical.
Vulnerabilities materialise not merely from technical flaws, but from the systemic degradation
of daily working practices over time, which ultimately compromises an infrastructure's capacity
to contain operational shocks. From this perspective, using AI to adapt at this level can both
protect and create new risks, depending on whether it strengthens or further weakens the
working practices that keep the system secure. The incident further illustrates the socio-
technical reality documented by Bednar, Welch and Sadok, whose study of 471 employees
across 259 organisations found that formal, centralised security mandates are often
disconnected from employees' daily work practices: most could not even locate their
organisation's security policy, and existing policies were typically outdated and written without
reference to actual work context [96]. When infrastructure layers fail to account for local human
routines, technical controls are bypassed in practice rather than followed, leading to systemic
vulnerability and an inability to withstand operational shocks. Since then, the region has set up
one of central Italy's first IoT-cybersecurity labs in Pescara [46].
The Abruzzo ransomware disruption underscores that infrastructure recovery is fundamentally
an organisational and human effort, not a purely technical one [45]. This directly aligns with
Holmström et al.'s socio-technical framework for operationalising cyber resilience [89], which
argues that system durability during security shocks emerges from the tight coupling of social
practices with automated infrastructure controls. It analyses this through four interdependent
capabilities — anticipate, withstand, recover, and adapt — each assessed against the principle of
joint optimisation: whether a capability's technical and social components are proportionate to
the situation or imbalanced. The pen-and-paper fallback demonstrates that withstand capability
is maintained almost exclusively through social mechanisms once the technical system fails,
mirroring the imbalance observed in Holmström et al.'s example of staff unable to operate
redundant servers [89]. In contrast, the Pescara laboratory represents an adapt-capability
response implemented after the incident, rather than a solution enacted during the event [46].
This situation reflects not merely technical failure, but resilience sustained through social
compensation, which is precisely the imbalance that their framework is designed to expose.

4.3. Regulatory convergence and infrastructural compliance
Alongside the GDPR, which guided the Garante's actions, four new frameworks are being
introduced between 2023 and 2029: the NIS2 Directive on cybersecurity risk management for
essential and important entities, which Italy has adopted through Legislative Decree 138/2024
[78]; the AI Act sets requirements for risk management, data governance, event logging, human
oversight, robustness, and post-market monitoring for high-risk AI systems. Clinical decision
support falls into this category because it is linked to medical-device law [79]; the Cyber
Resilience Act addresses the security of products with digital elements throughout their life
cycle, including vulnerability management and software bills of materials. Certified medical
devices are not included here, as they are already covered by medical-device regulations [80,
81]; the EHDS has been in effect since March 2025 and will be introduced in steps starting in
2027, with the first important phase for main uses and most secondary uses planned for March
2029 [7].
Although these instruments differ in their focus and target audiences, they share key features:
risk-based governance, clear responsibility, supply-chain security, traceability, and proof of
compliance. Figure 7 illustrates how these elements align on a timeline from 2023 to 2029 which
consists of seven distinct stages: 1) the Garante’s 2023 Decalogue established the conditions for
providing national health services using artificial intelligence systems [91]; 2) the 2024 EDS
decree and the subsequent favourable opinion were issued following the exclusion of AI-based
processing [3, 30]; 3) in 2025, the EHDS entered into force, and Law 132/2025 established the
legal foundation for MIA [7, 97]; 4) the MIA trial initiated in 2026, aligning with the
implementation of the Digital Omnibus [6, 88]; 5) in 2027, the EHDS became generally
applicable, alongside the Annex III high-risk regime and the Cyber Resilience Act [7, 79, 80]; 6)
from 2 August 2028, regulations concerning AI systems incorporated in regulated products take
effect [79]. Their applicability to MIA depends on the platform’s final classification under the
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MDR/IVDR and the necessity of third-party conformity assessment [81]; 7) the initial
operational phase of the EHDS begins on 26 March 2029 [7].
The matrix categorises each relationship between a regulatory regime and a subject matter into
three degrees of proximity: direct and primary impact, where the subject matter is the
explicit and central focus of the regime; significant impact, where the regime imposes
requirements or produces material consequences for the subject matter without it being the
principal focus; and indirect or cross-cutting impact, where effects arise from coordination
with other regimes, infrastructural interdependence, or systemic consequences, without
specific obligations directed at that subject matter.

Figure 7: Converging national and EU regulatory and infrastructural milestones bearing on national and regional
health-data infrastructures, 2023–2029. Source: own elaboration.

European regulations now require compliance to be built into systems, not just documented
separately. For example, the GDPR calls for data protection by design (Art. 25), the AI Act
includes its requirements in the design of high-risk systems [79], and the Cyber Resilience Act
does the same for product security [80]. For this condition, we use the term "infrastructural
compliance," in which each legal requirement is clearly linked to a technical control, a specific
responsibility, and verifiable evidence throughout the system's life cycle. In this context,
conformity tools such as impact assessments, certificates, release checks, and audit logs help
regulators and platform owners determine what to include in the infrastructure [63, 65]. The
Italian case demonstrates this process, as discussed in Section 2.4: the Garante's conditions on
the EDS, MIA's certification as a medical device under the MDR [81], and required practitioner
training.
Two more mechanisms put compliance into practice. First, obligations pass to external suppliers
through contracts, such as the data-processing agreements required by Art. 28 GDPR and the
supply-chain security measures required by NIS2 [78]. Second, obligations are verified before
release: high-risk AI must be classified, undergo a fundamental rights impact assessment
alongside the DPIA, and maintain logs and technical documentation under the AI Act [79],
while non-device software must meet the vulnerability-handling and software bill-of-materials
requirements of the CRA [80].

Regime Core obligations (selected) Bearing on resilience levels in
this study

GDPR and
national FSE
2.0/EDS decrees

Lawful bases, purpose limitation, data
protection by design, DPIA, Garante opinions.

Epidemiological: conditions for
secondary use; grounded the
2022 non-admission and 2024
substitution.
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NIS2 Cyber risk management, incident reporting,
supply chain security, and management
accountability for essential entities.

Operational: continuity of
regional information flows; the
2023 Abruzzo attack as the
stress case.

AI Act For high-risk systems: risk management, data
governance, logging, human oversight,
robustness, post-market monitoring; FRIA
coordinated with DPIA.

Clinical: governs the
admissibility of decision
support, such as MIA, and any
future coupling with patient
data.

Cyber Resilience
Act

Secure development, vulnerability handling
and disclosure, SBOM, support periods
(reporting from Sept. 2026; general
application Dec. 2027); certified medical
devices excluded.

Operational: life-cycle security
of non-device software-Gateway
components, APIs, integration
services.

MDR/IVDR Conformity assessment, clinical evaluation,
cybersecurity within the general safety and
performance requirements, post-market
surveillance.

Clinical: the regime under which
MIA is certified as a medical
device.

EHDS Primary/secondary-use regimes, Health Data
Access Bodies, data permits, secure processing
environments (first phase March 2029).

Epidemiological: governs the
conditional pathway for AI-
enabled secondary use (Section
4.6).

Table 2: Converging regulatory regimes and their bearing on the three levels of resilience. Source: own elaboration

Table 2 summarises this section. The right column shows our analysis, indicating which of the
three resilience levels in this study — epidemiological, operational, or clinical — each regime
affects in the Italian case: data-protection law applies at the epidemiological level, NIS2 and the
CRA address the operational level, the AI Act and the MDR cover the clinical level, and the
EHDS plans for the epidemiological return of secondary use.

4.4. From design to non-admission to conditional enablement
This component developed in five distinct steps, collectively indicating not a prohibition of AI
in healthcare, but a transition from an inadequate legal and regulatory framework to subsequent
conditional regulatory enablement.
(1) Design: as the National Data Protection Authority (Garante) subsequently observed, the
2022 plan would have established the nation's largest health database, aggregating identifiable
patient documents on a large scale without pseudonymisation mechanisms [3]. The draft
scheme also proposed automatically processing FSE data for the entire population and explicitly
relied on artificial intelligence systems [3, 35].
(2) Non-admission: on 22 August 2022, the Garante issued a negative opinion on an EDS
scheme that lacked sufficient clarity on the data and services involved, the roles of actors, the
conditions for lawfulness, algorithmic risks, and corresponding safeguards. The objections
included generating automated clinical insights without an explicit request from a treating
professional, delegating essential architectural rules to subsequent decrees, resulting in an
'empty box,' and inadequately defined data quality protocols [35]. The authority also noted that
the scheme failed to specify adequate security measures to mitigate risks of re-identification,
profiling, and automated decisions affecting individuals [35]. This episode demonstrates that
the admissibility of AI in healthcare depends on the presence of specific regulatory provisions
and safeguards, and that the absence of such measures, rather than the technology itself, was
the basis for non-admission.
(3) Systematisation: in September 2023, the Garante published a Decalogue outlining the
conditions for the delivery of national health services using artificial intelligence systems. These
conditions include the legal bases for data processing, accountability and privacy by design and
by default, clarification of the roles of involved actors, principles of knowability, non-exclusivity
in algorithmic decision-making and algorithmic non-discrimination, requirements for data
protection impact assessments, data quality, integrity and confidentiality, fairness and
transparency, human supervision, and considerations related to personal dignity and identity
that extend beyond data protection law [91].
(4) Substitution: the positive opinion issued on 26 September 2024 was about a redesigned EDS
that no longer included the AI component, and a decision was made only after the automatic
processing of FSE 2.0 data was declared unacceptable, services were limited to those explicitly
requested and fully specified in an annex, and all mentions of AI systems were removed from
the immediate deployment mandate. Approval also depended on fully implementing the347



updated FSE 2.0 rules following the 2023 opinion [3, 36, 30]. Consequently, advanced
population-level analytics were legally decoupled from the initial nationwide EDS deployment
[37]. The use of AI within the EDS was not prohibited, but postponed to a subsequent regulatory
reform specifying purposes, legal bases, controllership roles, data subjects' rights, and adequate
technical and organisational measures, in accordance with the GDPR, the AI Act, and relevant
European guidance on the automated processing of health data [3, 30, 4].
(5) Legislative enablement: Law 132/2025 authorises the use of artificial intelligence in
healthcare, subject to defined purposes and limitations, human supervision, reliability
standards, and specific implementing measures (Articles 8 to 10 and Article 12-bis of Decree-
Law 179/2012, which establishes the MIA platform) [39, 97]. More specifically, Article 7 permits
AI in healthcare only to support prevention, diagnosis, care, and therapeutic decision-making;
the physician remains responsible for the final decision, and patients must be informed when
AI is used. Articles 8 and 9 regulate the processing of health data for research, experimentation,
and secondary purposes [39]. Article 12-bis establishes the AGENAS platform, with the
categories of data, operations, and technical and organisational measures to be defined
following consultation with the Ministry of Health, the Garante, and the National Cybersecurity
Agency [39, 97].

4.5. A comparative trajectory: the MIA platform
Article 10 of Law 132/2025 introduced Article 12-bis into Decree-Law 179/2012, regulating the
use of artificial intelligence in the healthcare sector and, specifically for territorial care,
establishing an artificial intelligence platform managed by AGENAS. Under this framework, in
January 2026, the AGENAS platform MIA ("Medicina e Intelligenza Artificiale"), developed
under the PNRR [34], began a 12-month national trial involving 1,500 general practitioners
selected by the Regions, due to conclude on 31 December 2026 [6].The platform is being
deployed in three phases: analysis and design; testing of the primary care role by designated
physicians; and long-term platform management and maintenance [5].
In its current configuration, the platform allows physicians to submit questions and receive
responses grounded in certified knowledge, including guidelines and diagnostic-therapeutic
pathways, as well as non-binding recommendations on examinations, prescriptions, and
prevention strategies.
MIA does not replace the physician's decision-making authority and, during the current phase,
does not process patients' personal data while undergoing certification as a medical device and
mandatory practitioner training [5, 33]. These features are characteristic of the trial phase
rather than a fully implemented system, while the complete configuration of the platform —
including the services offered, categories of authorised users, types of data processed,
operations performed, and security measures adopted —is delegated to the acts specified in
paragraphs 1, 3, and 5 of Article 12-bis. MIA's definitive characteristics will be formalised in
these acts, which are anticipated at the conclusion of the trial period [39, 97]. The comparative
case is therefore examined while its admission terms are being determined, highlighting that
AI integration into a national health infrastructure is established incrementally through
successive regulatory acts, rather than being fixed at deployment.

4.6. The conditional pathway: secondary use under the EHDS
Regulation (EU) 2025/327 on the European Health Data Space requires each member state to
allow the secondary use of electronic health data, with most rules taking effect in March 2029
[7, 8]. Italy is getting ready: in May 2026, the Ministry of Health established the national steering
committee (Cabina di regia) for EHDS implementation [38], and Law 132/2025 facilitated the
reuse of de-identified health data for research [39]. The current EDS architecture therefore does
not include the advanced population-level analytics removed from the initial deployment
mandate. Instead, the EHDS creates a future regulatory pathway for the secondary use of health
data. That pathway is conditional rather than automatic: any future deployment of AI would
still require a new design, a permitted purpose, a legal basis, a data permit or other prescribed
procedure, a secure processing environment, and compliance with the GDPR, the EHDS
Regulation, the AI Act, and national law [7, 8, 39]. The system's initial experience with AI can
help inform the design and governance of these capabilities.

5. Discussion
Practical contribution. Regulation (EU) 2025/327 requires every Member State to allow the
secondary use of electronic health data starting in March 2029, creating a future regulatory
pathway for the advanced analytics function removed from the initial EDS deployment [7, 8].
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Timed to anticipate this legislative deadline, the study offers three practical insights. First, it
establishes an empirical checklist of governance conditions required for secure automated
processing of health data, directly benefiting the Ministry of Health, AGENAS, and other
Member States preparing similar systems. Second, it offers socio-technical design
recommendations to help mitigate further protracted regulatory deadlocks, as seen during the
iterative redesign period following the 2022 non-admission. Finally, it provides an empirical
account of Italy's initial regulatory encounter with AI, offering lessons for other Member States
as they develop their national health data infrastructures in preparation for the EHDS.
Theoretical contribution. This study builds on the cultivation-of-the-installed-base perspective
[2] and applies it to the AI era. It extends the Introduction's argument that refusal can function
as a resilience mechanism by showing how infrastructural resilience can also operate through
regulatory and architectural gatekeeping: the ability to refuse, separate, and control when
automated components are introduced. This finding aligns with and extends Mumford’s socio-
technical warnings about the risks of automated decision-making. Her concept of “dangerous
decisions” helps frame the Garante’s refusal of the 2022 analytics scheme not as a system failure,
but as a deliberate form of infrastructural defence against large-scale automated processing of
health data pursued without sufficiently transparent and participatory governance [87]. Refusal
here operates at the level of specific configurations rather than at the level of AI itself: what
was not admitted was a particular legal and architectural arrangement, subsequently redesigned
rather than abandoned.
The study further identifies the architectural partitioning of AI capabilities within information
infrastructures as a specific mechanism through which automated capabilities can be
constrained, decoupled, or staged. The contribution is therefore problematising rather than gap-
filling [47]: the case challenges the assumption that maintaining infrastructure and adapting to
change are exclusively human activities, suggesting instead that resilience can also be produced
through the governance of automated capabilities —including refusal, decoupling, and staging —
across the three conceptual levels described in Section 3: epidemiological, operational, and
clinical.
Studying an inactive part is intentional: resilience is mostly hidden when a system works well
and only becomes clear when the system faces a disturbance and reacts. E-health research
highlights an important analytical lens for studying these objects. Bygstad identifies two
knowledge regimes [44].
· Heavyweight IT is managed by IT experts and built through careful planning and back-
end software development.
· Lightweight IT is driven by users who require practical solutions and is often deployed
through front-end applications by users and vendors themselves, without involving IT
departments
Italy's two artificial intelligence trajectories align with Bygstad's two regimes: the analytics
layer represents heavyweight AI integrated into the back-end core, while MIA serves as
lightweight AI at the clinical edge. Bygstad's design principle states that the two regimes
should be loosely coupled rather than tightly integrated, both technically (in terms of
standards) and organisationally [44]. This principle helps explain the Italian arrangement:
MIA's required separation from patient data is an example of loose coupling between
lightweight and heavyweight regimes. The regulator establishes this separation in three
ways: no technical access to the data, a certified guideline base replaces shared data flows,
and AGENAS maintains separate organisational ownership. This paper’s objective is closely
linked to Bygstad’s point that loose coupling helps units manage external changes and
breakdowns and supports local adaptation. These are the same qualities that this study calls
resilience. Because lightweight solutions can become heavyweight when fully integrated
and managed under strict governance [44], this distinction shows that connecting MIA to
patient data is not just a simple upgrade, but a bigger change that the health system must
prepare for.

6. Conclusion
National health information infrastructures have remained resilient largely through human
adaptability. This research-in-progress paper explores what happens to that resilience
when part of this adaptive work is delegated to, or automated by, AI components. Italy
provides a revelatory case: in one trajectory, AI-enabled analytics were proposed but later
excluded from that legal and architectural configuration; in another, an AI assistant was
admitted during its trial phase only under conditions that separated it from patients'
personal data. The sequence does not describe an AI capability first excluded and then349



automatically reintroduced. It describes a path that produced a regulatory and architectural
design which distinguishes AI from the ordinary algorithmic functions supporting
interoperability, and which makes any future admission — including secondary use under
the European Health Data Space from 2029 — conditional rather than automatic.
Rather than filling a gap, this study problematises a central assumption in the information-
infrastructures literature: that human actors are primarily responsible for maintenance,
judgment, and trust-building. It advances a conceptualisation of resilience as a health
system's capacity to adapt across epidemiological, operational, and clinical levels,
understood as graceful extensibility and sustained adaptability rather than as rebound. This
capacity is produced, in part, through the governance of admission: infrastructural
resilience depends on the ability of institutions to subordinate the integration of AI
components to defined legal bases, functional boundaries, technical and organisational
safeguards, and human oversight.
The documentary phase is now complete. Next, we will conduct the main phase of expert
interviews across different regions between late 2026 and early 2027, using the three short
scenarios described in Section 3. We will then analyse the interview material alongside the
completed documentary analysis and refine the emerging theoretical patterns. In 2027, we
will consolidate the findings, incorporate additional publicly available evidence from the
MIA trial and the evolving EHDS implementation, and develop the study's comparative and
theoretical implications.
The study aims to deliver two contributions: conceptually, to illuminate how a health
system admits, delimits, or declines to admit AI capabilities as expressions of infrastructural
resilience; practically, to develop actionable design guidance for governing and
implementing large-scale health data ecosystems under the evolving EHDS framework
toward 2029.
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