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Abstract

Explainable Artificial Intelligence (XAI) has become a key research area for enhancing the trustworthiness of Al-
based applications. In Cyber Social Security (CSS) contexts, transparent models and interpretable explanations are
essential to support responsible integration into digital safety workflows. This work investigates the application
of two complementary XAI techniques, LLM-based explanations and SHAP value analysis, to improve the
trustworthiness of Machine Learning models for cyberbullying detection. An early evaluation involving 100
participants assesses how different user groups perceive the clarity and usefulness of these explanations. The
findings highlight the benefits of multi-layered XAl strategies in supporting user understanding and confidence
in automated moderation tools.
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1. Introduction and Motivation

Online social platforms have profoundly transformed interpersonal communication, enabling unprece-
dented opportunities for connection, collaboration, and self-expression [1]. However, this digital
ecosystem has also amplified the prevalence of harmful behaviors, among which cyberbullying remains
one of the most pervasive and damaging [2]. Manifesting through insults, threats, harassment, and other
forms of abusive discourse, cyberbullying poses significant psychological, social, and even physical risks
to individuals, particularly adolescents and vulnerable categories [3]. Traditional manual moderation
approaches have become insufficient, motivating increased reliance on Artificial Intelligence (AI)-driven
cyberbullying detection [4, 5]. Nevertheless, current systems operate as complex opaque boxes, making
it difficult for both platform moderators and end-users to understand why a particular message, post
or comment was flagged. This lack of transparency undermines the trustworthiness of automated
moderation tools. To address these concerns, eXplainable Artificial Intelligence (XAI) has emerged as a
crucial research area aimed at improving the interpretability of Al systems deployed in several scenarios,
including healthcare [6], home automation [7], multi-agent systems [8], and Cyber Social Security (CSS)
contexts [9]. XAI techniques seek to make the internal logic of complex models understandable by
providing insights into why a certain prediction was made and which factors influenced the decision.

This research investigates the use of two XAI techniques, respectively based on Large Language
Models (LLMs) and SHapley Additive exPlanations (SHAP), [10] to improve the trustworthiness of
cyberbullying detection models, also proposing an early evaluation of their effectiveness. The paper is
organized as follows: Section 2 introduces the proposed cyberbullying detection architecture; Section 3
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Figure 1: Reference architecture for explainable message classification

presents findings from the explainability study involving a group of 100 participants; finally, Section 4
provides directions for future work.

2. Cyber Social Security Platform

The proposed framework (Figure 1) is designed to detect cyberbullying in online social platforms
through an integrated architecture combining Machine Learning (ML) classification models with two
different XAI techniques. The system follows a modular design modeling a complete processing
pipeline consisting of data preparation, model building and deployment and a human-in-the-loop XAI
module supporting user awareness of classification results. The data collection module retrieves posts,
information about user profiles, and contextual metadata from online platforms. Following the dataset
proposed in [11], the feature extraction stage relies on a heterogeneous set of input attributes, reported
in Table 1, that capture complementary dimensions of online interactions and model the broader
social and communicative context in which they occur. Message-level features describe the behavioral
tendencies and interaction patterns of users with respect to a specific message, also capturing aspects
such as message propagation and activity patterns within the online community. User-level features
characterize the degree of user engagement, the activity history on the platform, and structural aspects
of social relationships. Linguistic and stylistic features capture the textual structure and expressive
characteristics of user communications in order to characterize message composition and writing style.

The framework integrates different ML classification models, implemented using the scikit-learn
library (https://scikit-learn.org/, v1.7.2), to ensure flexibility and adaptability to different cyberbully-
ing detection scenarios. Specifically, the system includes Support Vector Machines (SVM), Logistic
Regression (LR), k-Nearest Neighbors (k-NN), Decision Trees (DT), Random Forests (RF), and Gradient
Boosting (GB). Any of these classifiers can be selected as the primary reference model depending on
the computational constraints and the desired interpretability level. Classification models have been
integrated into an web dashboard, developed using Streamlit (https://streamlit.io/, v1.51.0), presenting a
chronological timeline of messages posted by different users. The model automatically evaluates the mes-
sage and determines whether it exhibits characteristics associated with cyberbullying. As an illustrative

Table 1
Social features extracted for message classification
Category Features
Message-level IsRetweet (boolean), IsSelfMentioned (boolean), Num. of Retweets, Num. of Favorites, Num. of

Hashtags, Num. of Medias, Num. of Mentions

User-level Age of Sender Account in years, Num. of Sender Favorites, Num. of Sender Followings, Num. of
Sender Followers, Num. of Sender Statuses, Sender Location

Linguistic and Num. of Emojis, Num. of Punctuations, Num. of Uppercase Letters, Num. of Letters, Num. of
Stylistic Symbols, Num. of Words, Num. of Stop Words, Num. of Unique Words, Num. of Slang Words,
Average Word Length
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Table 2
Co-12 Explanation Quality Properties

Content Correctness (C1), Completeness (C2), Consistency (C3), Continuity (C4), Contrastivity (C5), Covariate
complexity (C6)

Presentation Compactness (C7), Composition (C8), Confidence (C9)

User Context-dependence (C10), Coherence (C11), Controllability (C12)

example, we consider a harmful message posted by @user1207 to offend another individual on the social
network. When a message is flagged as potentially harmful, the system adopts a protective disclosure
mechanism in which the original content is temporarily replaced by a warning notification informing
the user about the suspicious nature of the message. The user may then choose to reveal the hidden post,
thereby maintaining both transparency and user agency while encouraging safer interaction patterns
within the platform. The dashboard provides a dedicated explanation section (Figure 2) presenting a
textual explanation, generated by LLaMA 3.2 3B model [12], offering a human-readable summary of
the factors influencing the classification. Users may also open an additional analysis-oriented panel
that provides three SHAP-based visualizations: (i) a beeswarm chart illustrating the contribution of
individual features, e.g., user profile attributes or stylistic attributes, to the overall classification model;
(ii) a waterfall plot reporting a step-by-step and ordered decomposition of the explanation for a single
prediction; (iii) a force plot showing how specific attribute contributions push the prediction higher or
lower, using a more fluid and intuitive visual representation. Due to space constraints, Figure 3 presents,
as a representative example, the force plot corresponding to the same cyberbullying message described
above. Features with positive (red) contributions shift the prediction toward cyberbullying, whereas
features with negative (blue) contributions move it toward non-cyberbullying.

Attention! The system has detected a message that may contain harmful or inappropriate language!

More details and explanation ~

@user1207 ¢ 8 O3 A Waming

Nobody gives a damn about u, your brother sold u for a ticket

Motivation: The message was classified as cyberbullying because it contains clear indicators of hostile and targeted language. The text includes 3 slang expressions and consists of only 13 short
words, reflecting a direct and aggressive communication style. The post contains no hashtags or media, suggesting a personal attack rather than public commentary. The absence of emojis reinforces
its negative and serious tone. The limited engagement (8 retweets, 3 favorites) also suggests a direct interpersonal hostility rather than a broad discussion.Furthermore, the sender's account is newly

created, with few followers (29) but high posting activity (4187), a pattern often associated with anonymous or low-reputation users engaging in aggressive behavior.

Click here for Shapley-based explanations.

Figure 2: LLM-based textual explanation
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Figure 3: SHAP-based force plot

3. Evaluation of eXplainable Al Techniques

The assessment of the two proposed XAI techniques has been conducted using the Co-12 explanation
quality properties [13] as reference criteria for evaluating user perceptions of explanation format and



structure, with particular emphasis on how classification outcomes are communicated and justified.
These properties enable a systematic comparison according to three different explanation dimensions
(content, presentation, user) detailed in Table 2. A survey has been administered to 100 participants
exhibiting diverse backgrounds in terms of familiarity with artificial intelligence and level of engagement
with social platforms (Figure 4a). Particularly, the sample comprised 68 basic users with simple AI
skills and 32 professional users with advanced Al knowledge, who exhibited distinct evaluation patterns.
A direct comparison of these differences is shown in Figure 4b and Figure 4c, where positive values
indicate a preference for LLM-based explanations, while negative values reflect a preference for SHAP.
Basic users rate SHAP as slightly more informative for content-based dimensions (C1-C6), but consider
LLM explanations more user-oriented due to their compactness (C7) and better alignment with the
users’ context and expertise (C10). SHAP, however, receives higher confidence scores (C9) thanks
to its precise, probability-based indicators. Professional users show a larger gap between SHAP and
LLM-based explanations. They strongly prefer SHAP for content-related properties (C2, C3, C6), valuing
its quantitative depth, visual clarity, and feature-level specificity. However, they prefer the presentation
format and structural organization of LLM-based explanations (C8), as well as their coherence with
users’ background knowledge, beliefs, and general consensus (C11).
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Figure 4: Evaluation results grouped by user profiles

4. Conclusion

This study introduced a cyberbullying detection framework combining ML models with two com-
plementary XAI techniques to improve user interpretability of classification results. The evaluation
shows that SHAP explanations are perceived as more detailed and informative, while LLM-generated
outputs are appreciated for their clarity and user-friendly presentation, highlighting the benefits of a
multi-layered explainability strategy tailored to users needs and technical backgrounds. Future work
will expand the XAI framework by incorporating real-time user feedback, exploring additional LLMs
for richer interpretative outputs, and integrating authoritative response guidelines and regulations to
provide users with actionable advice when cyberbullying is detected.
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