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Abstract
The increasing convergence of technical and social layers within cyberspace calls for investigative tools that
support both forensic depth and socio-technical intelligence. VolWeb is a digital forensic memory-analysis
platform built on the Volatility 3 framework, designed to streamline evidence acquisition, automated artifact
extraction, and collaborative incident response. By enabling centralized memory-image analysis, remote evidence
upload, and integration with Cyber Threat Intelligence (CTI) platforms such as OpenCTI, VolWeb strengthens
the analytical workflow of forensic and threat-intelligence teams.

Aligned with the principles of Cyber Social Security, VolWeb extends beyond technical investigation by
correlating system-level artifacts with behavioral indicators, social-impact dynamics, and broader threat patterns.
Furthermore, the platform incorporates centralized management of YARA rules, allowing analysts to upload,
validate, and organise rules into logical rulesets that can be systematically applied during forensic investigations.
This capability enhances pattern detection, improves interpretability for analysts, and contributes to a more
holistic socio-technical understanding of cyber incidents.

Keywords
VolWeb, YARA, Threat Intelligence, Social Security, Cybersecurity

1. Introduction

The growing complexity of contemporary cyber threats increasingly blurs the boundary between
purely technical incidents and broader socio-technical phenomena [1, 2]. Modern cyber operations
are rarely confined to isolated system compromises; instead, they manifest as coordinated campaigns
that intertwine malware activity, behavioral manipulation, strategic communication, and social impact
[3]. In this context, traditional digital forensics tools—while technically robust—often fall short in
supporting the analytical depth and contextual awareness required to understand cyber incidents as
systemic events [4].

VolWeb1 addresses this gap by positioningmemory forensics as a foundational component of a broader
socio-technical investigative framework. Built on top of the Volatility2 3 engine, the platform preserves
the rigor and completeness of low-level memory analysis while extending its analytical scope toward
Cyber Social Security principles [5]. This paradigm emphasizes the integration of technical evidence
with behavioral indicators, threat intelligence, and operational context, enabling investigators to reason
not only about how a system was compromised, but also why and with what broader implications [6].
The conceptual foundations of VolWeb are rooted in prior experiences with large-scale memory

forensics platforms, most notably Orochi3, a collaborative memory forensics platform developed by
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Leonardo’s Computer Emergency Response Team (LDO-CERT). Orochi demonstrated how Volatility-
based forensics could be operationalized in complex organizational environments, enabling parallel
analysis, centralized orchestration, and integration within structured incident response processes.

The development of VolWeb was directly inspired by both the technical architecture and the opera-
tional lessons learned from Orochi4, as well as by insights gained during a preliminary technical meeting
with the authorsThat exchange highlighted not only the strengths of Orochi in handling large forensic
workloads but also the challenges related to analyst interaction, explainability, and the integration of
forensic results into broader socio-technical decision-making processes.
A central design choice in VolWeb is the correlation of volatile-memory artifacts with higher-

level threat intelligence constructs. Extracted indicators—such as malicious processes, injected code,
persistence mechanisms, and anomalous execution patterns—are structured and normalized to facilitate
cross-case comparison and enrichment . Through integration with Cyber Threat Intelligence (CTI)
platforms such as OpenCTI5, these artifacts can be contextualized within known adversary TTPs (Tactics,
Techniques, and Procedures), campaigns, and threat actor profiles, supporting attribution hypotheses
and strategic assessment. This capability is particularly relevant in scenarios such as large-scale cyber
defense exercises or national-level incident response, where forensic findings must be rapidly translated
into actionable intelligence [7].
In alignment with the operational requirements observed in high-intensity environments such as

NATO CCDCOE Locked Shields6, VolWeb further enhances collaborative and cognitive dimensions
of DFIR (Digital Forensics and Incident Response). The platform supports centralized case manage-
ment, shared analytical workspaces, and structured annotation of findings, enabling multidisciplinary
teams—ranging from forensic analysts to cyber intelligence and legal experts—to operate on a common
evidentiary base. This shared situational awareness is essential for maintaining coherence between
technical analysis, legal evaluation, and strategic communication under time pressure.

A key enabler of this socio-technical integration is the centralized management of YARA rules7 within
VolWeb. Rather than treating YARA as an external or auxiliary capability, the platform incorporates rule
creation, validation, organization, and execution as first-class forensic functions. Analysts can maintain
curated rulesets aligned with specific threat models or investigative objectives and systematically apply
them across multiple memory images [8]. This approach not only improves detection accuracy and
scalability, but also enhances interpretability by making detection logic explicit, reproducible, and
shareable across teams [9]. From a Cyber Social Security perspective, such transparency supports
accountability, methodological rigor, and trust in forensic outcomes .
By combining low-level memory forensics with collaborative workflows, CTI integration, and ex-

plainable pattern-matching mechanisms, VolWeb exemplifies a shift from tool-centric analysis toward
platform-based socio-technical intelligence. The result is an investigative environment capable of
supporting both forensic depth and strategic reasoning, bridging the gap between technical evidence
and its broader operational, organizational, and societal implications.

2. Related Work

The need to shift from reactive incident response toward proactive forensic readiness, integrating
digital forensics into routine cybersecurity operations [10]. In this context, digital forensics enables the
systematic analysis of cyber incidents, offering critical insights into their nature, origin, and impact
[11, 12]. The value-based data protection has been proposed through structured data classification
approaches that prioritize assets according to sensitivity and impact, enabling more effective allocation
of security controls [13]. Complementary to this, randomized and unannounced cyberattack simulations
have been suggested as a means to realistically assess incident response readiness, surpassing traditional
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scheduled penetration testing [14]. The literature further underscores that forensic preparedness
must be supported by comprehensive policies, continuous workforce training, inter-organizational
collaboration, adherence to international standards (e.g., NIST, SANS), and advanced technical defenses,
including honeypots and proactive monitoring mechanisms [15, 16].

Chen et al. [17] examine the need for new forensic processes, approaches, methods, and tools specifi-
cally designed for cloud and social network environments, which differ significantly from traditional
digital forensics due to their distinct data storage and processing methods. Karabiyik et al. [18] pro-
vide a comprehensive survey of social network forensics, emphasizing the importance of analyzing
data generated through online social networks for criminal and terrorist activity investigations, while
also addressing defense methods for users against social attacks. Instead, Hijan [19] explores recent
developments, including cloud forensics, social media forensics, and IoT forensics, identifying techni-
cal, operational, and personnel-related challenges while highlighting opportunities through artificial
intelligence and intrusion detection. Sindhu & Meshram [20] propose combining digital forensic inves-
tigation with crime data mining to identify attack patterns, motives, and frequencies, enabling system
administrators to minimize vulnerabilities.

Collectively, these contributions advocate for a holistic framework in which proactive digital forensics
enhances organizational resilience against increasingly sophisticated cyber threats. So, this research
paper introduces VolWeb, a platform that extends beyond traditional technical investigation by corre-
lating system-level artefacts with behavioural indicators, social impact dynamics, and broader threat
models. Furthermore, VolWeb integrates centralized YARA rule management, enabling analysts to
upload, validate, and organize rules into logical sets that can be systematically applied throughout
forensic investigations.

3. VolWeb meets YARA for Socio-Technical Incident Response

3.1. VolWeb: Architecture

VolWeb8 is a web-based digital forensics platform designed to orchestrate and extend memory analysis
workflows based on the Volatility 3 framework. Its primary goal is to reduce the operational complexity
of memory forensics while preserving analytical depth, enabling investigators to perform scalable,
repeatable, and collaborative analyses of volatile memory images. Unlike traditional command-line-
driven approaches, VolWeb provides a centralized environment in which memory acquisition artifacts,
analysis results, and investigative context are managed coherently at the case level.
It is designed around three closely interconnected objectives:

1. Simplifying access to memory forensics. VolWeb abstracts the complexity of Volatility through an
intuitive interface without sacrificing analytical power, significantly reducing the time required to
obtain actionable results and enabling effective investigations even by less experienced analysts.

2. Standardizing investigative workflows. It introduces a structured investigative framework that
mitigates the inconsistencies and inefficiencies arising from the unstructured use of Volatility,
ensuring completeness and reproducibility across teams with heterogeneous expertise.

3. Fostering collaboration. The platform supports collaborative investigations by providing a shared
environment in which geographically and temporally distributed analysts can jointly work on
cases, exchange observations, and develop a coherent understanding of security incidents.

At its core, VolWeb acts as an abstraction layer over Volatility 3, decoupling forensic execution
from user interaction. Memory images can be remotely uploaded and associated with investigative
cases, after which predefined or customized analysis pipelines are automatically executed. The results
produced by Volatility plugins are normalized and stored in a structured format, allowing analysts to
efficiently navigate artifacts such as running processes, loaded modules, network connections, injected
8https://github.com/k1nd0ne/VolWeb
https://github.com/imb0ru/VolWeb/tree/YARA-Integration
https://github.com/k1nd0ne/VolWeb/pull/42



code, and persistence mechanisms. This structured representation supports rapid triage, cross-analysis,
and reproducibility—capabilities that are essential in time-constrained incident response scenarios.
The design philosophy of VolWeb draws inspiration from existing collaborative forensic platforms,

particularly Orochi9, developed by the Leonardo Computer Emergency Response Team (LDO-CERT).
Orochi pioneered the concept of a web-based, multi-analyst environment for Volatility-driven memory
analysis, demonstrating the viability and operational value of distributed forensic workflows. Insights
gathered during preliminary meetings with Andrea Garavaglia, one of Orochi’s core contributors,
proved instrumental in shaping the architectural and functional directions pursued in VolWeb.
From a design perspective, VolWeb inherits several architectural principles originally explored

in Orochi, particularly the separation between forensic execution and orchestration logic, as well
as the emphasis on scalability and reproducibility of memory analysis. Early discussions with the
Orochi development team highlighted the growing need for greater transparency, interpretability, and
contextual enrichment of forensic results—requirements that guided the subsequent development of
VolWeb. In response, VolWeb introduces a web-based investigative workspace with structured case
management, extensible analysis pipelines explicitly supporting human-in-the-loop investigation, and
native integration with Cyber Threat Intelligence frameworks and centralized YARA management. In
this sense, VolWeb can be seen as a complementary evolution of Orochi’s vision: retaining the rigor
of automated memory forensics while embedding it within a platform designed to support collective
sense-making and intelligence-driven incident response.

3.2. Architectural Design and Extension Model

VolWeb is designed around a modular and extensible architecture that explicitly supports future
functional expansion (Figure 1). Rather than embedding all analysis logic within a monolithic workflow,
the platform exposes well-defined extension points at both backend and frontend levels. These extension
points enable the integration of new analytical capabilities without modifying the core system, ensuring
maintainability and adaptability to evolving forensic requirements.

Figure 1: VolWeb Architecture

Key extension points include:

• Analysis Pipeline Extensions, allowing additional processing stages to be inserted before or after
Volatility execution (e.g., pre-processing, triage, enrichment).

• Artifact Processing Modules, enabling the parsing, correlation, and enrichment of forensic outputs
beyond default Volatility plugins.

9https://github.com/LDO-CERT/orochi



• Visualization and Interpretation Layers, supporting custom views and dashboards tailored to
specific investigative objectives.

• External Intelligence Integration Interfaces, designed to correlate forensic findings with Cyber
Threat Intelligence platforms.

This architectural approach transforms VolWeb from a visualization frontend into a platform capable
of hosting advanced forensic and intelligence-driven capabilities.

3.3. Implemented Extensions: Centralized YARA Integration

Among the available extension points, the integration of YARA-based pattern matching represents
the primary functional extension developed in this work. The choice of YARA is motivated by its
widespread adoption as a standard for malware detection and classification, as well as by the operational
requirements observed in high-intensity forensic scenarios.

The YARA10 extension transforms VolWeb into a centralized rule-driven threat hunting environment.
Instead of relying on ad hoc or external YARA executions, the platform introduces a native subsystem
for YARA rule management, including rule upload, validation, organization, and logical grouping into
reusable rulesets. These rulesets can be systematically applied during memory analysis, enabling
consistent pattern matching across multiple memory images and investigative cases.

From an architectural perspective, the YARA subsystem operates as an independent backend module
that interfaces with the VolWeb analysis pipeline. This design ensures isolation from core components
while enabling tight integration with case management and result visualization. Scan results are stored
alongside other forensic artifacts and presented in a structured and interpretable manner, facilitating
analyst validation and knowledge sharing.

3.4. Impact on Forensic Workflow

The introduction of extensible analysis pipelines and centralized YARA management significantly
enhances the operational capabilities of VolWeb. Analysts benefit from improved scalability, as pat-
tern matching can be applied uniformly across large sets of memory images. Moreover, detection
logic becomes explicit, auditable, and reusable, supporting methodological rigor and collaborative
investigation.
By exposing and exploiting its extension points, VolWeb evolves from a tool for executing memory

analysis into a flexible socio-technical forensic platform. The implemented extensions demonstrate
how VolWeb can accommodate advanced detection mechanisms and lay the groundwork for future
enhancements, including automated triage, behavioral correlation, and deeper integration with threat
intelligence ecosystems.

4. Volweb in a Socio-Technical Incident Response: a Use Case

The implementation of VolWeb’s extensions, while architecturally sound and functionally comprehen-
sive, requires rigorous validation to demonstrate their effectiveness in real-world operational contexts
[21]. This section presents the validation process conducted through the forensic analysis of a system
compromised by WannaCry11, the ransomware responsible for one of the most disruptive cyberattack
campaigns in history. First observed in May 2017, WannaCry affected more than 230,000 computers
across over 150 countries, causing estimated damages amounting to several billions of US dollars.
The selection of WannaCry as a case study is motivated by several converging factors that make

it particularly suitable for a comprehensive evaluation. Its widespread notoriety and extensive docu-
mentation provide a well-established benchmark against which analytical results can be systematically
compared. The availability of deactivated samples for research purposes, together with mature YARA

10https://yara.readthedocs.io
11https://www.europol.europa.eu/wannacry-ransomware



rules developed by the security community in the years following the outbreak, enables an objective
assessment of detection capabilities. Moreover, the relative simplicity of WannaCry’s propagation and
encryption mechanisms, when compared to more recent ransomware families, allows the evaluation
to focus on the validation of core forensic functionalities without being confounded by advanced
evasion techniques. Finally, the historical impact of WannaCry makes it a relevant case study from both
educational and operational perspectives, serving as a paradigmatic example of how memory forensics
can contribute to the understanding and mitigation of large-scale cyber threats.
Specifically, the system identified a total of 851 matches (Figure 2). Among the rules that detected

the ransomware were ”TestWannaCry”, multiple instances of ”WannaCry_MemoryScan” and ”FE_RAN-
SOMWARE_WANNACRY”. The ”Component” column indicates which specific element of each rule
generated the match - mainly strings named $a, $proc1, $proc2, $proc3 and $fileB4. The offsets show
that the patterns were found in different areas of memory, confirming the distributed presence of the
malware in the system.

Figure 2: Scan results with the application of public rulesets

Instead, applying the custom rule ”WannaCry_Custom” generated 5,442 matches (Figure 3). This is
significantly higher than the public rulesets. This volume stems from the comprehensive nature of the
rule, which identifies multiple indicators of ransomware: target file extensions ($ext1, $ext2, $ext3),
malware-specific files ($file5), cache patterns ($cache), references to processes ($proc1), libraries ($dll3),
characteristic paths ($path1, $path2) and suspicious VAD sizes ($vad_size).
The high number of matches, although indicative of redundancy, demonstrates that the YARA

integration is working correctly and that VolWeb is able to handle and present large volumes of results
while maintaining a responsive interface.

5. Conclusion

This paper presented VolWeb as a socio-technical memory forensics platform designed to address the
evolving requirements of modern incident response. By integrating Volatility-based analysis, centralized
YARA management, collaborative workflows, and threat intelligence correlation, VolWeb bridges the
gap between low-level forensic evidence and strategic cyber situational awareness.



Figure 3: Scan results with the custom rule applied

The operational requirements derived from the need for scalable, explainable, and intelligence-
driven DFIR tools. VolWeb demonstrates how these requirements can be addressed within a unified
platform. Future work will focus on enhanced automation, advanced correlation mechanisms, and
broader governance and compliance considerations.
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