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Abstract
Artificial Intelligence (AI) is spreading in many domains shaping the way in which humans carry out activities.
AI is not a mere tool but can be considered a powerful instruments able to impact humans and the environment
surrounding them. Among the technologies, Generative AI (GenAI) is receiving great attention in the current
scenario due to its communication capabilities and being timely in responding to requests adapting to users’
requests. As GenAI becomes deeply integrated into software development, the role of prompt engineering has
transitioned from a simple interaction modality to a critical professional activity. It is important to define prompt
that can lead to the generation of context-aligned results that do not represent a potential threat for humans
but lead to the establishment of a human-AI symbiotic relationship in which both parties are enhanced. This
article addresses the current lack of standardized guidelines for the definition of a prompt to create secure and
legally compliant AI systems proposing a conceptual framework designed to guide users in creating prompts that
matches these objectives. The proposed framework is at a preliminary stage and will be validated conducting
real-world case studies to test its applicability and efficacy.
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1. Introduction

As the use of Artificial Intelligence (AI) grows, safeguarding humans and considering them in all of
their dimensions remains crucial. Among the various categories of AI, Generative Artificial Intelligence
(GenAI) is the most widespread in modern society, being used by end users; it is defined as “AI that
can create original content such as text, images, video, audio, or software code in response to a user’s
prompt or request” [1]. A substantial subset of GenAI consists of Large Language Models (LLMs),
trained on large-scale textual datasets with the aim of generating coherent text and performing complex
Natural Language Processing (NLP) tasks to carry out activities (e.g., script creation, dialog simulation)
in numerous fields: from science to arts. In recent years, LLMs have demonstrated great potential
in understanding cognitive concepts such as mathematical reasoning and problem-solving, gaining
considerable attention for their ability to generate high-quality source code, thereby supporting software
development by reducing development time and lowering the required level of expertise [2]. However,
the training process carried out on open data can introduce significant security risks [3]. For example, a
code generation tool is often trained on open-source repositories, which can contain code smells that
can affect the quality of the generated code. Due to the stochasticity and non-determinism of GenAI
systems, Prompt Engineering has emerged as a professional role, a distinct activity aimed at constraining
model behavior, and a new modality of human-AI interaction that functions as a bridge between human
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intent and algorithmic execution. In fact, Prompt Engineering is the process of designing and optimizing
natural language inputs to guide LLMs toward accurate and contextually relevant outputs [4].

The current literature lacks a standardized and in-depth exploration of the topic, thus bringing to the
need for a guidance through indications, such as guidelines and frameworks, that can support users in
creating effective prompts that generate ethically and legally compliant outputs, with particular attention
to ensuring their safety and security. The need for such guidance arises for a variety of reasons, ranging
from technological to scientific motivations. From the technological point of view, the integration
of LLMs in real-world applications, such as healthcare, education, and customer service, has grown
rapidly. However, poorly designed prompts can result in poor output quality, legal requirements being
violated, or sensitive data being leaked. Synthesizing best practices and optimal prompt configurations
into a structured conceptual framework can enhance security, ensure ethical and legal compliance, and
mitigate risks by embedding preventive safety measures directly into the generative process.

From a scientific perspective, it is valuable to investigate how specific linguistic instruction could
shape AI behavior to avoid unexpected and harmful consequences. In this regard, it is important to
consider the prompt not only as an aggregation of instructions, but also as an “interface” between
humans and machines that allows a direct and continuous communication to reach a predefined objective.
The motivation behind this lies in the incidents that have been occurring since the adoption of these
tools; two significant and recent examples are reported in the following. The first one is the incident
with Replit’s coding assistant agent based on an LLM 1. While working on a production database
containing real data from companies and individuals, the AI agent dropped the entire database. This
caused the operation to become irreversible, since the tables were replaced with empty ones and no
backups or copies had been made before those actions [5]. The second and last incident dates back to
November 2025, when Google released its new AI-powered IDE called Google Antigravity2. The user
asked the agent to clear the server’s cache and start the Node.js server. The command that was executed
by the AI not only deleted the temporary files stored in the cache, but also erased all data on the drive
without any confirmation from the user [6].

These concerns are also particularly relevant when employing LLMs in Software Engineering. In
fact, in recent years, LLMs are also being employed to create software systems, build architectures,
and design interaction mechanisms. Thus, ensuring that the artifacts generated by this technology
are usable, safe, and secure is crucial to safeguard humans. This research lays its groundwork on
these issues, proposing a conceptual framework to support humans in the software creation process by
enabling them to write prompts that generate secure, ethical, and legally compliant outputs. The main
objective is to create an instrument that guides practitioners throughout the entire creation process,
from, for example, requirements definition to interface prototyping and code generation. It will also
be worthwhile to investigate whether this framework can help prevent incidents like the Replit and
Google Antigravity cases.

The article is structured as follows: section 2 reports the motivations and lays out the objectives of
this research; section 3 illustrates the proposal of the conceptual framework that aims to fill the gap
identified; section 4 draws the conclusions and presents the future work that will involve this research
for refinement and validation.

2. Motivations and Objectives

Employing AI-based tools and, specifically, GenAI in software development is changing the way that
practitioners are carrying out their tasks and activities. It is necessary to keep up with ever-evolving
nature of this technology and understanding the state of the art to define solutions that can suit the
current challenges. The background concepts and related work are reported below, followed by the
objectives and the Research Question (RQ) that this work aims to answer.

1https://docs.replit.com/replitai/agent
2https://antigravity.google/
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2.1. Related Work

LLMs like Gemini [7], Claude [8], GPT-4 [9], and LLaMA [10] have shaken the field of software
development with their ability to generate software code starting from plain language text written
by developers. Studies have demonstrated that about 62% of generated code contains vulnerabilities,
highlighting the need for a security validation process before using it for production development [11].
In response to these challenges, research began to focus on whether and how such difficulties could be
overcome using different prompting techniques.

Wang et al. proposes a framework for evaluating the quality of prompts, encompassing three di-
mensions: goal clarity, information completeness, and logical consistency [12]. Empirical experiments
demonstrate that vulnerability rates increase monotonically as prompt normativity deteriorates (i.e.,
as the prompt becomes increasingly vague, incomplete, or contradictory). The authors found that
using adequate prompting strategies, such as Chain-of-Thought (CoT) and “RE-ACT”, mitigates these
risks by up to ≈ 30% for the most ambiguous prompts. The authors emphasize that careful prompt
engineering represents a practical safeguard, redirecting LLM security research towards human-AI
interaction rather than model-level flaws [12].

Chinnachamy present PromptSecure, which introduces a comprehensive, protocol-driven framework
for prompt engineering. It addresses the issue of unsecured prompt interfaces and the absence of a
standardized, secure approach to prompt engineering [13]. Unlike conventional prompt-tuning ap-
proaches, which focus on improving model performance, PromptSecure incorporates principles from
cybersecurity, differential privacy, and software verification to create a robust prompt lifecycle. In
particular, it introduces concrete mechanisms to control how prompts are created, checked, executed,
and logged. The framework incorporates automated sanitization, static and runtime validation, and
continuous monitoring to detect malicious or non-compliant prompts. By embedding cybersecurity
controls and privacy safeguards and verification steps directly into the prompt pipeline, PromptSecure
aims to prevent prompt injection, data leakage, and unauthorized behavior. Empirical evaluation shows
that PromptSecure achieves 93% accuracy, compared to 78% for baseline systems. These results demon-
strate that PromptSecure advances secure-by-design GenAI deployment by integrating cybersecurity
principles and formal compliance scaffolds [13].

In another study, Nazzal et al. investigate a dual-objective prompt-optimization framework to address
the critical vulnerability code generated by LLMs [14]. This code inherits insecure patterns from its
massive open-source training corpora and consequently produces code with common weaknesses
(e.g., SQL injection). The framework proposed by the authors, named PromSec, combines a Generative
Adversarial Graph Neural Network (gGAN) with a static code analyzer. The main objective of gGAN is
to clean the code by reducing the number of vulnerabilities, and the resulting secure code drives the
LLM to generate improved prompts for the next iteration. The empirical evaluation, performed across
four state-of-the-art LLMs, shows that PromSec eliminates all identified vulnerabilities, and the prompts
are transferable to other LLMs, generalizable in programming language, and to unseen vulnerabilities
in training[14].

These approaches and frameworks focus on the security of the generated output, lacking in effective
validation of the ethical and legal factors that could affect the output [12, 13, 14]. When humans interact
with an AI system, it is essential that the interaction is secure and that the information provided by the
system is reliable. This field is known as Human Centered Artificial Intelligence (HCAI) [15, 16] and it
aims to design, develop, and evaluate AI systems that are safe, reliable, and trustworthy [15]. HCAI
is rooted in Human-Centered Design (HCD), which is reported in the ISO 9241:210 and it indicates
the processes necessary to involve humans in all the phases of creating systems, products, or services
[17]. In the context of HCAI, the traditional approach of building AI systems that merely focused on
complex mathematical structures and sophisticated algorithms is accompanied by other aspects that
belong to the field of Human-Computer Interaction (HCI) with interaction design and psychology [18].

Within this perspective, a step forward in the context of human-centered systems is Symbiotic
Artificial Intelligence (SAI), which is represents a specialization of HCAI, in which humans and AI
engage in a continuous, mutual collaboration aimed at augmenting human capabilities rather than



replacing them, fostering a bidirectional relationship in which both parties improve over time [19, 20].
This means that humans and AI collaborate in a symbiotic way, where the limitations of one are
compensated by the strengths of the other. The approach necessary to build these systems inevitably
multidisciplinary, touching on various fields that range from the technicalities of Artificial Intelligence
and Software Engineering to the more ethical and human issues tackled by Law & Ethics [18], keeping
HCI at the core of the scenario. Thus, in SAI systems there must be interaction mechanisms that enhance
humans and enable them to fully understand the processes, outputs, and structure of AI reasoning,
for example, by putting in place proper Transparency and Explainability techniques that ensure that
humans can be in-the-loop. This ensures that humans remain in control of the decision-making process,
avoiding negative consequences on themselves or their environment.

In this regard, legal and governmental bodies are also showing interest in regulating and standardizing
the practices of designing, developing, and deploying AI systems in order to ensure that humans
are safeguarded and protected. An exemplary case is the Artificial Intelligence Act, which is a legal
framework released by the European Union (EU) in 2024. It defines four categories of risk that dictate
requirements and obligations that practitioners must follow in order to being authorized to release the
systems they build [21]. An example of how this regulation and human-AI symbiosis can be merged to
reach a common objective is the framework FrameSAI, which is a three-layer framework that aims to
support practitioners in building legally compliant SAI systems through practical indications: principles,
guidelines, and success criteria [22].

The efforts in operationalizing the regulations concerning AI are yet to be fully investigated; due to
the novelty of the field, there is limited research available or related literature available on defining a
conceptual framework or providing users with guidelines to help them create prompts that generate
secure, ethical, and legally compliant outputs.

2.2. Objectives and Research Questions

Based on the topics discussed above, the overall objective of this research is to define a conceptual
framework for writing effective prompts that generate outputs ethically and legally compliant, with
particular attention to ensuring the safety and security. In order to reach this goal, it is necessary to
analyze the mechanisms that are commonly employed by users when interacting with a LLMs and to
investigate whether or not legal and ethical factors are influencing the output produced by the designed
prompt. Thus, it is necessary to improve the security, safety, trust, fairness, and transparency of the
generated output.

Starting from this goal, the following RQ was formulated:

RQ: How to structure and script prompts that foster the generation of human-centered, secure, and legally
compliant ?

The RQ aims to investigate how GenAI can be leveraged to create outputs that prioritize ethics
while ensuring safety and compliance with existing legal and regulatory frameworks. As anticipated
in section 1, the need for guidance is becoming more relevant due to the rapid adoption of GenAI
technologies in the software development field, with the consecutive growth of concerns related to trust,
data protection, and ethical use. The research work will examine design methodologies and security
mechanisms to identify best practices to build prompts that lead to secure, ethical, and legally compliant
outputs.

3. Towards Secure Prompt Engineering

The RQ guided the definition of an approach that aims at laying the groundwork for the conceptual
framework that combines different elements of prompt design with respect to the aspects of interest of
the research (e.g., components, security, ethics). Thus, the proposal aims at representing a step forward
towards secure prompt engineering and the operationalization of its best practices that satisfy these
requirements. They are described and illustrated below.



Figure 1: Visual representation of four phases of the proposed approach

3.1. Proposed Approach

The approach is composed into four main phases with the final aim of investigating and optimizing
prompt engineering for generating secure, ethical, and legally compliant output. The four phases are
described below and illustrated in fig. 1.

P1: it investigates the mechanisms employed by users when writing prompts. This involves examining
how they structure prompts for different objectives, such as interface design or coding a method,
in order to identify common strategies and mistakes and extract generalizable principles to guide
more effective prompt design.

P2: it consists of the design of a dynamic prompt component that can adaptively incorporate specific
elements based on the user’s objective. For instance, if the objective is vulnerability remedia-
tion (e.g., CVE-based tasks), the component will ensure that the prompt incorporates known
vulnerabilities and their context.

P3: it considers ethical and legal factors, together with best practices for security. They could be
potentially derived from existing literature while ensuring compliance with regulations such
as General Data Protection Regulation (GDPR)[23] and EU AI Act. For example, by possibly
translating the obligations set by these regulations into a set of best practices for writing prompts
and using models that comply with their privacy requirements and risk-based classification.

P4: it refers to the testing pipeline, which is developed to evaluate the framework throughout the
software creation process, including the design and evaluation phases.

3.2. Conceptual Framework

Based on these four phases, a conceptual framework is being defined to provide the necessary elements
to construct optimal prompts that generate secure, ethically and legally compliant outputs. The proposed
framework, shown in fig. 2, is described below. It provides details about the components and the two
actors (i.e., AI Providers and Human) along with their role in the whole process.

(C1) Input: it consists of both a prompt and a set of settings. The prompt contains instructions and
information about the objective that the human wants to achieve. In some specific cases, the AI
system allows the human to adjust the model’s parameters (referred to as “Settings” in Figure
fig. 2) that control how the model generates its responses (output). An example is the temperature
parameter, where a low value (e.g., 0.3) makes the responses more deterministic, while a high
value introduces more variability in the produced output. Other key parameters include max
tokens, which limits the output’s length; top-p (nucleus sampling), which restricts token choices
to the most probable ones.

(C2) AI system: in this scenario, it can be described as a man in the middle, which is receiving the
humans’ input and transmitting it to the AI model. Once the model finishes with its elaboration,
the output is sent back to the human by leveraging the AI system’s User Interface (UI) to present
the output.



(C3) AI Act: it is a regulatory framework enacted by the EU to govern the development, deployment,
and use of AI systems. It adopts a risk-based approach, classifying AI systems into unacceptable
high, limited, and minimal risk categories. The regulation aims to guarantee that safety and
fundamental rights are ensured in AI systems [21]. In this workflow, its role is to categorize and
regulate the AI system by guaranteeing its compliance with the enacted law.

(C4) GDPR: it is a law enacted by the EU to protect the personal data of EU residents. It defines
how personal data can be processed and transferred, how organizations must protect it, and
establishes EU residents’ right over personal data possession, use, and collection of their personal
data. The GDPR enforces principles such as lawfulness, fairness, data minimization, accuracy,
and accountability. It is important to note that the GDPR applies to organizations outside EU
both territorially and legally. Any organization that accesses or processes personal data of EU
residents must comply with the GDPR [23]. In this scenario, the GDPR regulates how human’s
data is handled by the AI system and by the model.

(C5) Output of GenAI systems: it can be returned in different forms, and it should contain information
coherent with the content of the inputs provided by the human.

The actors, with their respective roles in the interaction, are reported below:

(A1) The AI providers (e.g., Google, Meta, OpenAI) offer their services for external use through AI
systems. During the models’ design phase, such companies must develop solutions in accordance
with the EU’sAI Act and the GDPR.

(A2) The human interacts with the AI model through the User Interfaces (UIs) of the AI system, which
receives the input on one side and directly communicates with the model on the other. The
human’s input consists of both a prompt and a set of settings. Once the human finishes crafting
the input, it is then sent to the AI systems, which, based on the prompt and settings, generate an
output returning it to the human.

Figure 2: Conceptual framework for constructing an optimal prompt



The human-AI interaction raises several key challenges: ethical and privacy concerns about how
data is handled; the interaction lacks close collaboration between humans and AI; finally, the quality
and accuracy of data can be poor, and critical decisions often lack sufficient human judgment. In the
proposed approach, the connection between actors and components creates a loop through which the
human is able to control the interaction with the AI models. This underscores that SAI helps ensure the
security, ethical, and legal compliance of the generated output. These issues can be partially solved by
SAI, as motivated in section 2, but in cases where these symbiotic elements are not integrated in AI
systems, humans can still take measures to minimize potential risks by using the conceptual framework
(in red).

4. Conclusions

The widespread adoption of AI is changing activities and processes in many fields; when it comes to
software engineering, LLMs have been introduced in different phases of software’s life-cycle, being used
for multiple purposes in design, development, deployment, and testing. As this technology continues to
advance and change, it is important to keep up with the ever-evolving requirements and characteristics
to ensure a smooth and appropriate integration of these tools in software engineering practices. Facing
these challenges requires a multidisciplinary approach which is based on foundational ethical guidelines,
regulatory frameworks, and the human-centered approach. More specifically, designers and developers
must create systems that reinforce human control and oversight, protect them from harm and threats,
and accurately fulfill the tasks they are built for. Ensuring that such requirements are satisfied, can
allow humans and AI to work symbiotically together, enabling them to support each other and improve
over time.

This research work proposes an approach and a conceptual framework to optimize prompt engineering
for a secure, ethical, and lawful output. The proposed approach unfolds of four components and lays the
groundwork for a conceptual framework that aims at operationalizing the above-mentioned goal. Since
this investigation is in its preliminary stages, its next steps are necessary to refine the framework and
translate it from a conceptual into an operational one. It is planned to perform a systematic literature
review concerning the use of LLMs in the context of software engineering in order to have a clear
overview of the practices that are currently being employed in this context. Then, a refined version of
the framework will be delineated, which will be validated through case studies and experiments, for
example, by employing it during software creation.
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