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Abstract

Memory forensics is an effective methodology for analyzing living-off-the-land malware, including threats that
employ evasion, obfuscation, anti-analysis, and steganographic techniques. By capturing volatile system state,
memory analysis enables the recovery of transient artifacts such as decrypted payloads, executed commands,
credentials, and cryptographic keys that are often inaccessible through static or traditional dynamic analysis.
While several automated models have been proposed for malware detection from memory, their outputs typically
lack interpretability, and memory analysis still relies heavily on expert-driven inspection of complex tool outputs,
such as those produced by Volatility. In this paper, we propose an explainable, Al-assisted memory forensics
approach that leverages general-purpose Large Language Models (LLMs) to interpret memory analysis outputs
in a human-readable form and to automatically extract meaningful Indicators of Compromise (IoCs), in some
circumstances detecting more IoCs than current state-of-the-art tools. We apply the proposed methodology to
both Windows and Android malware, comparing full RAM acquisition with target-process memory dumping
and highlighting their complementary forensic value. Furthermore, we demonstrate how LLMs can support
both expert and non-expert analysts by explaining analysis results, correlating artifacts, and justifying malware
classifications. Finally, we show that a human-in-the-loop workflow, assisted by LLMs during kernel-assisted
setup and analysis, improves reproducibility and reduces operational complexity, thereby reinforcing the practical
applicability of Al-driven memory forensics for modern malware investigations.
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1. Introduction

Malware analysis is currently facing different challenges because of the development of stealthy malware
e.g. evasive, obfuscated, stegomalware [1, 2], both for Windows desktop computers and Android mobile
devices, the most used Operating Systems worldwide. Traditional techniques involving static (i.e.
without execution) and dynamic (i.e. runtime monitoring) analysis are sometimes inefficient for such
specific malware classes. Firstly, obfuscated malware cannot be detected using static analysis techniques,
especially when using pattern matches (i.e. regex) and the API names are not in clear. Even if static and
dynamic methodologies have been combined during the years with Artificial Intelligence (AI) algorithms
[3], they lost accuracy with the development of adversarial samples, i.e. malware evading Al-based
detectors [4]. For this reason, memory analysis is emerging in recent studies [5, 6, 7, 8, 9]. They all
demonstrated that memory forensics enables the extraction of specific artifacts that are not retrievable
with other techniques. Current works provide different acquisition techniques and different analysis
strategies. Acquisition methodologies are divided into target-application analysis and full memory
extraction. The acquisition methodology depends on the target OS. For Android, full memory acquisition
requires the kernel recompilation in order to load the LiME (Linux Memory Extractor) [10] kernel
module, the only available tool for complete memory dumping. This approach is helpful to study the
effects of the malware on the whole system by analyzing the interaction with the OS and other processes,
file access and creation, environmental variable, network traffic, bash commands. On the contrary
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the target-app dump in Android uses Fridump, based on instrumentation tools such as Frida [11, 12],
only extracts the memory allocated to the target process under analysis. For Windows, the complete
memory can be extracted with specific tools like FTK-Imager, or VirtualBox Management when
using a Virtual Machine. On the other hand, target-software application can be extracted with tools
like procdump.

The analysis methodologies are based on specific content extraction such as allocated objects [5],
binary-to-image encoding [6], specific IoC matching through strings and regex matching [7, 13, 14].
However, none of the current studies focused on the interpretability of the complete memory extraction
and subsequently the full analysis of its content for malware analysis. They merely rely on specific
known pattern matching [7]. Additionally, to the best of our knowledge, there is no study based on the
differences between the complete memory dump and the target-app dump. Regarding the complete
memory analysis, the only available tool is Volatility which requires a deep knowledge on its usage
and data interpretability. We claim that general-purpose LLMs can be applied in these scenarios even for
teaching purposes by giving a human-readable interpretation of the tool output [15, 16]. This concept
has already been explored in traditional teaching but to the best of our knowledge there is still no
application in Digital Forensics (DF).

In this study, we propose a comparative analysis of the full RAM extraction and the target-process
dump. In our case, the analysis is guided by general-purpose LLMs and Natural Language Processing
(NLP) algorithms. In fact, by analyzing both the volatility [17] outputs and the text encoding (i.e.
reading the strings of the dump) from the memory extracted using both approaches, we can give to
the human analyst a comprehensive report on the interpretation of (i) the volatility outputs, (ii)
the details of the found artifacts and (iii) an explanation according to the given classification of the
algorithm. If the memory is captured over time, our approach can also evaluate the differences in the
dumps evolving during runtime app execution. We opt for general-purpose LLMs to adapt their vast
ground truth for detection (i.e., an Large Language Model (LLM) like ChatGPT would be more efficient
than a self-hosted LLM trained on a few under-representative data). In fact the dataset is a huge problem
in DF research and investigations, that because of the lack of public databases, cases, files and evidences,
research goes slightly slow [18, 19]. Additionally, real cases cannot be used if not properly managed
according to privacy preservation [20, 19]. In this way, synthetic datasets are a plausible solution. Our
analysis is supported by the release of a unified methodology for full RAM extraction. We ask the
following research questions:

« RQ1: Can Al be applied as an assistant in Digital Forensics analysis?
« RQ2: What is the difference between complete memory and target-process analysis?
« RQ3: Can general-purpose LLMs help the analyst in malware detection?

Our main contributions are threefold. First, we introduce an explainable, Al-assisted memory
forensics pipeline that leverages general-purpose LLMs to interpret volatile memory artifacts and
analysis outputs in a human-readable and forensically meaningful manner. Second, we provide a
systematic comparative analysis between full RAM acquisition and target-process memory dumping,
highlighting their differences in malware visibility, forensic coverage, and the evolution of malicious
behavior over time during execution. Third, we explore and demonstrate the effectiveness of general-
purpose LLMs as analysis assistants for malware memory forensics, showing how they can support both
expert and non-expert analysts in understanding complex memory artifacts. In addition, we address
the practical challenges of volatile memory acquisition by adopting a human-in-the-loop methodology
during the kernel-assisted setup phase. To streamline this complex and error-prone process, we used
ChatGPT as an interactive assistant, requesting step-by-step guidance tailored to the target kernel
and iteratively providing compilation and runtime error logs to resolve toolchain mismatches, missing
headers, module loading failures, and symbol extraction issues. This approach significantly reduced
setup time while preserving methodological transparency, as all corrective actions were driven by
explicit error traces. To further support reproducibility and independent validation, we release the



compiled kernel artifacts and associated build metadata used in our experiments. Finally, we emphasize
the critical role of memory forensics in modern malware detection by comparing memory-based analysis
results with traditional approaches, such as VirusTotal [21], Drebin [22], and Entroplyzer [23], thereby
illustrating the added value of volatile-memory analysis against stealthy and evasive malware.

The remainder of this paper is structured as follows. Section 2 highlights the main concepts for
memory forensics and the current techniques used in malware analysis, while Section 3 introduces
the used Methodology. The memory analysis results of Windows and Android using LLMs and NLP
are presented respectively in Section 4.1 and Section 4.2. Section 5 closes the paper answering to the
previously posed Research Questions.

2. Background and Related Works

Memory forensics is a fundamental component of modern malware analysis, enabling investigators to
observe malicious behavior at runtime and recover evidence that is deliberately concealed from persistent
storage. Unlike static disk-based analysis, memory forensics captures the live execution state of a system,
exposing transient artifacts such as decrypted malware payloads, unpacked shellcode, injected dynamic
libraries, reflective loaders, credential material, encryption keys, command-and-control configurations,
and active network sessions. These properties make memory analysis particularly effective against
fileless malware, packers, droppers, and multi-stage attacks, which increasingly dominate both Windows
and Android threat landscapes [24, 25].

Memory Forensics for Windows Malware Analysis Windows memory forensics represents
the most mature and operationally deployed domain of volatile analysis. Early foundational work
demonstrated that malware frequently resides exclusively in memory, motivating the systematic analysis
of RAM to detect rootkits, injected code, and kernel-level manipulation [26, 27]. Modern Windows
malware routinely employs runtime-only techniques such as process hollowing, reflective DLL injection,
APC injection, direct system call invocation, and kernel rootkits, all of which leave minimal or no
traces on disk [28, 29]. Memory acquisition on Windows is typically performed using kernel drivers or
trusted execution environments, enabling full physical memory capture with high fidelity. Tools such as
WinPmem, DumpIt, and FTK Imager are widely used in live-response scenarios, while hypervisor-based
acquisition enables repeatable malware analysis in sandboxed environments [30, 31]. Compared to
mobile platforms, Windows benefits from a more stable kernel architecture and symbol infrastructure,
facilitating reliable reconstruction of kernel objects and process internals. Post-acquisition analysis is
commonly conducted using frameworks such as Volatility and Rekall, which reconstruct malware-
relevant artifacts including hidden processes, injected memory regions, anomalous virtual address
descriptors (VADs), malicious kernel modules, registry hives, credential material, and in-memory PE
files [17, 32]. These techniques are central to the detection of advanced persistent threats (APTs),
ransomware, and fileless malware campaigns that evade traditional signature-based defenses [28, 29].

Memory Forensics for Android Malware Analysis Memory forensics has also become increasingly
important for Android malware analysis, particularly in response to widespread use of dynamic loading,
runtime unpacking, and native code exploitation. Android malware often decrypts payloads only at
execution time, dynamically loads DEX files or native libraries, and manipulates ART or JNI components,
behaviors that are frequently invisible to static APK analysis [5, 6]. Android memory forensics inherits
many principles from Linux but introduces additional complexity due to kernel fragmentation, device
heterogeneity, and security mechanisms such as SELinux, Verified Boot, and application sandboxing
[33]. As a result, full physical memory acquisition is less commonly achievable than on Windows
systems, and many approaches rely on partial acquisition strategies, including process dumps, heap
analysis, and runtime instrumentation [34, 13]. Despite these constraints, memory-based analysis
enables the recovery of crucial malware artifacts, including decrypted DEX code, native shellcode,
runtime-generated strings, cryptographic keys, and command-and-control endpoints [5, 35, 14]. These
capabilities are essential for understanding modern Android malware that actively evades static and
network-based detection.



textbfAl for Memory Forensics The rapid growth in data volume and attack sophistication has driven
the adoption of artificial intelligence (AI) and machine learning (ML) across digital forensics [36, 3].
ML techniques have been successfully applied to malware classification, anomaly detection, forensic
triage, and artifact prioritization across disk, network, and memory data sources. Memory forensics,
in particular, has emerged as a promising domain for Al-driven analysis due to the highly entropic
and unstructured nature of RAM dumps. Statistical and ML-based approaches classify memory regions
using features such as entropy, byte-frequency distributions, n-grams, and structural regularities,
enabling detection of injected or packed malware components even when semantic parsing fails [23, 37].
Recent work explores representation learning to improve scalability and generalization. Image-based
encodings transform memory or binary data into grayscale or RGB matrices suitable for convolutional
neural networks, an approach initially proposed for Windows malware binaries [38] and later extended
to memory dumps and Android artifacts [6, 39]. These approaches enable featureless learning and
visual explainability but may introduce artificial spatial correlations due to the reshaping of linear
memory into two-dimensional layouts [40]. Complementary approaches include sequence-based deep
learning, entropy-flow modeling, and audio-based encodings of binaries [41, 42]. However, most existing
Al-based memory malware detection systems still operate on partial memory views or predefined
regions of interest, limiting their ability to capture multi-stage or cross-process attacks. Explainability is
increasingly recognized as a core requirement for forensic Al systems. In investigative and legal contexts,
opaque predictions are insufficient; analysts must understand why a memory region is classified as
malicious and how it relates to observable runtime behavior [43, 44]. Explainable AI (xAl) techniques
address this need by highlighting influential memory regions, byte patterns, or learned features that
drive classification decisions. By integrating xAl into memory-based malware analysis, Al models
transition from black-box classifiers to decision-support systems that expose actionable Indicators of
Compromise (IoCs), such as suspicious memory segments, injected code regions, or anomalous runtime
structures [23]. This capability is particularly valuable in volatile memory forensics, where evidence is
ephemeral and must be interpreted rapidly and defensibly.

3. Approach

In the following we show the detailed methodology used for this work. The pipeline reported in Figure 1
is designed to run a target program in the correct sandbox, extract the memory during execution, save
the memory dump. If requested it is possible to repeat the execution over time, with a preferred time
interval in order to have a sequential memory dump to study the behavior of the target malware sample
during execution, sometimes with automatic or manual interaction to study the events. Subsequently,
the dump is analysed with volatility in case of full RAM extraction, otherwhise with strings to
extract UTF-8 readable characters as no public tool is available for target-process memory analysis.
At this point, we apply LLMs and NLP algorithms to extract specific IoCs from the dump, classify the
target application with an explanation on the result. Additionally, we use the general-purpose LLMs to
interpret and explain to the analyst the Volatility output, a fundamental step for non-expert users.
At the end we compare the extracted IoCs and classification report with common state-of-the-art tools
to stress the power of Al-based memory forensics for malware analysis.

3.1. Dataset Creation

We downloaded real malware samples for Android and Windows (the most used OS respectively for
Desktop and Mobile) and executed in protected sandbox to not damage real environments as they are
real malware. Despite some malware detect the presence of a debug environment, we excluded such
samples otherwise the malware does not start. We considered dropper and fake APKs for Android
because are one of the most dangerous categories to be detected. While for Windows we considered
the ransomware as it is the main threat. We expect to extract important IoCs from the memory dump
and improve the analysis of current state-of-the-art tools.
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Figure 1: Execution pipeline. Run the target program (APK or PE) in the correct sandbox, extract the RAM related
to the target process and the full RAM, analyse the dump and extract l1oCs with LLMs and NLP algorithms,
producing a human-readable report explaining the content of the dump, listing the found loCs and explaining
the classified executed program. The extracted results are compared with popular state-of-the-art tools

3.2. Memory Extraction

Due to the different architectures, the memory extraction is strictly dependant on the target OS.
Windows Memory Extraction For Windows experiments, full RAM acquisition was performed
using a hypervisor-assisted approach that does not require kernel instrumentation or elevated privileges
within the guest operating system. All malware samples were executed inside a controlled VirtualBox
virtual machine, and while the malware was running, the complete physical memory of the guest
was captured directly from the host using the native VBoxManage command. This method exports a
snapshot of the virtual machine’s RAM without interacting with the guest kernel or altering its runtime
state, thereby ensuring acquisition transparency and minimizing observer effects. Because memory
extraction is performed externally at the hypervisor level, this approach bypasses in-guest security
mechanisms such as driver signing and kernel patch protection, while still providing a forensically
complete memory image suitable for subsequent analysis with standard memory forensics frameworks.
Android Memory Extraction We adopted a kernel-assisted methodology for full RAM acquisition
on Android, as complete volatile memory extraction necessarily requires execution in kernel context.
Unlike desktop operating systems, Android enforces strict isolation between user space and kernel space
through SELinux, application sandboxing, and Verified Boot, which prevents unprivileged processes
from accessing physical memory or kernel data structures. As a consequence, super-user (root) privileges
are mandatory to load kernel instrumentation and read physical page frames. Furthermore, common
consumer and emulator kernels either disable loadable modules or enforce strict module signature
verification, making third-party forensic modules incompatible with stock builds. For this reason, kernel
recompilation is required to enable loadable module support, ensure ABI compatibility with the running
kernel, and allow the insertion of the LiME acquisition module without altering runtime semantics. Our
procedure follows the official Volatility Android guideline', which prescribes target characterization,
kernel source selection, configuration alignment, LiIME out-of-tree compilation, and symbol/profile
generation for memory analysis. To streamline this complex and error-prone process, we used ChatGPT
as an interactive assistant, requesting step-by-step guidance tailored to the target kernel and iteratively
providing compilation and runtime error logs to resolve toolchain mismatches, missing headers, module
loading failures, and symbol extraction issues. This human-in-the-loop approach reduced setup time
while preserving methodological transparency, as all corrective steps were driven by explicit error
traces. Finally, to ensure reproducibility and facilitate independent validation, we release the compiled

'https://github.com/volatilityfoundation/volatility/wiki/Android
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kernel artifacts and associated build metadata used in our experiments.

3.3. Memory Analysis

In the following we present the memory analysis methodology details for full RAM extraction and
target-process dumps.

Full Memory Analysis Memory analysis was performed using Volatility, which requires kernel-
specific metadata to correctly interpret raw memory images. While Volatility automatically resolves
symbols and analysis contexts for Windows memory dumps, Android memory analysis mandates the
explicit creation of a kernel-matching profile due to the absence of standardized debugging symbols and
the extensive fragmentation of Android kernels across versions and vendors. In this work, Volatility
profiles were generated directly from the same custom kernel build used during memory acquisition,
ensuring exact ABI consistency between the running system and the analysis framework. Specifically,
kernel recompilation produced the unstripped vmlinux binary and the corresponding System.map
file, which together encode symbol addresses and structure layouts. For Volatility 2, we extracted
DWAREF debugging information from vmlinux to generate a module.dwarf file and packaged it with
System.map into a profile archive, which was then loaded explicitly during analysis. For Volatility 3,
the same kernel artifacts were processed using dwarf2json to generate a JSON-based symbol file that
encapsulates kernel types, offsets, and symbols in a structured format. This symbol file was supplied
to Volatility at runtime to enable kernel and process reconstruction. The profile-generation step is
mandatory on Android, as even minor kernel configuration changes alter structure offsets and invalidate
generic assumptions. Although this procedure introduces additional complexity compared to Windows,
it guarantees analytical correctness by ensuring that all memory objects are parsed using symbols
derived from the exact kernel image responsible for the acquired RAM dump.

Target Memory Analysis Process-level memory acquisition is performed using platform-specific
tools. On Android, the memory of the target application was extracted using Fridump, which attaches to
the running process via Frida and dumps its mapped memory regions at runtime. On Windows, process
and system memory acquisition was carried out using WwinPmem, a kernel-level acquisition tool that
enables reliable extraction of volatile memory while the malware sample is executing. These targeted
dumps complement full RAM acquisition by providing finer-grained visibility into application-specific
runtime artifacts.

3.4. Al-assisted Memory Analysis

The main contribution of this paper is the application of general-purpose LLMs to analyse memory
dumps while executing a malware. First of all, general-purpose LLMs are used to interpret the output
of the analysis conducted in the complete memory dump with Vvolatility as it produces outputs
in table format, readable only by expert users and analysts. We apply LLMs to this output to help
people understanding the output of this tool, hence for teaching improvements. Additionally, as general-
purpose LLMs are trained on a large amount of data, we use them to extract automatically IoCs from
the memory dump. This part is fundamental to understand if there is a malware running in the target
device and because of memory forensics extract artifacts not detectable with traditional approaches as
every data in RAM resides in plain text (e.g. passwords, encryption keys). After extracting the IoCs, the
LLM produces a report explaining the Volatility output, the extracted IoCs and the classification of
the program running on RAM with its explanation. We also compared the LLMs results with ad-hoc
NLP algorithms and for target-application memory dump.

4. Evaluation Results and Discussion

In this set of experiments, we perform full RAM analysis following the methodology described in
Section 3 and illustrated in Figure 1. Memory dumps are examined using Volatility version 2 (v2.6.1)
and version 3 (v2.27.0), which extract forensic artifacts such as process trees, network connections,



loaded libraries, memory mappings, and file system activity through their respective plugins. The
analysis workflow is common to both Windows and Android: once memory is acquired, Volatility
parses kernel and process structures and produces structured outputs that must be interpreted to assess
malicious behavior.

To evaluate the difference between full RAM acquisition and target-process memory dumping, we
designed experiments that repeatedly capture memory during execution. For each sample, memory was
dumped five times within the first 60 seconds of execution (i.e., one dump every 10 seconds), allowing us
to study the temporal evolution of malicious behavior. Full RAM analysis provides a system-wide view
of attack effects, including file access, network activity, inter-process interaction, and injected code,
while target-process dumping offers a more focused perspective on application-specific behavior. This
experimental design is applied consistently across both operating systems, although the acquisition
mechanisms differ by platform.

After acquisition, all memory dumps were parsed using a predefined set of Volatility plugins (reported
in Table 4 for both Volatility 2 and Volatility 3), and their outputs were stored for subsequent analysis.
Because Volatility produces large, table-based outputs that typically require expert interpretation, we
investigated whether general-purpose LLMs, specifically ChatGPT-40-mini and Gemini 2.0-flash-lite,
could assist analysts in understanding these results. The prompts (reported in Table 5) instruct the
LLMs to (i) read Volatility plugin outputs, (ii) translate them into human-readable explanations, (iii)
extract relevant Indicators of Compromise (IoCs), (iv) correlate evidence across plugins to identify
suspicious or malicious processes, and (v) generate a final report explaining the classification decision.

In parallel, we implemented a custom rule-based NLP pipeline to analyze both Volatility outputs
and raw strings extracted from memory dumps. This NLP component relies on deterministic regular-
expression matching and entropy-based heuristics to detect forensic clues such as command execution
patterns, network indicators, privilege abuse, code loading, and obfuscation artifacts. The resulting
features are aggregated into interpretable vectors and classified as malicious, suspicious, benign, or
unknown. Unlike embedding-based or statistical NLP approaches, this system is fully explainable and
knowledge-driven, enabling direct attribution of decisions to specific textual evidence. The comparison
between LLM-based interpretation and deterministic NLP analysis is summarized in Figure 4.

4.1. Windows

The Windows experiments were conducted in a controlled virtualized environment using VirtualBox.
A Windows 11 guest virtual machine was executed on the host system, and full memory acquisition was
performed externally via VBoxManage guestcontrol. This approach allows reliable and repeatable
memory snapshots without requiring kernel drivers or in-guest acquisition tools, thereby minimizing
interference with the system under analysis.

Memory Extraction. For each experiment, the full RAM image was collected at runtime and
subsequently analyzed using volatility 3. Unlike Android experiments, no kernel recompilation or
profile tuning was required, as Volatility 3 natively supports modern Windows memory structures.
Each memory dump corresponds to a single execution snapshot, ensuring consistency between forensic
artifacts and observed runtime behavior. No analysis could be conduct with volatility 2 because
when running the plugins to extract data from the memory dump a profile is required and no match is
available for Windows 11.

Memory Analysis. The forensic analysis on Windows memory dumps focused on interpreting
the outputs of a comprehensive set of Volatility 3 plugins (shown in Table 3), including process
enumeration, memory allocation structures, loaded modules, kernel callbacks, registry artifacts, and
persistence-related mechanisms. These plugins provide low-level visibility into system behavior that
cannot be reconstructed from static binaries alone. The analysis was performed using three approaches:
(i) a rule-based heuristic NLP engine, (ii) general-purpose Large Language Models (ChatGPT-40-mini
and Gemini 2.0-flash-lite), and (iii) external reputation-based analysis via VirusTotal. Each approach
was evaluated on the same set of Windows memory dumps to ensure comparability. A key advantage
of LLM-based analysis lies in its ability to transform low-level forensic outputs into human-readable
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explanations. Both ChatGPT and Gemini were able to contextualize complex Volatility plugin
outputs, such as suspicious memory regions, anomalous pool allocations, hidden processes, or injected
code segments, and explain their forensic relevance in natural language. In contrast, the heuristic NLP
approach produces interpretable but limited explanations based on predefined rules and regex-based
IoC extraction. While effective at highlighting known patterns (e.g. URLs, IP addresses, encoded blobs),
it lacks the contextual reasoning required to relate multiple artifacts across different plugins. Overall,
LLMs significantly improve forensic explainability by bridging the semantic gap between raw memory
artifacts and analyst-level understanding.

Comparison with LLMs and VirusTotal. The comparative analysis highlights that LLM-based
memory forensics and VirusTotal address fundamentally different forensic problems. VirusTotal pri-
marily operates on static artifacts and reputation signals, relying on antivirus engine consensus, file
hashes, and known indicators. As a result, VirusTotal provides limited insight into runtime behavior
and does not expose memory-resident artifacts such as injected code, live threads, kernel callbacks, or
transient filesystem activity. Conversely, LLM-based analysis of Windows memory dumps is capable of
extracting a broader and more diverse set of Indicators of Compromise directly from RAM. These include
evidence related to process injection, anomalous memory regions, filesystem interactions (temporary
files, caches, databases), registry modifications, and kernel-level structures. Our experiments show that
LLMs consistently extract more IoCs than VirusTotal, particularly those related to dynamic behavior
and system-level manipulation. Between the two LLMs, ChatGPT demonstrates more stable behavior in
terms of verdict consistency and explanation quality, while Gemini shows higher variance and a greater
tendency toward conservative or unknown classifications. This difference is reflected in the lower
agreement scores between Gemini and the other approaches. The quantitative results confirm that the
three approaches produce substantially different verdict distributions. The heuristic NLP classifier tends
to polarize results toward benign or malicious based on explicit patterns, whereas LLMs exhibit a more
nuanced distribution across malicious, suspicious, benign, and unknown categories. Pairwise agreement
analysis further shows limited overlap between VirusTotal and LLM-based verdicts, indicating that
reputation-based detection and memory forensics capture complementary aspects of malicious behavior.
Higher agreement is observed between ChatGPT and the NLP approach, suggesting that rule-based IoC
extraction partially aligns with LLMs reasoning when analyzing memory artifacts.

Importantly, disagreement does not indicate incorrectness but rather reflects the fact that each method
targets a distinct forensic layer: VirusTotal focuses on known malware signatures, NLP emphasizes
explicit textual indicators, and LLMs synthesize heterogeneous memory evidence into higher-level
forensic interpretations.

4.2. Android

Since the target device runs an Android system on a Linux kernel, the correct Linux plugin and matching
profile must be selected to properly interpret kernel structures. However, available Linux plugins
(particularly across Volatility 2 and 3) are limited, and kernel-dependent challenges make full RAM
forensics less explored in prior work. Recent works such as volMemDroid focus on similar Android-
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specific guidelines and rely on a Goldfish 4.4 kernel, consistent with Android 9 (API 28). volMemDroid
extracts IoCs using awk and regex and converts them into feature vectors for analysis. We adopted the
same execution environment, also because Goldfish kernel is still used and adopted by different devices
even if release many years ago. In contrast, our methodology parses volatility’s plugin outputs
and leverages general-purpose LLMs (ChatGPT-40-mini and Gemini 2.0-flash-lite) to interpret results
and generate human-readable summaries. This approach allows the automatic extraction of significant
patterns (i.e. IoCs, strings, and plugin-specific indicators) providing analysts with clear, interpretable
reports.

Memory Extraction. The complete RAM extraction requires more resources because of the kernel
recompilation. At the same time, the full RAM analysis gives more details on the effects of the target
Android Package (APK) in the whole system, for example monitoring written/accessed files and network
connection. For this reason, we extracted the outputs of the selected volatility plugins (Table 4) for
each dump collected over time.

For each APK we dumped 5 times during the first 60 seconds of execution (i.e. every 10 seconds
which is also the time our machine needs to dump the memory of 2GB, notably not corresponding to
current real physical Android devices). We considered only a restricted subset of APK, i.e. dropper
and fake APK (e.g.Netflix, Twitter, Whatsapp, Instagram, TikTok, Facebook) compared with
the real official version. It is fundamental to recognize fake applications that could contain malicious
behaviors while mimiking real legitimate applications not recognizable by users. One example is the
recent Android stegomalware [45, 2, 46].

Memory Analysis, Interpretability and Explanation (Android focus). As shown in Figure 4,
chatGPT is strictly performant in analysing the output of Volatility and giving a human-readable
description but also classifying them correctly, with an average confidence (i.e. accuracy) of 0.93 for
Volatility 3. The LLM can classify the dumps in goodware/malware by also providing an explanation on
the string pattern and its filename that lead to such classification (e.g. malware because of the process
com.quasar.bistocook2 found in linux.pstree), as shown in Table 1 with a restricted dataset of fake APK.
Similarly, the NLP algorithm extracts specific IoC based on regex and classifies the APK according
to the content of the memory dump. We made our own NLP algorithm to parse both volatility
outputs and the extracted strings both from the full RAM methodology (i.e.LiMe) and the target-process
(i.e.Fridump), as displayed in Figure 4. The NLP component uses rule-based regular expressions and
entropy checks to detect domain-specific forensic clues, producing interpretable feature vectors to
classify memory-related text as malicious, suspicious, benign, or unknown. It is a knowledge-driven,
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Netflix process name, process name, pro-
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Twitter connected IP, process process name,
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Table 1
Comparison of GPT and Gemini string-based detections across a subset of Android fake applications
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Figure 4: Comparison of the Android evaluation accuracy of the three models (from left to right: custom NLP,
chatGPT-40-mini, gemini-2.0-flash-lite) with the four different analysis (from left to right: volatility2, volatility3,
strings extracted from the complete dump with LiME, and with the target dump with Frida

explainable system that avoids statistical or embedding-based models.

Moreover, the models recognize the differences between fake and real APK by highlighting differences
when asked (Table 1). In particular, fake APK can be detected because of the presence of IoCs regarding
repacking, which is the technique to falsify APK starting from existing ones [47]. Moreover, thanks
to the plugin malfind, it can retrieve injected malicious payloads, especially when comparing fake
samples against legitimate counterparts. Both LLMs, chatGPT and Gemini, can identify the name of
the package exhibiting malicious behavior.

Overall, LLM are more efficient than our NLP algorithm, plausibly due to the broader knowledge base
of general-purpose models, as reflected in Figure 4. Volatility analysis with respect to Fridump
is more complete and the LLM can better explain the effects in the whole system. On the other hand,
Fridump analysis allows a more focused understanding of the target application behavior, especially
if analyzed over time, by capturing actions such as runtime permissions, API calls, encryption, and
dynamically loaded code.

Comparative Analysis. Finally, we compared our memory forensics analysis with current lit-
erature tools, i.e.virusTotal, Drebin and Entroplyzer. First of all, Drebin and Entroplyzer
could analyze only some of them due to, respectively, anti-static analysis measures for anti-repacking
in Androguard and anti-dynamic analysis for function hooking protection with Frida, as shown in
Figure 5. The remaining APK, less than 30% were successfully detected by the tools. With respect
to VirusTotal we compared the extracted IoC. Our memory forensics approach could find all IoC
retrieved by VirusTotal, except for some IP addresses and domains that have been disabled. Additionally,
the memory forensics approach could detect more IoCs for example regarding threads, file management
(e.g. db, tmp, cache files), filesystem interaction, syscalls, native libraries, hidden modules, as highlighted
in Table 2.
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Figure 5: Average percentage of misclassified samples for the different Android detectors, i.e. Drebin, Entroplyzer,
VirusTotal (notably average percentage of AV engines that fail to detect on VT) and the LLM-RAM approach
with the different LLMs and RAM analysis methodologies (volatility2, volatility3, strings from the complete
dump or the target process dump)

loC / Evidence Category VirusTotal LLM-RAM (Memory
Forensics)

URLs/IPs/Domains

Bundled files / archives

Files / artifacts on disk

Executable code / processes
System & kernel structures

User activity / environment
Malware / manipulation indicators

Device & memory interfaces

> X X X X X X NN
N NN SNANANANANN

Tracing events

Table 2
Comparison of loC categories supported by VirusTotal vs. Android LLM-RAM.

5. Conclusions

In this work, we propose a cross-platform memory analysis and interpretation methodology applicable
to both Windows and Android systems. We introduce an analysis framework for malware detection and
explanation based on the integration of general-purpose LLMs with volatile memory forensics. Given
either structured outputs produced by volatility from Windows and Android full RAM images,
or unstructured textual artifacts (e.g. extracted strings) from memory dumps, the proposed approach
enables human-readable interpretation, automatic extraction of Indicators of Compromise (IoCs), and
explainable malware classification.

The text-based analysis (i.e. string extraction and semantic interpretation) is applicable to both
complete system memory snapshots and target-process memory regions, and is therefore suitable for
desktop-class OS as well as mobile environments. Through a comparative evaluation of these acquisition
strategies, we show that full RAM analysis provides a more comprehensive view of system-wide attack
effects on the OS (particularly in Windows hosts), while target-process memory analysis can expose a
higher density of application-specific IoCs, particularly in mobile scenarios.

We generate analyst-oriented reports in which the LLM explains why the examined memory artifacts
derived from volatility plugin outputs or string-based analysis, should be considered benign,
suspicious, or malicious, and explicitly links each classification decision to the extracted IoCs. The
results are compared against established tools such as VirusTotal, demonstrating that memory-centric
analysis reveals substantially richer forensic evidence than file-based reputation services alone, while



remaining complementary to them.

We also show that a human-in-the-loop approach, supported by general-purpose LLMs during
Android kernel-assisted memory acquisition and analysis, can significantly reduce setup complexity
while preserving transparency and reproducibility, as demonstrated by the release of the compiled
kernel artifacts and build metadata used in our experiments.

This study examines the applicability of Artificial Intelligence as a supportive tool in Digital Forensics
analysis. RQ1 investigates whether Al can assist critical phases of memory forensics, encompassing An-
droid kernel recompilation for memory extraction and the analysis of acquired memory dumps through
Volatility output interpretation, Indicators of Compromise (IoCs) extraction, malware classification, and
result explanation [48]. RQ2 focuses on the distinction between complete memory analysis and target-
process analysis, where the former emphasizes operating system-level interactions and system-wide
behavior, while the latter enables a more granular inspection of application-specific activities. RQ3
evaluates the contribution of general-purpose LLMs to malware detection, assessing their capability to
perform knowledge-driven IoC extraction and to generate human-readable explanations that enhance
the interpretability of classification outcomes for forensic analysts.

While the proposed approach demonstrates promising results, several aspects warrant further in-
vestigation. The use of general-purpose LLMs is exploratory and primarily aimed at enhancing the
interpretability of memory forensics outputs; a more extensive analysis of response consistency and
reliability would be necessary to fully assess their suitability for forensic applications. Additionally,
LLMs to be used in real Digital Forensics investigations must protect user data and commercial LLMs
do not guarantee it, especially as data in memory dumps is in plain text. Hence, one solution would be
the use of offline LLMs but we need specific data for training and ad-hoc tests on their performances
must be conducted in the future.

The framework builds upon well-established tools and techniques, and its contribution lies mainly
in their integration within a unified workflow rather than in the development of novel acquisition
mechanisms. The experimental evaluation is conducted on a limited set of samples and within an
emulator-based environment using a single kernel configuration, which may restrict the generalization
of the findings to other kernels, modern Generic Kernel Images, or physical devices. In addition, the
requirement for kernel recompilation introduces practical constraints that should be considered when
applying the approach in real-world forensic scenarios. Future work will focus on expanding the dataset,
validating the methodology across diverse platforms, and further strengthening the evaluation of the
LLM-based analysis component. The data used for this work is published online °.
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Windows Category Volatility 3 Plugins

Process & Execution windows.pslist.PsList, windows.psscan.PsScan, windows.pstree.PsTree, win-
Analysis dows.cmdline.CmdLine, windows.envars.Envars, windows.handles.Handles,
windows.sessions.Sessions, windows.joblinks.JobLinks

Memory Injection & Mal-  windows.malfind.Malfind, windows.hollowprocesses.HollowProcesses,
ware Techniques windows.processghosting.ProcessGhosting, win-
dows.malware.pebmasquerade.PebMasquerade, win-
dows.malware.hollowprocesses.HollowProcesses, win-

dows.malware.processghosting.ProcessGhosting

Loaded Modules & windows.dlllist.DllList, windows.modules.Modules, win-
Drivers dows.ldrmodules.LdrModules, windows.unloadedmodules.UnloadedModules,
windows.driverscan.DriverScan, windows.drivermodule.DriverModule,

windows.malware.drivermodule.DriverModule

Kernel & Low-Level windows.ssdt.SSDT, windows.kpcrs.KPCRs, windows.callbacks.Callbacks, win-

Structures dows.driverirp.Driverlrp, windows.timers.Timers
Memory Layout & VAD  windows.memmap.Memmap, windows.vadinfo.Vadinfo, win-
Analysis dows.vadwalk.VadWalk, windows.vadregexscan.VadRegExScan, win-

dows.virtmap.VirtMap, windows.bigpools.BigPools

Persistence & Autostart windows.registry.scheduled_tasks.ScheduledTasks, win-
Mechanisms dows.scheduled_tasks.ScheduledTasks, windows.registry.userassist.UserAssist,
windows.shimcachemem.ShimcacheMem, windows.amcache.Amcache,

windows.registry.amcache.Amcache

Registry Analysis windows.registry.hivelist.HiveList, windows.registry.hivescan.HiveScan, win-
dows.registry.printkey.PrintKey, windows.registry.getcellroutine.GetCellRoutine,
windows.registry.certificates.Certificates

Filesystem & Object Arti- windows.filescan.FileScan, windows.mutantscan.MutantScan, win-
facts dows.symlinkscan.SymlinkScan, windows.poolscanner.PoolScanner

Networking & System windows.info.Info, windows.statistics.Statistics, windows.getsids.GetSIDs,
Context windows.getservicesids.GetServiceSIDs,  windows.svclist.SvcList,  win-
dows.svcscan.SvcScan, windows.svediff.SveDiff

User Interface & Session  windows.deskscan.DeskScan, windows.desktops.Desktops, win-
Objects dows.windowstations.WindowStations, windows.windows.Windows
Miscellaneous & Special- windows.mbrscan.MBRScan, windows.truecrypt.Passphrase, win-
Purpose dows.devicetree.DeviceTree, windows.strings.Strings

Table 3

Categorization of Windows Volatility 3 plugins grouped by forensic analysis domain



Linux Category

Volatility 2 Plugins

Volatility 3 Plugins

Process & Execution
Analysis

linux_pslist, linux_psscan, linux_pstree,
linux_paux, linux_psenv, linux_psxview,
linux_threads

linux.pslist.PsList,  linux.psscan.PsScan,
linux.pstree.PsTree,  linux.psaux.PsAux,
linux.pscallstack.PsCallStack,
linux.ptrace.Ptrace,
linux.kthreads.Kthreads

Kernel & System Struc-
tures

linux_pidhashtable, linux_iomem,
linux_Ismod, linux_ldrmodules,
linux_library_list, linux_banner

linux.kallsyms.Kallsyms,
linux.pidhashtable.PIDHashTable,
linux.iomem.IOMem,
linux.module_extract. ModuleExtract,
linux.Ismod.Lsmod,
linux.modxview.Modxview,
linux.library_list.LibraryList

Malware & Rootkit De-
tection

linux_malfind, linux_hidden_modules,
linux_check_creds, linux_check_idt,
linux_check_syscall, linux_check_modules,
linux_check_tty, linux_plthook

linux.malfind.Malfind,
linux.hidden_modules.Hidden_modules,
linux.check_creds.Check_creds,
linux.check_idt.Check_idt,
linux.check_syscall.Check_syscall,
linux.check_modules.Check_modules,
linux.check_afinfo.Check_afinfo,
linux.netfilter.Netfilter,
linux.keyboard_notifiers.Keyboard_notifiers,
linux.ebpf.EBPF, linux.tty_check.tty_check

Filesystem &
Cache

Page

linux_enumerate_files,
linux_recover_filesystem, linux_mount,
linux_kernel_opened_files, linux_Isof

linux.pagecache.Files,
linux.pagecache.InodePages,
linux.pagecache.RecoverFs

Networking & Commu-
nication

linux_ifconfig, linux_netstat, linux_netscan,
linux_route_cache, linux_sk_buff cache

linux.ip.Addr,
linux.sockstat.Sockstat,
linux.netfilter.Netfilter

linux.ip.Link,

Tracing & Instrumenta-
tion

linux_info_regs

linux.tracing.ftrace.CheckFtrace,
linux.tracing.perf_events.PerfEvents,
linux.tracing.tracepoints.CheckTracepoints

User Environment &
Capabilities

linux_bash, linux_bash_env,
linux_bash_hash, linux_dynamic_env

linux.bash.Bash,
linux.capabilities.Capabilities,
linux.envars.Envars

Miscellaneous & Device
Interfaces

linux_truecrypt_passphrase, linux_dmesg

linux.kmsg.Kmsg,
linux.graphics.fbdev.Fbdev,
linux.vmaregexscan.VmaRegExScan,
linux.vmayarascan.VmaYaraScan

Table 4

Comparison between Linux plugins in Volatility 2 and Volatility 3, grouped by functional typology



Level

Goal

Full prompt content (preamble + numbered tasks) JSON keys (output)

Plugin level

Dump level

App level

Explain one plug-
in/file; extract
loCs

Correlate files, in-
fer verdict & ratio-
nale

Aggregate dump
verdicts & loCs
across volumes
into a single app
verdict

System role: “You are a forensic analyst” Given the
text file from a memory dump plugin, perform three
tasks: 1) Briefly explain what the plugin/file output
shows (describe plugin and summarize output; focus
on findings). 2) Extract all observable, investigation-
relevant Indicators of Compromise (1oCs) from the file.
3) Keep the explanation neutral and concise.

System role: “You are a forensic analyst” You
receive (1) multiple short per-file summaries and
loCs (JSON objects), and (2) truncated excerpts
from the same dump (for context). Tasks: 1)
Produce one explanation for the dump (aggregate/in-
terpret the content). 2) Extract all loCs across
everything provided. 3) Decide a dump_verdict
= malicious|suspicious|benign|unknown
and explain why using loCs only; provide
recommended_next_steps.

No LLM prompt (deterministic aggregation). Inputs:
per-dump results.  Steps: 1) Count dump ver-
dicts & list dumps by verdict; 2) aggregate loCs
(type,value,count,dumps,examples) and keep top N
(30-40); 3) decide app_verdict: malicious if any
malicious dumps, else suspicious if any suspicious,
else benign if any benign, else unknown; 4) write re-
cap + sections (app Verdict, Dump Verdicts, Top loCs,
Notes).

file_summary;
iocs[{value, type, -
evidence} ]

summary; iocs;
dump_verdict;
confidence;
rationale;
recommended_next-
_steps

app_verdict;
verdict_counts;
by_verdict[dumps];
top_iocs[type,value, -
dumps ];

summary/recap;

notes

Table 5

Full prompt hierarchy: from per-plugin and dump-level GPT analyses to App-level aggregation. Con-
straint: Ignore all forensic/tooling artefacts (Volatility, LiIME, plugin names, insmod/modprobe, trace-
backs, warnings, errors); they must not appear as 1oCs or influence verdicts.
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