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Abstract
This work presents a non-invasive zero-watermarking framework for hyperspectral image (HSI) authentication,
specifically designed to preserve data integrity while ensuring robustness against common distortions. Hyper-
spectral images, characterized by high spectral dimensionality and complex spatial structures, require protection
mechanisms that do not interfere with downstream analytical tasks. Zero-watermarking fulfills this requirement
by deriving authentication information exclusively from intrinsic image features.

Building upon recent spectral–spatial zero-watermarking approaches, we propose a framework that explicitly
decouples spectral and spatial robustness mechanisms. Spectral stability is achieved through variance-aware
truncated PCA, retaining only the most informative principal components, while spatial robustness is enforced
via lightweight statistical spatial descriptors computed over the PCA-reduced representation. Chaotic-map
encryption is employed to enhance watermark security without increasing computational overhead.

The proposed method is validated on two benchmark datasets, Indian Pines and Pavia University, under
a range of common attacks applied to the HSI, including noise, blur, compression, cropping, and rotation.
Experimental results, evaluated using Normalized Correlation (NC) and Bit Error Rate (BER), demonstrate strong
robustness under non-geometric distortions and stable authentication performance across datasets. The analysis
further confirms that robustness is primarily governed by spatial distributional stability rather than spectral
dimensionality, while geometric transformations remain the main source of vulnerability.
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1. Introduction

Zero-watermarking has emerged as a compelling solution for copyright protection and authenticity
verification in hyperspectral imaging (HSI), where any modification of the data may compromise
downstream analytical tasks. Traditional watermarking schemes — whether spatial- or transform-
domain — embed information directly into the image, introducing distortions that are unacceptable in
high-precision remote sensing applications [1, 2]. In contrast, zero-watermarking (ZW) preserves the
integrity of the original HSI by deriving a watermark from intrinsic features without modifying the
host data.

A major advancement in hyperspectral zero-watermarking was introduced by Yang et al. [3], who pro-
posed a spectral–spatial framework combining PCA reduction, spectral clustering, and invariant spatial
descriptors. Their work demonstrated that coupling spectral compression with spatial characterization
significantly improves robustness while preserving the non-invasive philosophy.

Building upon that paradigm, we adopt a different design perspective. Instead of relying on invariant
moment-based spatial descriptors, we introduce a statistically grounded separation between spectral
and spatial robustness mechanisms. Spectral stability is achieved through variance-aware truncated
PCA, retaining only the most informative principal components. Spatial robustness is enforced through
distributional statistical descriptors computed over the PCA-reduced representation.
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This design shifts robustness from handcrafted invariance assumptions toward distributional sta-
bility, improving interpretability and computational efficiency without compromising authentication
performance.

More broadly, zero-watermarking has been explored for lossless copyright protection in remote
sensing imagery, including schemes based on invariant moments and, more recently, deep feature
extractors to improve discriminability under attacks [4, 5, 6].

Building on Yang et al. [3], we introduce three practical extensions:
(i) truncated PCA to reduce computational cost in resource-constrained settings [7, 8]; (ii) chaotic

encryption based on logistic-maps to strengthen watermark secrecy; (iii) an enriched set of lightweight
statistical texture descriptors to increase discriminability and robustness.

We validate the resulting pipeline on Indian Pines and Pavia University under common distortions
(noise, cropping, compression, rotation), reporting NC and BER.

Our implementation faithfully reproduces the core methodology of Yang et al. while integrating
these enhancements. Through extensive experimentation with widely used datasets such as Indian
Pines and Pavia University, we systematically evaluated robustness to multiple attack categories. The
results confirm the merits of the spectral-spatial strategy proposed by Yang et al. and highlight that
the proposed extensions deliver measurable improvements—particularly in noise, compression, and
mixed-attack scenarios. However, the analysis also reveals persistent vulnerabilities to geometric
transformations, indicating an important direction for future work.

2. Zero-Watermarking Technique

This section presents the complete zero-watermarking pipeline adopted in this work. The method is
rooted in the spectral–spatial framework introduced by Yang et al. [3], but extends it with three major
enhancements: (i) PCA-driven dimensionality reduction for computational efficiency, (ii) chaotic-map
encryption to strengthen watermark security, and (iii) an expanded set of statistical texture features
to improve discriminability and robustness. Each component is described in detail to ensure full
reproducibility.

2.1. Original Watermark Generation

Let 𝑊str denote the input textual watermark. Following standard practice, the string is first encoded
into a binary sequence

𝑊 = {𝑤𝑖}𝐿𝑖=1, 𝑤𝑖 ∈ {0, 1}.

This sequence is then reshaped into a two-dimensional matrix

W ∈ {0, 1}𝑚×𝑚,

where 𝑚 is predefined (e.g., 𝑚 = 64). This representation maintains semantic interpretability while
ensuring compatibility with XOR-based operations used in later stages. No watermark embedding
occurs at this point, in accordance with the zero-watermarking philosophy.

2.2. Pre-processing and Dimensionality Reduction with PCA

Given a hyperspectral image
H ∈ R𝑀×𝑁×𝐵,

with 𝐵 spectral bands, we follow Yang et al.’s approach and apply principal component analysis (PCA)
to reduce redundancy and enhance the stability of subsequent feature extraction.

Let X ∈ R(𝑀𝑁)×𝐵 be the unfolded spectral matrix. PCA computes eigenvectors of the covariance
matrix

C =
1

𝑀𝑁
(X− X̄)⊤(X− X̄),



yielding principal components PC𝑘. As in [3], we employ the first principal component PC1 as the
basis of spectral analysis. However, differing from [3], we additionally truncate the spectral space to
𝐾 ≪ 𝐵 components to accelerate computation in edge or embedded contexts [7, 8].

The dimensionality-reduced image is thus:

HPCA = [PC1, . . . ,PC𝐾 ].

PCA is a standard tool for dimensionality reduction and decorrelation in high-dimensional data [9].

2.3. Spatial and Spectral Feature Extraction

Following Yang et al., spectral and spatial descriptors are extracted in parallel and then fused.

Spectral Features

The dominant component PC1 is clustered using K-means:

PC1 → 𝒞 = {𝑐1, . . . , 𝑐𝐶},

where 𝐶 is the number of clusters. The spectral feature vector is defined as the normalized histogram

fspec =
[︁ 𝑛1

𝑀𝑁
,

𝑛2

𝑀𝑁
, . . . ,

𝑛𝐶

𝑀𝑁

]︁
,

where 𝑛𝑖 is the pixel count of cluster 𝑐𝑖.
K-means is used to obtain a compact summary of the dominant component distribution [10, 11].

Spatial Features (Reference Model)

Spatial structure is captured via Zernike moments, which are orthogonal and rotation invariant. Given
an image patch 𝐼(𝑥, 𝑦), its order-(𝑛,𝑚) Zernike moment is:

𝑍𝑛𝑚 =
𝑛+ 1

𝜋

∑︁
𝑥,𝑦∈Ω

𝐼(𝑥, 𝑦)𝑉 *
𝑛𝑚(𝑥, 𝑦),

where 𝑉𝑛𝑚 is the Zernike polynomial over the unit disk Ω. As in Yang et al., we select a subset of
low-order moments that provide stability and good resistance to geometric distortions.

Zernike moments are widely used as rotation-invariant descriptors and have been exploited in
watermarking to improve robustness against geometric distortions [12].

While Zernike moments provide rotation-invariant spatial descriptors, in this work they are retained
only as a reference baseline inherited from Yang et al. The experimental evaluation and reported results
rely exclusively on statistical spatial descriptors, in order to explicitly decouple spatial robustness from
geometric invariance assumptions.

Statistical Texture Expansion

Spatial descriptors are computed using primary statistical metrics over the PCA-reduced representation:

𝑓𝑠𝑝𝑎𝑡𝑖𝑎𝑙 =
[︀
𝜇, 𝜎, max, min, median, 𝑃25, 𝑃75

]︀
,

where 𝜇 is the mean, 𝜎 the standard deviation, max and min the extrema, median the robust central
tendency, and 𝑃25 and 𝑃75 the interquartile percentiles capturing distributional dispersion.



Feature Fusion

All feature sets are concatenated into:

F = [ fspec ‖ fspat ‖ fstat ].

The fused vector is then binarized through adaptive thresholding:

B = ⊮(F ≥ 𝜏) .

2.4. Watermark Encryption with Chaotic Map

To secure the zero-watermark, we use the logistic map:

𝑥𝑘+1 = 𝜇𝑥𝑘(1− 𝑥𝑘),

with 𝜇 ∈ (3.999, 4) to ensure chaotic behavior. The chaotic sequence is binarized to obtain:

𝐶𝑘 =

{︃
1 if 𝑥𝑘 ≥ 0.5,

0 otherwise.

Let C denote the binary chaotic matrix reshaped to the size of W.
The encrypted watermark is:

Wenc = W ⊕C.

Chaotic maps exhibit strong sensitivity to initial conditions, a desirable property for key-dependent
scrambling and encryption [13, 14].

2.5. Zero-Watermark Generation

Following the principle established by Yang et al., the zero-watermark is generated through fea-
ture–watermark interaction rather than embedding into the host image.

Given the binary feature vector B, reshaped to size 𝑚×𝑚, the zero-watermark is computed as:

ZW = Wenc ⊕B.

This ZW is stored externally (e.g., in a secure database or blockchain ledger), while the hyper-
spectral image remains unmodified. This non-invasive design is essential for scientific and remote
sensing applications.

2.6. Watermark Verification

During verification, the same pipeline (PCA, feature extraction, fusion, binarization) is applied to a
possibly attacked image H′ to obtain B′. The encrypted watermark is recovered as:

W′
enc = ZW ⊕B′.

Decryption via the identical chaotic sequence yields:

W′ = W′
enc ⊕C.

Finally, the recovered and original watermarks are compared using:

NC =

∑︀
𝑖,𝑗 𝑊𝑖𝑗𝑊

′
𝑖𝑗√︂(︁∑︀

𝑖,𝑗 𝑊
2
𝑖𝑗

)︁(︁∑︀
𝑖,𝑗 𝑊

′2
𝑖𝑗

)︁ , BER =
1

𝑚2

∑︁
𝑖,𝑗

⃒⃒
𝑊𝑖𝑗 −𝑊 ′

𝑖𝑗

⃒⃒
.

High NC and low BER indicate successful authentication.



Table 1
Main experimental parameters (fixed across datasets).

Parameter Value

Watermark size 𝑚×𝑚 64× 64
Chaotic map (𝑥0, 𝑟) 𝑥0 = 0.1, 𝑟 = 3.99
Feature binarization threshold 𝜏 0.5

3. Experimental Methodology

3.1. Datasets

We evaluate the proposed zero-watermarking pipeline on two standard hyperspectral benchmarks:
Indian Pines (AVIRIS, 145×145 pixels, 200 bands after noisy band removal) and Pavia University (ROSIS,
610×340 pixels, 103 bands).

3.2. Implementation and Parameters

The watermark is generated from the ASCII string “zero watermarking test” and reshaped to
𝑚×𝑚 with 𝑚 = 64. PCA is applied to the unfolded cube; features are computed from the dominant
component (PC1) and the reduced representation. Chaotic encryption uses a logistic map with fixed
parameters (𝑥0, 𝑟) (reported in Table 1).

3.3. Attack Model

Attacks are applied to the hyperspectral image prior to feature extraction and watermark recovery:
Gaussian noise, salt-and-pepper noise, Gaussian blur, compression (downscale/upscale surrogate), and
in-plane rotation. All attacks are applied with fixed severity for a single-point robustness estimate.

For context, watermarking for multi-band remote sensing imagery has also been explored in semi-
fragile and robust settings aiming to preserve spectral signatures while enabling authentication [15, 16].

3.4. Evaluation Metrics

We report Normalized Correlation (NC) and Bit Error Rate (BER) between the original and recovered
watermarks. High NC and low BER indicate successful authentication.

In Tables 2 and 3, we additionally report the metric NCattacked to avoid ambiguity in result interpreta-
tion. Specifically:

• NC denotes the Normalized Correlation between the original watermark and the recovered
watermark after the complete zero-watermark verification process.

• NCattacked denotes the Normalized Correlation between the original watermark and the water-
mark directly extracted from the attacked hyperspectral image, prior to the recovery and verification
stage.

This distinction is crucial. In several attack scenarios, NCattacked may assume relatively high values
even when NC is close to zero. This behavior indicates that, although the attacked image may still retain
partial correlation with the original watermark at a raw feature level, the proposed zero-watermarking
scheme successfully detects the attack and prevents false authentication during the recovery phase.
Therefore, a low NC combined with a high NCattacked should be interpreted as a correct attack detection
outcome, rather than a failure of the watermarking system.



4. Experiments and Results

The following section reports experimental results obtained under this setup, with particular emphasis
on the distinct roles of spectral compression and spatial statistical descriptors.

Both datasets present distinct characteristics that allowed us to evaluate the method’s robustness
across different environmental conditions.

4.1. Experimental Protocol and Evaluation

This section reports the experimental results obtained by instantiating the methodology described
in Section 3. All attacks are applied directly to the hyperspectral images prior to feature extraction,
simulating realistic degradations affecting acquisition, storage, or transmission.

For each dataset, the same watermark, parameters, and evaluation metrics are employed, ensuring a
fair and reproducible comparison.

4.2. Results on Indian Pines Dataset

This subsection analyzes the robustness of the proposed zero-watermarking scheme when applied to
the Indian Pines hyperspectral dataset, which is characterized by agricultural patterns and relatively
homogeneous spatial structures. The dataset provides a challenging testbed for evaluating the stability
of statistical spatial descriptors under common non-geometric and geometric distortions.

Table 2
Performance metrics on the Indian Pines dataset under attacks applied to the HSI. NC refers to the recovered
watermark correlation, while NCattacked refers to the correlation measured prior to watermark recovery.

Attack Type NC BER NCattacked

None 1.0000 0.0000 1.0000
Gaussian noise 0.0000 0.0186 0.8068
Salt-and-pepper 0.6460 0.0239 0.6460
Blur 0.0000 0.0186 0.6860
Compression 0.0000 0.0186 0.5815
Rotation 0.0318 0.0212 0.0621

Figure 1 visually summarizes the trends reported in Table 2, highlighting the robustness of the
proposed method against pixel-level degradations and the severe performance degradation induced by
geometric transformations.

Figure 1: Performance summary for the Indian Pines dataset under attacks applied to the HSI

The results indicate perfect watermark recovery in the absence of attacks. Among the considered
distortions, salt-and-pepper noise produces the highest robustness, confirming the resilience of distribu-
tional spatial descriptors to pixel-level perturbations. In contrast, rotation severely degrades watermark
recovery, highlighting the sensitivity of the extracted features to geometric misalignment.



4.3. Results on Pavia University Dataset

This subsection reports the experimental results obtained on the Pavia University dataset, which
represents a complex urban scenario characterized by high spatial heterogeneity. Such properties
allow evaluating the impact of rich spatial structures on the stability of statistical descriptors used for
zero-watermark generation.

Table 3
Performance metrics on the Pavia University dataset under attacks applied to the HSI. NC refers to the recovered
watermark correlation, while NCattacked refers to the correlation measured prior to watermark recovery.

Attack Type NC BER NCattacked

None 1.0000 0.0000 1.0000
Gaussian noise 0.0000 0.0186 0.8068
Salt-and-pepper 0.6649 0.0222 0.6649
Blur 0.0000 0.0186 0.6860
Compression 0.0000 0.0186 0.5815
Rotation 0.0318 0.0212 0.0621

Figure 2 further illustrates the increased stability of NC values under non-geometric attacks for the
Pavia University dataset, reflecting the higher spatial complexity of urban scenes.

Figure 2: Performance summary for the Pavia University dataset under attacks applied to the HSI

Compared to Indian Pines, the Pavia University dataset exhibits consistently higher NC values under
non-geometric attacks. This behavior reflects the increased stability of statistical spatial descriptors in
urban environments, where structural diversity contributes to more distinctive and resilient feature
distributions.

4.4. Comparative Analysis

The comparative analysis reveals:

• Urban vs. Agricultural Resilience: The urban environment of Pavia University showed
consistently better performance in NC metrics across all non-geometric attacks applied to the
HSI, with higher NC values under non-geometric attacks. This suggests that the complex spatial
structures in urban environments provide more robust features for watermarking.

• Spectral Characteristics: The higher spectral resolution of Indian Pines (200 bands vs 103 in
Pavia) did not translate to better watermark resilience, indicating that spatial features might
dominate spectral features in this application when HSIs are attacked.

• Salt-and-Pepper Superiority: Both datasets showed strongest resilience to salt-and-pepper
noise on the HSI, with Pavia University achieving an NC of 0.6649. This confirms the method’s
robustness against pixel-level disruptions.



• Geometric Vulnerability: Rotation attacks significantly degraded performance on both datasets
(NC < 0.11), highlighting a common vulnerability to spatial transformations of the HSI that alter
pixel coordinates.

• BER Consistency: BER values remained remarkably consistent across datasets (0.0185-0.0259),
suggesting the method maintains stable bit recovery regardless of environmental context when
HSI are subjected to attacks.

4.5. Visual Comparison of Recovered Watermarks

To complement the quantitative analysis, Figures 3 and 4 show the recovered binary watermark after
salt-and-pepper noise applied to the respective HSIs.

Figure 3: Recovered watermark from Indian Pines HSI under salt-and-pepper noise

Figure 4: Recovered watermark from Pavia University HSI under salt-and-pepper noise

In contrast, Figures 5 and 6 illustrate the impact of rotation attacks, which severely degrade watermark
recovery.

The visual comparison confirms that distributional spatial descriptors preserve watermark structure
under pixel-level perturbations, while geometric distortions disrupt feature alignment and lead to severe
degradation.

4.6. Discussion

The results empirically validate a functional separation between spectral and spatial robustness mecha-
nisms.

Non-geometric distortions (noise, blur, compression) are primarily mitigated by the statistical spatial
descriptors. Metrics such as standard deviation, median, and interquartile percentiles preserve the



Figure 5: Recovered watermark from Indian Pines HSI after rotation attack

Figure 6: Recovered watermark from Pavia University HSI after rotation attack

global distributional structure of the PCA-reduced image even under localized perturbations, explaining
the stable BER across datasets.

Spectral robustness instead benefits from selecting only the most informative principal components.
Truncated PCA suppresses noise-dominated variance while retaining dominant spectral structure,
demonstrating that robustness is not driven by spectral dimensionality but by variance-aware compres-
sion.

The stronger performance on Pavia University confirms that spatial dispersion, rather than the
number of spectral bands, plays the dominant role in watermark stability.

Rotation remains the main vulnerability due to the absence of geometric invariance, suggesting
future work on spatial normalization strategies.

5. Conclusions

This work presented a zero-watermarking framework for hyperspectral image authentication that
explicitly separates spectral and spatial feature extraction strategies. Spectral robustness is achieved
through variance-aware dimensionality reduction, where only the most informative principal com-
ponents are retained, while spatial robustness is enforced using lightweight statistical descriptors
computed over the PCA-reduced representation.

Experimental results on the Indian Pines and Pavia University datasets show strong robustness under
non-geometric distortions such as noise, blur, and compression, with stable BER values across datasets.
Improved performance in the spatially rich urban environment of Pavia University further confirms
that spatial distributional stability, rather than spectral dimensionality, plays the dominant role in
watermark robustness. At the same time, geometric transformations—particularly rotation—remain



the main source of performance degradation, highlighting the limitations of purely statistical spatial
descriptors in the absence of explicit geometric normalization.

Overall, the results demonstrate that effective hyperspectral zero-watermarking does not depend on
high spectral dimensionality, but on variance-aware spectral compression combined with statistically
stable spatial descriptors, providing a lightweight and interpretable solution for non-invasive HSI
authentication.

Declaration on Generative AI

The authors have not employed any Generative AI tools.
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