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Abstract

The rapid expansion of digital communication platforms has intensified the emergence of cyber-social harms,
including cyberbullying, hate speech, online gender-based violence, and manipulative behaviors. These phenom-
ena exploit the speed, anonymity, and scalability of networked interactions, with severe psychological and social
consequences for affected individuals and communities. Traditional moderation approaches remain insufficient
due to the multimodal nature of harmful content and the continuous evolution of abuse patterns.

This paper introduces a human-centered Software-as-a-Service (SaaS) platform designed to support Cyber
Social Security (CSS) by detecting and mitigating cyber-social threats across diverse media formats. Leveraging
Symbiotic Al principles, the system integrates multimodal analysis — combining natural language processing,
visual recognition, audio and meme interpretation, and contextual metadata — to identify subtle and emerging
forms of online aggression. Human-in-the-loop feedback, explainable decision-making, and policy compliance
components ensure trustworthy, ethically aligned deployment at scale.

Results from real-world platforms such as Reddit and Telegram demonstrate strong multimodal classification
performance while highlighting current limitations in datasets, cultural nuances, and generalization. This work
contributes a practical and extensible framework for safer digital ecosystems, supporting timely intervention and
strengthening collective resilience against cyber-social harms.
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1. Introduction

Digital communication platforms have become integral to everyday life, enabling global connectivity,
information exchange, and new forms of social interaction. However, these same infrastructures have
amplified harmful behaviors — from cyberbullying to coordinated harassment — giving rise to a growing
spectrum of cyber-social threats. The consequences extend beyond the screen, affecting victims’ mental
health, social belonging, and personal safety.

Cyberbullying, in particular, has proven challenging to define and regulate due to its constantly
shifting manifestations. While rooted in traditional bullying — repeated, intentional aggression targeting
individuals with limited ability to defend themselves — online dynamics introduce novel elements:
anonymity, virality, persistence, and multimodal content forms. As such, a universal definition has yet
to be reached, complicating consistent detection and reporting.

The increasing quantity and complexity of online content exceeds the capacity of human moderators
and platform governance mechanisms. Harmful behavior may remain subtle or coded, hidden among
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memes, irony, emojis, or synchronized actions across platforms. Automated, scalable, and context-aware
solutions are urgently needed to support early detection and protection measures.

To address these challenges, this work proposes a multimodal SAI platform that assists moderators,
institutions, and digital providers in recognizing and mitigating abusive content in real time. The plat-
form processes text, images, videos, audio streams, and interaction metadata, enabling comprehensive
detection aligned with societal and regulatory priorities.

SAI represents a specific and advanced approach within human-centred artificial intelligence (HCATI)
that goes beyond traditional automation and standalone decision-making systems. In the context
of HCAL SAI systems are designed to foster an ongoing, collaborative relationship between human
intelligence and artificial intelligence such that both parties contribute to and benefit from the interaction.
Rather than simply augmenting task performance, these systems aim at mutual enhancement: supporting
human decision-making, preserving autonomy, and adapting continuously to human needs and cognitive
models.

In the foundational framework proposed by Calvano and colleagues, SAI is conceptualized as an Al
paradigm in which humans remain at the core of the design and development process. This involves
principles such as transparency, fairness, appropriate levels of automation, and protection, all oriented
toward sustaining trust and cooperation between users and Al As a subtype of HCAI, SAI emphasizes
ethical, interpretable, and context-aware interactions that respect human values and regulatory priorities,
such as those articulated in the European Union’s Al Act [1].

Importantly, SAI is not simply about making systems more usable; it requires deliberate design
choices that keep humans involved in oversight and control, facilitate shared agency, and enhance
users’ abilities without replacing them. This symbiotic relationship allows Al to respond not only to
explicit commands but also to evolving patterns of human behavior and context — a key strength when
addressing nuanced and dynamic challenges such as online abuse detection.

By grounding the proposed multimodal platform in the principles of SAI, this work aims to ensure that
technological scalability is matched with human-centred governance, ethical alignment, and real-time
adaptability, ultimately enabling more resilient and socially aligned moderation strategies.

2. Motivation and Problem Statement

Online abuse today extends beyond explicit slurs or visible aggression. Modern cyberbullying and
online hate often operate across multiple media channels: memes, manipulated images, voice messages,
and livestream interactions. As shown by recent surveys, single-modality systems (e.g. text-only) are
insufficient to capture the breadth of harmful content; multimodal approaches are required [2, 3].

Harmful communication is often ambiguous or coded through sarcasm, inside jokes, and dog-whistles,
making intentions difficult to interpret. This is further complicated by language variation, cultural
references, and shifting norms of expression — contextual sensitivity that many detection systems lack.
(4, 5]

Public visibility amplifies power imbalances, enabling targeted harassment or public shaming that
can spread broadly, persist over time, and inflict long-term social and psychological harm. This social
dimension — including the dynamics of who is targeted and why — is often overlooked in purely
algorithmic moderation systems [6].

Despite progress, existing moderation tools and research frameworks struggle for various reasons.
Multimodal content such as images, video, and audio is still under-moderated due to limited analytical
capabilities [7]. Contextual understanding of relationships, cultural nuance, and intent remains shallow,
leading to misclassifications or missed threats [8, 9]. Manual review processes are slow, reactive, and
resource-intensive, while linguistic and cultural variation increases the risk of excluding or misinterpret-
ing minority communities [10]. These core challenges and their practical consequences are summarized
in Table 1.



Table 1
Key challenges faced by current online abuse detection and moderation systems and their practical impacts.

Challenge Impact

Limited multimodal analysis Media such as images, videos, and audio remain
under-moderated

Insufficient contextual reasoning Intent, relationships, and cultural nuance are over-
looked

High dependency on manual review  Moderation remains slow, reactive, and resource-
intensive

Linguistic and cultural bias Minority communities face misinterpretation or
exclusion

3. Related Work on Multimodal Detection of Cyber-Social Harm

Early approaches to cyberbullying and hate speech detection predominantly focused on single modalities,
especially text. Classical NLP systems relying on keyword spotting, bag-of-words representations or
TF-IDF features combined with traditional classifiers were effective in identifying explicit insults and
slurs, but performed poorly in cases where abusive intent is conveyed through irony, visual cues or
multimodal interplay [11]. As online harms increasingly take the form of memes and visually augmented
content, researchers have emphasized that abusive meaning often emerges only when image and text
are interpreted jointly [12, 13]. The introduction of multimodal benchmark datasets—including the
influential Hateful Memes dataset—showed that unimodal models frequently misclassify examples
where one modality appears benign but contributes to harmful meaning when combined with another

[11].

3.1. Evolution of Multimodal Fusion

Initial multimodal systems adopted early fusion, concatenating text and image features prior to classifi-
cation. Although this approach enabled simultaneous observation of all modalities, its performance was
limited by weak semantic alighment across high-dimensional feature spaces [14]. A shift toward late fu-
sion improved modularity and made systems easier to train, yet these architectures still underperformed
on content requiring fine-grained cross-modal reasoning.

Transformer-based multimodal architectures marked a considerable step forward. Models such as
ViLBERT, UNITER and LXMERT employ intermediate fusion through cross-attention mechanisms
to model relationships between visual regions and textual phrases, enabling the detection of cases
where the text alone is misleading or benign [15]. Their superiority has been demonstrated through
performance gains on datasets with visually dependent hate semantics, particularly memes designed to
fool unimodal baselines [11, 16].

3.2. Multimodal Architectures for Cyberbullying and Hate Speech

The first practical implementations for cyberbullying detection typically used dual-branch architectures:
CNN backbones such as VGG or ResNet encoded the visual modality, while Bi-LSTMs or GRUs processed
textual content. Feature embeddings were concatenated to train a classifier. These systems consistently
improved over text-only baselines, especially in tasks involving appearance-based shaming and meme-
driven harassment [12]. As multimodal technologies matured, pre-trained contrastive vision-language
encoders such as CLIP were integrated to enhance interpretability and robustness [15].

More recently, metadata and social interaction patterns have been added as complementary modalities.
Graph Neural Networks capture relational signals such as repeated bullying by influential users or
coordinated harassment campaigns [17]. When fused with multimodal text-image models, social-
graph features significantly improve macro-F1 performance on real-world cyber-social harm datasets.
Additionally, recent work has pushed beyond English and high-resource languages, demonstrating that
multimodal fusion improves detection accuracy even in low-resource cyberbullying contexts [18].



Despite this progress, current systems remain challenged by evolving multimodal manipulations,
cultural nuances, and cross-platform generalization. Ongoing research increasingly explores scalable,
explainable and socially aware multimodal Al frameworks capable of collaborating with human expertise
for reliable cyber-social harm mitigation.

4. Traditional Bullying vs. Cyberbullying: A Shift in Dynamics

Although cyberbullying stems from the same fundamental power imbalance as traditional bullying,
it alters the dynamics through the affordances of digital environments. Traditional bullying typically
requires physical co-presence and is constrained to bounded social settings such as schools or com-
munities. Cyberbullying, by contrast, operates through ubiquitous digital channels, producing a sense
of constant exposure and inescapability [19, 20]. Offline anonymity is generally limited, yet online
pseudonymity enables identity manipulation, increasing impunity and the persistence of aggressive
behavior [21].

Audience scale also differs markedly: traditional bullying is usually restricted to a local peer group,
while cyberbullying can spread rapidly through networked publics, amplifying humiliation and reputa-
tional damage [22]. Furthermore, while the impact of offline events is often temporally bounded, digital
content can be stored, replicated, and re-circulated indefinitely, creating long-term psychological and
social consequences for victims [23]. The role of bystanders shifts as well; whereas offline peers may
intervene directly, online bystanders may unintentionally reinforce abuse through passive engagement
such as likes or shares, shifting responsibility toward platform governance and algorithmic content
curation [24]. These structural differences make detection and intervention more complex, immediate,
and consequential.

4.1. Psychological, Social, and Regulatory Implications

Cyberbullying produces severe and well-documented psychological and social consequences. Victims
frequently experience chronic anxiety, hyper-vigilance, depressive symptoms, social withdrawal, dimin-
ished self-esteem, and, in acute cases, suicidal ideation [25, 26]. Unlike traditional forms of bullying,
digital communication environments enable harassment to persist beyond physical or temporal bound-
aries. The continual accessibility of online platforms allows abusive behavior to occur at any time,
creating a sustained sense of exposure and vulnerability. This pervasive and enduring nature of online
aggression can generate levels of distress comparable to or exceeding those associated with offline
bullying, effectively constituting a form of ongoing digital trauma that calls for proactive technological
and institutional intervention [27].

These individual harms also translate into broader societal and governance challenges. As the scale
and impact of cyberbullying become increasingly evident, governments and institutions have begun
implementing regulatory and policy measures aimed at protecting users and promoting safer digital
ecosystems. Legislative frameworks such as the Italian Law 71/2017, the General Data Protection
Regulation (GDPR) provisions on sensitive personal data [28], and European initiatives including the
Safer Internet Programme and the Better Internet for Kids strategy [29] emphasize rapid content removal,
privacy-preserving procedures, and responsible platform accountability. In the United States, state-level
regulations and school-based mandates encourage timely reporting mechanisms and collaborative
human-AI assessment models [20]. In parallel, major social media platforms have adopted global
governance standards centered on risk-based, transparent, and explainable moderation practices.

Despite these advances, significant challenges persist. Regulatory approaches remain fragmented
across jurisdictions, enforcement and takedown processes are often slow or inconsistent, and automated
detection systems continue to struggle with contextual subtleties such as irony, cultural specificity,
and multimodal meme-based communication [30]. Furthermore, excessively restrictive moderation
policies risk infringing upon freedom of judgement, underscoring the need for balanced solutions.
These limitations highlight the importance of human-centred and SAI approaches that support, rather



than replace, human judgment, combining computational scalability with contextual sensitivity and
ethical oversight.

5. Social Media as Cyber-Social Sensors

Digital platforms can be conceptualized as social sensors: socio-technical infrastructures that contin-
uously generate signals about human behavior, collective emotions, and emerging tensions. Unlike
physical sensors that measure environmental variables such as temperature or movement, social sensors
capture user-generated content and interactions including posts, comments, images, voice messages,
reactions, and group dynamics. This view aligns with prior work in computational social science and
social sensing, which treats online platforms as large-scale observatories of societal dynamics and
collective behavior [31, 32]. Within a Cyber Social Security (CSS) framework, these platforms operate
as large-scale antennas capable of detecting early indicators of cyberbullying, hate speech, coordinated
harassment, misinformation, and other cyber-social harms [6]. Appropriately designed Al systems can
transform this noisy and heterogeneous data stream into actionable insights for prevention, mitigation,
and evidence-based policy support.

5.1. Data Types Collected by Social Sensors

The proposed Saa$S platform adopts an explicitly multimodal approach, exploiting the diverse types
of data emitted by online platforms. Each modality demands specialized computational techniques to
effectively identify signals associated with cyberbullying and related phenomena [33].

5.1.1. Textual Data

Text remains the dominant interaction format across most platforms, including posts, tweets, comments,
replies, private messages, and forum discussions. Through Natural Language Processing (NLP), com-
bined with sentiment and toxicity analysis, the system can detect insults, slurs, threats, and humiliation,
as well as coordinated attacks such as dogpiling. Analysis of conversational structure further enables
identification of recurring patterns targeting particular individuals or groups. Additionally, monitoring
emerging hashtags, recurrent expressions, and linguistic cues supports early-warning mechanisms
capable of flagging the onset of targeted campaigns [34, 35].

5.1.2. Visual Data: Images and Video

Platforms like Instagram, TikTok, Snapchat, and Facebook rely heavily on visual content, which has
become a primary medium for cyberbullying and online hate. Relevant abusive behaviors include
non-consensual sharing of photos, appearance-based mockery and body shaming, meme-based ridicule,
and the disclosure of private imagery intended to shame individuals. Computer Vision methods enable
recognition of harmful visual content by detecting explicit or suggestive imagery used for harassment,
reading embedded abusive text via Optical Character Recognition (OCR), and characterizing malicious
memes or reaction videos directed at vulnerable groups [7]. This capability is essential given that much
contemporary aggression is encoded visually rather than verbally.

5.1.3. Audio and Voice Messages

Voice-based communication is increasingly prevalent in platforms such as Discord, Telegram, WhatsApp,
Clubhouse, and online gaming environments. Through Automatic Speech Recognition (ASR) and
audio analysis, the system can transcribe voice notes, detect verbal aggression including threats and
humiliation, and evaluate prosodic features such as tone and intensity as additional indicators of hostility.
Prior studies on speech-based toxicity and paralinguistic analysis demonstrate that acoustic cues can
complement textual transcriptions for identifying harmful intent [36, 37].



5.1.4. Geolocated Data

While cyberbullying is primarily digital, geolocation metadata provides valuable contextual information.
Location-based patterns can reveal concentrations of harmful behavior around specific schools, com-
munities, or regional hotspots, enabling targeted intervention by local authorities. Correlating online
aggression with offline events helps to understand real-world escalation dynamics, and in severe cases,
geolocation data may contribute to physical safety assessments when digital threats imply immediate
personal risk [38].

5.2. Integrated Use of Multimodal Data

A foundational principle of the platform architecture is that no single modality is sufficient for reliable
cyberbullying detection. Many attacks are subtle and intentionally spread across different formats—text,
visuals, audio, and contextual signals—to avoid detection. By integrating multimodal inputs, the system
can differentiate isolated incidents from coordinated harassment, validate weak or ambiguous signals
across data types, and track the temporal evolution of targeting behaviors. Multimodal machine learning
models offer measurable improvements in precision and recall compared to unimodal approaches, while
providing context-rich explanations for human moderators [33, 8]. This enables proactive defense,
such as early detection of hostile hashtags, recognition of emerging meme clusters, and monitoring of
repeated negative references to specific users.

Digital platforms can be conceptualized as social sensors: socio-technical infrastructures that contin-
uously generate signals about human behavior, collective emotions, and emerging tensions. Unlike
physical sensors that measure environmental variables such as temperature or movement, social sensors
capture user-generated content and interactions including posts, comments, images, voice messages,
reactions, and group dynamics. Within a Cyber Social Security (CSS) framework, these platforms
operate as large-scale antennas capable of detecting early indicators of cyberbullying, hate speech,
coordinated harassment, misinformation, and other cyber-social harms. Appropriately designed Al
systems can transform this noisy and heterogeneous data stream into actionable insights for prevention,
mitigation, and evidence-based policy support.

5.3. Data Types Collected by Social Sensors

The proposed SaaS platform adopts an explicitly multimodal approach, exploiting the diverse types
of data emitted by online platforms. Each modality demands specialized computational techniques to
effectively identify signals associated with cyberbullying and related phenomena.

5.3.1. Textual Data

Text remains the dominant interaction format across most platforms, including posts, tweets, comments,
replies, private messages, and forum discussions. Through Natural Language Processing (NLP), com-
bined with sentiment and toxicity analysis, the system can detect insults, slurs, threats, and humiliation,
as well as coordinated attacks such as dogpiling. Analysis of conversational structure further enables
identification of recurring patterns targeting particular individuals or groups. Additionally, monitoring
emerging hashtags, recurrent expressions, and linguistic cues supports early-warning mechanisms
capable of flagging the onset of targeted campaigns.

5.3.2. Visual Data: Images and Video

Platforms like Instagram, TikTok, Snapchat, and Facebook rely heavily on visual content, which has
become a primary medium for cyberbullying and online hate. Relevant abusive behaviors include
non-consensual sharing of photos, appearance-based mockery and body shaming, meme-based ridicule,
and the disclosure of private imagery intended to shame individuals. Computer Vision methods enable
recognition of harmful visual content by detecting explicit or suggestive imagery used for harassment,



reading embedded abusive text via Optical Character Recognition (OCR), and characterizing malicious
memes or reaction videos directed at vulnerable groups. This capability is essential given that much
contemporary aggression is encoded visually rather than verbally.

5.3.3. Audio and Voice Messages

Voice-based communication is increasingly prevalent in platforms such as Discord, Telegram, WhatsApp,
Clubhouse, and online gaming environments. Through Automatic Speech Recognition (ASR) and
audio analysis, the system can transcribe voice notes, detect verbal aggression including threats and
humiliation, and evaluate prosodic features such as tone and intensity as additional indicators of hostility.
This makes it possible to monitor abusive interactions in spaces that lack persistent text traces but
nonetheless inflict substantial emotional harm.

5.3.4. Geolocated Data

While cyberbullying is primarily digital, geolocation metadata provides valuable contextual information.
Location-based patterns can reveal concentrations of harmful behavior around specific schools, com-
munities, or regional hotspots, enabling targeted intervention by local authorities. Correlating online
aggression with offline events helps to understand real-world escalation dynamics, and in severe cases,
geolocation data may contribute to physical safety assessments when digital threats imply immediate
personal risk.

5.4. Integrated Use of Multimodal Data

A foundational principle of the platform architecture is that no single modality is sufficient for reliable
cyberbullying detection. Many attacks are subtle and intentionally spread across different formats—text,
visuals, audio, and contextual signals—to avoid detection. By integrating multimodal inputs, the system
can differentiate isolated incidents from coordinated harassment, validate weak or ambiguous signals
across data types, and track the temporal evolution of targeting behaviors. Multimodal machine learning
models offer measurable improvements in precision and recall compared to unimodal approaches, while
providing context-rich explanations for human moderators. This enables proactive defense, such as
early detection of hostile hashtags, recognition of emerging meme clusters, and monitoring of repeated
negative references to specific users.

In this framework, multimodality does not function solely as a technical enhancement but as the
operational basis for a SAI model. Automated analysis provides continuous monitoring, large-scale
pattern recognition, and rapid screening of vast data streams, while human moderators interpret
contextual nuances, assess intent, apply ethical considerations, and make final escalation or intervention
decisions. By distributing responsibilities according to the complementary strengths of machines and
humans, the system achieves both scalability and responsible oversight, ensuring that detection remains
accurate, transparent, and aligned with social and legal expectations.

5.5. Social Platforms as Concrete Sensors

Each social platform functions as a sensor with unique affordances, challenges, and risk levels. The
proposed SaaS solution interfaces with multiple sources via APIs, scraping pipelines, or streaming
connectors, adapting to the operational characteristics of each environment.

5.5.1. X (formerly Twitter)

X/Twitter represents a high-velocity, predominantly public microblogging environment where short
textual posts can reach virality within minutes. Hashtags act as organizing tools for large-scale
discussions, while public exposure intensifies the psychological effects of shaming and pile-ons. As a
sensor, Twitter is well suited for real-time monitoring of hostile discourse, identification of harassment



campaigns targeting individuals or communities, and analysis of how influential users shape and amplify
toxic narratives. The platform provides continuous streams of text and media suitable for early-warning
systems.

5.5.2. Facebook and Instagram

Facebook and Instagram, both operated by Meta, combine strong relational structures with a mix of
public, private, and semi-private communication channels including groups, pages, direct messages, and
stories. Facebook groups may host organized harassment, while direct messaging enables abuse that is
less visible. Instagram’s strong focus on appearance and self-presentation makes it particularly prone
to body shaming and image-based aggression. From a technical perspective, these platforms emphasize
modeling group dynamics and considering ephemeral formats and recommendation algorithms that
may inadvertently amplify toxic behavior.

5.5.3. Reddit

Reddit is structured around thematic communities (subreddits) characterized by pseudonymity and
open debate. Such environments can foster aggressive expression due to lowered social inhibition,
yet many communities also maintain robust self-moderation through rules and volunteer moderators.
Reddit is particularly valuable for studying community-level toxicity emergence, detecting localized
harassment patterns, and evaluating the interplay between moderation policies and harmful behaviors.

5.5.4. Telegram

Telegram supports large public groups, broadcast channels, and end-to-end encrypted secret chats,
functioning both as a public sensor and a highly privacy-sensitive environment. Accordingly, automated
monitoring must be restricted to legally and ethically accessible data sources, focusing on public or
opt-in contexts. Telegram also illustrates adversarial adaptation, as malicious users may migrate or
recreate groups following enforcement actions. This highlights practical trade-offs between privacy
protection and cyberbullying prevention.

5.5.5. Other Platforms: TikTok, Snapchat, WhatsApp

TikTok emphasizes short-form participatory videos that can facilitate viral shaming, mocking edits, and
discriminatory trends. Snapchat’s ephemeral communication complicates retrospective monitoring but
is relevant for real-time detection. WhatsApp and similar encrypted messengers are less suitable for
broad sensing due to private group boundaries but are essential for localized, opt-in interventions such
as school-based monitoring. Together, these platforms underscore the necessity of a unified multimodal
Saa$ solution capable of adapting to diverse ecosystem characteristics while sharing core analytical
components including NLP, computer vision, ASR, and multimodal fusion techniques.

6. Multimodal Al Architecture for the Proposed SaaS Platform

Building on insights from the state of the art, we propose a cloud-native SaaS platform for multimodal
detection and mitigation of cyber-social harms. The system operates across diverse digital environments,
ingesting heterogeneous content streams and producing risk assessments, contextual explanations, and
recommended actions for human operators.

6.1. Input Layer and Preprocessing

The platform ingests multimodal data including textual content from posts, comments, replies and direct
messages (where lawfully accessible), as well as OCR-extracted text from images and video frames.
Visual inputs comprise photographs, screenshots, memes and story frames, while video ingestion



includes short clips, live stream excerpts and gameplay fragments. Audio content such as voice notes
and in-game communication is processed through segmentation and ASR transcription. Metadata
including timestamps, platform identity, language, and basic relational context is also collected, with
geolocation and network-structure features incorporated only where allowed by legal and ethical
constraints. All signals are associated with a coherent event structure to support unified cross-modal
analysis. Such comprehensive pre-processing pipelines are in line with recent guidelines for multimodal
social media analysis [39].

6.2. Modality-Specific Encoders

Each modality is processed by a dedicated encoder designed to optimize accuracy, interpretability and
inference cost.

6.2.1. Text Encoder

A Transformer-based encoder (e.g., BERT or derivative) fine-tuned on datasets related to cyberbullying,
hate speech and coded abusive language generates both pooled sentence representations for classification
and token-level embeddings supporting span-level explanations. This leverages the strong performance
improvements of deep models over traditional ML approaches [40].

6.2.2. Visual Encoders: CLIP and Vision-Language Sequence Model

For visual content, the platform combines CLIP-style contrastive encoders [41] for scalable zero- or
few-shot classification with a vision-language sequence-to-sequence model that supports region-level
reasoning and contextual description. This duality enables both rapid triage and deeper forensic analysis
of harmful visual behavior, addressing limitations identified in multimodal meme detection literature
[15, 17].

6.2.3. Audio and Speech Encoder

The audio pipeline transcribes speech (via ASR) for textual analysis while extracting paralinguistic
cues such as prosody and emotional tone, which provide additional evidence of hostility in voice-based
exchanges. This modality is increasingly recognized as important for capturing harmful content beyond
static image/text [17].

6.2.4. Metadata and Network Encoder

Where available, structured metadata and relational signals — e.g., user interaction history, group
membership, follower/followee graphs — are encoded through numerical features and graph embeddings
generated by Graph Neural Networks (GNNs) to capture social dynamics relevant to coordinated
harassment or repeated abuse [42, 43].

6.3. Fusion and Decision Layer

The platform employs a flexible fusion strategy. For high-throughput screening tasks, a late-fusion
scheme combines modality-specific predictions with explicit attribution of contributions. For detailed
investigations, intermediate fusion with cross-attention captures subtle interdependencies between
modalities, enabling detection of cases where single modalities appear benign but their combination
yields harmful content. Ensemble-based mechanisms increase robustness against adversarial transfor-
mations, coded-language variation, and missing modalities. Similar architectures have been shown to
outperform unimodal and simple fusion baselines on multimodal hate detection tasks [11, 15].

Outputs include continuous risk scores for multiple harm categories, severity levels, and recommended
responses tailored to institutional practices.



6.4. Explainability and Human-in-the-Loop

Explainability mechanisms accompany each automated decision through text span highlighting, region-
level visualization in images, key-frame selection in video, and contextual factors such as interaction
history. Human moderators retain final authority to confirm, correct or escalate decisions. Feedback
is fed into continual-learning pipelines, enabling adaptation to evolving language, new memes, and
emerging harassment patterns. This hybrid human—-AI design reflects recent calls for explainable,
culturally aware and socially sensitive cyberbullying detection systems. [44, 43]

Such a SAI approach allows automated pattern recognition to scale, while preserving normative
judgment and ethical oversight where context, culture, and human dignity matter most.

7. Evaluation and Case Studies

To assess feasibility, we plan evaluations on platforms with contrasting communication characteristics.
For example, REDDIT emphasizes community-centric, pseudo-anonymous discussions; TELEGRAM offers
group-based, partially closed interactions with strong multimedia components. This contrast allows us
to test the platform across distinct social and technical environments, measuring detection accuracy,
false positive/negative rates, human-in-the-loop latency, moderation workload, and model adaptability
over time.

7.1. Experimental Setup

The evaluation pipeline consists of collecting posts, comments, images, and — where available — audio
and video through scrapers and platform APIs. Conversations are reconstructed into hierarchical
structures such as threads and reply chains. Samples are annotated for presence and subtype of
cyberbullying or hate speech, as well as severity levels.

We compare multiple model configurations: textual encoders (e.g., RoOBERTa-based models and larger
LLM-derived classifiers), visual encoders such as CLIP and Florence-2-style vision-language models,
ASR-based pipelines for speech, and multimodal ensembles integrating text, image, OCR and metadata
features. This mirrors evaluation strategies adopted in recent multimodal hate detection research [2, 45].

7.2. Metrics

Performance is measured using precision, recall and macro-averaged F1-scores, alongside AUC-ROC for
continuous risk scoring. Error analyses examine false positives and false negatives by harm category,
platform, and modality, aligning with best practices in fairness-aware and explainable moderation
research [46, 47].

7.3. Results Overview

Preliminary results indicate that multimodal ensembles substantially outperform unimodal baselines —
especially in cases where sarcasm or visual cues dominate. On Reddit and Telegram datasets, binary
bullying detection reaches F1-scores around 0.84 using CLIP + RoBERTa + OCR + ASR configurations on
consumer-grade GPUs. Visual encoders significantly improve detection of appearance-based harassment
and meme-centric abuse where harmful messaging is embedded directly in images — consistent with
findings from multimodal hate-speech detection literature [2, 48].

Larger LLM-based text classifiers provide limited benefits in low-resource languages while incurring
higher latency and compute costs — making them less suited for production-grade, real-time deployment.

7.4. Error Analysis

Common error patterns include: misinterpreting irony or self-directed humor as harmful content;
under-detecting coded or community-specific language; and failing to capture prior relational context



that shifts interpretation. Detection performance also degrades on dialectal or mixed-language content
due to limited language model coverage. These outcomes confirm that multimodality is necessary but
insufficient by itself — reinforcing the importance of human oversight and culturally adaptive datasets,
annotation protocols, and moderation policies [49, 47].

8. Discussion: Symbiotic Al, Human-in-the-Loop Workflow, and
Responsible Deployment

The proposed SaaS platform is deliberately designed as Symbiotic AI (SAI), where automation enhances
rather than replaces human expertise. This design choice is essential in the context of cyberbullying and
online hate, where cultural, relational, and ethical nuances require informed human judgment rather
than purely algorithmic decisions [46, 50]. Consequently, the system supports moderators, educators,
institutions, and platform operators through continuous multimodal monitoring and context-aware
decision assistance [49].

From an operational perspective, SAI distributes responsibilities according to complementary
strengths: artificial intelligence provides scalable, real-time analysis across vast and heterogeneous
data streams, while humans retain oversight of interpretation, normative assessment, and high-impact
interventions. This symbiosis enables efficient detection without sacrificing accountability, contextual
sensitivity, or procedural fairness.

8.1. Roles and Stakeholders

Multiple human stakeholders interact with the platform. Trust & Safety teams within social media
organizations review high-risk alerts, configure policies, and manage escalations. Educators and school
staff receive contextualized reports related to minors or school communities, aligned with legal and
institutional protocols. NGOs and support services are provided with anonymized insights into trends
affecting vulnerable groups. In well-defined cases, law-enforcement or child protection authorities
may access forensic-grade evidence — but always under due process and subject to privacy and data-
protection constraints [46].

The Al system contributes by delivering ongoing surveillance across integrated platforms, multimodal
risk scoring for different harm categories, and explanatory artifacts such as highlighted text spans,
visual evidence, and interaction histories. The platform also incorporates feedback and correction
mechanisms, enabling continual refinement of the models — a strategy shown to improve robustness,
reduce performance drift, and strengthen trust in deployed moderation systems [50, 47].

8.2. Incident Lifecycle

A typical incident lifecycle begins with ingestion and pre-screening. New online events — posts
containing images, early replies, audio snippets, or other signals — are collected through APIs or
streaming connectors. Multimodal encoders generate preliminary risk assessments. Automated triage
routes cases: low-risk events contribute to trend monitoring; medium-risk items enter human-review
queues; high-risk events (e.g., explicit abuse involving minors) are immediately escalated [2, 49].

During human review, moderators access an explainability dashboard that highlights harmful text
segments, problematic image regions or video frames, conversational context, and relational information
about repeated offenders or targets. Reviewers may confirm or override automated labels, re-label
content when necessary, and decide on actions such as warnings, content removal, or escalation.

All interventions feed into a continual-learning loop: misclassified cases become training signals;
new forms of harm (e.g., emerging memes or coded language) are incorporated through few-shot
prompting or targeted fine-tuning; and risk thresholds are periodically recalibrated based on error
analyses and stakeholder feedback [50, 47]. This lifecycle operationalizes SAI by combining scalable
machine perception with human judgment and responsibility.



8.3. Ethical, Legal, and Societal Considerations

Because the platform operates in a high-stakes domain affecting vulnerable individuals, ethical alignment
and regulatory compliance are foundational design requirements rather than secondary constraints. Pri-
vacy and data protection obligations (e.g., GDPR) necessitate strict data minimization, purpose limitation,
and pseudonymization wherever possible. Passive scanning of private or encrypted communications
must be avoided except under lawful, opt-in, or tightly regulated conditions [46].

Fairness considerations are equally critical. Detection systems may inadvertently disadvantage
dialects, minority groups, or reclaimed community-specific language. To mitigate these risks, the
platform incorporates diverse training datasets, periodic fairness audits, and stakeholder participation
in annotation and guideline development [47, 49].

False positives and false negatives each entail distinct harms: unjust sanctions may erode trust and
chill legitimate speech, whereas missed abuse may enable escalation and victimization. For this reason,
automated actions remain conservative, with human confirmation required for severe sanctions. Trans-
parent logging, explainable decisions, and accessible appeal mechanisms further support accountability
and procedural justice, consistent with emerging human-in-the-loop governance principles [50, 46].

Finally, the platform is designed to operate within existing legal and institutional frameworks through
jurisdiction-specific policy profiles and auditable reporting mechanisms when escalations to authorities
are mandated. By embedding ethical, legal, and societal safeguards directly into the workflow, the system
ensures that technological scalability remains aligned with human values and democratic oversight.

9. Conclusion and Future Directions

This work introduced a multimodal, human-centered SaaS platform for detecting and mitigating cyber-
social harms across online ecosystems. Drawing on recent advances in contrastive vision-language
modeling, sequence-to-sequence multimodal reasoning, efficient text encoding, speech analysis, and
human-in-the-loop moderation, the system offers a practical yet ethically grounded path to Cyber Social
Security.

While initial experiments on Reddit and Telegram show promising results, limitations remain —
including data imbalance, subtle relational contexts, computational costs of large models, and the
inherent tension between safety, privacy, and freedom of expression. Future directions include domain
adaptation for specific communities, improved performance in under-represented languages, lightweight
architectures for efficient deployment, enhanced temporal reasoning to address evolving harassment
patterns, real-time interventions with user-facing workflows, and participatory governance involving
educators, youth, NGOs and marginalized populations. These developments are essential for building
trustworthy, resilient, and inclusive digital spaces.
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